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Notice: 

This document may not be reproduced or distributed in whole or in part, for any purpose or in any 

fashion without the prior written consent of Ricoh Company Limited. Ricoh Company Limited retains the 

sole discretion to grant or deny consent to any person or party. 

 

Copyright © 2011by Ricoh Company Ltd. 

 

All product names or product illustrations, including desktop images, used in this document are 

trademarks, registered trademarks or the property of their respective companies. They are used 

throughout this book in an informational or editorial fashion only. Ricoh Company, Ltd. does not grant or 

intend to grant hereby any right to such trademarks or property to any third parties. The use of any trade 

name or web site is not intended to convey endorsement or any other affiliation with Ricoh products. 

 

Although best efforts were made to prepare this document, Ricoh Company Limited makes no 

representation or warranties of any kind with regards to the completeness or accuracy of the contents 

and accepts no liability of any kind including but not limited to performance, merchantability, fitness for 

any particular purpose, or any losses or damages of any kind caused or alleged to be caused directly or 

indirectly from this document. 

 

Document version history: 

Version Date of Issue Revision 

1.0 September, 2011 ・ Initial Release 

1.1 October, 2011 ・ Section 3 “Network Protocols” is revised. 
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1. Introduction 

 

This document provides security information about Administration Manager (ADM). 

 

ADM-S is a device management and integrated management server.  

The main functions are as follows.  

• Device List Management 

• Device Discovery 

• Device Monitoring 

• Device Configuration 

• Server Management 

• SDK Application Management 

• Log Management 

• Job Management 
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2. System 

 

2.1 System overview 
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2.2 Services 

 

Services installed or used by ADM-S: 

 

Service Name Description 

Streamline NX Administration Manger The ADM service. 

This service is installed by ADM. 
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3. Network Protocols 

 

3.1 Ports and Protocols 

 

z Discovery 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

SNMP 
v1/v2 

UDP 161 Discovery 

SNMP v3 UDP 161 

Device Retrieval of device information (IP 
address, Mac address, etc.) 

 

 

z Device Polling 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 
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- Printer Status 
- Paper Tray 
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z Trap 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

SNMP 
v1/v2 
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ADM server Notify ADM of device event. 
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z Device Preferences 
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z Embedded Application Settings (AAM, SPM) 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 
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z Software Distribution (D-SDK, Embedded Application) 

 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 
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z RFU 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

Decision of 
port used 

ftp TCP (No.1) 
10021 
10020 
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Device Port No.2 is attempted only when 
Port No. 1 is unavailable. 
However, Port No. 2 is not used if 
a communication error occurs after 
Port No. 1 has been opened. 

Upload 
Firmware 
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Check 
update result 

ftp TCP No. 1 or 
No. 2 

  

 

 

z Server Configuration (AAM-S) 

 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

Batch 
configuration 
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TCP Port of 
AAM-S 

AAM Server Configures the authentication 
settings for AAM-S. 
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z Device Assignment (SFM-S) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 
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TCP Port of 
SFM-S 
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z Administrative Tool 

 

 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

ADM Server 
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z Authentication 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Features Services Protocol Port No Destination Description 
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z Notification 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Features Service Protocol Port No Destination Description 

SMTP 
 
 
 
 

TCP Port of 
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(default:2

5) 

SMTP 
Server 

This port should match the settings 
of the SMTP server. 

Send E-mail1 

 
POP3 

TCP Port of 
POP3 
Server 
(default:1

10) 

POP3 Server (optional)To authenticate with POP 
before SMTP. 
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4. Data Flow & Storage 

 

4.1 Data types/Location 

Data type Security 

Device Data All device data is stored in the MS SQL Server.  

Device Preference Data All device preferences are stored in the MS SQL Server. 

Embedded Application 

settings 

All SDK application data is stored in the MS SQL Server. 

Device Software (Firmware, 

D-SDK, Embedded 

Application) 

Policy and template information is stored in the MS SQL Server. 

The data (ZIP file) is stored in the local file system. 

Path: 

<Install folder>\data\repository 

Server Configuration All data is stored in the MS SQL Server 

Log Data The job log data is stored in the MS SQL Server. 

The system log is stored in the local file system. 

Path: 

<Install folder>\data\logs 

 

The debug log and launch log are stored in the local file system. 

Path: 

<Install folder>\logs 

System Configuration  All data is stored in the MS SQL Server. 

 


