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RTB Reissue

The items in bold italics were corrected or added.

Subject: Card Authentication Package v2 Installation Manual

From: Solution Support Sect., Solution Support Dept.

Prepared by: Kohsuke Tomoyama

Classification: |[] Troubleshooting
] Mechanical

[] Paper path
[] Product Safety

[ Part information [] Action required

L] Electrical X Service manual revision
L] Transmit/receive [] Retrofit information

[] Other ( ) [ ] Tier2

This RTB has been issued to announce the release of the Card Authentication Package v2

Installation Manual.
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Installation

Installation

Before installation, please make sure all firmware (GW firmware, Smart Operation Panel firmware, and
Smart Operation Panel applications) are the latest version. Regarding the firmware update procedures,

please refer to the device service manual.

Installation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the

screenshots used in this document.

Installation Flowchart

The device network environment
settings

The VM Card Installation/JavaVM
Configuration

The Reader/writer connection for
the IC Card

The Installation environment setting

v

1: Checking the version of the device firmware and the VM card

Installation
[~ 2: Installation and activation of the applications
Priority feature setting Smart Operation Panel model
(Only for Standard Operation Panel specific settings
models) (Only for Smart Operation Panel
models)

Installation Environment Settings

1. Network information
* Setting from System Settings of the device

* In the case of Smart Operation Panel models, [User Tools] must be selected first and then the [User

Tools / Counter / Enquiry] screen is displayed.
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Item Detailed descriptions Default/Remarks

Host Set the host name shown on [Interface Settings] tab. -
Name | This setting is performed on the screen keyboard.

€| System Settings
| General \d TrayP‘dper\J Timer \\l Interface '\\| File \.\IMmrlishaLur\

Features Settings Settings Settings Transfer Tonls

Network Frint List

NW Frame Type

SMB Cormputer Narme _ ‘ Pina Cormmand
GROLP

SMB Work Group ‘ Permit SNWIPv3 Communication  Jrseqina RNl g

Ethernet Speed Permit S5L 7 TLS Communication  [efEReResrallaalsiie]

IFEF 200213 Authentication for Fthernet  [FfeEleas e Hast Name

Restore |EEE 802.1) Authentication to Defaults ‘ Machine harme RICOH Aficio MP.

22 |4 Provios || W Next

25 WAV 2011

gria_aOOBa

Host Marme Cancel

Enter host name, then press [OK].

L e s e s e J e s o ] -
L e e e e e
o I I K I I

L

r

X [0}

Lo JL e (o ]

I

| sift ook || shift | Space |

= r
I Tewt Erntry || User Text |

25 MAY 2011
012

gloria_a004a

System Status
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[@@]| System Settings

Item Detailed descriptions Default/Remarks
IP Set the IP address and the subnet mask that appear when -
Address/ | [Machine IPv4 Address] in [Interface settings] tab is selected.

Subnet | For setting, press [Specify] and [Change], and then enter the
Mask addresses with the 10-key.

General \d Tray Paper \J Tirmer \'d Interface w File \ Administrator .\
Features Settings Settings Settings Transfer Y| Tools \
I Machine IPv4 Address CONS Confiouration
7 IPv4 Gateway Address 3 3 IP=ec
Machine [Pv6 Address

IPvE Gateway Address

WINS Canfiguration

1Pyéy Stateless Address Autoconfiouration

Effective Protocol

DNS Confisuration

l
|
\ Liomain MNarme
l
l
l

NCP Delivery Protocal TCP /P Priority

1,2 | A Previos | |9 Next

Systen Status

Machine [Pvé Address

Select itemn.

Aute=Cbtain CHCP) | |

Specify | BIMAC Address  00:00:74:fb:82:1b

PMachine [Ped Address

P-Subnet Mask

25 waY 2011

9:15
gloria_a006
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Item Detailed descriptions Default/Remarks
Default | Set the address that appears when [IPv4 Gateway Address] in -
Gateway | [Interface Settings] tab is selected.

For setting, enter the address with the 10-key.

System Settings

(General \ Tray Paper
Settings

1

Adminis trator \

Tools
Print List

Features

Network

Machine IPv4 Address 192 168. 0. 5
1

Tirmer \
Settings

Interface File \
Settings Transfer

CONS Confiauration

l
e o -
Machine Pvé Address | { Carmain Narre
[P Gaateway Address { WINGS Confiouration
|Ph Stateless Address Autoconfiguration \ Fffective Protocal
l

DNS Confisuration NCP Delivery Protocal

12 | A Previns

W fext

[Pt Gateway Address I Cancel

Enter value with the Number keys, then press [OK].

20

gloria_a008
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Item Detailed descriptions Default/Remarks
DNS Set the server address that appears when [DNS Configuration] -
Server |[in [Interface Settings] tab is selected.
1/DNS | For setting, press [Specify] and [Change], and then enter the
Server | address with the 10-key.
é/e DrNeS; W€ System Settings
v
3 Gereral ) Tray Paper \ Tirmer \ Interface File \ Administrator.\
Features Settings Settings Settings Transfer Y| Teols \

Machine IPv4 Address LONS Contiguration

IPvé Gateway Address IPsec

WINS Canfiguration

l
\
\ Domain MNarme
l
l
\ NCP Delivery Protocal

I DNS Confisuration ﬁ!‘

12 & Pwing

DS Configuration

Enter value with the Number keys, then press @,

Auto-Chbtain (OHCP) m

POl S N < | >
PChIS Server 2 0. 0. 0. 0 Change

WCHS Server 3 Cherce

Svsten Statls

gloria_a010
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Item Detailed descriptions Default/Remarks
Domain | Set the name that appears when [Domain Name] in [Interface -
Name | Settings] tab is selected.
For setting, press [Specify] and [Change], and then enter the
name with the screen keyboard.
@] System Settings
Gereral \ Tray Paper .‘\ Tirner \ Interface \.. File Adrrinistrator .\.
Features Settings Settinos Settinos Transfer Tools \
Network Print List
I Machine IPué Address DONS Configuration
I IPué Gateway Address IPsec
I Machine IPv6 Address Domain Name:
I IPv6 Gateway Address WINS Configuration
I IPyé: Stateless Acdress Autoconfiouration  PEREEIGS Effective Protocol ‘
I DI Configuration MCP Delivery Protocol TCP / IP Priority
142

Domain Mame I Cancel I | K ]

Select item.

__Auto-Obtain OHP) | | Soecify
I W-Dorran Narne ricoh.com Change

Loaged in: Mechine Administrater Coctarm Chabric 3 zon

st Shatys 10:52
gloria_a080
2) Timer Setting

* Setting in [Timer Settings] of [System Settings]

ltem

Detailed descriptions

Default/Remarks

Auto
Logout
Timer

The default value is [Off], however press [Auto Logout Timer] in
[Timer Settings] tab and select [On] to enter the log out time if
necessary to change it.

The range of entering the automatic logout time is from 60 to
999 seconds.

Default: [Off]
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Installation of VM Card

i

» [fthe JavaVM is installed to the device’s Flash Memory (FM), this procedure is not
necessary. In this case, please proceed to the “JavaVM Configuration”.

= [f JavaVM is not installed to the device, this procedure is not necessary. In this case,
please proceed to the “IC Card Reader/Writer Connection (NFC R/W)”.

Set [Auto Off timer] to 5 minutes in [User Tools / Counter / Enquiry] screen ? [System Settings] »
[Timer Settings] tab.

i

= [Auto Off Timer] at the device side should be set to 5 minutes to prevent the device from
entering the Auto Off mode while the Java ™ Platform is installing or activating.

Set [System Auto Reset Timer] to [Off] in [User Tools / Counter / Enquiry] screen ® [System
Settings] ? [Timer Settings] tab.

i

= This setting should be restored after the installation.
Turn off the main power of the device.
Insert the VM card into the SD card slot.

i

=  For which the SD card slot should be inserted into, see the service manual of each
machine.
Turn on the main power of the device.

i

= The Java ™ Platform is installed automatically if the main power of the device is turned on
after the VM card insertion.
» |t takes for approx. from 3 to 4 minutes to install it automatically.
= Never turn off the power of the device during the installation, otherwise it may damage the
VM card. Turn off the power after the confirmation in step 8 has been done.
Press [User Tools/Counter] button.

€> User Tools / Counter / Enquiry
Copier / Document S ) =
% opier }-L:furrﬂr:e; Srver c;% wpe=
Printer Featurss m Enauiry
él Scanner Featires

ég Maintenance Extended Feature Settines

iﬂ‘ System Settings

@ Countter

gloria_a013a
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7. Press [Extended Feature Settings] after [User Tools / Counter / Enquiry] screen appears.
"',_-.j Extended Feature Setting Menu

Exterded Feature Settines

gIoia_aO14a

8. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears after the
installation is completed normally.

JavaVM Configuration

el

Press [User Tools/Counter] button.
Press [Extended Feature Settings] after [User Tools / Counter / Enquiry] screen appeatrs.
Press [Extended Feature Settings].

Press [Administrator Tools] tab, and then

Hean / Stack Size Settings

press [Heap / Stack Size Settings].

Cancel I I oK ]

nail sending dats error

Specify sizels).
P-Heap Size <2 MB to 16 MB>

MB| Change H Restore Defaults ‘

P-Stack Size <32 KB to 128 KB

KB| Change H Restore Defaults ‘

Systern Memory
Free 44,453,888
Total 289,173,504

Swstem Status

Heap

12,274,729
16,777,216

gloria_a015

5. Set the heap size and stack size.
Model Heap size Stack size
11S or earlier 16MB (Default: 10MB) 64KB (Default: 64KB)
11A or later 48MB (Default: 16MB) Do not change from default size (Default: 256KB)

6. Press the [Administrator Tools] tab, and then press [Select Available Functions].
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7. Set ‘PaneIService API‘ as ‘Active .
Select Avallable Functions Cancel oK

Select [Active] or [Inactive] for each function.

= PanelService API I Active I Inactive

» Kerberos

Active | ‘ Inactive

p PL/SC

Active | ‘ Inactive

| |
| |
» JWDI/LDP | Active || Inactive |
| |

= Activation Active | ‘ Inactive

Finish [User Tools].
Push the power button at the side of operation section, and turn off the main power after the power
indicator has finished blinking.
» The VM card should be operated with setting in the SD card slot.
» Restore the original setting after installation if the change of [System Auto Reset Timer] is
performed.

© @

IC Card Reader/Writer connection

» The Installation should be executed after the main power is turned off.
Connect the IC card Reader/Writer to the device.

=  Connect the USB cable to the left USB port for Aficio MP C5000/C4000/C3300/C2800, Aficio
MP C2550/2050.
For other machines, either port can be connectable.

» Regarding NFC Card Reader installation, please refer to the service manual for each model.

=  With Smart Operation Panel models, connect to the USB port of the device as with Standard
Operation Panel models.

= |If your customer uses a NFC card reader, please refer to “IC Card Reader/Writer Connection
(NFC R/W)” section for how to connect.

IC Card Reader/Writer connection (NFC R/W)

NFC R/W can be used with 15S or later Smart Operation Panel models.
1. Remove the cover at the right side of the Panel.
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2. Connect a NFC R/W to the micro USB port.

Authentication Management Settings

1.

Log in the device as an administrator.
= Theinitial value of login data is as follows:
= Login user name: admin
= Password: [blank]

Capier / Document Server £ =
% Features C;% s
.! Printer Features m Enauiry
é. Scanner Featires

Maintenance =3 Exterded Feature Settines

!0“ System Settings

E [

Countter

4 MaY 2011
15114

gloria a019a
Press [User Tools/Counter] button, and then press [System Settings].

@] System Settings

General || Tray Paer Timer \ Interface File Administrator
Features Settings Settings || Settings Transfer Tools
I User Authentication Maraserment || ‘ Extended Security ‘
‘ Enkanced Authentication Management | ‘Auta Delete File in Document Server
Administrater Anthentication Manasement ‘ Delete Al Files in Document Server ‘

Program / Change Administrator

‘ Key Counter Management |

¥ Next
Y 2011

gloria_a020a
Press [Administrator Tools] tab, and set items below:
[Administrator Authentication Management]

[User Authentication Management]
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1) Administrator Authentication Management
[User management]

Administrator Authentication Manasement Cancel I oK

Select items o manzse, then press [OK].

| User Management ‘ | Machine Management ‘ Metwork Manazement ‘ ‘ File Manapement ‘
bAdmm. Authentication | On I Off |
FAvai\aNe Seftings | Administrator Tools I

gloria_a021a

1. Set [Admin. Authentication] to [On].
2. Press [Administrator Tools] of [Available Settings].

3. Press [OK] of the upper right, and enable the change.

Machine Management

Administrator Authentication Managernent Cancel I

Select items to manese, then press [OK].

Marzoement Machine Menagement | Networc Management ‘ ‘ File Management ‘
PAdmm. Authentication | On I Off I
> fvai lable Settings ; General Features Tray Paper Settinas I i Timer Settings.
| Interface Settinas File Transfer I j Administrator Toals

| Maintanance I

1. Set [Admin. Authentication] to [On].
2. For setting all items in [Available Settings] to values, press [General Features], [Tray Paper
Settings], [Timer Settings], [Interface Settings], [File Transfer], [Administrator Tools] and

[Maintenance].
3. Press [OK] of the upper right, and enable the change.

Network Management

Administrater Authentication Management Cancel I

Select items to menzge, then press [OK],

User Manaoement: Machine Manasement [ Metwerk Manasement ‘ File Menazement

Pﬂdm\n. Authentication | On I Off I

IP“«vali lzble Settines Interface Settings File Transfer I ; Administrator Toals I
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1. Set [Admin. Authentication] to [On].

2. For setting all items in [Available Settings] to values, press [Interface Setting], [File Transfer], and

[Administrator Tools].

3. Press [OK] of the upper right, and enable the change.

[File Management]

Administrator Authertication Manazement Cance I

Select items to manege, then press [OK].

i ‘ Machine Manazement | Network Manaserment | File Manaserment

F‘\dl”\ n. Authentication On I Off |

[»vaiizble settinas Athinistrator Tools |

yshen Staas lob List

gI_3024a
1. Set [Admin. Authentication] to [On].
2. Press [Administrator Tools] of [Available Settings].

3. Press [OK] of the upper right, and enable the change.

2) User Authentication Management

1. Confirm whether the method of the authentication is “Custom” or “LDAP”.

*The disilaied authentication tiie chani)es deiending on a model.

User Authentication Menagement | cancel OK

Select an authentication method, then press [OK].

User Code Autth. || Basic auth. || windows auth. || IDAP Auth. | [ntearsion S futh. off
PLDAP Servers X Mot Proorammed X hot Prosrammed

X Not Proorammed X Not Programme

X Not Prograrrmed

S5L satting for encrypted commiunication can be changed in Program / Chargs LDAP Server sorsen.

B-Frinter kb Authentication I\ Entira I Simple (Limitationy H Simple (AL St

gloria_a059

2. Set ‘Printer Job Authentication] to ‘Entire‘.

User Authentication Manasement Cancel I 0K

Salect an authentication method. then press [OK].
‘ User Code Auth. | Bacic Auth. | ‘wincows Auth. ‘ LDAP Auth. ‘\m;ratinn Sar. nmh.H Off

B Availzble Functions
Capier

Full Colour / Tw—colour / Sinale Colour / Black & White

Single Calowr # Black & ‘White

l Two-colour £ Single Colour / Black & White

|
|
|
Black & White ooy || e |

A Previos
¥ ext

g Ir|a_a025
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Set [Available Functions: Copier] to [None].

lser Authentication Managerment Cancel I
Select an authentication method, then rress [OK].

User Code Auth. l Basic Auth. ‘ wincenws Auth. ‘ LDAP Auth. |\megratinn Sur. nmh.H Off

Printer [ Colour / Black & white Black & white  |f hane: |

Ko ther Functions \ Docurnent Server Facsirile ‘ I Searner I

l JavalM/x I
3/3
B ouin Mame Attribute sAMAccounTName Change:
A frevios

PUniaue Attribute Change Y e

gloria_a026a

4. Set [Available Functions: Printer] to [None].

5. Reset [Document Server], [Facsimile], [Scanner] and [JavaTM/X] in [Available Functions: Other
Functions].

6. Press [OK] of the upper right, and enable the change.

Turn the power off and on after the settings of [Administrator Authentication Management] and [User

Authentication Management] are finished.

With 15S or later Smart Operation Panel models, cancel the all items beside [Available Functions] (Do
not follow Step 3-6 above).

User Authentication Management Gl [ [ 1 ” 2 ” ‘
Select an authentication method, then press [OK], —_—— —
User Code Auth. || Basic Auth. || Windows Auth. || "IDAP Auth. || Off ‘4 || 5 ” 6 ‘
W ailzble Functions. Copier | Document Server | Fax | ‘ 7 || 8 ” 9 ‘
Printer Scamner | Browser ] ‘f* ”0 “# :‘

a—— w—wpa [ON
viine e (I - | A o

Check Status b A

]l

() Stop

Installation of Card Authentication Package v2

Install the following applications using Remote Install Manager to install Card Authentication Package
v2. For the installations procedures of these applications, see the service manual of Remote Install
Manager. (% Remote Install Manager)

* In the case of Smart Operation Panel models (Hybrid mode), it is necessary to install 3
modules for CAP before activation when conducting offline installation:
> CAP V2 Z11
» CAP User Config.*1
» CAP NFC Plug-in *2
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*1 The CAP User Config. Tool is used only when the authentication type is Local DB or

CAP-ES (Internal user). If the authentication type is AD, LDAP, or CAP-ES (only external

user), it is not necessary to install the module for CAP User Config. Tool.

*2 CAP NFC Plug-in is used for the card authentication between a NFC card reader and

15S or later Smart Operation Panel models.
» [finstalling CAP (F12) (Full Native mode), “Remote Install Manager v1.7.4” or later version

is required.

In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

Application Version Note

MP11 (WVGA models)

CAP V2 V2 .x MP21 (4-line LCD LP models)

MP11/MP21/MP31/SP31 ' MP31 (12A or older 4.3-inch operation panel MFP models)
SP31 (12S or later 4.3-inch operation panel LP models)

CAP LAUNCHER V2.x

CAP V2.x

CAP REG V2.x

In the case of Smart Operation Panel

(Hybrid mode):

Application Version Note
CAP V2 Z11 V2.x
CAP V2.x
CAP V2 Auth. Ul V1.x Smart Operation Panel application.

CAP User Config.

V1.x

Smart Operation Panel application.

CAP NFC Plug-in

V1.x

Smart Operation Panel application

. Only for v2.3.0 or later.

In the case of Smart Operation Panel

(Full Native mode):

Application

Version

Note

CAP V2 Auth. Ul

V1.x

Smart Operation Panel application.

CAP User Config. V1.x Smart Operation Panel application.
CAP NFC Plug-in V1.x Smart Operation Panel application.
CAP Java Card Plug-in V1.x Smart Operation Panel application.
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Activation Check

1. Inthe case of CAP v2 (Hybrid mode/ Full Native mode), restart the device manually to enable
authentication internally.

2. Press [User Tools/Counter] button, and then press [Extended Feature Settings].

€ User Tools / Counter / Enquiry

Copier / Document Server [
Features C»%

Printer Featurss m Enauiry

Scanner Features

=T

!ﬂ‘, System Settinas

Extended Feature Settinzs

B (0> (BB |&

Jb Maintenance

Courrter

24 MAY 2011

Systien Stets 15:14

gloria_a013a
= Extended Feature Setting Menu

FE S EEEEEEEE RS
1 [ |
Extended Feature Settings [} JauaTh Platfarm "
(] (1

Systen Stafis "C‘j‘ o
gloria_a014a
3. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.

If [JavaTM Platform] is not shown, the Java ™ Platform has not been activated yet. Wait
for a while until [JavaTM Platform] appears.

Press [Extended Feature Settings].
= Extended Feature Settings b

\ \ \ Nmei= i
PEER e\ e | e | B Vi)

Select esttended feature(s) to start or stop.

Priority  Status Tvpe Extenced Feature Nome LCesaription Wersion  Startup Location
Wl Startirg Up [ Type) (CAP VZ MPT1 2.0.0 5D Card Slot 2
Prioris| Susvend | Tyoe-) CAP LAUNGHER 2.0.0 <D Card Slet 2
@ StartirUp | Tope-) (CEP | 2.0.0 | SDCadSlot 2
@ Stop [ Type—) CAP REG Card Registration T.._|2.0.0 <D Card Slot 2

Startirg Up I Tyee=C JavaTM Platform  |Extended Featura(Ja...|4.73.00 <D Card Slot 2

n

gloria_a057a
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5. Press [Startup Setting] tab, and confirm that the condition of each application is the same as below:
In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

Application Status

CAP V2 MP11/MP21/MP31/SP31 Starting Up

Suspend

CAP LAUNCHER The Launcher is dis?bl'ed.by’ default.
Please set it as the “Priority”.

The Launcher is not supported on

4 .3-inch operation panel models.

CAP Starting Up

CAP REG Stop

JavaTM Platform Starting Up

In the case of Smart Operation Panel (Hybrid mode):
Application Status

CAP V2 Z11 Starting Up

CAP Starting Up

JavaTM Platform Starting Up

In the case of Smart Operation Panel (Hybrid mode / Full Native Mode), please also check whether
the following applications are installed in Home screen - Screen Features - Screen Device
Settings Information - Software Version List:

Application Note
CAP V2 Auth. Ul

CAP User Config.

CAP NFC plug-in Only for v2.3.0 or later.

In the case of Smart Operation Panel (Full Native mode):

Application Note

CAP V2 Auth. Ul

CAP User Config.

CAP NFC plug-in

CAP Java Card Plug-in Only for CAP v2.5.0 or later.
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The following SP modes are automatically set whenever the applications are started up (Every time
when the machine power is turned on). In the case of Smart Operation Panel models, press the [x]
button on the login screen and select the [Printer] icon after logging out, and then go into SP mode.

It is not possible to log in to SP mode from User Tools or Quick application (such as Quick Copy)

and when logged in to the device.
=  SP5-401-103:[0] ? [3]

= SP5-401-162*': bit0 [0] < [1], bit3 [0] P [1] *2, bit5 [0] = [1]
= SP5-401-230: bit0 [0] = [1], bit3 [0] ¥ [1]*3

= SP5-401-240: bit0 [0] * [1]

*1 The bit6 of SP5-401-162 is changed from [0] to [1] at the first time when an IC card is touched.

However, this is a normal action.

The value of SP5-401-162 will not be changed by installing CAP (F12)
2]t changes automatically when “Card Login Method” is set to “Enter Password from the Control

Panel”.

31t changes automatically when the Billing Code function is used.

[Standard Operation Panel model] Priority Feature Setting

This setting is not required with Smart Operation Panel model.

1.

W®]| System Settings

Press [User Tools/Counter] button, and then press [System Settings].

General Tray Paper Timer \ Interface File Administrator
Settings | Settings \ Transfer Tools
Internal Tray 1

Program / Change / Delete User Text: | ‘ Cutput: Copler

Panel Key Sound

Output: Document Server

Warm-up Besper

J Features V Settings
\
\
|

Cory Count Display

Function Priority

Print Priority Key Hepsat

Function Reset Timer

2. Press [General Features] tab, and then

Function Priority

Select item, then press [Ox].

Copler ‘ Dacurnent Server

6201
gloria_a027
press [Function Priority].

Printer ‘ Searner

I JavzTH/x I

3. Select [Java TM/X] and press [OK].

24 WAY 2001

gIoia_a028a
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[Smart Operation Panel model] Specific settings

Icon Setting (Only for 15S or later Smart Operation Panel models):

CAP User Config. Tools can be displayed on Home screen.
1. Log in to the MFP as an Administrator.
2. Press the square button on the right side of the panel.

[ & |Machine Administrator J gt JC

¢ ® & @

Copler ttlassic) Scanner (Classic) Printer (Classic) Fax (Classic)

Document Server

Change Language
WP Lancuage
.o 0

Check Status “ A = Q@ Stop

3. Press and hold the CAP User Config icon under [APPS] tab. This operation will locate the icon on

Home Screen.

"3 |Machine Administrator i [ et ][ €

®@ @ O

ELP NX Gallery 1D Card Copy

O ©

Quick Copy Quick Fax Quick Scanner

APPS WIDGET PROGRAM

Check Status
4. CAP User Config icon will appear.

[ & |Machine Administrator J oot | (]

& @ & @

Copier LVCLassic ) Scanner (:Ctassic ) Printer (Classic) Fax (Classic)

(9] m

Document Server CAP User Config

Change Language:

5’ Languagf

o .s

Check Status
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Icon Setting (Only for 15S or before Smart Operation Panel models):
CAP User Config. Tool can be displayed on Home screen.

1. Log in to the MFP as an Administrator.
2. Press and hold Home screen. The [Add to Home] screen will appear.

Add to Home

Select Icon

| |"_; Application I
n Bookmark

|‘ Machine Application

-
e

:" web Browser NX

5. Select [CAP User Config.].

Select Application

L3=) CAP User Config.

\.’p'/ DocsConnect

) ELP NX

S~

g Gallery

* Installer for development

L REERECHLCE
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6. CAP User Config. icon will appear.

O O ©

Quick Copy Quick Fax Quick Scanner

S

Web Browsen

11/09/2014

10:59

Screen device always-connection Setting (15S or later models)

1. Shift to Screen service mode.

For information on how to enter Screen service mode, contact the supervisor in your branch office.
2. Select [Screen Device Settings].
Enable [Screen device always-connection Setting].

Scre vice Settings

Server Settings
Application Settings

Authentication priority mode

Panel Self Check
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Recommendation: Energy Saving Recovery for Business Application setting (15S or

later

If the setting is “On”, login may be little slow at the first time after recovering the energy saving. We

recommend setting this as “Off”.

Log in to the MFP as an Administrator.
Select [User Tools].

Select [Machine Features].

Select [System Settings].

SAE A

X System Settings

Features Settings Settings Settings Transfer

(eneral w Tray Paper w Tirmer V Irterface File wAd'ninistrator
Tool

\

Select [Energy Saving Recovry. for Business Applicatn.].

| Proaram/Change USB Device List |

Human Detection Sensor

272

A Previous

6. Setto [Off] and select [OK].

Eneray Saving Recovery for Business Amplication
Select item, then press [OK].

| Off On (Eneray Saving)

# If [On] is set only apolications not using machine are available and electricity consumption
is reduced. Lsing machine may take some time & it has to be started up before being used.
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Priority Feature Setting (Compatibility mode):

It is possible to select CAP LAUNCHER as a default application when a user logs in to the device.

How to configure Function Priority:

1.
2.

3.

4,

& Machine Administratos

% i
User Guide

B Security
B Storage
B Keyboard
© Screen Device Settings Information

£+ Screen Device Settings

Export Screen Setting Information
Import History

Server Settings

Function Priority

Initialize Screen Features Settings

Log in to the MFP as an Administrator.
Select [Screen Features].

User Tools

Lagout

Lagaut
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Browser

Browser

Browser

Fax

Printer

CAP LAUNCHER

Authentication priority mode (For Hybrid mode / Full Native mode):

When a device is in sleep mode, it takes more time for a user’s job list to be displayed after the user
swipes their IC card on Smart Operation Panel models for Hybrid mode than it does on Standard

Operation Panel models and Smart Operation Panel models (Compatibility mode).

By setting the Authentication priority mode via the Screen service mode, the print job display for Hybrid
mode is about as fast as the Standard Operation Panel models and Smart Operation Panel models
(Compatibility mode). This setting means the HDD always starts within a designated time and it takes
little time to authenticate the user information. However, this may negatively affect the TEC value (TEC
= Typical Electricity Consumption). The procedure for setting it is as follows.

1. Shift to Screen service mode.

= For information on how to enter Screen service mode, contact the supervisor in your

branch office.

2. Select [Screen Device Settings].

Applications
B Storage

# Voice input & output

@ Screen Device Settings Information

£+ Screen Device Settings
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3. Select [Authentication irioriti model].

Server Settings
Application Settings
Authentication priority mode

Panel Self Check

4. Select [Start time(hhmm)] and enter the desired start time(hhmm). Also, select [Expiration
time(hours)] and enter the desired expiration time(hours). It is possible to input the desired hour

which is value of 1-10 hour(s).

T W Y
Althentication priority. mode

Authentication priority mode

Start time(hhmm)

Q000

Expiration time(hours)
1

Authentication priority mode

e(hhmm)

Expiration time(hours)

6. Logout.

Their settinis mean that it is time for Authentication iriorité mode to start and expire.
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Installation (4-line MFP/4-line LP/LP)

Installation Flowchart

The device network environment

settings
v

The VM Card Installation

v

The Reader/writer connection for

the IC Card

The Installation environment setting

v

Installation

1: Checking the version of the device firmware and the VM card
— 2: Installation and activation of the applications
3: Installation confirmation

!

Priority feature setting

Installation Environment Settings

Set the following network information from system settings in the device.

Host Name

IP Address
Subnet Mask
Default Gateway
DNS Server 1
DNS Server 2
DNS Server 3
Domain Name

VM Card Installation

1. Set [Energy Saver Timer] to 5 minutes in [User Tools / Counter / Enquiry] screen ® [System
Settings] ? [Timer Settings] tab.

i

» [Energy Saver Timer] at the device side should be set to 5 minutes to prevent the device
from entering the Energy Saver mode while the Java ™ Platform is installing or activating.
2. Insert the VM card into the SD card slot.

=  For which the SD card slot should be inserted into, see the service manual of each

machine.

3. Turn on the main power of the device.
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10.

11.
12.

= The Java ™ Platform is installed automatically if the main power of the device is turned on

after the VM card insertion.

= |t takes for approx. from 3 to 4 minutes to install it automatically.

= Never turn off the power of the device during the installation, otherwise it may damage the
VM card. Turn off the power after the confirmation in step 8 has been done.

Access to the machine with Web Image Monitor.
Log in the machine as an administrator.
= The initial value of login data is as follows:
= Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN wab Image Monitor

@ (] (2 [i [#F Logout

Administrator

Home Home Engish v [BJRefresh @)

Job

Status | | Supplies | | Device Info  Counter

+ RICOH Afico 5P £3200N

nt
® HostNama  : RMPOBDEES

o 7 gloria_a061
Click [Configy_[q;jgg] in the left menu.

‘ Extended Feature Settings
re Info

W PDF Grou rd
™ PDF Fixed Password

’2 Interface
® Interface Settings

Network
5

(R

[ R

B Copy Extended Features

= AppleTalk ® Copy Card Save Data

gloria_a062
Click [Startup Setting] in [Extended Feature Settings] menu.

wa (] [2 [i [+)Logout
RICOH Aficio SP C320DN yeoImage Monitor Admi

Startup Setting B)ratres

(22 )start up/Stop  [E/m)Priority/Cancel

1

T .

gloria_a063
Confirm that the status of [JavaTM Platform] is [Starting Up].
Click [Back]. _

= PDF Fixad Pas
/Z Tnterface
= Interface Settings

ﬁ?‘ Network
7 mpua

= appleTall

gloria_a064

Click [Administrator Tools] in [Extended Feature Settings] menu.

Apply Back

‘Web Installation Settings

® \Web Installation Settings 1 Con @ ok
 HTTR Prosy Con@or

Serv

part

User Name ]

Password 1 change |
™ URL 1

Heap / Stack Size Settings

m Heap Si

16 MB (5 - 32 MB)
64 KB (32 - 512 KB)

E 35,312,808 Frae
Hezp ¢ 8,321,148 Free

(Total: 211,360,884)

gloria_a065
Set [Heap Size] to 16 MB, and set [Stack Size] to 64 KB.
Click [Apply].
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13. Log out from Web Image Monitor.
14. Select [Shutdown] from the menu of the device.

= Never turn off the power of the device before the shutdown, otherwise the HDD may be

damaged.
15. Turn off the power.

» The VM card should be operated with setting in the SD card slot.

IC Card Reader/Writer connection

» The installation should be executed after the main power is turned off.

Connect the IC card Reader/Writer to the device.

Authentication Management Settings

1. Open Web Image Monitor.

2. Login Web Image Monitor as an administrator.
= The initial value of login data is as follows:
» Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN web Image Moriito Administrator

Home Home Engish v [BJRefresh @)

Job

Status | | Supplies | | Device Info  Counter

ne ; RICCH Afiao SP C3200K

W HostNama ! RMPOBDEES

[Resat Dawce | [ Reset Printer Job

gloria_a061
3. Click [Configuration] in the left menu.
el (R[] [1] [+ Logout

RICOH Aficio SP C320DN ven Image Monitor Administrator

Home Configuration Sierech @

Job
_ 4 Device Settings 1) Security
Configuration ’ )

W IEEE 802.1%

ﬁ RC Gate
WEE m setup Re Gate

® Update RC Gate Firmwar

m/C
 Fimmwara Update

) gloria_a072

4. Click [Administrator Authentication Management] in [Device Settings] menu.

m=| ] 2] (1] ™ Logout
RICOH Aficio SP C320DN web image Monitor Administrator

Administrator Authentication Management

gloria_a073
5. Check [On] at the following items.
[User Administrator Authentication]
[Machine Administrator Authentication]
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[Network Administrator Authentication]
[File Administrator Authentication]
6. Click [OK], and enable settings.

=/ Q] [?] 1] [#1Logout
RICOH Aficio SP C320DN wen image Monito Administrator
Home Configuration (ZJrefresh (@) *
Job
= = Device settings 7, Security
Configuration = 2
! %
:‘f‘t RC Gate
WEH = setuo R Gate
® Update RC Gate Firmware
gloria_a074
7. Click [User Authentication management] in [Device Settings] menu.
e (R [2) i [*NLogout
RICOH Aficio SP C320DN yven image Monitor Administrator
€ mask [ Mask Length [125 =
= usB (simple) © apply & Do not Apply
LoapP authentication Settings
® LDAP Authentication & Not programmed
Copies I Black & white ™ single Color [~ Two-color ™ Full Color
Caolor Copy Mode Limitation & Limit to Auto Color Selection © Full Colorfauta Color Selection
I printar I plack 3 whine I color ||
Other Function(s) I™ bocument Server I Fax [T Scannar
I JavaTMp
gloria_a060

8. Remove all check marks in [Available Function: Printer] of [LDAP Authentication Settings] or
[Custom Authentication Settings].

9. Click [OK], and enable settings.

10. Log out from Web Image Monitor.

11. Select [Shutdown] from the menu of the device.

12. Turn off and on the power of the device.

Card Authentication Package V2 Installation

For the Card Authentication Package V2 installation, install it with Remote Install Manager. See the
service manual of Remote Install Manager. (¥ Remote Install Manager)

Automatic Startup Settings

The following applications should be set to start up automatically.
= CAP
CAP LAUNCHER
CAP V2 MP21/SP11
Open Web Image Monitor.
Log in to Web Image Monitor as an administrator.
= The initial value of login is as follows:
= Login user name: admin
= Password: [blank]

N — = =
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e (@ (2 (i [4)Logout
RICOH Aficio SP C320DN web image Monito

Administrator
Home Home

= &
engish v [(ZJrefresh (@)

Job

Status | Supplies | | Device Info  Counter

me : RICOH Aficio 5P C3200K

1
& Comment =D
B Host Name 1 RNPOROEES i :
Reset Device Reset Printer Job

gloria_a061
3. Click [Configuration] in the left menu.

Extended Feature Settings

Q Interface

™ Interface Settings

Network
; Y omipw

 appleTalk

W Copy Card save Data

gloria_a071
4. Click [Startup Setting] in [Extended Feature Settings] menu.

== (] (7 [i] [*fLogout

RICOH Aficio SP C320DN /e image Morito Administrator

Startup Setting (E)refrast
Back |

(2Z)start vptston  (BfJpriority/cancel

Starting Us

smop ForLp

SO Card slat 2

200 |-

Starting Us  Extended Festure(lavaTM Platform) | 7.34.03 Other Funcbons 9D Card Slot 2

gloria_a079
5. Click [Details] icon of [Extended Feature Name] for the target application.

] Q] (] i | #0Logout
RICOH Aficio SP C320DN et Image Monitor Administrator
Extended Feature Info
Cancel

= Estended Feature Name : CAP V2 SP11
iption

2,00

: 337842242

+ 8D Card Slot 2
S0 Card slot 2

[ = 2uto Start s Eon ok i

gloria_a078
6. Check [On] at [Auto Start] and click [OK].
7. Reboot the device.

Installation Check

1. Turn on the power of the device.

Log in Web Image Monitor as an administrator.
» The initial value of login data is as follows:
= Login user name: admin
= Password: [blank]

@ ] [? [i [#FLogout
RICOH Aficio SP C320DN web Image Monito Administrator
Home Home engish | (ZJrefresh ) 8
Job

Status | | Supplies | | Device Info  Counter

B Device Name : RICCH Afico SP C3200N

|

® Comment

W Host Name  : RMPOBDEES il ;
Reset Davice Reset Printer Job

gloria_a061
Click [Configuration] in the left menu.
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Extens eatur

Interface
e network
gloria_a071

4. Click [Extended Feature Info] in [Extended Feature Settings] menu.
5. Refer to the application list, and confirm that the condition of each application is the same as below:

Application Status
CAP V2 MP21/SP11 Starting Up
CAP LAUNCHER Suspend
CAP Starting Up
CAP REG Stop
JavaTM Platform Starting Up

Priority Feature Setting

1. Press [Maintenance] ? [General Settings] ® [Function Priority] from the menu of the device.
2. Select [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.
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Installation (Pre-include model)

18S or later models with Smart Operation Panel have CAP installer in devices.
CAP can be installed to these models via Smart Operation Panel so Remote Install Manager is not
required.

Installation Flowchart

Installation environment settings

v

The Reader/writer connection for
the IC Card (NFC R/W)

v

Authentication Management
settings

1: Checking the version of the device firmware
[ 2: Installation and activation of the applications
3: Installation confirmation

Installation

v

Smart Operation Panel model
specific settings

Installation Environment Settings

“Please refer to “Installation Environment Settings” in “Installation (Smart Operation Panel/WVGA/
4.3-inch operation panel models)” section

IC Card Reader/Writer Connection (NFC R/W)

“Please refer to “IC Card Reader/Writer Connection (NFC R/W)” in “Installation (Smart Operation Panel/
WVGA/4.3-inch operation panel models)” section

Authentication Management Settings

“Please refer to “Authentication Management Settings” in “Installation (Smart Operation Panel/
WVGA/4.3-inch operation panel models)” section
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Installation of CAP v2

The installation method of and “CAP” to 18S or later models with Smart Operation Panel models is as

below.

1) Display the legacy application on Cheetah’s operation panel, and login by operation SP
mode.

Choose “Device” > “Apps”.

Choose “Install”

Choose ”"Install From Internal Storage”

Install the following applications one by one (applications cannot be installed at the same
time).

® CAP V2 Auth.Ul

® CAP User Config.

® CAP NFC Plug-in

® CAP Java Card Plug-in

Application installation is now completed.

a1 b~ N
—_— — — —

Next, activate the application.

6) Return to the screen in the step 4, choose "Activate Applications”

7) Choose the following applications one by one, and input the product key and “Execute” for
each.
® CAP V2 Auth.Ul

8) After Activation is completed, restart the device.

Activation Check

“Please refer to Full Native mode of “Activation Check” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section

[Smart Operation Panel model] Specific settings

“Please refer to “[Smart Operation Panel model] Specific settings” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section
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When Migrate to Card Authentication Package v2 from v1

Migration from Card Authentication Package v1 to v2 requires the conversion of the user information
from Card Authentication Package v1’s format to v2’s format.
The following explains the conversion procedure using CAP Convert Tool.

» For CAP Convert Tool, JRE v6.0 or later is required on the host PC.

Conversion Flowchart

Export the data
(with Smart Device Monitor for Admin)

v

Uninstall
Card Authentication Package v1

v

Install
Card Authentication Package v2

v

Convert the data format
(with CAP Convert Tool)

v

Import the data
(with CAP v2 Configuration Tool) gloria_ap003

Export the Data

The following three files are required in order to convert the Card Authentication Package v1 data into
v2 data.

» Card information file: card(date).csv

= Userinformation file: (model name)_user.csv

= Address information file: (model name)_addr.csv

These exports have to be done before uninstalling v1.

1) Export the card information

1. Click [Maintenance] to show [Card ID Mapping Maintenance] screen.

Card ID Mapping Maintenance

Back

M Export Card ID Mapping Export
W [mport Card ID Mapping:
Iruport

gloria_a051

2. Click [Export].
The export operation creates a CSV file containing the card information.
Example: cardmmdd.csv (mmdd: an exported month (mm) and day (dd))
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2) Export the user information
Shift to Enerey Save Mode
Becover from Energy Save Mode

fidd to Group... Cirl+D
Delete Dl

Charee Display Information.. Alt+Enter
Web Browser Device Information r

User Management Tool

fddress Management Tool
Accounting Beport Tool

gloria_a052
1. Launch [User Management Tool] of Smart Device Monitor for Admin.

;"’1' User Manaeement Tool - RIGOH Aficio M
File Edit Miew Help

] alx| 3] &

User Gounter Information I focess Control List I

gloria_a053

2. Select [Access Control List] tab.
g-':':'-[ User Management Tool — RIGOH Aficio M

Edit  Wiew Help

Qpen G3Y File with Program..

Export Uszer Information

Impart Uszer Information

Exit

- - gl-o-ria-_aOS4-

3. Select [Export User Information] from [File] menu.

The user information is exported as a CSV file.

Example (for an Aficio MP C5000): Aficio_ MP_C5000_user.csv
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3) Export the address information
Shift to Energy Save Mode
Becover from Enerey Save Mode

Add to Group... Ctrl+D
Delete Del

Chanege Display Information.. Alt+Enter
eb Browszer Device Ihformation b

U=er Management Tool
Addresz Management Tool

Accounting Beport Tool

gloria_a035

1. Launch [Address Management Tool] of Smart Device Monitor for Admin.

B Address Management Tool

Edit  Niew Help

Import Data
Export Data

Open GV File with Program...
Backup Data
Besztare Data

Exit

gloria_a056
2. Select [Export Data] from [File] menu.
Three CSV files are created by the export process and one of them is needed for the conversion.
Example (for an Aficio MP C5000):
Aficio MP_C5000_faxinfo.csv
Aficio_MP_C5000_taginfo.csv
Aficio_MP_C5000_addr.csv (Only this file is needed for the conversion.)

Uninstall Card Authentication Package v1

For the Card Authentication Package v1 uninstallation, see the service manual for Card Authentication
Package v1. (" Card Authentication Package v1 Service Manual)

Install Card Authentication Package v2

For the Card Authentication Package v2 installation, install it with Remote Install Manager. See the
service manual of Remote Install Manager. (¥ Remote Install Manager)

Convert the Data Format

1. Before running CAP Convert Tool, put the tool and the files into the same directory.
= CAP Convert Tool: DataConvertFromCap.exe
» Card information file: card(date).csv
=  Userinformation file: (model name)_user.csv
= Address information file: (model name)_addr.csv
2. CAP Convert Tool is a command-line tool. Open a command prompt and switch to the directory
where the files are located.
3. Enter the following command.
DataConvertFromCap.exe (User information file name) (Address information file name) (Card
information file name) [Character-code]
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» If any character code is not specified, “Cp1252” will be used as a default.
» For a list of supported character encoding types, refer to the 2" column of the following
list:
= http://download.oracle.com/javase/1.5.0/docs/guide/intl/encoding.doc.html
4. A message is displayed when the conversion is complete. The message includes the following
information:
User information registered (total item)
Convert user information items (succeeded)
Input format error items (failed)
Conversion error items (failed)
If there is no error, close the command prompt.

Import the Data

A successful conversion creates the following two files:

= DataConvertFromCap.csv
This is the user information file for Card Authentication Package v2.
To import the data, use CAP v2 Configuration Tool.

= DataConvertFromCap.log
This log contains the conversion results and the error information.
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Uninstallation

Uninstallation

Uninstallation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the
screenshots used in this document.

[Smart Operation Panel model] Specific settings (Hybrid mode / Full Native mode)

Set “Authentication Priority mode (Hybrid mode / Full Native mode)” via the Screen service mode to off.

1. Shift to Screen service mode.

=  For information on how to enter Screen service mode, contact the supervisor in your
branch office.
Select [Screen Device Settings].

Logaut

Applications

B Storage

22 \foice input & output

@ Screen Device Settings Information

£+ Screen Device Settings

3. Select [Authentication Erioriti mode].

Server Settings

Application Settings

Authentication priority mode

Panel Self Check
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Alrthentication priortty mode

Authentication priority mode

Start time(hhmm)

Q000

Expiration time(hours)
1

4. Clear the check box for [Authentication Erioriti modei.

Logout.

Setting in the Device

1.

Log in the device as an administrator.

2. Set [Enhanced Authentication Management]* to [Off].

*[System Settings]->[Administrator Tools]->[Enhanced Authentication management]

= The SC636 error will occur when ignoring the process above.

Priority Feature Cancellation

In the case of Standard Operation Panel models:

1.

Press the [User Tools/Counter] button. Then, press [System Settings].

2. Select the [General Features] tab. Then, press [Function Priority].
3. Select any item on the screen other than [Java TM/X] and press [OK].

Authentication Management Settings

1.

Log in the device as an administrator.
= The initial value of login data is as follows:
= Login user name: admin
= Password: [blank]

2. Press [User Tools/Counter] button, and then press [System Settings].
*With 158 or later models, select [User Tools] -> [Machine Features] -> [System Settings]
3. Press [Administrator Tools] tab, and set items below:

4. [User Authentication Management]
5. [Administrator Authentication Management]

1) User Authentication Management

1.

Set the method of the authentication is “Off”.

2. Press [OK] of the upper right.
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2) Administrator Authentication Management
[User management]

1. Set [Admin. Authentication] to [Off].
[Machine Management]

2. Set [Admin. Authentication] to [Off].
[Network Management]

3. Set [Admin. Authentication] to [Off].

[File Management]

4. Set [Admin. Authentication] to [Off].

5. Press [OK] of the upper right.

Turn the power off and on after the settings are completed.

How to stop applications

With Smart Operation Panel models (Hybrid mode):
1. Login to the device as an administrator.
2. Choose [User Tools] -> [Machine Features] -> [System Settings] -> [Extended Feature Settings] ->
[Extended Feature Settings].
3. Choose [Startup Setting] tab, and press following applications one by one:
® CAPV22Z11
® CAP
Press [CAP V2 Z11], then the application will be stopped.

| &=

Select ecterde] foaturela) to st or 100,

Status W‘“
Searting ol Twe-) CAF VZ TN
Startieg U | Toe-] ELP-MX V2 212 i 2 b Pestalart | | |
statkalh | Tee) O = Extended Feature ettings

o= Extended Feature Settings

| Etanded || Administrater |

\I e I' i Il'"m;elrdn' Tocs

Startrglb | Twe-) ELP Service | : o\ Bamded \[administater

gmml o e Eﬂmmm"m”‘ it Il\l_ Ul -lpﬂ.,,ehfq'.l Tooks 1'|
Select exterdad foaturels) to start or stoo,

i
Sn | Twe) ORI 24000 | P | NoPeiodimt.]
Stati b | Tie-) 12 ZAN0 M MoPwedint,
Statrglh | Tee-) O 24000 FM | hoPeiodimt.|
Statigle | Tree- ELP Service 2400 PM | MoPeriodimt.|
Stteglh | Twe JwalMPlatforn  Extended Featurella... 124701 MM —
s |l e
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4. Choose [Extended Feature Info] tab.
5. Press an application name.

@ Extended Feature Settings

l e Istall w Uninstall | EXIE0E }ﬂggat“\
Select an extended feature to check. .
Stotus o L Bl e Desciotion | it
Stoo | [ Tyee-s [coP V2 211 2.4.100 | fM NoPeriodlmt,II
Stop | Te-J ELP-NK V2 212 2.4.100 | FM | NoPeriodLrt.|
Stop | Twe-) P 2.6.100 | M | NoPeriodlmt.|
Stop | Twe-) IELP Service 2.4.100 | M | Mo PeriodLmt
StartitgUp | TyoeC |JavalM Platforn |Extended Feature(Ja...[12.47.01 | fM | — |
1/2 1w pext

6. Set [Auto Start] to "Off". Then press [Exit].

Extended Feature Info E
The following extendad feature has been installed.
P-Extended Feature Name: CAP V2 211 PProduct ID: 337653552
PDescription:
P Version: 2.4.100 PE-piration Date: Mo Period Limit
PStartue Location: Flash Memory
PProcessing Location: Flash Memory P Auto Start: On Off
P Vendor:
P-Conttact: TEL:

Fax:

Ernail:

7. Conduct the same procedure for the following applications as well:
® CAPV2Z11
® CAP
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Uninstallation of CAP v2

Uninstall the following applications using Remote Install Manager to uninstall CAP. For the

uninstallations procedures of these applications, see the service manual of Remote Install Manager. (¥°
Remote Install Manager)

In the case of Standard Operation Panel models and Smart Operation Panel models (Compatibility
mode):

= CAP V2 MP11/MP21/MP31/SP31

= CAP LAUNCHER
= CAP

= CAPREG

In the case of Smart Operation Panel models (Hybrid mode):

Application Version Note
CAP V2 Z11 V2.x
CAP V2.x
CAP V2 Auth. Ul V1.x Smart Operation Panel application.
CAP User Config. V1.x Smart Operation Panel application.
CAP NFC Plug-in VA x agirt Operation Panel application. Only for v2.3.0 or

In the case of Smart Operation Panel models (Full Native mode):

Application Version Note
CAP V2 Auth. Ul V1.x Smart Operation Panel application.
CAP User Config. V1.x Smart Operation Panel application.
CAP NFC Plug-in V1.x Smart Operation Panel application.
CAP Java Card Plug-in | V1. Ertr;?rt Operation Panel application. Only for v2.5.0 or

If “RTY-003 : Communication timeout has occurred between the devices. (N002)” is displayed on
Remote Install Manager after uninstallation, please try to restart the device manually and perform [Re-
execute Errored Operation...] from the Device Operation menu. If the error still appears even though the
operation is performed, check the error for troubleshooting in Remote Install Manager Service Manual.
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SP Mode Cancellation

Restore the SP values described below. In the case of Smart Operation Panel models, press the [x]
button on the login screen and select the [Printer] icon after logging out, and then go in to SP mode. It is
not possible to log in to SP mode from User Tools or Quick application (such as Quick Copy) and when
logged into the device.

SP5-401-103: [3] * [0]
SP5-401-162: bit0 [1] 2 [0], bit3 [1] ? [0], bit5 [1] * [O], bit6 [1] * [0]
SP5-401-230: bit0 [1] ? [0], bit3 [1] * [0]
SP5-401-240: bit0 [1] 2 [0]
= The machine should be rebooted after the settings are changed.
» The setting changes are not necessary if the reinstallation is executed.
= Depending on the functions the customer uses, not all of the above SP values may be set

to [1] even before cancelling them.
» The value of SP5-401-162 will not be changed by installing “ELP-NX with CAP (F12)”
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Uninstallation (4-line MFP/4-line LP/LP)

Setting in the Device

Set [Enhanced Authentication Management] in [Security Management] to [Off].

» The SC636 error will occur when ignoring the process above.

Setting with Web Image Monitor

1. Open Web Image Monitor.

2. Log in the machine as an administrator.
» The initial value of login data is as follows:
= Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN web Image Monitor

= ® @I

#) Logout

Home Home

Job

Status | | Supplies | | Device Info  Counter

B Device Name : RICCH Afico SP C3200N

nt
® HostNama  : RMPOBDEES

[Resat Davice | [ Reset Printer Job

gloria_a061
3. Click [Configuration] in the left menu.

RICOH Aficio $P C320DN wen image Morito

Home ‘Configuration
Job

e/ (R [2] [1] [+) Logout

Administrator
EJrereen @

4, Security

24 Device Settings
Cenfiguration ~

— /

ay J- RC Gate

£ wsewp e Gate

® Update RC Gate Fimware

- gloria_a074
4. Click [User Authentication Management] in [Device Settings] menu.

=a) (] [2] [i] [#¥Logout

RICOH Aficio SP C320DN en mage Monitor

Administrator

User Authentication Management (S)refresh (@
—
gloria_a075

5. Select [Off] at [User Authentication Management], and click [OK].

=/ [ 2] [1] [#) Logout

RICOH Aficio SP C320DN wen image Moritor

Home Configuration

Job

k_’ Device Settings

= system 4

Administrator
Brerrech @ °

Security

= nety

™ ipsec
® User Lackaut Palicy
® IEEE 8021

RC Gate

= ety

™ Update RC Gate Firmwar

N gloria_a072

6. Click [Administrator Authentication Management] in [Device Settings] menu.
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= & ?| i =¥ Logout
RICOH Aficio SP C320DN web image Monitor Administrator

gloria_a076
7. Check [Off] at the following items, and click [OK].
=  User Administrator Authentication
= Machine Administrator Authentication
» Network Administrator Authentication
=  File Administrator Authentication
8. Turn off and on the power of the device.
9. Execute the uninstallation with Remote Install Manager. For details, see the service manual of
Remote Install Manager. (" Remote Install Manager)
= CAP V2 MP21/SP11
= CAP LAUNCHER
= CAP
= CAPREG
For the uninstallation procedures of these applications, see the service manual of Remote Install

Manager. (% Remote Install Manager)

SP Mode Cancellation

Restore the SP values described below.

=  SP5-401-103:[3] ? [0]

=  SP5-401-162: bit0 [1] ? [0], bit5 [1] 2 [0]
=  SP5-401-230: bit0 [1] ? [0]

=  SP5-401-240: bit0 [1] ? [0]

» The machine should be rebooted after the settings are changed.
= The setting changes are not necessary if the reinstallation is executed.

Priority Feature Cancellation

1. Press [Maintenance] ? [General Settings] ® [Function Priority] from the menu of the device.
2. Select an item on the screen other than [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.
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Appendix

VM Card Update

1.

2.
3.

» The steps below should be followed when updating the VM card if CAPv2 is installed.

Disable Enhanced Authentication Management (SP5-401-160: [1] 2 [0]).
» Proceed to step 2 without rebooting the device.
Update the VM card using Remote Install Manager.
Reboot the device two times (some settings are automatically set during the 1t reboot that require
a 2" reboot to enable).

Procedure for changing the HDD

W

w ok

Export the user/device settings via the Configuration Tool for back up. (If possible)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all the applications (CAP) using Remote Install Manager.

Change out the HDD.

= Please refer to the device service manual to change out the HDD.

Reinstall all the applications (CAP) using Remote Install Manager.

Import the user/device setting in Configuration Tool.

File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the controller board

This procedure is available in the case that Java VM is installed to the device’s flash memory (FM) on
the controller board.

1.

2.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.
Uninstall all applications (CAP) via Remote Install Manager.
» Inthe case that the controller board needs to be replaced when using Hybrid mode:
If it is necessary to replace the controller board, the Smart Operation Panel applications
will remain. Therefore, the applications should be uninstalled using RIM.
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3.
4

Disable the Java VM (SP5-730-001: [1] -> [0]). Then restart the device.
Change out the controller board.

= Please refer to the device service manual to change out the Controller Board.

Reinstall all the applications (CAP) using Remote Install Manager.

Import the user/device setting in configuration tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the Smart Operation Panel

This procedure is available when changing to a Smart Operation Panel from a Standard Operation
Panel or if a Smart Operation Panel needs to be replaced.

1.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all applications (CAP) via Remote Install Manager.

* In the case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
If it is necessary to replace the Smart Operation Panel, the DSDK applications installed
in the Java VM will remain. Therefore, these applications should be uninstalled via Web
image Monitor. The uninstallation method via Web Image Monitor is as follows.

WIM -> Configuration -> “Uninstall” in Extended Feature Settings

= The reason for why the DSDK applications must be uninstalled via WIM is as follows:
As per the specification for the eDC-i system, the DSDK applications installed in the
Java VM and the Smart Operation Panel applications are regarded as 1 application.
When the Smart Operation Panel is replaced (the DSDK applications are left and the
Smart Operation Panel applications disappear), the eDC-i system will judge that both
the DSDK applications and the Smart Operation Panel applications are deleted. This
will cause an error to occur when uninstalling via RIM. Therefore, it is necessary to
uninstall the remaining DSDK applications via WIM in order to clear the error in RIM.

» Inthe case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
It is necessary to forcibly deactivate the license key in advance. Please contact the
marketing section in your branch office regarding the deactivation method.

Reinstall all applications (CAP).

Import the user/device settings via the Configuration Tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.
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RTB Reissue
The items in bold italics were corrected or added.

Subject: Enhanced Locked Print NX v2 Installation Manual Prepared by: Kohsuke Tomoyama

From: Solution Support Sect., Solution Support Dept.

Classification: |[L] Troubleshooting [] Part information ] Action required
[] Mechanical [] Electrical X1 Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( ) L] Tier2

This RTB has been issued to announce the release of the Enhanced Locked Print NX v2
Installation Manual.
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Enhanced Locked Print NX v2

Installation Manual
Document version: 1.4.0
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Installation

Installation

Before installation, please make sure all firmware (GW firmware, Smart Operation Panel firmware, and
Smart Operation Panel applications) are the latest version. Regarding the firmware update procedures,
please refer to the device service manual.

Installation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the
screenshots used in this document.

Installation Flowchart

The device network environment
settings

The VM Card Installation

v

The Installation environment setting

v

1: Checking the version of the device firmware and the VM card

Installation
— 2: Installation and activation of the applications
l 3: Installation confirmation
Priority feature setting Smart Operation Panel model
(Only for Standard Operation Panel specific setting
models) (Only for Smart Operation Panel
models)

Installation Environment Settings

1. Network information

* Setting from [System Settings] on [User Tools / Counter / Enquiry] screen of the device.

* In the case of Smart Operation Panel models, [User Tools] must be selected first and then the [User
Tools / Counter / Enquiry] screen is displayed.
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Item Detailed descriptions Default/Remarks
Host Set the host name shown on [Interface Settings] tab. -
Name | This setting is performed on the screen keyboard.

€| System Settings
| General \d TrayP‘dper\J Timer \\l Interface '\\| File \.\IMmrlishaLur\

Features Settings Settings Settings Transfer Tonls

Network Frint List

NW Frame Type

SMB Cormputer Narme _ ‘ Pina Cormmand
GROLP

SMB Work Group ‘ Permit SNWIPv3 Communication  Jrseqina RNl g

Ethernet Speed Permit S5L 7 TLS Communication  [efEReResrallaalsiie]

IFEF 200213 Authentication for Fthernet  [FfeEleas e Hast Name

Restore |EEE 802.1) Authentication to Defaults ‘ Machine harme RICOH Aficio MP.

22 |4 Provios || W Next

25 WAV 2011

gria_aOOBa

Host Marme Cancel

Enter host name, then press [OK].

L e s e s e J e s o ] -
L e e e e e
o I I K I I

L

r

X [0}

Lo JL e (o ]

I

| sift ook || shift | Space |

= r
I Tewt Erntry || User Text |

25 MAY 2011
012

gloria_a004a

System Status
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[@@]| System Settings

Item Detailed descriptions Default/Remarks
IP Set the IP address and the subnet mask that appear when -
Address/ | [Machine IPv4 Address] in [Interface Settings] tab is selected.

Subnet | For setting, press [Specify] and [Change], and then enter the
Mask addresses with the numeric keys on the operation panel.

General \d Tray Paper \J Tirmer \'d Interface w File \ Administrator .\
Features Settings Settings Settings Transfer Y| Tools \
I Machine IPv4 Address CONS Confiouration
7 IPv4 Gateway Address 3 3 IP=ec
Machine [Pv6 Address Domain MNarme

IPvE Gateway Address

1Pyéy Stateless Address Autoconfiouration

DNS Confisuration

Machine [Pvd Address

Select itemn.

Auto-Chtain (DHCP) J ‘ Specify

WINS Canfiguration

Effective Protocol

\
\
\
l
\
\

NCP Delivery Protocal

TCP # IP Priority

Systen Status

12 & Pwing

W Next

PIAC Address 00:00:74:fb:82:1b

P-Machine [Ped Address

P-Subnet Mask

Systen Stats

25 MAY 2011
tEH

gloria_a006
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Item Detailed descriptions Default/Remarks
Default | Set the address that appears when [IPv4 Gateway Address] in -
Gateway | [Interface Settings] tab is selected.

For setting, enter the address with the numeric keys on the
operation panel.

(@] System Settings

DNS Conficuration NCP Delivery Protocol

General \J Tray Paper w Timer \J Interface V File \ Administrator\
Features Settings Settings Settings Transfer Taols

Machine 1Pv4 Address 192.168. 0. \ DONS Confiauration Ac

T > - o 1 | =
Machine Pve Address | { Dorrain Marne

IPv6 Gateway Address { WINS Canfiouration

IPuts Stateless Ardress Autoconfiguration | \ Effective Protocol
\

12 A Peios

W fext

IPvis Gateway Address

Enter value with the Number keys, then press [OK].

Logged in: Machine Adrministrator

gloria_a008
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Item Detailed descriptions Default/Remarks

DNS Set the server addresses that appear when [DNS Configuration] -
Server |[in [Interface Settings] tab is selected.
1/DNS | For setting, press [Specify] and [Change], and then enter the
Server | addresses with the numeric keys on the operation panel.
é/e Drtlesr W€ System Settings
3 Gereral ) Tray Paper \ Timer \| nterface File \ Administrator.\

Features Settings Settings Settings Transfer Y| Teols \‘

Ietwork Print List

Machine IPv4 Address LONS Contiguration

IPvé Gateway Address IPsec

WINS Canfiguration

l
\
\ Domain MNarme
l
l
\ NCP Delivery Protocal

I DNS Confisuration @!‘

12 & Pwing

DS Confiouration

Enter value with the Number keys, then press @,

puto-Chtain C-CP) | [
PR Server | Geee | € | >
WO Server 2 0. 0. 0. 0 Chenge
WIS Server 3 Charce

Svsten Statls

gloria_a010
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ltem

Detailed descriptions

Default/Remarks

Domain
Name

Set the name that appears when [Domain Name] in [Interface
Settings] tab is selected.

For setting, press [Specify] and [Change], and then enter the
name with the screen keyboard.

@’J System Settings

‘ General \J Tray Paper "\

Interface \-.J File \J Adrrinistrator '\I

Tirner \
Settinos

Features Settings Settines Transfer Tools \
MNetwark Print List
Machine IPué Address DONS Configuration
IPué Gateway Address IPsec
Machine IPv6 Address Dormain Mame

IPv6 Gateway Address WINS Configuration

IPyé: Stateless Acdress Autoconfiouration  PEREEIGS Effective Protocol I

I
I
I
I
I
I

DS Configuration NCP Delivery Protocol TCP / IP Priority

i 72

Domain Mame I Cancel I | K ]
Select item.
__Auto-Obtain OHP) | | Soecify

I W-Dorran Narne ricoh.com Changs

Logged in [Mechine Administrater : 2001
Cystem Skt n 1052

oria_aOBO

1. Timer Setting
* Setting from [System Settings] on [User Tools / Counter / Enquiry] screen of the device.

ltem

Detailed descriptions

Default/Remarks

Auto
Logout
Timer

The default value is [Off], however press [Auto Logout Timer] in
[Timer Settings] tab and select [On] to enter the logout time if
necessary to change it.

The range of entering the automatic logout time is from 60 to
999 seconds.

Default: [Off]
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VM Card Installation

i

= If the JavaVM is installed to the device’s Flash Memory (FM), this procedure is not

necessary. In this case, please proceed to the “JavaVM Configuration”

= If JavaVM is not installed to the device, this procedure is not necessary. In this case, please
proceed to the “Installation of Enhanced Locked Print NX V2~

1. Set [Auto Off Timer] to 5 minutes in [User Tools / Counter / Enquiry] screen K [System Settings] 2

[Timer Settings] tab.

i

» [Auto Off Timer] at the device side should be set to 5 minutes to prevent the device from
entering the Auto Off mode while the Java ™ Platform is installing or activating.

2. Set [System Auto Reset Timer] to [Off] in [User Tools / Counter / Enquiry] screen = [System

Settings] 2 [Timer Settings] tab.

i

= This setting should be restored after the install
3. The main power of the device is turned off.
4. Insertthe VM card into the SD card slot.

i

ation.

=  For which the SD card slot should be inserted into, see the service manual of each

machine.
5. Turn on the main power of the device.

i

= The Java ™ Platform is installed automatically if the main power of the device is turned on

after the VM card insertion.

= |t takes for approx. 3 to 4 minutes to install it automatically.
» Never turn off the power of the device during the installation, otherwise the VM card may
be damaged. Turn off the power after the confirmation in step 8 has been done.

6. Press [User Tools/Counter] button.

> User Tools / Counter / Enauiry
G / Doeument S [ =

% apier }t:.:urrﬂ:; 2rver c.% e

Printer Features m Enauiry

él Scanner Features

: =] o
Jb Maintenance BEa Extended Feature Settinzs

!ﬂ- System Settinas

@ Courrter

Systien Stets

gloria_a013a
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7. Press [Extended Feature Settings] after [User Tools / Counter / Enquiry] screen appears.
= Extended Feature Setting Menu

1 [ |
Extended Featurs Settings [ ] JavaTH Platfarm []
(] (1

gIoi_aO14a
8. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears after the
installation is completed normally.

JavaVM Configuration

Press [User Tools/Counter] button.

Press [Extended Feature Settings] after [User Tools / Counter / Enquiry] screen appears.
Press [Extended Feature Settings].
Press [Administrator Tools] tab, and then press [Heap / Stack Size Settings].

Eal A

Heap / Stack Size Settings ‘ Cancel O

Specify size(s).
PHeap Size <2 MB to 16 MB>

MB‘ Change H Restore Defaults ‘

PStack Size <32 K to 128 KB>

KB‘ Change H Restore Defaults ‘

Systern Mermory Heap
Free 44,453,888 12,274,129
289,173,504 16,777,216

9 WAV 2014
1512

gloria_a015

5. Set the heap size and the stack size.
Model Heap size Stack size
11S or earlier 16MB (Default: 10MB) | 64KB (Default: 64KB)
11A or later 48MB (Default: 16MB) | Do not change from default size (Default: 256KB)

6. Finish the initial settings.
7. Push the power button at the side of the operation section. After the power indicator has finished
blinking, turn off the main power.
» The VM card should be operated with setting in the SD card slot.
» Restore the original setting after installation if [System Auto Reset Timer] is changed.
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Installation of Enhanced Locked Print NX V2

Install the following applications using Remote Install Manager to install Enhanced Locked Print NX v2.
For the installations procedures of these applications, see the service manual of Remote Install

Manager. (" Remote Install Manager)

» Regarding the installation method for Smart Operation Panel models (Compatibility mode),
it is necessary to perform offline installation via RIM. It is not possible for the eDC-I system
to judge which application module type (MP**: Compatibility mode / Z**: Hybrid mode)
should be installed to devices equipped with the Smart Operation Panel. It is possible for
Hybrid mode to perform online/offline installation via RIM.

i

» Inthe case of 12A models (MET-C1, CH-C1, OR-C2), before installing ELP-NX v2, make
sure that at least one SD card slot located on the rear side of the device (option slot or
service slot) is empty. For details, please refer to the “Enhanced Locked Print NX v2
Installation to 12A Models (MET-C1, CH-C1, OR-C2)” RTB. Other models (11A or earlier
and 12A or later models) are not affected.

= Ifinstalling ELP-NX F12 (Full Native mode), “Remote Install Manager v1.7.4” or later

version is required.

In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

Application

Version

Note

ELP-NX V2
MP11/MP12/MP13/MP31/SP31
/MP33/SP13

V2.x

MP11 (12S or older WVGA models)

MP12 (12A or later WVGA models)

MP13(Only for Ricoh Asia Pacific. It needs to be
installed offline. Target devices: Metis-C2 / Charis-C2
/ Martini-C6 / Griffin-C2 / Corona-C1.5)

MP31 (12A or older 4.3-inch operation panel MFP

models)

MP33 (15S or later 4.3-inch operation panel LP

models)

SP13 (15S or later 4-line LCD LP models)
SP31 (12S or later 4.3-inch operation panel LP

models)

ELP NX

V2.x

FR Filter

V1.x

08S or older models must install the FR Filter

manually.

In the case of Smart Operation Panel (Hybrid mode):

Application Version Note
ELP-NX V2 Z12 V2.x
ELP Service V2.x
FR Filter V1.x
ELP NX V1.x Smart Operation Panel application.
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In the case of Smart Operation Panel (Full Native mode):

Application Version Note

ELP NX V1.x Smart Operation Panel application.

Installation of FR Filter

W~

2omNo oA

e ]

= Note that using Remote Install Manager will install the FR Filter automatically for 08A or
later models.
»  When installing ELP-NX (F12), FR Filter is not installed but the function of “EGS” module
in the controller is enabled.
* SP mode (Special Service) “1-001-016”: bit6 [0] e [1]
Press [User Tools/Counter] button.
Press [Extended Feature Settings] in [User Tools / Counter / Enquiry] screen.
Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.
e ]
= If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a
while until [JavaTM Platform] appears.
Press [Extended Feature Settings].
Press [Install] tab and then press [SD card].
Select [FR Filter] in the applications list.
Select [Machine HDD] for the install location and press [Next].
Confirm the information on the screen and press [OK] to start the installation.
Press [EXxit] on the installation completion screen.

. Push the power button at the side of the operation section. After the power indicator has finished

blinking, turn off the main power.



Technical Bulletin
Reissued: 28-January-16

PAGE: 13/33

Model: Enhanced Locked Print NX v2 Date: 12-Mar-12

No.: RD602008m

Activation Check

1. Turn on the main power of the device.
€» User Tools / Counter / Enquiry

Copier / Document Server ]
Features C;%

Printer Features m Enauiry

Scanner Features

=T

!e‘, System Settinas

B (0™ BB |&

Extended Feature Settines

Jb Maintenance

Countter

Systien Stat

gloria_a013a

2. Press [User Tools/Counter] button, and then press [Extended Feature Settings].
'—A Extended Feature Setting Menu i
‘ Extended Feature Settings :‘ JawaTh Plakfarm :
gIoi_a014a
3.

Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.

= If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a

while until [JavaTM Platform] appears.
4. Press [Extended Feature Settings].

o, Extended Feature Settings

\ \
Startup \ Co \| Crenge || Extended Aebninistrater | \
Setting j Izl d HulieEll \J Allocation \\ Feature Infir \ Toals
Select extended feature(s) to start or stop.
Priority  Status. Type Extended Feature Nene Description Wersion  Starfup Location
Pricrity| Sterting Ub [ Tree=]  ELP-WX ¥Z MPT 2.0.0 5D Card Slot 2
Pricrity| Suspend [ Type-]  ELP MY Build 0.6 2.0.0 SD Card Slot 2

Starting Up [ Twe-C  JavalM Platform  Extenced Feature(Ja... 4.23.00 SD Card Slot 2

Weiting [ Tywe-C FR Filter Build 0.48 (x86) 1.0.0.0 Machine HDD

gloria_p001
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5. Confirm on [Startup Setting] tab that the condition of each application is the same as below:
In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

Application Status
ELP-NX V2 :
MP11/MP12/MP31/SP31 Starting Up
ELP NX Suspend
JavaTM Platform Starting Up
FR Filter Waiting

In the case of Smart Operation Panel (Hybrid mode):

Application Status
ELP-NX V2 Z12 Starting Up
ELP Service Starting Up
JavaTM Platform Starting Up
FR Filter Waiting

In the case of Smart Operation Panel (Hybrid mode / Full Native mode), please also check whether
the following application is installed in Screen Features - Screen Device Settings Information >

Software Version List:

Application

ELP NX

In full native mode, the following SP modes (Special Service) are automatically set whenever the
applications are started up (Every time when the machine power is turned on). In the case of Smart
Operation Panel models, press the [x] button on the login screen and select the [Printer] icon after
logging out, and then go in to SP mode (Special Service). It is not possible to log in to SP mode
(Special Service) from User Tools or Quick application (such as Quick Copy) and when logged into

the device.

=  SP mode (Special Service) “1-001-016": bit6 [0] 2 [1]
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[Standard Operation Panel model] Priority Feature Setting

This setting is not required with Smart Operation Panel model.

1. Press [User Tools/Counter] button, and then press [System Settings].
@ System Settings

J General VTray Paper
\
\
\

Timer ‘\ Interface File Administrator
Settings Settings \ Transfer Tools

Features Settings

Prooram / Change / Delete User Text: | Cutput: Copler

Output: Document Server

Panel Key Sound

Warm-up Besper

Cory Count Display Qutput: Printer

Function Priority System Status/Job List Display Time

Print Priority Key Hepsat

Function Reset Timer

3 2011

gloria_a027

2. Press [General Features] tab, and then press [Function Priority].

Furction Priority Cancel

Select itam, then press [OK].

Copler ‘ Document Server

Printer ‘ Scarner I JavaTh/x I

System Status Jeb List

gloi_a028a
3. Select [Java TM/X] and press [OK].
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[Smart Operation Panel model] specific settings

Icon Setting (Only for 158 or later Smart Operation Panel models):

ELP-NX can be displayed on Home screen.
1. Log in to the MFP as an Administrator.

2. Press the square button on the right side of the panel.
\ & |Machine Administrator Logged in: Machine Administrator J gt [ (|
=}
Copy Scanner Fax Print/Scan (Memory
Storage Device)
Quick P.r]nt Release Ducumenjt Server Web Bro-wser
1 System|Message @ No.Reception File
Thefunctionofstoringcommunication logsh
dsiDeen belivated)
I,
Check Status =
3. Press and hold the ELP NX icon under [APPS] tab. This operation will locate the icon on Home
Screen.
leachine Administrator e function o storing commurication logs hasbeenactvated. || Logout HI|
APPS ‘WIDGET PROGRAM
O = O <
Application CAP User Conne-(tor Copy ax
Site Config.
® o .-
Gallery i a Printer Quick Card Q opy Quick Fax
(Memory... Authenticati...
© © O ®
Quick Print Quick Scanner Scanner User Guide User Tools Web Browser
Release
Check Status < A = @ Stop
4. ELP NXicon will appear.
& |Machine Administrator Logged in: Machine Administrator

O © O

Copy Scanner Fax

© & @

Quick Print Release Document Server Web Browser Print/Scan (Memory
Storage Device)

| ST s @ No/Reception File
Thefunctionofistoring communicationlogs h
a5{DEEn Bctivated s

Check Status
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Icon Setting (Only for 15S or before Smart Operation Panel models):
ELP-NX can be displayed on Home screen.

1. Log in to the MFP as an Administrator.
2. Press and hold Home screen. The [Add to Home] screen will appear.

Add to Home

Select Icon

|"_; Application

n Bookmark

|‘_;_ Machine Application

"
") Web Browser NX

\.’p'/ DocsConnect

L\,,/ ELP NX

g Gallery

31301663

* Installer for development
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6. ELP NXicon will appear.

©

Quick Scanner

S

11/09/2014

Screen device always-connection Setting (15S or later models)
1. Shift to Screen service mode.

For information on how to enter Screen service mode, contact the supervisor in your branch office.
2. Select [Screen Device Settings].
Enable [Screen device always-connection Setting].

Scre vice Settings

Server Settings
Application Settings

Authentication priority mode

Panel Self Check
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Recommendation: Energy Saving Recovery for Business Application setting (15S or

later models)

If the setting is “On”, job list may be obtained slowly at the first time after recovering the energy saving.

We recommend setting this as “Off”.

Log in to the MFP as an Administrator.
Select [User Tools].

Select [Machine Features].

Select [System Settings].

Al A

X System Settings

Features Settings Settings Settings Transfer

\

(eneral w Tray Paper V Timer w Irterface File wﬁd'ninistrator
Tool

Select [Energy Saving Recovry. for Business Applicatn.].

i Programy/Change USB Device List |

Human Detection Sensor

272

A Previous

6. Setto [Off] and select [OK].

Select item, then press [OK].

| Off On (Eneray Saving)

Eneray Saving Recorery for Business Application Cacel |}

# If [On] is set only apolications not using machine are available and electricity consumption
is reduced. Lsing machine may take some time & it has to be started up before being used.
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Priority Feature Setting (For Compatibility / Hybrid mode / Full Native mode):
It is possible to select ELP NX as a default application when a user logs in to the device.

How to configure Function Priority:
1. Log in to the MFP as an Administrator.
2. Select [Screen Features].

& Machine Administrator

Copier E Scanner

-L“-".: \\-.’
User Guide ! 1 User Tools

3.

B Security
B Storage
B Keyboard
© Screen Device Settings Information

£+ Screen Device Settings

4. Select [Function Priority].

& Machine Administrator
Export Screen Setting Information
Import History

Server Settings

Function Priority

Initialize Screen Features Settings

*With 15S or later models, select [User Tools] -> [Screen Features]

Lonaut

Browser

Screen Features

Lagaut

Lagaist
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5.

Printer

Browser

Browser

Browser

ELP NX

CAP LAUNCHER

Logat
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Installation (4-line MFP/4-line LP/LP)

Installation Flowchart

The device network environment
settings

The VM Card Installation

v

The Installation environment setting

v

Installation 1: Checking the version of the device firmware and the VM card
[~ 2: Installation and activation of the applications
¢ 3: Installation confirmation
Priority feature setting

Installation Environment Settings

Set the following network information from system settings in the device.
Host Name

IP Address

Subnet Mask

Default Gateway

DNS Server 1

DNS Server 2

DNS Server 3

Domain Name

Installation of VM Card

1. Set [Energy Saver Timer] to 5 minutes in [User Tools / Counter / Enquiry] screen e [System
Settings] 2 [Timer Settings] tab.
= [Energy Saver Timer] at the device side should be set to 5 minutes to prevent the device
from entering the Energy Saver mode while the Java ™ Platform is installing or activating.
2. Turn off the main power of the device.
3. Insert the VM card into the SD card slot.
= For which the SD card slot should be inserted into, see the service manual of each
machine.
4. Turn on the main power of the device.
= The Java ™ Platform is installed automatically if the main power of the device is turned on
after the VM card insertion.
= |t takes for approx. 3 to 4 minutes to install it automatically.
= Never turn off the power of the device during the installation, otherwise the VM card may
be damaged. Turn off the power after the confirmation in step 9 has been done.
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5. Access to the device through Web Image Monitor.
6. Log into Web Image Monitor as an administrator.

= Theinitial value of login is as follows:

= Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN web image Monito

Home Home
Job

Status | | Supplies | | Dewice Info | Counter

B Device Nam ; RICOH ficio 5P €3200N
" Lo

® Comment
B HostName ! RNPOBDEES

Reset Devi Reset Printer Job

wa Q) [?) [i [#)Logout

7. Click [Conflguratlon] in the left menu.

= PDF Grou
= PDF Fixad Pas

/Z Interface
™ Interface Settings

Network

- P
(o

= appleTalk

gloria_a062

8. Click [Startup Settmg] in [Extended Feature Settings] menu.

RICOH Aficio SP C320DN webim.

Startup Setting

(32)start up/stos  [§/m]Priority/Cancel

1

Total Applications:6

Selection  Extend

(==l []] [7) [i [*1Logout

Administrator

ZJrair=sh

Version | Allocated to Startup Location

X eName | [l |Priority | Typd) Status escription Al 2 artup Locat
Java™ Platform 3 c Starting Up  JExtended Feature(JavaT™ Platform) 7.14.03 |Other Functions |SD Card Slot 2

gloria_a063

9. Confirm that the status of [JavaTM Platform] is [Starting Up].

10. Click [Back].

W PDF Grou
= PDF Fired Pas

Q Interface
W Interface Settings

"?3}4 Network
? mp

PG
u appleTalk

Extended Feature Settings

=
=
=
=
=
= tartuo Setting
[}
=
L]
=

gloria_a064

11. Click [Administrator Tools] in [Extended Feature Settings] menu.

Apply Back.

‘web Installation Settings

® \Web Enstallation Setungs 1 Gon @off
W HTTP Proxy Con ®off

Part

User Name :

Password [ change |
W URL H

Heap / Stack Size Settings

i|16 B [5 - 32 MB)
63 KB (32 - 512 K8)

35,316,808 Free (Total: 211,369,984)
8,321,145 Free (Total: 10,485,760)

gloria_a065

12. Set [Heap Size] to 16 MB, [Stack Size] to 64 KB.

13. Click [Apply].
14. Log out from Web Image Monitor.
15. Select [Shutdown] from the menu

of the device.

= Never turn off the power of the device before the shutdown, otherwise the HDD may be

damaged.
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16. Turn off the main power.

» The VM card should be operated with setting in the SD card slot.

Enhanced Locked Print NX V2 Installation

For the Enhanced Locked Print NX V2 installation, install it with Remote Install Manager. See the
service manual of Remote Install Manager. (¥ Remote Install Manager)

FR Filter Installation

» Note that using Remote Install Manager will install the FR Filter automatically for O8A or
later models.
Open Web Image Monitor.
2. Log in to Web Image Monitor as an administrator.
= The initial value of login is as follows:
= Login user name: admin
= Password: [blank]
s (] [?] [i] [#) Logout

RICOH Aficio SP C320DN web Image Monitor Administrator

—_

= al
Home Home engish | [ZJRefresh @)

Status | | Supplies | | Dewice Info | Counter

me : RICOH Aficio 5P C3200K

e ! RNPOBDEES

[Reset Device | [ Reset Printer Job

gloria_a061

'2 Interface
W Interface Settings

Network
E © mpw

gloria_a066
4. Click [Install] in [Extended Feature Settings] menu.

[es] ) ) (1] #¥Logout
RICOH Aficio SP C320DN web image Monitor Administrator

Install ) Refresh
Back

Select a sourte media, then dick [Display Extended Feature List]

Source Media

bS

1 il =]

Display Extended Feature List

gloria_a067
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5. Check [SD Card Slot] and click [Display Extended Feature List].

&)/ 1R 7] 1] #Logout
Administrator

RICOH Aficio SP C320DN wes image Monitor

Wauto Stat :O0n @off

Extended Featurs List

|4 Jinstal

i 2.00
2.00
1.00

100

gloria_a068
6. Select [Device HDD] for the install location and check [FR Filter] in the list, and then click [Install].

e/ []11%] 1] [#Logout
Administrator

RICOH Aficio SP C320DN web image Monitor

Install
i conf
tanded feature will be installed
] FR Filtar
] FR Filter (mips)
W versi 100
W Froduct ID 69206272
® Startup Location  Device HDD
® Allocated to i Other Functions

® Contact
TEL
Fax
E-mail

cancel |
gloria_a069

7. Click [OK] on confirmation screen.

Installation Check

1. Turn on the main power.

2. Log in to Web Image Monitor as an administrator.
= The initial value of login is as follows:
» Login user name: admin
=  Password: [blank]

RICOH Aficio SP C320DN wab Image Monitor

@ (] (2 [i [#F Logout

Administrator

Home Home Engish v [BJRefresh @)
Job

Status | | Supplies | | Device Info  Counter

 Device Name : RICOH Aficio SP C3200N
™ Lacation

® Comment

® HostNama  : RMPOBDEES

[Reset Device | [_Reset Printer Job |
gloria_a061

3. Click [Configy‘_@tion |n the left menu.

] ‘ Extended Feature Settings
y Bt ot
ﬁ

Network
g Y owea

12y Copy
m AppleTalk Copy

gloria_a071
4. Click [Extended Feature Info] in [Extended Feature Settings] menu.
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5. Inthe lists on [Extended Feature Info] screen, confirm that each status of the application is as in the
following.
Application name Status

ELP-NX V2 MP21/SP11 Starting Up

ELP NX Suspend

JavaTM Platform Starting Up

FR Filter Waiting

Priority Feature Setting

1. Press [Maintenance] K [General Settings] 2 [Function Priority] from the menu of the device.
2. Select [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.
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Installation (Pre-include model)

18S or later models with Smart Operation Panel have LP-NX installer in devices.
ELP-NX can be installed to these models via Smart Operation Panel so Remote Install Manager is not
required.

Installation Flowchart

The device network environment
settings

The Installation environment setting

v

1: Checking the version of the device firmware and the VM card
— 2: Installation and activation of the applications
3: Installation confirmation

Installation

v

Smart Operation Panel model
specific settings

Installation Environment Settings

“Please refer to “Installation Environment Settings” in “Installation (Smart Operation Panel/WVGA/
4.3-inch operation panel models)” section

Installation of Enhanced Locked Print NX V2

The installation method of “ELP-NX” to 18S or later models with Smart Operation Panel models is as
below.
1) Display the legacy application on Cheetah’s operation panel, and login by operation SP
mode.
Choose “Device” > “Apps”.
Choose “Install”
Choose "Install From Internal Storage”
Install the following applications one by one (applications cannot be installed at the same
time).
® ELPNX
Application installation is now completed.

a b wN
~— — — ~—

Next, activate the application.

6) Return to the screen in the step 4, choose "Activate Applications”

7) Choose the following applications one by one, and input the product key and “Execute” for
each.
® ELPNX

8) After Activation is completed, restart the device.
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Activation Check

“Please refer to Full Native mode of “Activation Check” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section

[Smart Operation Panel model] Specific settings

“Please refer to “[Smart Operation Panel model] Specific settings” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section
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Uninstallation

Uninstallation

Uninstallation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the
screenshots used in this document.

Priority Feature Cancellation

In the case of Normal Operation Panel models:

1. Press [User Tools/Counter] button, and then press [System Settings].
2. Press [General Features] tab, and then press [Function Priority].

3. Select an item on the screen other than [Java TM/X] and press [OK].

In the case of Smart Operation Panel models:

1. Press [Screen Features] button, and then press [System Settings].
*With 158 or later models, select [User Tools] -> [Screen Features]

2. Press [Function Priority].

3. Select an item on the screen other than [ELP NX] and press [OK].

Uninstallation of Enhanced Locked Print NX V2

Uninstall the following applications using Remote Install Manager to uninstall Enhanced Locked Print
NX V2. For the uninstallations procedures of these applications, see the service manual of Remote

Install Manager. (#" Remote Install Manager)

In the case of Standard Operation Panel models and Smart Operation Panel models (Compatibility

mode):
=  ELP-NXV2 MP11/MP12/MP13/MP31//MP33/SP31
= ELPNX

= FR Filter (08S or older models must uninstall the FR Filter manually.)

In the case of Smart Operation Panel models (Hybrid mode):

Application Version Note
ELP-NX V2 zZ12 V2.x
ELP Service V2.x
FR Filter V1.x
ELP NX V1.x Smart Operation Panel application.

In the case of Smart Operation Panel models (Full Native mode):

Application Version Note

ELP NX V1.x Smart Operation Panel application.
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If “RTY-003 : Communication timeout has occurred between the devices. (N002)” is displayed on
Remote Install Manager after uninstallation, please try to restart the device manually and perform
[Re-execute Errored Operation...] from the Device Operation menu. If the error still appears even
though the operation is performed, check the error for troubleshooting in Remote Install Manager
Service Manual.

Uninstallation of FR Filter

= Note that using Remote Install Manager will uninstall the FR Filter automatically for 08A or
later models.
=  When uninstall “ELP-NX (F12)”, this procedure is not necessary.
Press [User Tools/Counter] button.
2. Press [Extended Feature Settings].
3. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.
= If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a
while until [JavaTM Platform] appears.
Press [Extended Feature Settings].
Press [Uninstall] tab and then select [FR Filter] in the applications list.
Press [Yes].
Press [Yes].
Press [Exit].
Push the power button at the side of the operation section. After the power indicator has finished
blinking, turn off the main power.
10. Turn on the main power.
11. Press [User Tools/Counter] button.
12. Press [Extended Feature Settings] on [User Tools / Counter / Enquiry] screen.
13. Press [Extended Feature Settings] on [Extended Feature Setting Menu] screen.
14. Press [Uninstall] tab.
15. Confirm that [FR Filter] is not shown in the applications list.
= The main power should be turned off and on after the uninstallation. Otherwise the application
may be reinstalled incorrectly.

[y

SP Mode Cancellation (Only Full native mode)

Restore the SP values described below. In the case of Smart Operation Panel models, press the [X]
button on the login screen and select the [Printer] icon after logging out, and then go in to SP mode
(Special Service). It is not possible to log in to SP mode (Special Service) from User Tools or Quick
application (such as Quick Copy) and when logged into the device.

= SP1-001-016 bit6 [1] ? [0] *SP mode (Special Service)
= The machine should be rebooted after the settings are changed.
» |If SP1-101-016 bit6 remains [1], print jobs will still be stored in device even after
uninstalling ELP.
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Uninstallation (4-line MFP/4-line LP/LP)

Priority Feature Cancellation

1.
2.

Press [Maintenance] 2 [General Settings] - [Function Priority] from the menu of the device.

Select an item on the screen other than [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.

Enhanced Locked Print NX V2 Uninstallation

For the Enhanced Locked Print NX V2 uninstallation, uninstall it with Remote Install Manager. See the
service manual of Remote Install Manager. (¥ Remote Install Manager)

If “RTY-003 : Communication timeout has occurred between the devices. (N002)” is displayed on
Remote Install Manager after uninstallation, please try to restart the device manually and perform
[Re-execute Errored Operation...] from the Device Operation menu. If the error still appears even
though the operation is performed, check the error for troubleshooting in Remote Install Manager

Service Manual.

FR Filter Uninstallation

1.
2.

IS

Open Web Image Monitor.

Log in to Web Image Monitor as an administrator.
» The initial value of login is as follows:
» Login user name: admin

=  Password: [blank]

RICOH Aficio SP C320DN  web Image Monitor Administrator

]

Engish ¥| [ZJRefresh @)

Home Home

Status | | Supplies | | Device Info  Counter

® Device Name : RICCH Aficio SP C3200N
.

[Reset Device | | Reset Printer Job

gloria_a061
Click [Configy‘rz |on]|n the left menu.

&

Q Tntes
- ik Settings
‘%} Network

Y ompwa

» agpleTalk

gloria_aQ77
Click [Uninstall] in [Extended Feature Settings] menu.
Select [FR Filter] in the applications list.
Reboot the device.
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Appendix

VM Card Update

= The steps below should be followed when updating the VM card if ELP-NX v2 is installed.

Disable Enhanced Authentication Management (SP5-401-160: [1] * [0]).
*  Proceed to step 2 without rebooting the device.
Update the VM card using Remote Install Manager.
Reboot the device two times (some settings are automatically set during the 15t reboot that require
a 2" reboot to enable).

Procedure for changing the HDD

w P

Export the user/device settings via the Configuration Tool for back up. (If possible)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all the applications (ELP) using Remote Install Manager.

Change out the HDD.

= Please refer to the device service manual to change out the HDD.

Reinstall all the applications (ELP) using Remote Install Manager.

Import the user/device setting in Configuration Tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the controller board

This procedure is available in the case that Java VM is installed to the device’s flash memory (FM) on
the controller board.

1.

2.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.
Uninstall all applications (ELP) via Remote Install Manager.
»= Inthe case that the controller board needs to be replaced when using Hybrid mode:
If it is necessary to replace the controller board, the Smart Operation Panel applications
will remain. Therefore, the applications should be uninstalled using RIM.
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3.
4

Disable the Java VM (SP5-730-001: [1] -> [0]). Then restart the device.
Change out the controller board.

= Please refer to the device service manual to change out the Controller Board.

Reinstall all the applications (ELP) using Remote Install Manager.

Import the user/device setting in configuration tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the Smart Operation Panel

This procedure is available when changing to a Smart Operation Panel from a Standard Operation
Panel or if a Smart Operation Panel needs to be replaced.

1.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all applications (ELP) via Remote Install Manager.

* In the case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
If it is necessary to replace the Smart Operation Panel, the DSDK applications installed
in the Java VM will remain. Therefore, these applications should be uninstalled via Web
image Monitor. The uninstallation method via Web Image Monitor is as follows.

WIM -> Configuration -> “Uninstall” in Extended Feature Settings

= The reason for why the DSDK applications must be uninstalled via WIM is as follows:
As per the specification for the eDC-i system, the DSDK applications installed in the
Java VM and the Smart Operation Panel applications are regarded as 1 application.
When the Smart Operation Panel is replaced (the DSDK applications are left and the
Smart Operation Panel applications disappear), the eDC-i system will judge that both
the DSDK applications and the Smart Operation Panel applications are deleted. This
will cause an error to occur when uninstalling via RIM. Therefore, it is necessary to
uninstall the remaining DSDK applications via WIM in order to clear the error in RIM.

» Inthe case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
It is necessary to forcibly deactivate the license key in advance. Please contact the
marketing section in your branch office regarding the deactivation method.

Reinstall all applications (ELP).

Import the user/device settings via the Configuration Tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.
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RTB Reissue
The items in bold italics were corrected or added.

Subject: Enhanced Locked Print NX v2 with CAP Installation |Prepared by: Kohsuke Tomoyama
Manual

From: Solution Support Sect., Solution Support Dept.

Classification: |[] Troubleshooting [] Part information ] Action required
] Mechanical [] Electrical X] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( ) [ ] Tier2

This RTB has been issued to announce the release of the Enhanced Locked Print NX v2
with CAP Installation Manual.
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Enhanced Locked Print NX v2 with CAP

Installation Manual
Document version: 1.4.0
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Installation

Installation

Before installation, please make sure the firmware (GW firmware, Java VM, Smart Operation Panel
firmware, and Smart Operation Panel applications) are the latest version. Regarding the firmware
update procedures, please refer to the device service manual.

Installation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the

screenshots used in this document.

Installation Flowchart

Installation environment settings

v

Installation of VM Card/JavaVM
Configuration

The Reader/writer connection for
the IC Card

Authentication Management

settings
Installation 1: Checking the version of the device firmware and the VM card
— 2: Installation and activation of the applications
/w
Priority feature setting Smart Operation Panel model
(Only for Standard Operation Panel specific settings
models) (Only for Smart Operation Panel
models)

Installation Environment Settings

1) Network information

* Setting from [System Settings] on [User Tools / Counter / Enquiry] screen of the device.
* See below for 15S or later Smart Operation Panel models:

[User Tools] -> [Machine Features] -> [System Settings] on [User Tools] screen.

Please follow this operation when you are to change the settings in [System Settings] which are

explained in the later sections of this document.




Technical Bulletin

Reissued: 16-Feb-18

PAGE: 4/51
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| General \d TrayP‘dper\J Timer \\l Interface '\\| File \.\IMmrlishaLur\

Features Settings Settings Settings Transfer Tonls

Network Frint List

NW Frame Type

SMB Cormputer Narme _ ‘ Pina Cormmand
GROLP

SMB Work Group ‘ Permit SNWIPv3 Communication  Jrseqina RNl g

Ethernet Speed Permit S5L 7 TLS Communication  [efEReResrallaalsiie]

IFEF 200213 Authentication for Fthernet  [FfeEleas e Hast Name

Restore |EEE 802.1) Authentication to Defaults ‘ Machine harme RICOH Aficio MP.

22 |4 Provios || W Next

25 WAV 2011

gria_aOOBa

Host Marme Cancel

Enter host name, then press [OK].

L e s e s e J e s o ] -
L e e e e e
o I I K I I

L

r

X [0}

Lo JL e (o ]

I

| sift ook || shift | Space |

= r
I Tewt Erntry || User Text |

25 MAY 2011
012
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System Status

Model: Enhanced Locked Print NX v2 with CAP Date: 12-Mar-12 No.: RD602009p
Item Detailed descriptions Default/Remarks
Host Set the host name shown on [Interface Settings] tab. -
Name | This setting is performed on the screen keyboard.
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[@@]| System Settings

Item Detailed descriptions Default/Remarks
IP Set the IP address and the subnet mask that appear when -
Address/ | [Machine IPv4 Address] in [Interface settings] tab is selected.

Subnet | For setting, press [Specify] and [Change], and then enter the
Mask addresses with the 10-key.

General \d Tray Paper \J Tirmer \'d Interface w File \ Administrator .\
Features Settings Settings Settings Transfer Y| Tools \
I Machine IPv4 Address CONS Confiouration
7 IPv4 Gateway Address 3 3 IP=ec
Machine [Pv6 Address

IPvE Gateway Address

WINS Canfiguration

1Pyéy Stateless Address Autoconfiouration

Effective Protocol

DNS Confisuration

l
|
\ Liomain MNarme
l
l
l

NCP Delivery Protocal TCP /P Priority

Machine [Pvd Address

Select itemn.

12 & Pwing

W Next

Systen Status

Auto-Chtain (CHCP) | |

Specify | BIMAC Address  D0:00:74:fbi82:1b

P-Machine [Ped Address

P-Subnet Mask

25 MAY 2011
tEH
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Systen Stats
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Item Detailed descriptions Default/Remarks
Default | Set the address that appears when [IPv4 Gateway Address] in -
Gateway | [Interface Settings] tab is selected.

Fo setting, enter the address with the 10-key.

System Settings

(General \ Tray Paper
Features Settings

Network

1

Adminis trator \

Tools
Print List

Tirmer \
Settings

Interface File \
Settings Transfer

Machine 1Pv4 Address 192.168. 0. 5 { DONS Confiouration
T - - o | Fec
Machine Pvé Address | { Carmain Narre
[P Gaateway Address { WINGS Confiouration
1Pt Stateless Arddress Autoconfiguration \ Fffective Protocal
l

DNS Confisuration NCP Delivery Protocal

TCP /1P Priority

12 A Peins  |W Next

gloria_a007a

[Pt Gateway Address I Cancel

Enter value with the Number keys, then press [OK].

Logged in: Machine Administratar

gloria_a008
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Item Detailed descriptions Default/Remarks
DNS Set the server address that appears when [DNS Configuration] -
Server |[in [Interface Settings] tab is selected.
1/DNS | For setting, press [Specify] and [Change], and then enter the
Server | address with the 10-key.
é/e DrNeS; W€ System Settings
v :
3 Gereral ) Tray Paper \ Tirmer \ Interface File \ Administrator.\
Features Settings Settings Settings Transfer Y| Teols \

Ietwrork

Print List

Machine IPv4 Address

LONS Contiguration

IPvé Gateway Address

IPsec

Machine [Pv6 Address |

Domain MNarme

IPvE Gateway Address

WINS Canfiguration

Effective

Protacal

\
\
\
l
\
\

NCP Delivery Protocal

I DNS Confisuration ﬁ!‘

DS Configuration

Enter value with the Number keys, then press @,

Specify

Auto—Chbtain (DHCP)

1.2

WChS Server 1 0. 0. 0. 0 Taee | & |
PChIS Server 2 0. 0. 0. 0 Change
PDHS Server 3 0. 0. 0. 0 Cherce

Svsten Statls

gloria_a010
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Item Detailed descriptions Default/Remarks
Domain | Set the name that appears when [Domain Name] in [Interface -
Name | Settings] tab is selected.
For setting, press [Specify] and [Change], and then enter the
name with the screen keyboard.
[we]| System Settings
‘ Gereral \J Tray Paper .‘\ Tirner \ Interface \-.J File \JAdministrator .\.
Feallres Settings Settings Settines Transfer Tools \
MNetwark Print List
I Machine IPvé Address DONS Configuration
I IPué Gateway Address |Psec
I Machine IPv6 Address Dormain Mame
I IPv6 Gateway Address WINS Configuration
I [Py6 Stateless Address Autoconfiouration PG Effective Protocol ‘
I DI Configuration MCP Delivery Protocol TCP / IP Priority
142
Dormain Name I Cancel I | CK ]
Select item.
__Auto-Obtain OHP) | | Soecify
I PDormain Mame ricoh.com Changs
Loaged in: Mechine Administrater Cyctpm Chahic 3 s zon
gloria_a080
2) Timer Setting
* Setting from [System Settings] on [User Tools / Counter / Enquiry] screen of the device.
ltem Detailed descriptions Default/Remarks
The default value is [Off], however press [Auto Logout Timer] in
Auto [Timer Settings] tab and select [On] to enter the logout time if
Logout | necessary to change it. Default: [Off]
Timer [ The range of entering the automatic logout time is from 60 to
999 seconds.




Technical Bulletin

Reissued: 16-Feb-18

PAGE: 9/51

Model: Enhanced Locked Print NX v2 with CAP

Date: 12-Mar-12

No.: RD602009p

Installation of VM Card

i

» [fthe JavaVM is installed to the device’s Flash Memory (FM), this procedure is not

necessary. In this case, please proceed to the “JavaVM Configuration”.

» [f JavaVM is not installed to the device, this procedure is not necessary. In this case,

please proceed to the “IC Card Reader/Writer Connection (NFC R/W)”.

1. Set [Auto Off Timer] to 5 minutes in [User Tools / Counter / Enquiry] screen = [System Settings] >

[Timer Settings] tab.

i

» [Auto Off Timer] at the device side should be set to 5 minutes to prevent the device from
entering the Auto Off mode while the Java ™ Platform is installing or activating.

2. Set [System Auto Reset Timer] to [Off] in [User Tools / Counter / Enquiry] screen - [System

Settings] = [Timer Settings] tab.

i

= This setting should be restored after the installation.

3. Turn off the main power of the device.
4. Insert the VM card into the SD card slot.

i

=  For which the SD card slot should be inserted into, see the service manual of each

machine.
5. Turn on the main power of the device.

i

*= The Java ™ Platform is installed automatically if the main power of the device is turned on

after the VM card insertion.

» |t takes for approx. 3 to 4 minutes to install it automatically.
= Never turn off the power of the device during the installation, otherwise the VM card may
be damaged. Turn off the power after the confirmation in step 8 has been done.

6. Press [User Tools/Counter] button.

€» User Tools / Counter / Enquiry

Copier / Document Server &
% Features Q%

=T

iﬂ‘ System Settings

I
.! Printer Featurss m

Enauiry

él Scanner Featires

ég Maintenance Extended Feature Settines

@ Countter

gloria_a013a
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7.

Press [Extended Feature Settings] in [User Tools / Counter / Enquiry] screen.
= Extended Feature Setting Menu

Extended Featurs Settings JavaTH Platfarm

gIoia_aO14a

8. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears after the

installation is completed normally.

JavaVM Configuration

1. Press [User Tools/Counter] button.

Press [Extended Feature Settings] after [User Tools / Counter / Enquiry] screen appears.

2. Press [Extended Feature Settings].
3. Press [Administrator Tools] tab, and then

press [Heap / Stack Size Settings].

Heap / Stack Size Settings

[ Cancel ”

* |

Specify size(s).
P Heap Size <2 MB to 16 Mi»

(i [

‘ Change H Restore Defaults ‘

B Stack Size <32 KB 10 125 1B

o

‘ Change H Restore Defaults ‘

System Mermory Heap
44,453,688

289,173,504

Free

12,274,2%
16,777,216

gloria_a015

Set the heap size and stack size.
Model Heap size Stack size
11S or earlier 16MB (Default: 10MB) 64KB (Default: 64KB)
11A or later 48MB (Default: 16MB) Do not change from default size (Default: 256KB)

4. Press the [Administrator Tools] tab, and then press [Select Available Functions].
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5. Set ‘PaneIService API‘ as ‘Active .

Select Available Functions ‘ Cancel Ok

Select [Active] or [Inactive] for each function.

= PanelService API I Active I Inactive

» Kerberos

Active | ‘ Inactive

p PL/SC

» NDI/LOAP Active || Inactive

| |
l Active | ‘ Inactive ‘
I |
I |

= Activation Active | ‘ Inactive

Finish the initial settings.
Push the power button at the side of the operation section. After the power indicator has finished
blinking, turn off the main power.

» The VM card should be operated with setting in the SD card slot.

» Restore the original setting after installation if [System Auto Reset Timer] is changed.

N o

IC Card Reader/Writer Connection

» The installation should be executed after the main power is turned off.

=  Connect the USB cable to the left USB port for Aficio MP C5000/C4000/C3300/C2800, Aficio
MP C2550/C2050.

»  For other machines, either port can be connectable.

=  With Smart Operation Panel models, connect to the USB port of the device as with Standard
Operation Panel models.

= If your customer uses a NFC card reader, please refer to “IC Card Reader/Writer Connection
(NFC R/W)” section for how to connect.

IC Card Reader/Writer Connection (NFC R/W)

NFC R/W can be used with 15S or later Smart Operation Panel models.

1. Remove the cover at the right side of the Panel.
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2. Connect a NFC R/W to the micro USB port.

&

Authentication Management Settings

1. Log in to the device as an administrator.
= The initial value of login is as follows:
= Login user name: admin
= Password: [blank]

¢ User Tools / Counter / Enauiry

Capler / Document Server [ =
% Features QE L
.l Printer Features m Enauiry
é' Scanner Featires

Maintanance BEa Exterded Feature Sattines

!01‘ System Settings

E [

Courtter

General || Tray Paver Timer \ Interface File \ Adrministrator
Features Settings Settings || Settings Transfer Tools
I User Authentication Maraserment || ‘ Extended Security ‘
‘ Enkanced Authentication Management | ‘Autn Delete File in Document Server
Administrater Anthentication Management ‘ Delete All Files in Document Server ‘

Program / Change Administrator

‘ Key Counter Maragement |

Enhanced External Cherge Unit Managernen

2/4 | A Previos || Next

gloria_a020a
3. Press [Administrator Tools] tab, and set the items below.
[Administrator Authentication Management]
[User Authentication Management]
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1) Administrator Authentication Management
User Management

Administrater Authentication Management Canceal

Select itemns to manage, then press [OK].

| User Mangoement . Machine Manasement ‘ Metworie Manasement H File Menaoement |
bﬂ\dmm. Authentication | On I Off ]
FAval\E;h\e‘pe"rmgﬁ Administrator Tools I

gloria_a021a

1. Select [On] at [Admin. Authentication].

2. Press [Administrator Tools] at [Available Settings].
3. Press [OK] in the upper-right of the screen to enable the changes.
Machine Management

Administrator Authentication Management

Select itemns Lo menege, then press [OK].

r Manzgement Machine Management | | Metwork Manasement ‘ ‘ File Manaoement }
b#\dmm. Authentication On I Off I
> Availzble Settinos General Features Tray Paper Settinas I ] Tirner Settings
Interface Settings. File Transfer I ‘ Administrator Taals

| Maintanance I

glona, a022a
1. Select [On] at [Admin. Authentication].
2. Press the following items at [Available Settings].

[General Features] [Tray Paper Settings] [Timer Settings]
[Interface Settings] [File Transfer] [Administrator Tools]

[Maintenance]

3. Press [OK] in the upper-right of the screen to enable the changes.
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Network Management

Administrater Authentication Management Cancel I

Select items to menaoe, then press [OK].

o Vhreoemert || Machine Manaement [ Metwerk Manasement ‘ File Menazement

Pﬂdm\n. Authentication | On I Off I

IP!\vali lzhle Sattinos | Interface Settinos File Transfer I ] Administrator Toals I

gloria_a023a

1. Select [On] at [Admin. Authentication].

2. Press the following items at [Available Settings].
[Interface Settings] [File Transfer] [Administrator Tools]

3. Press [OK] in the upper-right of the screen to enable the changes.

File Management

Administrator Authentication Management

Select itemns Lo menege, then press [OK].

r Manzgement | Machine Manacernent ‘ Netwerk Manasement ‘ ‘ File Mznasement
FAdmm. Authentication | On I Off I
IPAvai lzhle Settinos | Adninistrater Tools I

gloria_a024a
1. Select [On] at [Admin. Authentication].
2. Press [Administrator Tools] at [Available Settings].
3. Press [OK] in the upper-right of the screen to enable the changes.
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2) User Authentication Management
1. Confirm whether the method of the authentication is “Custom” or “LDAP”*.
* The displayed authentication type changes depending on a model.

Select [Entire] at [Printer Job Authentication].

User Authentication Menaserment Cancel OK.

Select an authentication method. then press (0K,

User Codz Aurth. || Basic Auth. | windows Auth. || IDAP Auth. | [atearstion St oFf
WLDAP Servers X Mot Procrammed X ot Procrarmmed
X Not Prooramimed X Mot Proorarmmed
X Not Frocrammed
54l satting for encrypted communication can ke changed in Program / Change LDAP Server screen. /3
B-Printer b Authentication I\ Entire I Simple (Limitationy ‘ [ Simple (ALY A Previos

¥ Next

gloria_a059

3. Select ‘None‘ at ‘Available Functions: Coiier‘.

User Authentication Manegement Cancel l OK

Select an authentication method, then press [OK].

‘ User Code Auth. | Basic Auth. ‘ windows Auth. ‘ LDAP Auth. |\megratinn Sur. iluﬂ'u.H Off
B Availzble Functions
Comier Full. Colour # Twocolour # Sinale Colour / Black & White

Two-colour £ Sinale Colour / Black & White

Single Calaur / Black & White

l |
|_ |
\ 1
l I /3

Black & White oy | hlare

e gloria_a025
4. Select [None] at [Available Functions: Printer].
5. Cancel the following items at [Available Functions: Other Functions].
[Document Server] [Facsimile] [Scanner]
[JavaTM/X]

Press [OK] in the upper-right of the screen to enable the changes.

User Authentication Manaserment Cancel I

Select an authentication method, then press [OK].

User Code Auth. | Basic Auth. ‘ wincowes Auth. ‘ LDAP Auth. |\n1igratinn Swr. mnh.H Off
Printer [ Colar / Blck & White || Black & White [ Hore |
Cther Functions l Docurnent Server Facsimile ‘ I SCarner I

‘ JavaTi/x I
3/3

BLoain Mame Attribute sAMAceountName Change:
e A& Previos
PUnioue Attribute

Change: Y e

Logged in: Machine Adminisirator 5 - 4 MY 2011

gI0| a_a026a
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7. Turn off and on the main power, after the settings of [Administrator Authentication Management]
and [User Authentication Management] are finished.

With 158 or later Smart Operation Panel models, cancel the all items beside [Available Functions] (Do
not follow Step 3-6 above).

User Authentication Meragement Cancel oK ‘ 1 | 2 ” 3 |
Select an authentication method, then press [OK], i
User Code Auth. || Basic Auth. || Windows Auth. || IDAP Auth. | Off ‘4 | 5 ” 6 |
P fizilable Functions. Copler Document Senver | Fan | ‘ T/ | 8 ” g |
Printer Scarner | Browser | ‘: /% |0 ”# :|
N — c
pusae eviee ([ - | At
Check Status b A = (~) Stop

Installation of Enhanced Locked Print NX V2 with CAP

Install the following applications using Remote Install Manager to install Enhanced Locked Print NX V2
with CAP. For the installations procedures of these applications, see the service manual of Remote

Install Manager. (% Remote Install Manager)

*» Regarding the installation method for Smart Operation Panel models (Compatibility mode),
it is necessary to perform offline installation via RIM. It is not possible for the eDC-I system
to judge which application module type (MP**: Compatibility mode / Z**: Hybrid mode)
should be installed to devices equipped with the Smart Operation Panel. It is possible for
Hybrid mode to perform online/offline installation via RIM.

* In the case of Smart Operation Panel models (Hybrid mode), it is necessary to install 3
modules for CAP before activation when conducting offline installation:
» CAP V2 z11
» CAP User Config.*1
» CAP NFC Plug-in *2
*1 The CAP User Config. Tool is used only when the authentication type is Local DB or
CAP-ES (Internal user). If the authentication type is AD, LDAP, or CAP-ES (only external
user), it is not necessary to install the module for CAP User Config. Tool.
*2 CAP NFC Plug-in is used for the card authentication between a NFC card reader and
158 or later Smart Operation Panel models.

* Inthe case of 12A models (MET-C1, CH-C1, OR-C2), before installing ELP-NX v2, make
sure that at least one SD card slot located on the rear side of the device (option slot or
service slot) is empty. For details, please also refer to the RTB “Enhanced Locked Print NX
v2 Installation to 12A Models (MET-C1, CH-C1, OR-C2)”. Other models (11A or earlier and
12A or later models) are not affected.
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» [finstalling “ELP-NX with CAP (F12)” (Full Native mode), “Remote Install Manager v1.7.4”
or later version is required.

In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

Application Version Note

MP11 (WVGA models)

CAP V2 V2.x MP21 (4-line LCD LP models)

MP11/MP21/MP31/SP31 ' MP31 (12A or older 4.3-inch operation panel MFP models)
SP31 (12S or later 4.3-inch operation panel LP models)
MP11 (12S or older WVGA models)
MP12 (12A or later WVGA models)

ELP-NX V2 MP13(Only for Ricoh Asia Pacific. It needs to be installed
offline. Target devices: Metis-C2 / Charis-C2 / Martini-C6 /

MP11/MP12/MP13 Vv iHin-C2 1 C Ci

/MP31/SP31/MP33/sp13 | V2x | Criffin-G2/ Corona-C1.5) .
MP31 (12A or older 4.3-inch operation panel MFP models)
SP31 (12S or later 4.3-inch operation panel LP models)
MP33 (15S or later 4.3-inch operation panel LP models)
SP13 (15S or later 4-line LCD LP models)

CAP LAUNCHER V2.x

CAP V2.x

ELP NX V2.x

CAP REG V2.x

FR Filter V1.x 08S or older models must install the FR Filter manually.

In the case of Smart Operation Panel (Hybrid mode):

Application Version Note
CAP V2 Z11 V2.x
ELP-NX V2 Z12 V2.x
CAP V2.x
ELP Service V2.x
FR Filter V1.x
ELP NX V1.x Smart Operation Panel application.
CAP V2 Auth. Ul V1.x Smart Operation Panel application.
CAP User Config. V1.x Smart Operation Panel application.

CAP NFC Plug-in V1.x Smart Operation Panel application. Only for v2.3.0 or later.
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In the case of Smart Operation Panel (Full Native mode):
Application Version Note

ELP NX V1.x Smart Operation Panel application.
CAP V2 Auth. Ul V1.x Smart Operation Panel application.
CAP User Config. V1.x Smart Operation Panel application.
CAP NFC Plug-in V1.x Smart Operation Panel application.
CAP Java Card Plug-in V1.x Smart Operation Panel application.

Installation of FR Filter

[y

2omNo oA

EXte |
» Note that using Remote Install Manager will install the FR Filter automatically for 08A or
later models.
=  When installing ELP-NX with CAP (F12), FR Filter is not installed but the function of “EGS”
module in the controller is enabled.
* SP mode (Special Service) “1-001-016”: bit6 [0] = [1]
Press [User Tools/Counter] button.
Press [Extended Feature Settings] in [User Tools / Counter / Enquiry] screen.
Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.
e )
= If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a
while until [JavaTM Platform] appears.
Press [Extended Feature Settings].
Press [Install] tab and then press [SD card].
Select [FR Filter] in the applications list.
Select [Machine HDD] for the install location and press [Next].
Confirm the information on the screen and press [OK] to start the installation.
Press [EXxit] on the installation completion screen.

. Push the power button at the side of the operation section. After the power indicator has finished

blinking, turn off the main power.
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Activation Check

1. Afterinstalling CAP v2 and ELP-NX v2 via Remote Install Manager, please wait 5 minutes before
confirming the activation (step 3) because the start process is performed internally.

2. Inthe case of CAP v2 (Hybrid mode), restart the device manually to enable authentication
internally.

3.

Press [User Tools/Counter] button, and then press [Extended Feature Settings].

€> User Tools / Counter / Enquiry

Copier / Document Server &
Features QE

Printer Featurss m Enauiry

Scanner Featires

=T
(| system Settings

Bd ([ BB | &

Extended Feature Settines

ﬁ Maintenance

Countter

= Extended Feature Setting Menu

PR s s s s s s sE s s sEy
L} L}
Extended Featurs Settines [} JauaTh Platfarm [

gIoi_aO14a
Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.

If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a
while until [JavaTM Platform] appears.
Press [Extended Feature Settings].

J S \l s '\J (e '-,\ oo “.‘ sl J o ‘\J bl \'\,‘ thinstal '\1 (e “'1 o
Select extended feature(s) to start or stoe Select extended featura(s) to start or stop.
Priovity  Status Tyre Extenced Fezture Meme Description Version  Startw Location Priovity  Status Tyne Exenwied Feture Neme Desceription Wersion  Startup Location
ity suspend [ Tope]  (Go-NK(ND GlobalScan NX (N 15,20 | sDCadslota | Pricio|suens [ Toped ELP NE Build 0.68 2.0.0 D Card Slot 2
Pty Startina U [Teerd ICAP V2 P11 2.0.0 D Cadblora | [riiv| Stoo Toeerd _C4P REG Cerd Reaistration T... 2.0.0 | S Cadslot 2
M Starting Up | Tyme-) ELP-N% W2 W11 2.0.0 <D Card Slot 2 Startina Uo [ Tyoe-C  JavaTM Platforn  |Extended Featwre(la... 4.23.00 <D Card Slot 2
@ Suspend [ Twe-) AP LANGHER 2.0.0 SD Card Slot 2 Waitis | Twe-C FR Filter Build 0.48 (x86) 1.0.0.0 Machine HDO
Pririy Scarting U [ Toped G2 7.0.0 D Card Slot 2

172 ¥ et 72 | A s

[Fe— 15 20
syslam St lob List

gloa_apDOS
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6. Confirm on [Startup Setting] tab that the condition of each application is the same as below:

In the case of Standard Operation Panel and Smart Operation Panel (Compatibility mode):

CAP LAUNCHER

Application Status
CAP V2 .
MP11/MP21/MP31/SP31 Starting Up
ELP-NX V2 .
MP11/MP12/MP31/SP31 Starting Up
Suspend

The Launcher is disabled by default. Please set it as the
“Priority” application to enable it.

The Launcher is not supported on 4.3-inch operation
panel models.

CAP Starting Up
ELP NX Suspend
CAP REG Stop
JavaTM Platform Starting Up
FRFilter Waiting

In the case of Smart Operation Panel (Hybrid mode):

Application Status
CAP V2 Z11 Starting Up
ELP-NX V2 Z12 Starting Up
CAP Starting Up
ELP Service Starting Up
JavaTM Platform Starting Up
FR Filter Waiting

In the case of Smart Operation Panel (Hybrid mode & Full Native mode), please also check

whether the following applications are installed in User Tools - Screen Features - Screen Device

Settings Information > Software Version List:

Application

Note

ELP NX

CAP V2 Auth. UI

CAP User Config.

CAP NFC plug-in

Only for ELP-NX with CAP v2.3.0 or later.

PAGE: 20/51
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In the case of Smart Operation Panel (Full Native mode):

Application Note
ELP NX
CAP V2 Auth. Ul
CAP User Config.
CAP NFC plug-in
CAP Java Card Plug-in Only for ELP-NX with CAP v2.5.0 or later.

The following SP modes are automatically set whenever the applications are started up (Every time
when the machine power is turned on). In the case of Smart Operation Panel models, press the [x]
button on the login screen and select the [Printer] icon after logging out, and then go in to SP
mode. It is not possible to log in to SP mode from User Tools or Quick application (such as Quick

Copy) and when logged into the device.
=  SP5-401-103:[0] * [3]

SP5-401-240: bit0 [0] * [1]

SP5-401-162*: bit0 [0] = [1], bit3 [0] 2 [1] *2, bit5 [0] ¥ [1]
SP5-401-230: bit0 [0] * [1], bit3 [0] = [1] *3

SP1-001-016: bit6 [0] < [1] * SP mode (Special Service)

*1 The bit6 of SP5-401-162 is changed from [0] to [1] at the first time when an IC card is touched.

However, this is a normal action.

The value of SP5-401-162 will not be changed by installing “ELP-NX with CAP (F12)”

2]t changes automatically when “Card Login Method” is set to “Enter Password from the Control

Panel”.

31t changes automatically when the Billing Code function is used.
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[Standard Operation Panel model] Priority Feature Setting

This setting is not required with Smart Operation Panel model.
1. Press [User Tools/Counter] button, and then press [System Settings].

@ System Settings

J General wﬁa\r Paper
\
\
\

Tiver [ Interface File | Administrater
Features Settings. Settings Settirgs | Transfer Taols
Proaram / Change / Delete User Text: | Cutput: Copler

Panel Key Souncd ‘ CQutput: Docurent Server

Warm-up Besper

Copy Count Display

Function Priority

Print: Priority

Function Reset Timer

Function Priority

Salect item, then press [OK].

Copler ‘ Dacurnent Server

Printer ‘ Scarner I JavaTh/x I

gli_028a
3. Select [Java TM/X] and press [OK].

[Smart Operation Panel model] Specific settings

Icon Setting (Only for 15S or later Smart Operation Panel models):

ELP-NX and CAP User Config. Tools can be displayed on Home screen.
1. Log in to the MFP as an Administrator.
2. Press the square button on the right side of the panel.

[ & |Machine Administrator A gt JC

4 & S <

: —~— —
Copier {Classic) Scanner (Classic) Printer (Classic) Fax (Classic)

v

Document Server

1 1 A (Change Language
KJ I c[_ M[ ‘ _, IBP Language

oo .

Check Status
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3. Press and hold the ELP NX and CAP User Config.icon under [APPS] tab. This operation will locate
the icon on Home Screen.
| & |Machine Administrator

I oot J[C

APPS ‘WIDGET PROGRAM

O & 6 ©€ © O

Application CAP User Connector ELP NX
Site

1€
ktnz 1 Quick Copy

U

User Guide User Tools ‘web Browser

Gallery 1D Card Copy

Check Status hs) 4 = e

4. ELP NX and CAP User Confi

g. icons will appear.
[ & JMachine Administrator

¢ @ &

Copier (Classic) Scanner (Classic) Printer (Classic) Fax (Classic)

g =

Document Server CAP User Config.

Change Language

D Lnguage

0

Check Status B A

o Stop

Icon Setting (Only for 15S or before Smart Operation Panel models):
ELP-NX and CAP User Config. Tool can be displayed on Home screen.

1. Log into the MFP as an Administrator.

2. Press and hold Home screen. The [Add to Home] screen will appear.
3. Select [Icon].

Add to Home
{7 Icon
z_&; Widget

Folder

D/ Wallpaper
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4. Select

Application].

Select Icon

| |";;. Application I
n Bookmark

I‘; Machine Application

\f/ Web Browser NX

5. Select [ELP NX]. If CAP User Config. Tool is installed, please also select [CAP User Config.].

Select Application

|! CAP User Config. I

@ DocsConnect

: Installer for development

L abial oy

Quick Copy Quick Fax Quick Scanner

&
ocument Server

11/09/2014

10:59
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Screen device always-connection Setting (15S or later models)
1. Shift to Screen service mode.

For information on how to enter Screen service mode, contact the supervisor in your branch office.

2. Select [Screen Device Settings].
Enable [Screen device always-connection Setting].
% Screen

Server Settings
Application Settings

Authentication priority mode

Screen device always—connection Setting

Screen devi

Panel Self Check

Recommendation: Energy Saving Recovery for Business Application setting (15S or later

models)

If the setting is “On”, login or job list acquisition may be little slow at the first time after recovering the

energy saving. We recommend setting this as “Off”.

1. Log in to the MFP as an Administrator.

2. Select [User Tools].

3. Select [Machine Features].

4. Select [System Settings].

5. Select [Energy Saving Recovry. for Business Applicatn.].
KX System Settings
T FREAFAEA TS

Programy/Charge ISB Device List |
Humean Detection Sensor
lfmrﬂv Saving Recvry. for Business Aselicatn, JEiss
272 | A Previous
6. Set to [Off] and select [OK].

Eergy Saving Recovery for Business Application Cancel I

Select item, then press [OK].

I[ off | on ey Saving)

% If [On] is set only applications not using machine are available and electricity consumption
i5 reguced, Using machine may take some time as it has to be started up before beina used,
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Priority Feature Setting (For Compatibility / Hybrid mode):
It is possible to select either CAP LAUNCHER (only for compatibility mode) or ELP NX as a default

application when a user logs in to the device.

How to configure Function Priority:
1. Log in to the MFP as an Administrator.
2. Select [Screen Features].

*With 15S or later models, select [User Tools

& Machine Administrator

\ Vi
User Guide

BEg iR
3. Select [Screen
e Administrato
& Security

B Storage

B Keyhoard

@ Screen Device Settings Information

£+ Screen Device Settings

Select [Function Priority].

ator

Export Screen Setting Information
Import History

Server Settings

Function Priority

Initialize Screen Features Settings

-> [Screen Features]

Lagaut
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5. Inthe case of Compatibility mode, select [ELP NX] or [CAP LAUNCHERY]. In the case of Hybrid
mode, select [ELP NX].

Printer

Browser

Browser

Browser

ELP NX

CAP LAUNCHER

In the case of Compatibility mode:
In the case of selecting CAP LAUNCHER for Function Priority:

It is possible to register IC cards automatically. It is not possible to display the Job list screen
directly after logging in.

In the case of selecting ELP NX for Function Priority:

It is not possible to register IC cards automatically. It is possible to display the Job list screen
directly after logging in. To register an IC card, please use CAP REG. If CAP LAUNCHER is
used, an authentication error will occur when an unregistered IC card is swiped.

For details, please refer to the Technical Reference for CAP V2 - Configuration.ppt - Appendix.
GK FAQID:179654 [TR] CAP/ELP-NX/CAP-ES/ELP-NX FS V2: Top page (RAC RE RA RCN)

Authentication priority mode (For Hybrid mode / Full Native mode):

When a device is in sleep mode, it takes more time for a user’s job list to be displayed after the user
swipes their IC card on Smart Operation Panel models for Hybrid mode than it does on Standard
Operation Panel models and Smart Operation Panel models (Compatibility mode).

By setting the Authentication priority mode via the Screen service mode, the print job display for Hybrid
mode is about as fast as the Standard Operation Panel models and Smart Operation Panel models
(Compatibility mode). This setting means the HDD always starts within a designated time and it takes
little time to authenticate the user information. However, this may negatively affect the TEC value (TEC
= Typical Electricity Consumption). The procedure for setting it is as follows.
1. Shift to Screen service mode.

» Forinformation on how to enter Screen service mode, contact the supervisor in your

branch office.

2. Select |Screen Device Settinﬂs|.

B3 Applications

B Storage
- Voice input & output

@ Screen Device Settings Information

£# Screen Device Settings


http://tscweb.custhelp.com/app/answers/detail/a_id/180527
http://eu-tier2-en.custhelp.com/app/answers/detail/a_id/180528
http://ap-tier2-en.custhelp.com/app/answers/detail/a_id/180529
http://cn-tier2-en.custhelp.com/app/answers/detail/a_id/180530
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3. Select [Authentication irioriti mode].

Server Settings
Application Settings
Authentication priority mode

Panel Self Check

4. Select [Start time(hhmm)] and enter the desired start time(hhmm). Also, select [Expiration
time(hours)] and enter the desired expiration time(hours). It is possible to input the desired hour

which is value of 1-10 hour(s).

U W S
Althentication priority mode

Authentication priority mode

Start time(hhmm)

000

Expiration time(hours)
1

Authentication priority mode

a(hhmm)

Expiration time(hours)

6. Logout.

Their settinﬁs mean that it is time for Authentication iriorité mode to start and expire.
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Installation (4-line MFP/4-line LP/LP)

Installation Flowchart

The device network environment
settings

The VM Card Installation

v

The Reader/writer connection for
the IC Card

The Installation environment setting

v

Installation 1: Checking the version of the device firmware and the VM card
— 2: Installation and activation of the applications
¢ 3: Installation confirmation
Priority feature setting

Installation Environment Settings

Set the following network information from system settings in the device.
Host Name

IP Address

Subnet Mask

Default Gateway

DNS Server 1

DNS Server 2

DNS Server 3

Domain Name

Installation of VM Card

1. Set [Energy Saver Timer] to 5 minutes in [User Tools / Counter / Enquiry] screen c [System
Settings] 2 [Timer Settings] tab.
» [Energy Saver Timer] at the device side should be set to 5 minutes to prevent the device
from entering the Energy Saver mode while the Java ™ Platform is installing or activating.
2. Turn off the main power of the device.
3. Insert the VM card into the SD card slot.
» For which the SD card slot should be inserted into, see the service manual of each
machine.
4. Turn on the main power of the device.
= The Java ™ Platform is installed automatically if the main power of the device is turned on
after the VM card insertion.
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= |t takes for approx. 3 to 4 minutes to install it automatically.

= Never turn off the power of the device during the installation, otherwise the VM card may
be damaged. Turn off the power after the confirmation in step 9 has been done.

5. Access to the device through Web Image Monitor.
6. Log into Web Image Monitor as an administrator.
= The initial value of login is as follows:
= Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN web image Monito

mal () [?] [ [#) Logout

Administrator

Home Home engish | [BJrervesn @

Job

Status | | Supplies | | Device Info | Counter

isme : RICCH Aficio 5P C3200M

-
B Host Name  : RNPORDEES =
[Reset Device | [ Reset Printer Job |
gloria_a061
7. menu.

‘ Extended Feature Settings
re Info

,l Interface
™ Interface Settings

Network

s

e

(3o

® appleTalk

gloria_a062
8. Click [Startup Setting] in [Extended Feature Settings] menu.

== (] [®] [ [*)Logout

Administrator

RICOH Aficio SP C320DN b image Monitor

h

Startup Setting ZRefrasl

(22)start up/stos  [§/m]Priority/Cancel
n

Total Applications:

Selection | Extended FeaturaName | Bl | Priority | Trodl Status
JavaT™ Platform =]

escnption Version | Allocated to Startup Locaton

bended Feature(JavaTM Platform 7.14.03 |Other Functions |SD Card Slot 2
gloria_a063

9. Confirm that the status of [JavaTM Platform] is [Starting Up].
10. Click [Back]. 7
‘ Ext nleu Fi njrer Sj:lllnq;

1 Prnter Setting:
 FOF Grou .
™ POF Fixed Password

,z Interface
W Interface Settings
_j?u Network

? mp

u e
m AppleTalk

gloria_a064
11. Click [Administrator Tools] in [Extended Feature Settings] menu.

‘web Installation Settings

® \Web Enstallation Settings 1 Gon @of
W HTTP Proxy on @ off

part

User Name i

pastwer ( change |
W URL

Heap / Stack Size Settings
® Heap Size i|16 B [5 - 32 MB)
54 KB (32 - 512K8)

35,319,808 Free (Total: 211,
¢ 8,321,148 Free

gloria_a065
12. Set [Heap Size] to 16 MB, [Stack Size] to 64 KB.
13. Click [Apply].
14. Log out from Web Image Monitor.
15. Select [Shutdown] from the menu of the device.



Technical Bulletin PAGE: 31/51
Reissued: 16-Feb-18

Model: Enhanced Locked Print NX v2 with CAP Date: 12-Mar-12 No.: RD602009p

= Never turn off the power of the device before the shutdown, otherwise the HDD may be
damaged.
16. Turn off the main power.

» The VM card should be operated with setting in the SD card slot.

IC Card Reader/Writer Connection

= The installation should be executed after the main power is turned off.
Connect the IC card Reader/Writer to the device.

Authentication Management Settings

1. Open Web Image Monitor.

2. Log in to Web Image Monitor as an administrator.
= The initial value of login is as follows:
» Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN wab Image Monitor

@ (] (2 [i [#F Logout
Administrator

Home Home english | ([ZJrefresh @)

Status | Supplies | | Device Info  Counter

me : RICCH Afio 5P C3200K

e : RNPOBDEES :

ice | [_Reset Printer Job |

gloria_a061
3. Click [Configuration] in the left menu.
ool []] 2] [1] |+ Logout

RICOH Aficio SP C320DN et Image Moritor Administrator

Home Configuration Sierech @

o gloria_a072
4. Click [Administrator Authentication Management] in [Device Settings] menu.

| ] 2] 4

gout
RICOH Aficio SP C320DN web image Monitor

Administrator Authentication Management

gloria_a073
5. Check [On] at the following items.
[User Administrator Authentication]
[Machine Administrator Authentication]
[Network Administrator Authentication]
[File Administrator Authentication]
6. Click [OK] to enable the settings.
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wal (R[] [1] [+ Logout
RICOH Aficio SP C320DN weh Image Monito Adiministrator

Home Configuration Erefrech @
Job

= Device Settings
Configuration "

B w e rocate
¥ Update RC Gate Firmware

gloria_a074
7. Click [User Authentication management] in [Device Settings] menu.

RICOH Aficio SP C320DN web Ima

e mask |

= (] 7] [i] [0 Logout

ge Monitor Administrator

Mask Lenath [125 =

= ust (simple) € apply & Do net Apply

LDAP authentication Settings

® LDAP Authentication  Nat programmed

ananan

T JavaTmix

Caneel
gloria_a060

8. Remove all check marks in [Available Function: Printer] of [LDAP Authentication Settings] or
[Custom Authentication Settings].

9. Click [OK] to enable the settings.

10. Log out from Web Image Monitor.

11. Select [Shutdown] from the menu of the device.

12. Turn off and on the main power.

Installation of Enhanced Locked Print NX V2 with CAP

Install the following applications using Remote Install Manager to install Enhanced Locked Print NX V2
with CAP.

ELP-NX V2 MP21/SP11

ELP NX

FR Filter (08S or older models must install the FR Filter manually.)

CAP V2 MP21/SP11

CAP LAUNCHER

CAP

CAP REG

For the installations procedures of these applications, see the service manual of Remote Install

Manager. (% Remote Install Manager)

Installation of FR Filter

» Note that using Remote Install Manager will install the FR Filter automatically for 08A or
later models.
1. Open Web Image Monitor.
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2. Log in to Web Image Monitor as an administrator.
= The initial value of login is as follows:
= Login user name: admin
= Password: [blank]
@ Q 2 (i (4 Logout

RICOH Aficio SP C320DN web Image Monito Administrator

= a
Home Home engish v (EJrefresh @)

Status | | Supplies | | Device Info  Counter

me : RICCH Aficio SP C3200N

gloria_a061
3. Click [Configuration] in the left menu.

Extended Feature Settings
= PDF Group i

W PDF Fixed Password

Interface

® Interface Settings

Network

e

gloria_a066
4. Click [Install] in [Extended Feature Settings] menu.

jos! () [? (1] [# Logout

RICOH Aficio SP C320DN web image Monitor Administratar
Install @)refresh
Back

Select a source media, then dick [Display Extended Feature List]

eb Server
Display Extended Feature List

gloria_a067
5. Check [SD Card Slot] and click [Display Extended Feature List].

=) (R] 7] ] #)Logout
RICOH Aficio SP C320DN web image Monitor Administrator

Installation Target Setting

2.00
2.0.0

100

gloria_a068
6. Select [Device HDD] for the install location and check [FR Filter] in the list, and then click [Install].

= (]2 1) [# Logout
RICOH Aficio SP C320DN Wb image Monitor Administrator

TInstall

ion
m allocated to Other Functions
 Vendor :

m contact

TEL
Fax

E-mail

gloria_a069
7. Click [OK] on confirmation screen.
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Installation Check

1.

2.

After installing CAP v2 and ELP-NX v2 via Remote Install Manager, please wait 5 minutes before
confirming the installation (next step) because the start process is performed internally.
Log in to Web Image Monitor as an administrator.
= Theinitial value of login is as follows:
» Login user name: admin
=  Password: [blank]
sl (] (2 [i [#F Logout

RICOH Aficio SP C320DN web Image Monitor Administrator

Home Home English v [ZJRefresh @) =

Status | | Supplies |  Device Info  Counter

 Device Name : RICCH Afiao SP C3200N
 Location

ma : RNPOBDEES

t Device | | Reset Printer Job

gloria_a061
Click [Configy‘_@tion:]min the left menu.

= Extended Feature Settings
= PDF G d
St Settr

G
- PDF Fi

Q Interface
® Interface Ssttings
;g} Network
5° mpwa
o

gloria_a071
Click [Extended Feature Info] in [Extended Feature Settings] menu.
In the lists on [Extended Feature Info] screen, confirm that each status of the application is as in the
following.

Application name Status
CAP V2 MP21/SP11 Starting Up
ELP-NX V2 MP21/SP11 Starting Up
CAP Starting Up
ELP NX Suspend
CAP REG * Stop
JavaTM Platform Starting Up
FR Filter Waiting

* Appears only in 4-line devices, when CAP REG has been installed.

Priority Feature Setting

1.

Press [Maintenance] 2 [General Settings] 2 [Function Priority] from the menu of the device.

2. Select [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.



Technical Bulletin PAGE: 35/51
Reissued: 16-Feb-18

Model: Enhanced Locked Print NX v2 with CAP Date: 12-Mar-12 No.: RD602009p

Installation (Pre-include model)

18S or later models with Smart Operation Panel have CAP and ELP-NX installer in devices.
CAP and ELP-NX can be installed to these models via Smart Operation Panel so Remote Install
Manager is not required.

Installation Flowchart

Installation environment settings

v

The Reader/writer connection for
the IC Card (NFC R/W)

v

Authentication Management
settings

1: Checking the version of the device firmware
[ 2: Installation and activation of the applications
3: Installation confirmation

Installation

v

Smart Operation Panel model
specific settings

Installation Environment Settings

“Please refer to “Installation Environment Settings” in “Installation (Smart Operation Panel/WVGA/
4.3-inch operation panel models)” section

IC Card Reader/Writer Connection (NFC R/W)

“Please refer to “IC Card Reader/Writer Connection (NFC R/W)” in “Installation (Smart Operation Panel/
WVGA/4.3-inch operation panel models)” section

Authentication Management Settings

“Please refer to “Authentication Management Settings” in “Installation (Smart Operation Panel/
WVGA/4.3-inch operation panel models)” section
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Installation of Enhanced Locked Print NX V2 with CAP

The installation method of “ELP-NX" and “CAP” to 18S or later models with Smart Operation Panel

models is as below.

1) Display the legacy application on Cheetah’s operation panel, and login by operation SP
mode.

Choose “Device” > “Apps”.

Choose “Install”

Choose "Install From Internal Storage”

Install the following applications one by one (applications cannot be installed at the same
time).

® CAP V2 Auth.Ul

® CAP User Config.

® CAP NFC Plug-in

® CAP Java Card Plug-in

® ELPNX

Application installation is now completed.

O~ whN
N N N N

Next, activate the application.
6) Return to the screen in the step 4, choose "Activate Applications”
7) Choose the following applications one by one, and input the product key and “Execute” for

each.
® CAPV2Auth.Ul
® ELPNX

8) After Activation is completed, restart the device.

Activation Check

“Please refer to Full Native mode of “Activation Check” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section

[Smart Operation Panel model] Specific settings

“Please refer to “[Smart Operation Panel model] Specific settings” in “Installation (Smart Operation
Panel/WVGA/4.3-inch operation panel models)” section
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When Migrate to Card Authentication Package v2 from v1

Migration from Card Authentication Package v1 to v2 requires the conversion of the user information
from Card Authentication Package v1’s format to v2’s format.
The following explains the conversion procedure using CAP Convert Tool.

= For CAP Convert Tool, JRE v6.0 or later is required on the host PC.

Conversion Flowchart

Export the data
(with Smart Device Monitor for Admin)

v

Uninstall
Card Authentication Package v1

v

Install
Card Authentication Package v2

v

Convert the data format
(with CAP Convert Tool)

v

Import the data
(with CAP v2 Configuration Tool) gloria_ap003

Export the Data

The following three files are required in order to convert the Card Authentication Package v1 data into
v2 data.

» Card information file: card(date).csv

=  Userinformation file: (model name)_user.csv

= Address information file: (model name)_addr.csv

These exports have to be done before uninstalling v1.

1) Export the card information
1. Click [Maintenance] to show [Card ID Mapping Maintenance] screen.

Card ID Mapping Maintenance

Back

W Export Card 1D Mapping Export
W [mport Card 1D Mapping

Iruport
gloria_a051
2. Click [Export].
The export operation creates a CSV file containing the card information.
Example: cardmmdd.csv (mmdd: an exported month (mm) and day (dd))
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2) Export the user information

Shift to Enerey Save Mode
Becover from Energy Save Mode

fidd to Group... Cirl+D
Delete Dl

Charee Display Information.. Alt+Enter
Web Browser Device Information r

User Management Tool

fddress Management Tool
Accounting Beport Tool

gloria_a052
1. Launch [User Management Tool] of Smart Device Monitor for Admin.

;"’1' User Manaeement Tool - RIGOH Aficio M
File Edit Miew Help

] alx| 3] &

User Gounter Information I focess Control List I

gloria_a053
Select [Access Control List] tab.

g-':':'-[ User Management Tool — RIGOH Aficio M

Edit  Wiew Help

Qpen G3Y File with Program..

Export for mation

Impart Uszer Information

Exit

- gl-o-ria-_aOS4-
3. Select [Export User Information] from [File] menu.
The user information is exported as a CSV file.
Example (for an Aficio MP C5000): Aficio_ MP_C5000_user.csv
3) Export the address information
Shift to Energy Save Mode
Becaover from Enerey Save Mode

Add to Group... Ctrl+D
Delete Del

Change Digplay Information.. Alt+Enter
‘izh Browser Device Ihiormation b

U=zer Management Tool
Address Management Tool

Accounting Report Tool

gloria_a055
1. Launch [Address Management Tool] of Smart Device Monitor for Admin.
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H Address Management Tool
28 Edit Wiew Help
Import Data £

Expart Data

Open GEV File with Program..
Backup Data

Besztare Data

Exit

| T ST -

gloria_a05
2. Select [Export Data] from [File] menu.
Three CSV files are created by the export process and one of them is needed for the conversion.
Example (for an Aficio MP C5000):
Aficio MP_C5000_faxinfo.csv
Aficio_MP_C5000_taginfo.csv
Aficio_MP_C5000_addr.csv (Only this file is needed for the conversion.)

Uninstall Card Authentication Package v1

For the Card Authentication Package v1 uninstallation, see the service manual for Card Authentication
Package v1. (" Card Authentication Package v1 Service Manual)

Install Card Authentication Package v2

For the Card Authentication Package v2 installation, install it with Remote Install Manager. See the
service manual of Remote Install Manager. (¥ Remote Install Manager)

Convert the Data Format

3. Before running CAP Convert Tool, put the tool and the files into the same directory.
= CAP Convert Tool: DataConvertFromCap.exe
= Card information file: card(date).csv
= User information file: (model name)_user.csv
=  Address information file: (model name)_addr.csv
4. CAP Convert Tool is a command-line tool. Open a command prompt and switch to the directory
where the files are located.
5. Enter the following command.
DataConvertFromCap.exe (User information file name) (Address information file name) (Card
information file name) [Character-code]
» [f any character code is not specified, “Cp1252” will be used as a default.
* For a list of supported character encoding types, refer to the 2" column of the following
list:
= hitp://download.oracle.com/javase/1.5.0/docs/guide/intl/encoding.doc.html
6. A message is displayed when the conversion is complete. The message includes the following
information:
= User information registered (total item)
= Convert user information items (succeeded)
» Input format error items (failed)
= Conversion error items (failed)
If there is no error, close the command prompt.
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Import the Data

A successful conversion creates the following two files:

= DataConvertFromCap.csv
This is the user information file for Card Authentication Package v2.
To import the data, use CAP v2 Configuration Tool.

= DataConvertFromCap.log
This log contains the conversion results and the error information.
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Uninstallation

Uninstallation

Uninstallation (Smart Operation Panel/WVGA/4.3-inch operation panel models)

= Depending on the device model, the actual operation panel screen may look different from the
screenshots used in this document.

[Smart Operation Panel model] Specific settings (Hybrid mode / Full Native mode)

Set “Authentication Priority mode (Hybrid mode / Full Native mode)” via the Screen service mode to off.

1. Shift to Screen service mode.
» Forinformation on how to enter Screen service mode, contact the supervisor in your
branch office.

2. Select |Screen Device Settinﬁs .

Applications

E Storage

2 voice input & output

@ Screen Device Settings Information

£+ Screen Device Settings
3. Select |Authentication Erioriti mode|.

Server Settings

Application Settings

Authentication priority mode

Panel Self Check
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4. Clear the check box for [Authentication irioriti mode].

= e
Alrthentlcation priority mod

Authentication priority mode

Start time(hhmm)

Q000

Expiration time(hours)
1

5. Logout.

Setting in the Device

1. Log in the device as an administrator.
2. Set [Enhanced Authentication Management]* to [Off].

*[System Settings]->[Administrator Tools]->[Enhanced Authentication management]

= The SC636 error will occur when ignoring the process above.

Priority Feature Cancellation

In the case of Standard Operation Panel models:

1. Press the [User Tools/Counter] button. Then, press [System Settings].
2. Select the [General Features] tab. Then, press [Function Priority].

3. Select any item on the screen other than [Java TM/X] and press [OK].

In the case of Smart Operation Panel models:

1. Press the [Screen Features] button. Then, press [System Settings].
*With 15S or later models, select [User Tools] -> [Screen Features]

2. Press [Function Priority].

3. Select any item on the screen other than [ELP NX].

Authentication Management Settings

1. Log in the device as an administrator.
= Theinitial value of login data is as follows:
= Login user name: admin
= Password: [blank]
2. Press [User Tools/Counter] button, and then press [System Settings].

*With 158 or later models, select [User Tools] -> [Machine Features] -> [System Settings]
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3. Press [Administrator Tools] tab, and set items below:
[User Authentication Management]
[Administrator Authentication Management]

1) User Authentication Management
1. Set the method of the authentication is “Off”.
2. Press [OK] of the upper right.
2) Administrator Authentication Management
[User management]
1.  Set [Admin. Authentication] to [Off].
[Machine Management]
2. Set [Admin. Authentication] to [Off].
[Network Management]
3. Set [Admin. Authentication] to [Off].
[File Management]
4. Set [Admin. Authentication] to [Off].
5. Press [OK] of the upper right.

How to stop applications

With Smart Operation Panel models (Hybrid mode):

1. Login to the device as an administrator.

2. Choose [User Tools] -> [Machine Features] -> [System Settings] -> [Extended Feature Settings] ->
[Extended Feature Settings].

3. Choose [Startup Setting] tab, and press following applications one by one:

CAP V2 Z11

ELP-NX V2 Z12

CAP

ELP Service

FR Filter

Press [CAP V2 Z11], then the application will be stopped.
# Extended Feature Settings

: \ \[ oo oo V[ Etonisd \[Advinistrater
| St Pstall || Uninstatl § Featwekrfo §  Tooks = |

Sl ectirdid foatine(o) 1o Tt of Ston.

Seahe et il i bl
Startieg Lib | Twe~] CAF W2 211 A0 M Mo Period Lemt.,

Startiglb | Twe-) ELP-NCVZ 212

Statialh | Twe-) OF

Sta'r.rnth Twer)  ELF Zervice | ttahe

':i I',. .'. Extereded || Admiristrater |
1 1

Unares £

Fak: [ istall
Searting Lo | T JovaTd Plazform  Extended Featurelha.,. 121 m t

Seloct esterced foatirels) to start o stce,

R d
L Trou=] [CAF V2 211 2.4.100 e Wo Psriad Lt

'-l FE\:“.’!II(‘ kr!n I'I_ Tools ¥

Statiglb | Twe-) ELPHK V2 212 7400 MM Noawdint.
Statimlh | Twe-) (4 A0 FM | NoPericdmt,
Statiglb | Tree-) ELP Service 24000 PM | Moreiodimt)

Strting L | Tre=L JoaT™ Flatfom Extended Featwre(la... 12.47.00 1] s

I | et
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4. Choose [Extended Feature Info] tab.
5. Press an application name.

@ Extended Feature Settings

‘ e Istall w Uninstall | EXIE0E }ﬂggat“\
Select an extended feature to check. .
Stotus o L Bl e Desciotion | it
Stoo | [ Tyee-s [coP V2 211 2.4.100 | fM NoPeriodlmt,II
Stop | Te-J ELP-NK V2 212 2.4.100 | FM | NoPeriodLrt.|
Stop | Twe-) P 2.6.100 | M | NoPeriodlmt.|
Stop | Twe-) IELP Service 2.4.100 | M | Mo PeriodLmt
StartitgUp | TyoeC |JavalM Platforn |Extended Feature(Ja...[12.47.01 | fM | — |
172 Y Next

6. Set [Auto Start] to "Off". Then press [Exit].

Extended Feature Info E
The following extendad feature has been installed.
P-Extended Feature Name: CAP V2 211 PProduct ID: 337653552
PDescription:
P Version: 2.4.100 PExpiration Date: Mo Period Limit
PStartup Location: Flash Memory
PProcessing Location: Flash Memory P Auto Start: On Off
P Vendor:
P-Conttact: TEL:

Fax:

Ernail:

7. Conduct the same procedure for the following applications as well:
® CAPV2Z11
® ELP-NXV2Zz12
® CAP
® ELP Service

Turn the power off and on after the settings are completed.
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Uninstallation of Enhanced Locked Print NX V2 with CAP

Uninstall the following applications using Remote Install Manager to uninstall Enhanced Locked Print
NX V2 with CAP. For the uninstallations procedures of these applications, see the service manual of

Remote Install Manager. (¥ Remote Install Manager)

In the case of Standard Operation Panel models and Smart Operation Panel models (Compatibility

mode):

ELP-NX V2 MP11/MP12/MP13/MP31/ MP33/SP31

ELP NX

FR Filter (08S or older models must uninstall the FR Filter manually.)

CAP LAUNCHER
CAP
CAP REG

= CAP V2 MP11/MP21/MP31/SP31

In the case of Smart Operation Panel models (Hybrid mode):

Application Version Note

CAP V2 Z11 V2.x

ELP-NX V2 Z12 V2.x

CAP V2.x

ELP Service V2.x

FR Filter V1.x

ELP NX V1.x Smart Operation Panel application.

CAP V2 Auth. Ul V1.x Smart Operation Panel application.

CAP User Config. V1.x Smart Operation Panel application.

CAP NFC Plug-in V1.x Smart Operation Panel application. Only for v2.3.0 or later.

In the case of Smart Operation P

anel models (Full Native mode):

Application Version Note
ELP NX V1.x Smart Operation Panel application.
CAP V2 Auth. Ul V1.x Smart Operation Panel application.
CAP User Config. V1.x Smart Operation Panel application.
CAP NFC Plug-in V1.x Smart Operation Panel application.
CAP Java Card Plug-in V1.x Smart Operation Panel application. Only for v2.5.0 or later.

If “RTY-003 : Communication timeout has occurred between the devices. (N002)” is displayed on
Remote Install Manager after uninstallation, please try to restart the device manually and perform
[Re-execute Errored Operation...] from the Device Operation menu. If the error still appears even
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though the operation is performed, check the error for troubleshooting in Remote Install Manager
Service Manual.

Uninstallation of FR Filter

= Note that using Remote Install Manager will uninstall the FR Filter automatically for 08A or
later models.
=  When uninstall “ELP-NX with CAP (F12)”, this procedure is not necessary.
Press [User Tools/Counter] button.
2. Press [Extended Feature Settings].
3. Confirm on [Extended Feature Setting Menu] screen that [JavaTM Platform] appears.
= If [JavaTM Platform] is not shown, the Java ™ Platform has not activated yet. Wait for a
while until [JavaTM Platform] appears.
4. Press [Extended Feature Settings].
5. Press [Uninstall] tab and then select [FR Filter] in the applications list.
6. Press[Yes].
7
8
9

[y

Press [Yes].
Press [Exit].
Push the power button at the side of the operation section. After the power indicator has finished
blinking, turn off the main power.
10. Turn on the main power.
11. Press [User Tools/Counter] button.
12. Press [Extended Feature Settings] on [User Tools / Counter / Enquiry] screen.
13. Press [Extended Feature Settings] on [Extended Feature Setting Menu] screen.
14. Press [Uninstall] tab.
15. Confirm that [FR Filter] is not shown in the applications list.
=  The main power should be turned off and on after the uninstallation. Otherwise the application
may be reinstalled incorrectly.

SP Mode Cancellation

Restore the SP values described below. In the case of Smart Operation Panel models, press the [x]
button on the login screen and select the [Printer] icon after logging out, and then go in to SP mode. It is
not possible to log in to SP mode from User Tools or Quick application (such as Quick Copy) and when
logged into the device.
= SP5-401-103:[3] ? [0]
=  SP5-401-162: bit0 [1] ? [0], bit3 [1] ? [0], bit5 [1] 2 [0], bit6 [1] * [0]
=  SP5-401-230: bit0 [1] ? [0], bit3 [1] 2 [0]
= SP5-401-240: bit0 [1] 2 [0]
= SP1-001-016 bit6 [1] ® [0] *SP mode (Special Service)
» The machine should be rebooted after the settings are changed.
» The setting changes are not necessary if the reinstallation is executed.
» Depending on the functions the customer uses, not all of the above SP values may be set
to [1] even before cancelling them.
» The value of SP5-401-162 will not be changed by installing “ELP-NX with CAP (F12)”
= |f SP1-101-016 bité remains [1], print jobs will still be stored in device even after
uninstalling ELP.
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Uninstallation (4-line MFP/4-line LP/LP)

Setting in the Device

Set [Enhanced Authentication Management] in [Security Management] to [Off].

» The SC636 error will occur when ignoring the process above.

Setting from Web Image Monitor

1. Open Web Image Monitor.

2. Log into Web Image Monitor as an administrator.
» The initial value of login is as follows:
= Login user name: admin
= Password: [blank]

RICOH Aficio SP C320DN web Image Monitor

@ ] [? [i [#FLogout

Home Home Engish v

Job

Status | | Supplies | | Device Info  Counter

B Device Name : RICCH Afico SP C3200N

nt
® HostNama  : RMPOBDEES

[Resat Davice | [ Reset Printer Job

gloria_a061
3. Click [Configuration] in the left menu.
RICOH Aficio SP C320DN wen image Monito mae :\d::n‘n::l:llc:lr
Hotms Configuration EJrereen @
RS _" I:e;i::jellings /.-! Securily

ay J- RC Gate

£ wsewp e Gate

® Update RC Gate Fimware

- gloria_a074
4. Click [User Authentication Management] in [Device Settings] menu.

=a) (] [2] [i] [#¥Logout

RICOH Aficio SP C320DN en mage Monitor Administrator
User Authentication Management (S)refresh (@
=

gloria_a075
5. Select [Off] at [User Authentication Management] and click [OK].

=/ [ 2] [1] [#) Logout

RICOH Aficio SP C320DN weh image Monitor Administrator
s Configuration Brerrech @ °
Ib

2.4 Device Settings P Security

™ ipsec
® User Lackaut Palicy
® IEEE 8021

44 RC Gate
i (R ste

™ Update RC Gate Firmwar

N gloria_a072
6. Click [Administrator Authentication Management] in [Device Settings] menu.
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10.
11.

12.

13.
14.
15.

= & ?| i =¥ Logout
RICOH Aficio SP C320DN web image Monitor Administrator

gloria_a076
Check [Off] at the following items and click [OK].
® [User Administrator Authentication]
® [Machine Administrator Authentication]
® [Network Administrator Authentication]
® [File Administrator Authentication]
Turn off and on the main power.
Uninstall the following applications using Remote Install Manager to uninstall CAP.
= CAP V2 MP21/SP11
= CAP LAUNCHER
= CAP
= CAPREG
For the uninstallation procedures of these applications, see the service manual of Remote Install

Manager. (% Remote Install Manager)

» The following procedures (steps 10 through 15) are needed for 08S or older models.
Open Web Image Monitor.
Log in to Web Image Monitor as an administrator.

= The initial value of login is as follows:

= Login user name: admin

= Password: [blank]

RICOH Aficio SP C320DN wab Image Monitor

@ (] (2 [i [#F Logout
Administrator

Home Home english | ([EJrefresh @

Status | | Supplies | | Device Info  Counter

 Device Name : RICOH Aficio SP C3200N

gloria_a061
Click [Configuration] in the left menu.

&

W PDF Fixed P,
Q TInterface
W Interface Settings
J?u Network
S Ee

= appleTalk

gloria_aQ77
Click [Uninstall] in [Extended Feature Settings] menu.
Select [FR Filter] in the applications list.
Reboot the device.
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SP Mode Cancellation

Restore the SP values described below.
=  SP5-401-103:[3] 2 [0]
»  SP5-401-162: bit0 [1] 2 [0], bit5 [1] 2 [0]
= SP5-401-230: bit0 [1] #* [0]
= SP5-401-240: bit0 [1] = [0]
= The machine should be rebooted after the settings are changed.
= The setting changes are not necessary if the reinstallation is executed after the uninstallation.

Priority Feature Cancellation

1. Press [Maintenance] 2 [General Settings] 2 [Function Priority] from the menu of the device.
2. Select an item on the screen other than [Java TM/X].

= The procedure of this setting differs from devices so that see the service manual of the device.
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Appendix

VM Card Update

» The steps below should be followed when updating the VM card if ELP-NX v2 and CAPv2
are installed.

Disable Enhanced Authentication Management (SP5-401-160: [1] 2 [0]).

*  Proceed to step 2 without rebooting the device.
Update the VM card using Remote Install Manager.
Reboot the device two times (some settings are automatically set during the 15t reboot that require
a 2" reboot to enable).

Procedure for changing the HDD

1.

w P

Export the user/device settings via the Configuration Tool for back up. (If possible)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all the applications (CAP and ELP-NX) using Remote Install Manager.

Change out the HDD.

= Please refer to the device service manual to change out the HDD.

Reinstall all the applications (CAP and ELP-NX) using Remote Install Manager.

Import the user/device setting in Configuration Tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the controller board

This procedure is available in the case that Java VM is installed to the device’s flash memory (FM) on
the controller board.

1.

2.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.
Uninstall all applications (CAP and ELP-NX) via Remote Install Manager.
J [
»= Inthe case that the controller board needs to be replaced when using Hybrid mode:
If it is necessary to replace the controller board, the Smart Operation Panel applications
will remain. Therefore, the applications should be uninstalled using RIM.
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3.
4

Disable the Java VM (SP5-730-001: [1] -> [0]). Then restart the device.
Change out the controller board.

= Please refer to the device service manual to change out the Controller Board.

Reinstall all the applications (CAP and ELP-NX) using Remote Install Manager.

Import the user/device setting in configuration tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.

Procedure for changing the Smart Operation Panel

This procedure is available when changing to a Smart Operation Panel from a Standard Operation
Panel or if a Smart Operation Panel needs to be replaced.

1.

Export the user/device settings via the Configuration Tool for back up. (If possible.)
File --> Export --> Select User Information and Device Settings for export --> Click the "Export"
button.

Uninstall all applications (CAP and ELP-NX) via Remote Install Manager.

* In the case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
If it is necessary to replace the Smart Operation Panel, the DSDK applications installed
in the Java VM will remain. Therefore, these applications should be uninstalled via Web
image Monitor. The uninstallation method via Web Image Monitor is as follows.

WIM -> Configuration -> “Uninstall” in Extended Feature Settings

= The reason for why the DSDK applications must be uninstalled via WIM is as follows:
As per the specification for the eDC-i system, the DSDK applications installed in the
Java VM and the Smart Operation Panel applications are regarded as 1 application.
When the Smart Operation Panel is replaced (the DSDK applications are left and the
Smart Operation Panel applications disappear), the eDC-i system will judge that both
the DSDK applications and the Smart Operation Panel applications are deleted. This
will cause an error to occur when uninstalling via RIM. Therefore, it is necessary to
uninstall the remaining DSDK applications via WIM in order to clear the error in RIM.

» Inthe case that the Smart Operation Panel needs to be replaced when using Hybrid mode:
It is necessary to forcibly deactivate the license key in advance. Please contact the
marketing section in your branch office regarding the deactivation method.

Reinstall all applications (CAP and ELP-NX).

Import the user/device settings via the Configuration Tool.
File --> Import --> Browse for the User Information and Device Settings --> Click the "Import"
button.
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Summary

When installing Card Authentication Package v2 (CAP v2) / Enhanced Locked Print NX v2 (ELP-
NX v2) on some 11A models, certain actions must be performed in order to ensure correct
operation.

1. Only the CAP v2 / ELP-NX v2 versions listed below may be installed on the current 11A models
(AT-C3, AP-C3, AL-C2):

- CAP v2.1.0 or later

- ELP-NXv2.1.1 or later

2. Because the standard Java VM for 11A models contains some bugs known to affect CAP v2 /
ELP-NX v2, the Java VM must be upgraded before CAP v2 / ELP-NX v2 installation.

3. Since CAP v2 may fail to obtain the login user name from device address book, the firmware for
System/Copy must be upgraded before CAP v2 / ELP-NX v2 installation.

4. Disabling the device’s STR mode (turn SP5-191-001 to 0) is recommended because of the
current device limitation described in section 4 below.

1. 11A Model Support and PC application Version Compatibility:

Following chart shows the compatibility between modules/versions.

- “Compatibility” indicates a supported combination of Server module and Embedded module.

- “11A Model Support” indicates whether AT-C3, AP-C3 and AL-C2 are supported or not. Note that
S-C5 and GR-C1 are not included.

Embedded Module (SDK application)

V1.3 series V1.4 series V2.0 series V2.1 series
Server Qo T Qo
Module V2.1 Compatibility : Compeatibility : Compatibility : Compatibility : YES
(PC series = = = 11A Support: YES
L 11A Support: NO | 11A Support: NO | 11A Support: NO ’
application)




2. Required Java VM Version:
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Model Version Program No. Effective Date

AT-C3 10.04.02 D1445594E April 2012 production
AP-C3 10.04.02 D1445594E April 2012 production
AL-C2 10.04.02 D1295735D April 2012 production

Note: The same UpdateTool module can be used even though the Program No. is different.

CAP v2 / ELP-NX v2:
- Update Device’s JavaVM using Remote Install Manager. Update is automatically performed
when the CAP v2 / ELP-NX v2 is installed. No specific action is required.

3. Required System/Copy Version:

Model Version Program No. Effective Date

AT-C3 2.00.3 D1425562H March 2012 production
AP-C3 2.00.3 D1445562H March 2012 production
AL-C2 2.00.3 D1295751F March 2012 production

4. 11A models don't reply to network requests for SDK applications.

Occurrence Condition:
If a SDK application has a Web Ul, it cannot be accessed from a web browser once the device
enters STR mode. Also, remote configuration from the administration tool is impossible. This is

known to affect:

- CAP v2 / ELP-NX v2 configuration from the Web Configuration Tool.

Workaround (either):
- Disable STR mode.
- Retry the operation (as the first network request to the SDK application wakes the device up

from STR mode, the second attempt will succeed).
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Model: Gloria Date: 27-Oct-14 No.: RD602015e I
RTB Reissue
The items in bold italics have been corrected or added.
Subject: Firmware Release Note: CAP User Config for eDC Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
Classification: |[] Troubleshooting [] Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
CAP User Config for eDC.

Version Program No. Effective Date
1.4.000 D60210JAD_forEDC February 2017 production
1.3.000 D60210JAC_forEDC June 2016 production
1.2.600 D60210JAB _forEDC August 2015 production
1.2.5 D60210JAA_forEDC December 2014 production
1.2.4 D60210JA_forEDC Initial release
Version Modified Points or Symptom Corrected

1.4.000 Support:

Support for the following models has been added:

-  MET-C2z

- CH-C2 Office

CH-C2 Pro (Only Smart Operation Panel option mounted device)
Cor-C1.5

- GR-C3

1.3.000 Supported:

Support for the following 15S model has been added:

-  MET-C2

1.2.600 Support:

Support for the following 15S model (Hybrid mode) has been added:

- GR-C2

1.2.5 Support:

Support for the following 14S Smart Operation Panel model (Hybrid mode) has
been added:

- Cor-Clic,d e f,gh

1.2.4 Initial Release.
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Model: Enhanced Locked Print NX v2 with CAP Date: 07-Nov-14 No.: RD602018 I

Subject: Authentication priority mode for Hybrid mode in Prepared by: Kohsuke Tomoyama
Enhanced Locked Print NX v2 with CAP

From: Solution Support Department

Classification: | Troubleshooting ] Part information ] Action required
] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( ) [] Tier2

Summary

When a device is in sleep mode, it takes more time for a user’s job list to be displayed
after the user swipes their IC card on Smart Operation Panel models for Hybrid mode than
it does on Standard Operation Panel models and Smart Operation Panel models
(Compatibility mode).

After installing Enhanced Locked Print NX v2 with CAP for Hybrid mode, a certain action must be
performed. The Authentication priority mode must be set via the Screen service mode. By setting
the Authentication priority mode, the print job display for Hybrid mode is about as fast as
the Standard Operation Panel models and Smart Operation Panel models (Compatibility
mode). This setting means the HDD always starts within a designated time and it takes a
little time to authenticate the user information. However, this may negatively affect the TEC
value (TEC = Typical Electricity Consumption).

How to install ELP-NX v2 with CAP and set “Authentication priority mode” in Hybrid
mode.

1. Install ELP-NX v2 and CAP v2 using Remote Install Manager. For details, please refer to the
Installation Manual for ELP-NX v2 with CAP.

2. Set the Authentication priority mode for Hybrid mode via the Screen service mode. For details,
please refer to “Authentication Priority mode (For Hybrid mode)” in the Installation Manual for
ELP-NX v2 with CAP.
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Model: Gloria

Date: 08-Apr-15 No.: RD602021f

RTB Reissue

The items in bold italics have been corrected or added.

Classification:

Subject: Firmware Release Note: ELP-NX FS V2 for RA Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
[] Troubleshooting [ Part information [] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
ELP-NX FS V2 for RA.

Version Program No. Effective Date
2.4.000.0 D602-0078P February 2017 production
2.3.101.0 D6020078N October 2016 production
2.3.100.0 D6020078M September 2016 production
2.3.000.0 D6020078L June 2016 production
2.2.503.0 D6020078K September 2015 production
2.2.502.0 D6020078J July 2015 production
2.2.501.0 D6020078H Initial release
Version Modified Points or Symptom Corrected
2.4.000.0 | Support:
- Windows Server 2016/MacOS X 10.12 is supported.
- SQL Server 2016 is supported.
- Windows Server 2003/2003 R2/Windows 8 are excluded as support
environments.
Fixed:
- If using My Document Folders and the authentication mode on the
device is set to user code authentication, users cannot print.
-  After changing the DB Server Name/Database Name in the Database
Management Tool, they cannot be returned to the value set before the
change.
- ELP-NX FS may not work correctly after an update installation.
Other:
- Activation method has been changed from server license to client
access license (CAL).
A fix for a vulnerability regarding Click Jacking has been added.
2.3.101.0 Fixed:
When using multiple LF servers, the print job may not be displayed in the job list.
2.3.100.0 Support:
1. Support for TLS1.2 has been added.
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Model: Gloria

Date: 08-Apr-15 No.: RD602021f

Version

Modified Points or Symptom Corrected

*The Java VM version on the device must support TLS1.2.
2. Support for SHA-2 has been added.
*The Java VM version on the device must support SHA-2.

Other:

1. Paper size is displayed for each print job.

2. RSiInfo has been updated.

3. Afix for the Apache Commons Collection (ACC) vulnerability has been
added.

2.3.000.0

Supported:
1. Support for Fire Fox ESR 38 has been added.
2. Citrix XenApp 7.5 and 7.6 are supported.

Fix:

1. Cannot print small file size PS jobs that are spooled in ELP-NX FS.

2. If 2 byte character is set as FRPRINT port, job list cannot be obtained from
ELP-NX FS.

Other:

1. Primary and Secondary CAP-ES servers can be specified in ELP-NX FS
Web UlI.

2. Activation site has been changed from GMP server to eDC-i server.

3. Java version has been updated to 8.

2.2.503.0

Fixed:

- Fails to display the print job preview if "Do not Prepare" is set for the
"Preview Create" setting in ELP-NX FS v2.

- Ajob from Mac client via LPR may not be spooled.

2.2.502.0

Support:
None.

Fixed:
None.

Other:
- Preview settings (enable/disable the preview function, preview image
creation timing, etc.) have been added.

2.2.501.0

Fixed:

1. CPU usage rates become high when multiple print jobs are spooled on the
ELP-NX FS server at the same time. Because in v2.2.4 and 2.2.5, preview
data is created when spooling the jobs on ELP-NX FS and up to 3 previews
are created at the same time. To avoid this, there are 2 modifications in
v2.2.501.

- Preview data is created when selecting the preview button on a device.
- Only 1 preview is created during the creation process.
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Model: Gloria

Date: 08-Apr-15 No.: RD602022a |

RTB Reissue

The items in bold italics have been corrected or added.

Classification:

Subject: Firmware Release Note: ELP-NX FS V2 for RKR Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
[] Troubleshooting [ Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the

ELP-NX FS V2

for RKR.

Version

Program No. Effective Date

2.4.000.0

D602-00A8P February 2017 production

2.2.3.0

D60200AS8 Initial release

Version

Modified Points or Symptom Corrected

2.4.000.0

Support:

- Windows Server 2016/MacOS X 10.12 is supported.

- SQL Server 2016 is supported.

- Windows Server 2003/2003 R2/Windows 8 are excluded as support
environments.

Fixed:

- If using My Document Folders and the authentication mode on the
device is set to user code authentication, users cannot print.

-  After changing the DB Server Name/Database Name in the Database
Management Tool, they cannot be returned to the value set before the
change.

- ELP-NX FS may not work correctly after an update installation.

Other:

- Activation method has been changed from server license to client
access license (CAL).

- Afix for a vulnerability regarding Click Jacking has been added.

2.2.3.0

Fixed:

1. CPU usage rates become high when multiple print jobs are spooled on the
ELP-NX FS server at the same time. Because in v2.2.4 and 2.2.5, preview
data is created when spooling the jobs on ELP-NX FS and up to 3 previews
are created at the same time. To avoid this, there are 2 modifications in
v2.2.501.

- Preview data is created when selecting the preview button on a device.
- Only 1 preview is created during the creation process.
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Model: Gloria

Date: 08-Apr-15 No.: RD602023f

RTB Reissue

The items in bold italics have been corrected or added.

Classification:

Subject: Firmware Release Note: ELP-NX FS V2 for RAC Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
[] Troubleshooting [ Part information [] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
ELP-NX FS V2 for RAC.

Version Program No. Effective Date
2.4.000.0 D6020088P February 2017 production
2.3.101.0 D6020088N October 2016 production
2.3.100.0 D6020088M September 2016 production
2.3.000.0 D6020088L June 2016 production
2.2.503.0 D6020088K September 2015 production
2.2.502.0 D6020088J July 2015 production
2.2.501.0 D6020088H Initial release
Version Modified Points or Symptom Corrected
2.4.000.0 | Support:
- Windows Server 2016/MacOS X 10.12 is supported.
- SQL Server 2016 is supported.
- Windows Server 2003/2003 R2/Windows 8 are excluded as support
environments.
Fixed:
- If using My Document Folders and the authentication mode on the
device is set to user code authentication, users cannot print.
-  After changing the DB Server Name/Database Name in the Database
Management Tool, they cannot be returned to the value set before the
change.
- ELP-NX FS may not work correctly after an update installation.
Other:
- Activation method has been changed from server license to client
access license (CAL).
- A fix for a vulnerability regarding Click Jacking has been added.
2.3.101.0 Fixed:
When using multiple LF servers, the print job may not be displayed in the job list.
2.3.100.0 Support:
1. Support for TLS1.2 has been added.
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Model: Gloria

Date: 08-Apr-15 No.: RD602023f

Version

Modified Points or Symptom Corrected

*The Java VM version on the device must support TLS1.2.
2. Support for SHA-2 has been added.
*The Java VM version on the device must support SHA-2.

Other:

1. Paper size is displayed for each print job.

2. RSInfo has been updated.

3. A fix for the Apache Commons Collection (ACC) vulnerability has been added.

2.3.000.0

Supported:
1. Support for Fire Fox ESR 38 has been added.
2. Citrix XenApp 7.5 and 7.6 are supported.

Fix:

1. Cannot print small file size PS jobs that are spooled in ELP-NX FS.

2. If 2 byte character is set as FRPRINT port, job list cannot be obtained from
ELP-NX FS.

Other:

1. Primary and Secondary CAP-ES servers can be specified in ELP-NX FS
Web UL.

2. Activation site has been changed from GMP server to eDC-i server.

3. Java version has been updated to 8.

2.2.503.0

Fixed:

- Fails to display the print job preview if "Do not Prepare" is set for the
"Preview Create" setting in ELP-NX FS v2.

- Ajob from Mac client via LPR may not be spooled.

2.2.502.0

Support:
None.

Fixed:
None.

Other:
- Preview settings (enable/disable the preview function, preview image
creation timing, etc.) have been added.

2.2.501.0

Fixed:

1. CPU usage rates become high when multiple print jobs are spooled on the
ELP-NX FS server at the same time. Because in v2.2.4 and 2.2.5, preview
data is created when spooling the jobs on ELP-NX FS and up to 3 previews
are created at the same time. To avoid this, there are 2 modifications in
v2.2.501.

- Preview data is created when selecting the preview button on a
device.
- Only 1 preview is created during the creation process.
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Model: Gloria

Date: 20-Apr-15 No.: RD602024f

RTB Reissue

The items in bold italics have been corrected or added.

Classification:

Subject: Firmware Release Note: ELP-NX FS V2 for RE Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
[] Troubleshooting [ Part information [] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
ELP-NX FS V2 for RE.

Version Program No. Effective Date
2.4.000.0 D6020068P February 2017 production
2.3.101.0 D6020068N October 2016 production
2.3.100.0 D6020068M September 2016 production
2.3.000.0 D6020068L June 2016 production
2.2.503.0 D6020068K September 2015 production
2.2.502.0 D6020068J July 2015 production
2.2.501.0 D6020068H Initial release
Version Modified Points or Symptom Corrected
2.4.000.0 | Support:
- Windows Server 2016/MacOS X 10.12 is supported.
- SQL Server 2016 is supported.
- Windows Server 2003/2003 R2/Windows 8 are excluded as support
environments.
Fixed:
- If using My Document Folders and the authentication mode on the
device is set to user code authentication, users cannot print.
-  After changing the DB Server Name/Database Name in the Database
Management Tool, they cannot be returned to the value set before the
change.
- ELP-NX FS may not work correctly after an update installation.
Other:
- Activation method has been changed from server license to client
access license (CAL).
A fix for a vulnerability regarding Click Jacking has been added.
2.3.101.0 Fixed:
When using multiple LF servers, the print job may not be displayed in the job list.
2.3.100.0 Support:
1. Support for TLS1.2 has been added.
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Model: Gloria Date: 20-Apr-15 No.: RD602024f I
Version Modified Points or Symptom Corrected
*The Java VM version on the device must support TLS1.2.
2. Support for SHA-2 has been added.
*The Java VM version on the device must support SHA-2.
Other:
1. Paper size is displayed for each print job.
2. RSInfo has been updated.
3. A fix for the Apache Commons Collection (ACC) vulnerability has been added.
2.3.000.0 Supported:
1. Support for Fire Fox ESR 38 has been added.
2. Citrix XenApp 7.5 and 7.6 are supported.
Fix:
1. Cannot print small file size PS jobs that are spooled in ELP-NX FS.
2. If 2 byte character is set as FRPRINT port, job list cannot be obtained from
ELP-NX FS.
Other:
1. Primary and Secondary CAP-ES servers can be specified in ELP-NX FS
Web UlI.
2. Activation site has been changed from GMP server to eDC-i server.
3. Java version has been updated to 8.
2.2.503.0 Fixed:
- Fails to display the print job preview if "Do not Prepare" is set for the
"Preview Create" setting in ELP-NX FS v2.
- Ajob from Mac client via LPR may not be spooled.
2.2.502.0 Support:
None.
Fixed:
None.
Other:
- Preview settings (enable/disable the preview function, preview image
creation timing, etc.) have been added.
2.2.501.0 Fixed:
1. CPU usage rates become high when multiple print jobs are spooled on the
ELP-NX FS server at the same time. Because in v2.2.4 and 2.2.5, preview
data is created when spooling the jobs on ELP-NX FS and up to 3 previews
are created at the same time. To avoid this, there are 2 modifications in
v2.2.501.
- Preview data is created when selecting the preview button on a device.
- Only 1 preview is created during the creation process.
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Model: Gloria Date: 15-Jun-16 No.: RD602025b I
RTB Reissue
The items in bold italics have been corrected or added.
Subject: Firmware Release Note: CAP NFC Plugin for eDC Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
Classification: |[] Troubleshooting [] Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
CAP NFC Plugin for eDC.

Version Program No. Effective Date
1.4.000 D60210MBB_forEDC February 2017 production
1.3.100 D60210MBA _forEDC August 2016 production
1.3.000 D60210MB_forEDC Initial release
Version Modified Points or Symptom Corrected

1.4.000 Support:
- Support for the following models has been added:

MET-C2z
CH-C2 Office
CH-C2 Pro (Only Smart Operation Panel option mounted device)
Cor-C1.5
GR-C3
1.3.100 Supported:
1. Support for the following 15S model has been added:

- Lef-C1, Brz-MF1
2. Support for the following 16S model has been added:

- MT-C6, Gim-MF1.5dM

Others:
1. Support for Felica security in NFC card readers has been added.
1.3.000 Initial Release.
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Model: Gloria Date: 21-Mar-17 No.: RD602028
Subject: Firmware Release Note: ELP NX V2_MP13 for eDC Prepared by: Y. Tsugawa
From: Solution Support Sect., Solution Support Dept.
Classification: |[] Troubleshooting ] Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety X] Other (Firmware) X Tier 2

This RTB has been issued to announce the firmware release information for the
ELP NX V2 _MP13 for eDC.

GR-C3

Version Program No. Effective Date
2.2.520 D60210M7_forEDC Initial release
Version Modified Points or Symptom Corrected
2.2.520 Support:
- Support for the following models (Compatibility mode) has been added:
GR-C2
MET-C2
MT-C6
Cor-C1.5
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