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Version 1S01.01: This is RC Gate S Pro Mk 1
Version 1S01.02: This is RC Gate S Pro Mk 2

If something new has been added for the Mk2 version, it will be indicated on the
slide or in the notes page.
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Introduction

No additional notes
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RC Gate S Pro

O RC Gate S Pro is a PC application

+ Used to control devices connected to the same
network.
» Up to 5000 devices can be controlled.
+ Requires Internet Explorer.
+ Priced software application

» RC Gate S Pro contains the function of @Remote
connector. Successor to Forest.

Slide 3

RC Gate S Pro: Maximum number of devices is 5000

O This is a theoretical specification, but in practice the RC Gate S Pro can probably
handle many more devices than this
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Product Names

4 RC Gate

+ RC Gate-S1: Remote Communication Gate Type
BN1
+ RC Gate-S1M: Remote Communication Gate
Type BM1
O Embedded RC Gate
+ Embedded RC Gate-N: Remote Communication
Gate Type CNT1
¢+ Embedded RC Gate-M: Remote Communication
Gate Type CM1
U Successor series to RC Gate

+ RC Gate S Pro: Remote Communication Gate S
+ RC Gate A: Remote Communication Gate A

Slide 4

No additional notes



RICOH

RC Gate S Pro Training

Slide 5

Major Specifications - 1

U Max. number of Monitored devices
+ 5000

O Max. number of Managed devices
+ 5000

0 Maximum total devices

+ 5000 (any mixture of managed and monitored)
+ This is a theoretical specification, but in practice
the RC Gate S Pro can probably handle many

more devices than this

O Periodical reboot
+ Unnecessary
O SNMP Version
+ SNMP vi/Nv2/v3

No additional notes
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Major Specifications - 2

0 Communication Protocol
+ SNMP/SOAP
0 Communication Method (between appliance and center)
¢ HTTPS only (no SMTP)
4 Appliance ID2
+ S5600000001
Q System Log
+ 500MB
O Communication Log
+ 10MB
0 When an Appliance SC occurs:

+ RC Gate S Pro itself does not reboot, but the internal
@Remote service will reboot.

Slide 6

O SOAP: Simple Object Access Protocol
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Operation

O This section briefly explains how to operate the RC Gate S Pro.
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Operating the RC Gate S Pro
Logging In

4 In addition to the users login procedures, which

we will not discuss in this course, there are two
others.

+ User administrator login

» http://111.222.333.444:8080/wsdm/pc/basic.Login
+ CE (technician) login

» https://111.222.333.444:9443/CE/

RICOH

s Technician User administrator

O The user menu is sometimes known as the ‘onsite menu’, and the CE menu and
user administrator menu are known as the ‘@Remote menu’, even if RC Gate S

Pro Onsite is already converted to RC Gate S Pro @Remote. We will attempt to
explain this later in this section.
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RC Gate S Pro (Onsite) Menu

Slide 9
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The ‘All Printers’ list appears immediately after you login to RC
Gate S Pro (Onsite).

If no machines have been detected yet, the blue menu screen on
the right appears after login.

To access the blue menu screen from the All Printers list, click on
the spanner icon at the top right corner of the screen.

O If no machines have been detected yet, the blue menu screen appears after

login.

O The data shown in the All Printers List is also often referred to as the ‘onsite

data’.
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RC Gate S Pro (@Remote) Menu

Remote Commumication Gate 5

Slide 10

Click

To enter the administrator (@Remote) menu, click on the
bottom-right link as shown above.

To go back to the Onsite menu, click Back to Onsite in the top
right corner of the @Remote menu screen.

3 It is not possible to go into the @Remote menu by directly typing a URL. It is
only possible to enter from the RC Gate S Pro (Onsite) menu.

10
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RC Gate S Pro Menu Structure

Administrator Menu

User Admin Login 'Onsite' Menu

'@Remote’
Menu

CE Login

U ‘Onsite menu’: Auto Discovery range settings, network settings,
other basic settings

0 ‘@Remote menu’: Settings related to communication with the
@Remote Center. Cannot be accessed if RC Gate S Pro (@Remote)
has not yet been activated.

O The administrator menu is in both the onsite and @Remote menu. It can be
accessed by technicians and user administrators.

O When you log in as a user administrator, the software takes you to the onsite

menu.

O However, if RC Gate S Pro (@Remote) has not yet been activated, it cannot be
accessed from the ‘onsite’ menu.

11
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RC Gate S Pro (@Remote) Menu
Administrator Login
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Q If devices have already been registered on this RC Gate S Pro, you will
not see the setup screen. You will see the registered device list (All
Printers List).

O To get to the setup screen, click the spanner icon in the top right corner
(this goes to the Settings menu).

Slide 12

No additional notes
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RC Gate S Pro (@Remote) Menu

Technician Login

RecooliC z $Pr - = Logout

A K

]I Initial Settings

Make the recessary 3ettngs for us=ng the Remote Communication Gate 5

Davice Reglvtration Wisard

[
[
B Aste Discavery Selting Wisard
[

Davice Firmwvare Update Method Selting Wirard

s RC Gate and Device Settings
=

R Gatw nd Device Setongs

B RC Gate and Device Settings

U The appearance of the menu is different if this is the first time the
RC Gate S Pro is used (i.e., not yet registered).
* Setup Wizard appears in blue, and Device Registration Wizard,
Auto Discovery Setting Wizard, and Device Firmware Update
Wizard are all grayed out.

O If you click RC Gate and Device Settings, you will be able to see
Slide 13 and change settings.

No additional notes
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RC Gate and Device Settings

=1 Logsut
A o

R ication Gate 5 Pro @R onnector

Basic Settings

Check the setting contents

Apply | | Restore

Top Page

O This is the settings menu for RC Gate S Pro.

O The menu is on the left, and the settings are on the right.

No additional notes

14



RICOH

RC Gate S Pro Training

Safe Shutdown: Version 1S01.01

U If you need to stop @Remote service on the RC
Gate S Pro, use one of the following safe
shutdown procedures.

U There are two procedures. Use one of them to
shut down the RC Gate S Pro safely.

+ Batch file in the root directory of the server
+ Using the Shutdown script, the @Remote service

will stop automatically when the OS is shut down.
» There is also a startup script to start the @Remote
service automatically when the OS is booted up.

Slide 15

No additional notes
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Safe Shutdown: Version 1S01.02

O Version 1S01.02 suspends the @Remote service
automatically when shutting down the OS, and starts the
@Remote service automatically after starting up the OS.

O Batch files or scripts are not necessary.

¢ The scripts must be removed from the Local Computer
Policy before you upgrade to version 1S01.02.

O However, if @Remote is doing an internal process such as
device registration or device removal when you shut down
the OS, a problem could occur.

O So, before you shut down the OS, we recommend that you
check the Service Console on your OS, and check the
status of DH AtRemoteService. If it is not stopped, then do
not shut down the OS.

+ Or, use the batch files, which are still available with 1IS01.02

Slide 16

O The batch files are still included in the software, because you need them for
activation and uninstallation. These are explained in other parts of the course.

How to see the Service Console?
O This depends on your operating system.

What kinds of errors may occur when internal processes are interrupted by
shutting down the 0S?

3 During Installation or While Updating the Certificate: When the OS is started up
again, these processes are started again automatically. No operation is needed.

3 During Device Registration or Device Removal from the Center GUI: Data
discrepancies can occur between the databases in the RC Gate S Pro and in the
@Remote Center.

16
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Safe Shutdown with the Batch File

O Turning Off @Remote Service

+ 1. Run Explorer on the server PC for RC Gate S Pro.

¢ 2. Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an
example of the root drive where the RC Gate S Pro is
installed.)

+ 3. Double click "atremote_stop_manual.bat" to stop the RC
Gate S Pro.

O Turning On @Remote Service

¢ 1. Run Explorer on the server PC for RC Gate S Pro.

¢ 2. Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an
example of the root drive where the RC Gate S Pro is
installed.)

+ 3. Double click "atremote_start_auto.bat" to reboot the RC
Gate S Pro.

Slide 17

No additional notes
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Configuring a Shutdown Script — 1
1S01.01 only

I x]
= Type the name of 2 program, folder, document, or Intemet
rescurce, and Windows will open it for you.
[ oper [orEEEE =]

' This task will be created with administrative privileges.

| oK | Cancel | Browse... |

O On the display, click Start > Run.

O Browse to "gpedit.msc®.

Slide 18

O The next few slides show how to add a shutdown script to the Local Computer
Policy.

O This feature is called ‘Enhanced Shutdown’.
O It does the same as the batch file, but the operation for the user is simpler.

18
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O Open "Local Computer Policy"” >"Computer Configuration

Configuring a Shutdown Script - 2
1S01.01 only

1/ Local Computer Policy B Scripts (Startup/Shutdown)
= ¢ Computer Configuration

e
Software Settngs P Nae |

B Windows Settings y
e W, "
L - CE—
i) d QoS Description:
Adminisirative Templat Contains computer shutdewn soripts.
anf

d459i638

>"Windows Settings" >Scripts (Startup/Shutdown).

O Then double click "Shutdown".

No additional notes
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O Click ‘Add’.

O Browse to C://Program File/

Slide 20

Configuring a Shutdown Script - 3
1IS01.01 only

x4

Seript Hame:
C¥Program FiesWRNVI SDMENW:coNetemote_stop 14 [ fiowee

Scapt Paramaters;
|

OK | Cancal

d459i640

...../tool/atremote_stop_manual.bat

No additional notes

20
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Configuring a Shutdown Script - 4

1IS01.01 only
“= O click ‘oK’

Serpns |

| Shutdown Sompts for Local Computer

T view the scnpt fles stored in this Group Policy Cbject. prass
the bution below.

Show Fles

Slide 21

No additional notes
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Configuring a Restart Script - 1

1S01.01 only

= Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.
[ 2pen [T =]

' This task will be created with administrative privileges.

| oK | Cancel | Browse... |

O On the display, click Start > Run.

O Browse to "gpedit.msc®.

Slide 22

O The next few slides show how to add a restart script to the Local Computer
Policy.

22
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Configuring a Restart Script - 2
1S01.01 only

./ Local Computer Policy B Scripts (Startup/Shutdown)
B ¢ Computer Configuration
Software Settin
_ R Sathyere Seings Startup
B ] Windows Settings
1 Sarets (Stactup/Shutdown) | o oropertas e e

® gy Security Settings
@ gl Polcy-based QoS Description:

B ] Administrative Templates Contains computer startup soripts.
B gh User Configuration

® ] Software Sattings

# [I] Windows Settings

# Administrative Templates

d459i642

O Open "Local Computer Policy” >"Computer Configuration™
>"Windows Settings" >Scripts (Startup/Shutdown).

O Then double click "Startup”.

Slide 23

No additional notes
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Configuring a Restart Script - 3

oy
b-l
T rr—
— o
EET =]
|
Tz ww b vt Feew st - P S iy Chmect e
bt
Fon
e | s | e |

O Click ‘Add’.

Q Browse to C:/Program File/.....
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1IS01.01 only

5

Sent Name:
]: N¥Program FlesWRMWSDMEXMocMatremote_stant _F@

Script Parameten:
|

OK I Cancel

d450i644

/tool/atremote_start_manual.bat

No additional notes
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Configuring a Restart Script - 4
1S01.01 only

Q Click ‘OK’.

To view the script fias stoced in this Group Policy Otiect. press.
the button balow,

Show Fles I

(nanimi

da5%B43
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No additional notes
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How RC Gate S Pro Handles
Devices

O This section briefly explains the internal databases of the RC Gate S Pro.

26
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RC Gate S Pro (Onsite)

Overview

RC Gate S Pro (@Remote)

Device List C
-Network Devices
-Local Devices D

Unresponsive Device:

Common
DB

@Remote Center

synchronized
Managed q Managed
Device Lt Device List
List
Registered H Monitored List
Wizard — S
(Unmanaged I Snap Shot 02
Devices) Snap Shot 01
@Remote
DB

U Devices are registered to three different Device Lists:

+ RC Gate S Pro (Onsite) - Device List (All Printers List).
+ RC Gate S Pro (@Remote) - Device List (Managed Device

List).

+ @Remote Center - Device List (Managed Device List).

Slide 27

O RC Gate S Pro (@Remote) is also called @Remote Connector.

27
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Auto Discovery

U0 RC Gate S Pro (Onsite) scans the IP address
range stored with the Device Discovery settings.

4 If a new machine was added to the network,
Onsite detects it and puts it in the Network
Device List, and copies it to the Unmanaged
Devices List.

O RC Gate S Pro (@Remote) looks in the
Unmanaged Devices List (it does not scan the
full address range).

Slide 28

No additional notes
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Setting IP Addresses for Discovery

U RC Gate S Pro does not have an independent
range setting function.

U Auto Discovery uses an RC Gate S Pro function
known as Onsite Discovery, which makes a list of
detected devices.

O Auto Discovery and Device Registration both use
data from this list.

U Onsite Discovery is set up with the Device
Discovery Settings.

U This is different from RC Gate A and RC Gate — in
these two appliances, the settings for the two
functions are separate.

O The Device Discovery settings are used for both Auto Discovery and Device
Registration.

O They must be set up before starting registration. The procedure is explained later
in this course.

O The Device Discovery settings are in the Onsite menu.

29
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RC Gate S Pro (Onsite)

RC Gate S Pro (Onsite)

Device List

-Network Devices
-Local Devices

Unresponsive Devices

RC Gate S Pro (@Remote)

Managed
Device
List

D Registered
Wizard

(Unmanaged

Devices)

@Remote Center

synchronized G

»

Managed

Device List

f

H

Monitored List

Snap Shot ...

Snap Shot 02

Snap Shot 01

@Remote
DB

U0 RC Gate S Pro (Onsite) lists the following:

+ Network devices: Devices connected to the same LAN as the RC
Gate S Pro.
* Local devices: Devices connected by a local USB connection to
PCs on the same LAN as the RC Gate S Pro
+ Unresponsive devices: Devices that were detected before but do
not respond now.

Slide 30

O Local devices: These devices are found by RC Gate S Pro Onsite, but only the
IP address, serial number, and model name can be reported. No counter data,
toner alarms, logs.

O Unresponsive devices: For example, if DHCP changes the IP address of a
device, the device is listed in the Network Device List with the new IP address,
and in the Disused Device list with the old IP address.

O So, the same device can appear many times, with many different IP addresses,
only one of which is current. Also, the same IP address can appear many times,
with many different devices, only one of which is current.

» Database F (@Remote DB) tracks devices by serial number, so it

automatically updates device registration when the |IP address of a device
changes. However, databases B (Onsite DB) and E (Common DB) do not
update device registration, causing the same device to be registered
multiple times (once for each IP address that device has used). The old IP
addresses will indicate an unresponsive device, and must be deleted
manually for B and E.

O RC Gate S Pro searches for devices within the set Device Discovery range.

30

» This setting is explained in the section of the course on Installation.
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RC Gate S Pro (Onsite)

a

a
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Lagban iy

To view a list of devices detected by RC Gate S Pro (Onsite), see
the “All Printers’ list (an example is shown above left).

This list appears immediately after you login to RC Gate S Pro
(Onsite).

Or you can see it by selecting ‘All Printers’ from the menu as
shown above right.

O If no machines have been detected yet, the blue menu screen appears after

login.

O The data shown in the All Printers List is also often referred to as the ‘onsite

data’.
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RC Gate S Pro (@Remote)

synchronized G
- Mana_ged > Managed
o C Device Device List
Device List List
-Network Devices
-Local Devices Registered H Monitored List

Unresponsive Devices Wizard — S
(Unmanaged [ Snap Shot 62
Devices) Snap Shot 01

@Remote
DB

O RC Gate S Pro (@Remote) only detects network devices.

O These are stored in two lists: Managed Device List, and Unmanaged Devices.

O The devices in these lists are stored in the Common DB (database). The Common DB
does not contain local or unresponsive devices.

+ Common DB (E): This can be used by both Onsite and @Remote, but it contains
none of the local or unresponsive devices that were detected by Onsite.

Slide 32

O For a new installation, the Managed Devices List is empty, and all detected
devices are in the Unmanaged Device List.

O These devices can be seen with the Device Registration Wizard.
O After registration, these go into the Managed Device List.
» This list can be seen with Managed Device List in the RCGate and Device
Settings menu.
Auto Discovery

O RC Gate S Pro (Onsite) scans the IP address range stored with the Device
Discovery settings.

O If a new machine was added to the network, Onsite detects it and puts it in the
Network Device List, and copies it to the Unmanaged Devices List.

O RC Gate S Pro (@Remote) looks in the Unmanaged Devices List (it does not
scan the full address range).

32
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RC Gate S Pro (@Remote)
Manaaed Device List

Remote C: ication Gate § Pro &R Conmoctor =1 Back To Onsite
2 Admasistrator

Managed Device List

Confinm registerad davice information.

+) Leftitemis) (v (w Displayed koms: | 100 = L fipageis)
Detalls  Machine ID siedel name 1P sddress

=] ™ 001 RICOH e HP C7500 3 T

fruih

nnnnnnn

O Managed Device List: Managed Device List in the Device

Management Settings menu of RC Gate and Device
Settings (as shown above left)

No additional notes
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RC Gate S Pro (@Remote)
Unmanaged Device List

Remote Communication Gate 5 Pro @Remote Connector

Select Device to Register

|l Initial Settings

e Lty St foe

v The arracte Comerstation

== RC Gate and Device Settings
T o citm 2t Dwren Soancs

W RC Gate and Device Saiting:

* The listed devices are all unmanaged.
+ |f a device becomes managed, it disappears from this list.

Slide 34

mariss?

O Unmanaged Device List: Start the Device Registration Wizard

No additional notes
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@Remote Center

| Managed synchronized |(§
ce Li C Device > Managed
Device List List Device List
-Network Devices
-Local Devices D Registered
Unresponsive Devices Wizard H Monitored List
(Unmanaged | STEpETS
g na 0t ....
== Devices) ﬁf?shot 02
E Snap Shot 01
Common
DB

d Managed List: Same as the Managed List in RC Gate S Pro (@Remote)

O Monitored List: Should be the same as the Unmanaged Device List, but
may be different in some cases (see the next slide).

Slide 35

O 1S01.01: Acquires data from all devices in database E, and sends to the
@Remote Center.

O 1S01.02: Acquires data from all devices in database C, and sends to the
@Remote Center. This is the same as the RC Gate A and RC Gate.

O So, in the IS01.01 version, the managed device list will also contain unmanaged
devices, in addition to the managed devices.
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Unresponsive Devices on the Monitored List

RC Gate S Pro (Onsite) RC Gate S Pro (@Remote)

‘ Managed .
) synchronized
Device List c Device q Managed
List Lt i i
-Network Devices e— Device List
-Local Devices D Registered
Unresponsive Devices Wizard H Monitored List
(Unmanaged — S
g nap 0t ....
= Devices) I Snap Shot 02
E Snap Shot 01
Common @Remote
DB DB

U Every day, when devices are detected by auto-discovery and the data
sent to the @Remote Center, a shap shot is stored in the Monitored
List. These snap shots are cumulative.

U If a machine that was discovered on one day is switched off, it will not
be discovered the next day. It will become an unresponsive device, and
not shown on RC Gate S Pro (@Remote), but it will remain on the
Monitored List at the Center. Devices are not deleted automatically from
the @Remote Center.

Slide 36

O Also, note that if a device is deleted at the @Remote Center, it is automatically
deleted from the RC Gate S Pro (@Remote), but not from the RC Gate S Pro

(Onsite).

36



RC Gate S Pro Training

RICOH

Discrepancies Between Device Lists

‘ Managed

synchronized
o C Device snchronized /(3 Managed
Device List i > g
d List — Device List
-Network Devices —— -
-Local Devices D Registered
Unresponsive Devices Wizard H Monitored List
(Unmanaged r— e
g nap 0t ....
Devices) [ Snap Shot 02
Snap Shot 01
@Remote
DB

O The following relations between device lists may explain any discrepancies between
the contents of the lists.

¢+ A=B

¢+ E=A-(Local + Unresponsive Devices)

¢+ E=C+D

¢+ D=E-C

+ G =G (Synchronizes at preset times)

+ F = Devices detected by auto-discovery. Tracks by serial number, not IP.

+ H>=D (Difference caused by snap shots, so unresponsive devices sometimes
remain in H’s list.)

¢+ A=B>E2F, C=G

Slide 37

C=G
O There is an exception. If a device is removed from the center GUI by the 4-hour
time-out process, the device is removed from G, but remain in C, resulting C>G.
(It takes 4 hours to remove the device if the appliance is physically disconnected
or its power is off)

4-hour timeout

O After removing a device at the @Remote Center, the RC Gate S Pro receives a
request to remove the device. Normally, the RC Gate S Pro removes the device
from its list C immediately (the device will go to list D). The RC Gate S Pro then
informs the @Remote Center, and the Center deletes from its database.
(However, note that the device is still in the Onsite data.)

O But if the RC Gate S Pro is disconnected, it cannot modify its databases or
inform the @Remote Center. If the @Remote Center is not informed within 4
hours, the Center deletes the device from iots database. But the data still
remains in the RC Gate S Pro’s databases, and will not be deleted automatically,
even after the RC Gate S Pro is switched on again. It must be deleted manually
to make database C the same as database G.

37



RC Gate S Pro Training

RICOH

Installation

Overview and Requirements

Slide 38

This section will explain the main points about installing an RC Gate S Pro at a
customer site.
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How many Different Versions?

O Remote Communication Gate S Pro

+ Also called ‘RC Gate S Pro Onsite’

+ This is a trial version of RC Gate S Pro that can
be used for 45 days.

+ |t allows local management of devices, with no
internet connection (it is a successor to Web
SmartDeviceMonitor)

O Remote Communication Gate S Pro @Remote
Connector

+ Also called ‘RC Gate S Pro @Remote’

+ This gives an internet connection, and allows
devices to be managed/monitored in the same
way as the RC Gate.

RC Gate S Pro Onsite

O After 45 days, some of the functions can no longer be used. The customer has to
pay to recover these functions.

O Then, for an additional charge, the customer can upgrade to RC Gate S Pro
@Remote.
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__RC Gate S Pro

RC Gate S Pro Software
is stored here

i
I ]
el

@Remote
Center

O This slide shows a schematic of the customer’s network, with RC Gate S Pro

installed.

» The @Remote Center is in Japan.
» All the other equipment in this diagram is at the customer site.
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System Requirements

Communication Server - 1
U Hardware

¢ CPU: Pentium 4 compatible 2.8 GHz or higher
(with Hyper Threading Technology or equivalent)
+ Memory: 1 GB or higher

+ Minimum available hard disk space:800 MB
» Separate additional hard disk space is required for
storage of logs,packages,and firmware.

O Operating System

+ Windows Server 2003 Standard
Edition/Enterprise Edition: Service Pack 2 or later

+ Windows Server 2003 R2 Standard
Edition/Enterprise Edition: Service Pack 2 or later

+ Windows Server 2008 Standard
Edition/Enterprise Edition

+ Operating systems must be 32 bit versions.

Installation Guide, 1. Pre-installation Checks, System

Requirements

O The next two slides show some of the important requirements for the computer
on which the RC Gate S Pro will be installed. See the operation manual for full

details.
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System Requirements

Communication Server - 2
U Database Application
+ SQL Server 2005 Express Edition Service Pack 2 or later
+ NET Framework 2.0 must be installed.
+ SQL Server 2005 is included in the Remote Communication
Gate S installer.
d Web Server
¢ Apache 2.0
+ Internet Information Services 6.0 or later
0 Web Browser
+ Internet Explorer 6.0 Service Pack 1 or later
+ Internet Explorer 7.0

+ JavaScript must be activated.
+ Adobe Flash Player 9.0 or later must be installed.

4 Network

¢ TCP/IP and UDP must be installed and configured
correctly.
+ Only compatible with IPv4.

No additional notes
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System Requirements
Communication Server - 3

O The server PC must be fitted with a UPS (Uninterruptible
Power Supply).

After reviewing field experiences with the current 1IS01.01
version, it is strongly recommended that the server PC be
equipped with a UPS, in order to prevent the @Remote
Connector from database file corruption due to a sudden
loss of power (e.g., such as when Windows does not shut
down correctly).

If the server PC is powered down without going through the
normal Windows shutdown process and the database file
becomes corrupted, the entire program may have to be re-
installed and re-activated in order to resume using the
@Remote Connector.

So please set up the server PC so that the OS
automatically shuts down before the UPS runs out of
power.

No additional notes
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System Requirements
Administrator’s Terminal - 1

4 Hardware

CPU: Pentium compatible 500 MHz or higher
Memory: 200 MB

Minimum available hard disk space: same as
recommended minimum for operating system

O Operating System

Windows XP Home Edition/Professional: SP1 or later
Windows Vista (x86)Ultimate/Enterprise/Business/Home
Premium/Home Basic

Windows Server 2003 Standard Edition/Enterprise Edition:

Service Pack 1 or later
Windows Server 2003 R2 Standard Edition/Enterprise
Edition: Service Pack 1 or later

+ Windows Server 2008 Standard Edition/Enterprise Edition
¢ Operating systems must be 32 bit versions.

No additional notes
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System Requirements
Administrator’s Terminal - 2
O Web Browser

+ Internet Explorer 6.0 Service Pack 1 or later

¢ Internet Explorer 7.0

+ JavaScript must be activated

+ Adobe Flash Player 9.0 or later must be installed.

Slide 45

No additional notes
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System Requirements
User’s Terminal - 1

4 Hardware

CPU: Pentium compatible 500 MHz or higher
Memory: 128 MB or higher

Minimum available hard disk space: same as
recommended minimum for operating system

O Operating System

Windows 2000 Professional/Server/Advanced Server
(i386): Service Pack 4 or later

Windows XP Home Edition/Professional: Service Pack 2 or
later

Windows Vista (x86)Ultimate/Enterprise/Business/Home
Premium/Home Basic

Windows Server 2003 Standard Edition/Enterprise Edition:
Service Pack 2 or later

Windows Server 2003 R2 Standard Edition/Enterprise
Edition: Service Pack 2 or later

Windows Server 2008 Standard Edition/Enterprise Edition
Operating systems must be 32 bit versions.

No additional notes
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System Requirements
User’s Terminal - 2
0 Web Browser

+ Internet Explorer 6.0 Service Pack 1 or later

¢ Internet Explorer 7.0

+ JavaScript must be activated

+ Adobe Flash Player 9.0 or later must be installed.

Slide 47

No additional notes
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Required Settings - 1

O Web Server Settings

+ If you want to use IS as a Web server, make the
following settings beforehand (these settings are

not needed if you use Apache)
» 1. Install the corresponding IIS using the CD-ROM of
the server operating system.

— Windows Server 2003 Standard Edition/Enterprise
Edition: Service Pack 2 or later (requires IIS version
6.0)

— Windows Server 2003 R2 Standard
Edition/Enterprise Edition:Service Pack 2 or later
(requires IS version 6.0)

— Windows Server 2008 Standard Edition/Enterprise
Edition (requires IIS version 7.0)

» 2. Launch the Web service before starting the
installation of Remote Communication Gate S.

Slide 48

Installation Guide, 1. Pre-installation Checks, Required
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Required Settings - 2

Settings Windows Firewall-excepted Ports

+ If you are installing Remote Communication Gate Sin a
firewall-protected Windows environment, you must open the
required ports.

» For details, see the Installation Guide

Security Settings When Using Windows Server 2003 or
Later

+ In Internet Explorer, click the [Security] tab in Internet
Options.
¢ Select [Local intranet] and click [Sites...].
+ Enter the URL below in [Add this Web site to the zone].
» http:/{Remote Communication Gate S host name or IP
address}

Activating Browser JavaScript: To access RC Gate S Pro, it
is necessary to activate JavaScript on the Web browser.

+ In Internet Explorer, click the [Security ] tab in Internet
Options.

¢ Click [Custom Level...].

+ Under [Scripting] select [Enable] in [Active scripting].

Installation Guide, 1. Pre-installation Checks, Required
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Slide 50

Installation

Installing RC Gate S Pro Onsite

No additional notes
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Installation Steps

U Step 1: Install SQL Server 2005 Express Edition
Service Pack 2

U Step 2: Install Remote Communication Gate S
O Step 3: Set the authentication method
U Step 4: Set the built-in password

U Step 5: Activate Remote Communication Gate S

+ This must be done after 45 days after the
customer pays to restore the full functions of RC
Gate S Pro Onsite

QO Step 6: Make the Device Discovery Settings
U Step 7: Initial Setting and Registration

O This slide shows the steps to install this product. More detail follows later.
O Customers can do steps 1 to 5 (step 5 requires a fee to be paid before it can be

done).

O RC Gate S Pro @Remote can also be installed and activated by customers, after
payment of another fee, but it must be registered by a technician.
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Steps 1t0 4

U Before beginning, log on to Windows as an
Administrators group member and close all
applications that are currently running.

O Follow the instructions in the Installation Guide.

U Step 4 - Password: You must specify the
password for the administrator.

+ The administrator's user name is "Admin".

* The administrator has authority for all
management operations, including Authentication
Manager.

+ |If you forget the password, you will no longer be
able to log on as "Admin". If that happens, you
must reinstall Remote Communication Gate S.

Slide 52

Installation Guide, 2. Installation, New Installation

O After these operations are completed, the customer can use RC Gate S Pro
Onsite for up to 45 days.
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Step 5. Activating ‘RC Gate S Pro Onsite’

U This must be done within 45 days after installing
RC Gate S Pro Onsite, or many of the functions
will be disabled.

U The administrator at the customer site can do
this.

+ After the customer has purchased the software, a
product key is provided by Ricoh. This must be
input during the installation. It generates a license
code, which is used to complete the activation
process.

Slide 53

Installation Guide, 2. Installation, New Installation

RC Gate S Pro/RC Gate A Service Manual, 2. Installation,
@Remote Activation

O The next few slides show details of the procedure.
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Step 5: Activation - 1

O Start the “Activation Tool ”.

M371i544

No additional notes
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O Click ‘Next’.

Slide 55

Step 5: Activation - 2

Remote Communication Gate S

Back ]®© gu |

M3IT1i546

O Then, select ‘Internet’ and click ‘Next’.

+ After you click ‘Next’, the computer connects to the
activation server at the @Remote Center.
+ Keep a note of the Locking Code at the top of the window.

O If you already have the license code, you can select ‘Enter License Code’, and
click ‘Next’. This finishes the activation procedure.

O If you do not have a license code, you have to generate one, as explained in the

remaining part of the procedure.

O Locking Code: This is automatically created by the Activation Tool using the
MAC Address and the HDD server number of the customer’s PC.

O If the customer’s hard disk has to be replaced and the software installed again,
the locking code will be different. You cannot use the old locking code.

55



RC Gate S Pro Training

RICOH

Step 5: Activation - 3

O Enter your User ID and
Password,and then click
Login.

Product Registration
and Administration

m371i554

Slide 56

O This is the Product Registration Wizard.
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Step 5: Activation - 4

Product Registration
and Administration

=
|Englnsh 'vl
Logout

Add Products

C PC Application

L WFP Application
(Embedded Software Architecture)

L+ Edituser information
E Reigsue your license(PC Application Onky)

Q Click ‘PC Application’.

Slide 57

No additional notes
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Step 5: Activation -5

o

|Enghsh 'I

“means required fiekd

Product name” |

Ifyou cant find the target scftware, then click “here”

Product Key* |
(Sesial number)

Locking Code™ I

Date of Purchase Iﬁ. =
(yearfmonth) 208 m

Maslar Mams 1

O Select a product name

+ Select Remote Communication Gate S Pro when activating the Onsite

version.

+ Select Remote Communication Gate S Pro @Remote Connector when

activating the @Remote version.
O Input the product key.

+ The customer gets this from the sales company after they have paid for

the software.
O Input the Locking Code

+ It may already be displayed; make sure that it is correct.
+ |Ifitis not displayed, input the number that you got earlier in this procedure.

Slide 58

O The locking code automatically appears in this field if you do the complete

installation procedure on the same PC.
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Step 5: Activation - 6

O After you input all the

on Gale 5 Pro @Remate Comeci

B I s
el ey |13V TENabdelghikime|
Locking Code®  [WEIFTE

S0 connect

S [rrrem— =

- @

data, click Next.

O Then click OK when the

confirmation dialog
appears.

No additional notes
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Step 5: Activation - 7

Product Registration 'y . K \ l} 1
a. Q

Congratulations!

License code

Important Infermation
Please cut and pasis the abowe Licanse Cod

O After you finished registering, the above screen is
displayed.

Slide 60

O The license code (approx 70 bytes) is generated from the product key and the
locking code. Keep a note of this (iry to copy to the computer’s clip board, then
you can paste it in the next step).
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[Remote CommunicationGates |
Locking Code: (TS
Flemotie Comemunication Gate S canbe 3 oo of the
following methods

Aictivation Method

Cerwiommies DD

Back Heas | ® Qut ]

M3IT1i546
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Step 5: Activation - 8

Lacerne Code

PSS IO 2 WP THOUELTOSBIMTRHZEFMEWH_Dowse. |

e @ o |

maT 1650

Remote Communication Gate §

Activation of Remote Communication Gate 5 Pro @Remote Connector
has complsted

=

m3T 1851

O To register your license code, start the Activation tool
again, and select ‘Enter License Code’.

U Input the license code that you just got, and click ‘Next’.
Q Click ‘Finish’. Activation is completed.

No additional notes
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Converting to RC Gate S Pro @Remote

O When the trial version (RC Gate S Pro Onsite) is installed,
the full @Remote version is also installed. It just needs to
be unlocked.

O So, all you do is activate the @Remote version with a new
product key, then register the RC Gate S Pro.

O The customer can do the activation, but a technician must
do the registration.

Q In summary, to install the full version of RC Gate S Pro
@Remote, from the start.

Download the software.

Install RC Gate S Pro (Onsite)

Activate RC Gate S Pro (Onsite) — must be done within 45
days

+ Activate RC Gate S Pro (@Remote).

Register the RC Gate S Pro (@Remote).

*

* o

*

O You must activate RC Gate S Pro (Onsite) before you can activate RC Gate S
Pro (@Remote).
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Activating ‘RC Gate S Pro @Remote’

U This is basically the same as the procedure for
activating RC Gate S Pro Onsite, except:

+ The product key will be different.

+ When you select a product name, select Remote
Communication Gate S Pro @Remote
Connector.

Slide 63

No additional notes
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After Activation
Was Activation Successful? - 1
4 1S01.01

+ With Explorer, open C:¥Program Files ¥. . .
¥Tools (the directory where RC Gate S Pro is
installed.)

+ Double click “atremote_start_auto.bat ” to reboot
RC Gate S Pro (@Remote).

Q 1S01.02
+ Same as 1S01.01

Slide 64

RC Gate S Pro/RC Gate A Service manual, 2. Installation,
@Remote Activation, License Code Registration

O These ‘Was Activation Successful’ steps are only needed for the RC Gate S Pro
@Remote.
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Was Activation Successful? - 2

U Log into RC Gate S Pro in the users admin mode, and then
click "@Remote Service Settings".

+ |tis also possible to use the technicians (CE) mode for this.

Slide 65

3 This is the setup menu for the customer’s administrator.

O If activation was not successful, it should not be possible to access the service
settings from this menu (only possible with the CE login).

O For details of the different ways to login to the RC Gate S Pro, see the section of
the course called ‘Operation’.
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Was Activation Successful? - 3

Remoate Communication Gate 5 Pro fRemate Connectar i bl A
A fdweaistrator

Slide 66

Ei RC Gate and Device Settings

RL Gama and Oos s Sethinds

m |RC Gate and Tevics Setting:

mFIGGE

O Click "RC Gate and Device Settings“ on the @Remote
Service Settings page.

Q If the "RC Gate and Device Settings"page is displayed, the
activation procedure is successfully completed.

No additional notes
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Slide

67

Remaote Communication Gate §

Settings

Back

U Log in as a user administrator.

U Then click ‘Discovery Settings’.

Step 6: Device Discovery Settings - 1

2 Admin

The Device Discovery settings are used for both Auto Discovery and Device
Registration. They must be set up before starting registration. The Device
Discovery settings are in the customer’s ‘Onsite’ menu.

O RC Gate S Pro does not have an independent range setting function. Auto
Discovery uses an RC Gate S Pro function known as Onsite Discovery, which
makes a list of detected devices. Auto Discovery and Device Registration both
use data from this list. Onsite Discovery is set up with the Device Discovery

Settings.

O This is different from RC Gate A and RC Gate — in these two appliances, the
settings for the two functions are separate.
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Device Discovery Settings - 2

= 1P N [ ioeout

Remote Communication Gate §

Task List
K Chck statin and schode o! e Lasks betore. completion

W ITETETaTy TR LT
| CTE |
el All
Clew All Fegtrfiion Timn Garvnr Tinal Tareal Trpm Sewch mathod | Schadyie Typn | Schaduled S1m1 Time
Mivnag b 071370008 003144 Matwirk davicn  Motwork Search  SHMPUIAZ  Imendise -
I & 07/13/p008 168200 Metwork device  Metwork Search  SHMPWIAZ  Immedite e
r L OT2VR00R 141145 Metwork device  Metwork Search  SHMPYIA2  Inmediste
r 004/ fo0s 16:3134 Metwark devics  Mebwork Search  SHMPWIAZ  Imendise e
T Delete Tane  [OB/28/P009 1832245 Metwark device  Metwork Search  SHMPWIAZ  Immedise ST,
T Suseended  D0/25/Q00R 151042 Metwark device  Metwark Search  SEMPYIAZ  Immediste
[ Suspanded 091172009 15:31:40 Metwirk device  Metwork Sewch  SHMPYIAZ  Imeediste e
[ Suspended  09/11/2009 164470 Melwirk device  Melwork Search  SHMPYIAZ  Immedite S
T Suspended  09/11/2005 174002 Metwork device  Metwork Search  SHMPVIAZ  Inmediste

W Other Task Lint
B =B

Status  Tack Type | Registration Time Server Time) Scheduled Start Time Selected Devices | Completed Devices | Printer Model | Version

O Click ‘Edit’ then ‘Add’.

No additional notes
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Device Discovery Settings - 3

v e
&

| Remate Commanication Gate 5
Amin

s » Dtcn Marnagersess Semrags » Tosk it » Dincovary Gatingy

“+ Discovery Settings
T T

Belect wewrth arget devicn

<Salect search target devices # biter s

AL AT i DeiCe MRS

<Ersiused P Addrenes
S
Baecfy sheduie

U Input the IP address range, and click ‘Add’.

No additional notes
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Step 7: Initial Setting and Registration
Overview
U These are the steps of the registration procedure.

+ HTTP Proxy Settings
+ Email Settings
+ Change IP Address Sending Permission
+ Individual Certificate Acquisition
+ Entering the Request No.
+ Registration
» Register the RC Gate S Pro with the @Remote Center

» Register the devices that are connected to the RC Gate
S Pro that you just installed

Slide 70

RC Gate S Pro/RC Gate A Service manual, 2. Installation,
@Remote Appliance Registration

The customer must do the following procedures before you start the registration:
O Install the software
O Activate RC Gate S Pro (Onsite) and RC Gate S Pro (@Remote).

» ltis possible to only activate RC Gate S Pro (Onsite), then the user can do
the proxy settings with the Onsite menu. But the registration procedure is
only available if @Remote is activated.

O Make the Device Discovery settings (device registration and auto discovery both
use these settings)
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Initial Setting and Registration
Start RC Gate S Pro (@Remote)

RICOH

Remote Communication Gate S Pro @Remote Connector

""""" ] E—

O Access the CE login page of the RC Gate S Pro.

+ Login page: https://aaa.bbb.ccc.ddd:9443/CE
» 9443 is the port number used for service functions.

Q Enter the CE password, then click "Login"

Slide 71

No additional notes
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Initial Setting
Start the Setup Wizard

Remote Communication Gate 5 Pro @Remote Connector

=] Logout

L CE

|q Initial Settings

Make the necessary settings for using the Remote Communication Gate 5
®  Setup Wirard h
n

(== RC Gate and Device Settings
i

RC Gate and Device Settings

B RC Gote and Device Settings

O Click "Setup Wizard®.

m371i502

¢ The next screens ask for HTTP Proxy Settings and E-Mail

Settings.
¢ Consult the customer for the required settings.

+ Click ‘Next” after filling the required items in each screen.

O The above screen is called the ‘top screen’.

yet been done. Other items are greyed out.

bottom three items on the menu are activated.

O Details of the HTTP Proxy Settings and E-Mail Settings can be found in the
following file in the handouts directory: RC Gate S Pro_Setup_Proxy_and
Email_Settings.ppt

» Basically the same as RC Gate.
» Can be changed in the user administrator menu later if needed.

72

» At this time, only Setup Wizard is activated, because registration has not

» |If registration has already been done, Setup Wizard is greyed out, and the
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Appliance Registration
IP Address Sending Permission

Remaote C ication Gate 5 Pro @R onnector = Cosest

2

m371i505

U Normally, keep this setting at ‘Permit’.

Slide 73

O RC Gate/RC Gate A: This setting cannot be changed after registration. RC Gate
S Pro: It can be changed at any time.

3 If you set ‘Do not permit’, the operation of the RC Gate S Pro will be extremely
restricted, because all IP addresses will be informed as 0.0.0.0.

» See the following file in the handouts directory for full details of the
limitations on operation: Limitations if ‘IP Address Sending Permission’ is
set to ‘Do Not Permit’.doc

O Communication between RC Gate S Pro and the @Remote Center will be
possible, and information can be received from the devices connected to the RC
Gate S Pro, and logged, because the device serial number is used for handling
counter data, and receiving SC calls or toner alarm calls.

O However, the @Remote Center cannot communicate with the devices and
changes cannot be made from the Center GUI.

O Also, remote registration will not be possible (this needs IP addresses as well as
serial numbers and MAC addresses; when the appliance sends the data from
auto discovery, the IP addresses will not be included)

3 Also, if the appliance must be replaced at some time, restoring data on
connected devices during appliance replacement will not be possible. After
restoration, the appliance tries to contact all the connected devices to confirm
that they are present, but there are no IP addresses if the setting is ‘do not
permit’, so the function will not work.

> Appliance restoration: The @Remote Gateway has details of all connected
devices for each appliance (refreshed daily). During restoration, these can
be sent back to the new appliance using the Center GUI.

73



RICOH

RC Gate S Pro Training

Slide 74

Appliance Registration
Individual Certificate Acquisition

The RC Gate S Pro is a software package, and not a piece
of hardware, it does not have a serial number.

So, we have to generate a serial number, and an ID2, in
order to get an individual certificate for the software.

¢ The ID2 is displayed on the RC Gate S Pro (@Remote) Ul as
“RC Gate ID”, and it will be displayed on the Center GUI as
“Appliance S/N”.

+ The ID2 is saved on the hard disk of the PC that has the
RC Gate S Pro software.

For Ricoh products, ID2 is the same as the serial number
(as we mentioned while explaining the installation for
Embedded RC Gate).

But the RC Gate S Pro is a software program installed on a
customer’s server PC, so it is necessary to create a Ricoh
serial number on the server PC.

O The individual certificate is obtained from the authentication terminal at the
@Remote Center, using the ID2 of the RC Gate S Pro that is generated during

installation.
» The RC Gate S Pro does not have an ID2 initially, so it must be generated

during installation.

O This step is not necessary for the RC Gate A, because an individual certificate is
stored in the RC Gate A at the factory (like with the RC Gate).

Restoring the Individual Certificate (Rescue Mode)
O Do the rescue procedure after the software has been activated.

NVRAM.ppt
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Appliance Registration
Individual Certificate Acquisition

Setup Wizard > (1)HTTP Proxy Settings (2)Email Settings (3] ate Acquistion
Individual Certificate Acquisition

snd scquire an individual cerntificate from the Certificate Authority server,

Back : Cancel | m3aT1i506

U When you see this screen input the Request Number that you
obtained earlier, then click ‘Collect’.

+ Then, a code known as the ‘ID2’ is generated.
» The ID2 is stored on the hard disk of the computer where the RC Gate
S Pro is stored.
+ From the ID2, the Individual Certificate is obtained. (It is the same
as the ID2).
» The system uses rescue mode to create this certificate.

O When the "Setup Complete” screen appears, click the "To
@Remote Service Registration Wizard“ button.

Slide 75

O The Serial Number created here is unique for each RC Gate S Pro (@Remote).

» It consists of the Device Prefix ID (three digits), followed by the Device
Number ID (eight digits).

Device Prefix ID: Fixed RC Gate S Pro ID (3 digits: The purpose is to
discriminate within the Ricoh product range). It is created from the
license code and locking code, so it is a unique number for each unit.

Device Number ID: Serial Number (8 digits: The purpose is to
discriminate between the RC Gate S Pro connections.)

O The ID2 is created from the serial number, so it is also unique.

» The ID2 is the same as the Serial Number, but six spaces are added
between the Device Prefix ID and the Device Number ID

O Using the ID2 and the Rescue Certificate (included in the Web Download
Package of the RC Gate S Pro), the system asks the Ricoh CA Server to issue
the Individual Certificate.

» The individual certificate is the same as the ID2.

» Ricoh CA server — a server at the @Remote Center dedicated to handling
certificates.

» The Individual Certificate is imported into the system using the java.security
package in the CoreAPI of Java2.

» The Individual Certificate provided from the CA Server to the RC Gate S
Pro is a PKCS12 format file which is protected by a password.

O For basic information about certificates (why do we need them, etc), see the
presentation titled ‘Changing the NVRAM, Engine Board, or GW Controller’ in the
@Remote Core Training TTP.

» Filename: @Remote_15_Changing NVRAM.ppt

» Also, for more about rescue mode, see @Remote_15_Changing
NVRAM.ppt
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Appliance Registration
Input the Request Number

Remote Communication Gate S Pro @Remote Connector

@Remote Service Registration Wizard>Enter Reguest No.

Enter Request No.

Confirms Remote Communication Gate S information.

B Reqguest No.: 11111 L

W RC Gate ID: 556 00000241

d

Confirm with Server Cancel

O Input the Request Number that was issued by the @Remote
Center for this RC Gate S Pro.
U Then click ‘Confirm with Server’.

+ The "Confirm“ screen appears.
* A progress bar indicates how the confirmation process is going.

m37T 1508

Slide 76

O This is similar to the RC Gate installation.

O After confirmation finishes, if you see ‘Ask Error’, click the "Back" button and
input the request number again.

Input the request nhumber again?

O Yes. The first time we input the request number was a special procedure for the
RC Gate S Pro. Because this is a software package, and not a piece of
hardware, it does not have a serial number. So, we have to generate a serial
number, and an ID2, in order to get an individual certificate for the software.

O This second procedure is the same as the procedure for the RC Gate and RC
Gate A.
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Appliance Registration
Start Registration

Confirmation Result

. . 3
1 Confirmation Result
Remote Communication Gate S information confirmation was successful

B Request No.: RNRS01000001015824

B RC Gate location:

Re-enter Request No. Start Registration

mariisil

Q Click the "Start Registration” button.
+ A progress bar indicates how the registration process is
going.

Slide 77

If you see ‘Registration Error’, click the "Back" button and input the request
number

Technical Details about Confirmation

O The confirmation process determines whether the RC Gate S Pro (@Remote)
which has been set up at the customer site coincides with the setup which is
being planned at the @Remote Gateway/Center.

O The request which refers to the RC Gate S Pro (@Remote) connection uses the
request number that is issued by the @Remote Center.

O The request contains the following.
» Request number: Issued and used by the @Remote center.
» Function Flag: False only for the RC Gate S Pro (@Remote)

» Connection method: Internet (2-way) connection for the RC Gate S Pro
(@Remote)

3 After the confirmation, the following information will be replied.
» Place of registration: Place where the RC Gate S Pro (@Remote) is set up

» Administrator mail address: Mail address of the RC Gate S Pro (@Remote)
Administrator
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Appliance Registration
Complete Registration

Registration Result

@ Registration Result

Registration was succassfully completed,

=Sy

m3T1i514

O When you see this screen, the RC Gate S Pro has been
registered successfully with the @Remote Center.

QO Click ‘Finish’.

Slide 78

No additional notes
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Device Registration
@Remote Search Method

W G0 | Rewone Commuricetion Gate 5 Pro #Remots Com 9-mig =

Remote ication Gate 5 Pr Connector o Logest

2 CE

Set &

O With this feature, you can select how the machine searches
for devices to register.

+ Permit: Ping every IP address on the network one after the
other.

+ Prohibit: Issue an SNMP broadcast on the network and limit
the search to responding addresses only.

Slide 79

O This function controls only the device search that is done by the @Remote side
of the RC Gate Pro.

O For controlling device search that is done by the Onsite part, you have to access
the setting through the task list.

» Click Edit — Add in the Task List, then look for Network Search in the
Search Range part of the screen. For more, see the next two slides.

Network Search: Access one by one with SNMP (not by ping; ping is only
used by @Remote, not by Onsite)

Broadcast: Issues an SNMP broadcast and searches the responding IP
addresses.

O This function was introduced for version IS01.02. For version IS01.01, there is a
complex procedure which is explained in the troubleshooting section of the
service manual.

RC Gate A/S Pro Service Manual, Troubleshooting, How to
Disable the Ping Send (RC Gate S Pro only)

Onsite Search vs @Remote Search
O Onsite search can search the following devices:

» Network devices: Devices connected to the same LAN as the RC Gate S
Pro.

» Local devices: Devices connected by a local USB connection to PCs on the
same LAN as the RC Gate S Pro

» Disused devices: Devices that were detected before but do not respond
now.

O @Remote search only searches network devices.
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Device Registration
Excluded IP Address Settings

Excluded IP Address Settings

Please select IP Address{es) which will not communicate with Remote Communication Gate 5.

Select for Deletion

v
133.139,166.56
133,139.166.48
B 1P address
133.139.166.44 Add
Select All Unselect all Delete
Apply

Excluded IP Address Settings’.

O Using this screen, you can exclude some IP addresses
from Auto Discovery.

O We will discuss this function in more detail later in the course.
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Device Registration

Remote Communication Gate S Pro @Remote Connector . “hieed

_] Initial Settings

Q To register the devices with the @Remote Center, we must
use either of the following:
+ Device Registration Wizard
+ Auto Discovery Setting Wizard
U Remember that the Device Discovery settings must be
made before you start to register the connected devices.
+ If you followed this procedure correctly, it has been done
already.

Slide 81

The process is similar to the RC Gate. The user interface is different.
Technical Details about Registration

O After the confirmation, the registration process is carried out. RC Gate S Pro
(@Remote) notifies the following information to the Gateway.

» RC Gate S Pro Box ID: ID2 of the RC Gate S Pro (@Remote)

» Connection method: Internet (2-way) connection for the RC Gate S Pro
(@Remote)

» RC Gate S Pro (@Remote) firmware version

O When the RC Gate S Pro (@Remote) registration is successful, the following
response is returned from the Gateway.

» RC Gate S Pro (@Remote) server information: Initial values of the server.

» RC Gate S Pro (@Remote) notification timing information: Initial values of
the notification timing.

» RC Gate S Pro (@Remote) common information: Initial values of the
common settings for device management.

> For details about the contents of the information that is returned from the
Gateway, see the following file in the handouts directory:

Registration_Results from_Gateway.ppt

81



RICOH

RC Gate S Pro Training

Device Registration
Input the URL for the Service Rep

U Device registration can be done only by a service
representative.

U To register devices, input the following IP
address into the browser to access the RC Gate
S Pro (@Remote) functions for the service
representative.
+ "IP address of the server PC for RC Gate S
Pro"and ":9443/CE/"

+ Example — https://111.222.333.444:9443/CE/
» 9443 is the port number used for service functions.

Slide 82

No additional notes
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Device Registration
Device Registration Wizard

Select Device to Register

Salact the devica(s) targeted, than regirter for managemant
< Canfirmed Davica(s) =

/1epagais)

1P Addrass 4 Connection Type

SO0 0008 TR

SO0 00000

HO0 0 300000 WTTE

3

000000
A0 0 3000 TR

marisT
0 RC Gate S Pro searches for machines that can be registered.

U When a list appears as shown above, select the devices to
register, then click ‘Register’.

O Aresults screen will be shown after device registration has
finished. Click ‘Complete’ to finish.
Slide 83

O The RC Gate S Pro searches the network for devices in a similar way to
SmartDeviceMonitor.

O The RC Gate S Pro (@Remote) system automatically generates a device
request number and sends this number through the system to the @Remote
Gateway/Center.

» No need to click ‘Obtain Request Number’ to get request numbers, like we
have to do with RC Gate.

O If the request is accepted, the system registers the device at the @Remote
Gateway/Center.
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Slide

84

Device Registration
Auto Discovery Setting Wizard

Basic Settings

: rein]e®
= -
hhimn .«
g
@ E ‘‘‘‘‘‘ maTis1s

U To enable auto discovery, select ‘Use’, input the schedule, and
click ‘Next’.
+ |f there are no monitored devices, then you can select ‘Do not
use’.
U When the Setting Result screen appears, click ‘Finish’.

O For the RC Gate, you have to input a range of IP addresses at this time for the
RC Gate to search.

O For the RC Gate S Pro, this must be done in advance with the Device Discovery
settings, as described earlier.

Auto Discovery in the RC Gate A/RC Gate S Pro series

O RC Gate A is like the RC Gate (range setting, on/off)

O RC Gate S Pro does not have an independent range setting function. Auto
Discovery uses an RC Gate S Pro function known as Onsite Discovery, which
makes a list of detected devices. Auto Discovery and Device Registration both
use data from this list.

Registering Devices with EFI Controllers

O Normally, when using Auto Discovery, the appliance finds devices by looking for
the printer module of the GW controller. But, if an EFI controller is installed, the
printer module of GW is deleted, so the appliance cannot find the device using
Auto Discovery. This means that Remote Registration is not possible. But, using
SOAP protocol, the appliance can find the devices using the Device Registration
Wizard.

O Inthe RC Gate A (but not the RC Gate S Pro), there is a new feature called
Extended Device Search that uses a different process to find devices. During
Auto Discovery, this process looks for a different area of GW, so it can find
devices that have EFI controllers (the process can take twice as long to find
machines with EFI controllers, because it looks for the printer area first, then this
other area, but it can find the devices with EFI controllers).
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Improved Remote Registration

U The RC Gate can only accept one registration
request at a time from the Center GUI (up to 100
devices per request).

U If there are more than 100 devices for the RC
Gate, you must wait until the first batch has been
registered, before you can send a registration
request for the next 100.

+ Otherwise, the RC Gate will return an error
message (busy — request not accepted).

U For the RC Gate S Pro, up to 100 requests can be
queued.

+ For the RC Gate A, up to 5 requests can be
queued.

Slide 85

No additional notes
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Improved Remote Registration

O If a different device responds to the IP address
(i.e., the MAC address is different), or if there is
no device at that IP address, the RC Gate S Pro
searches again within the same segment for a
device that has the MAC address in question.

O This only works within the same segment. So, if
the device was moved to another room, it may be
in another segment, and will not be found.

Slide 86

3 This is new for the 1S01.02 version.

O When performing remote registration, the IP address and MAC address are used
which are normally one day old. If the IP address has changed due to DHCP
registration may fail (because the data at the center is one day old). This new
function prevents this problem.
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Improved Remote Registration

U Version 1S01.01

+ When the RC Gate S Pro does not receive a
response from the Gateway at device registration,
it stays in the waiting status.

U After modification applied (version IS 01.01.04):

+ When the RC Gate S Pro performs device
registration, it waits for a response from the
Gateway for a set time.

+ If no response comes from the Gateway within
this time, the RC Gate S Pro will detect a time-out
and show an error (connection failure) on the Ul.
The Gateway will also cancel the registration
process.

+ The RC Gate S Pro can register the device again.

Slide 87

O This was implemented from version IS 01.01.04
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Remote Firmware Update Wizard

Remote Communication Gate § Pro @Remote Connector = oo
A4

g Initial Sattings

=m RC Gate and Device Settings
e T
B RC Gate and Drvics Settings

O This wizard decides whether device firmware can be updated by
@Remote.

U There are two settings:
+ "Communication Server update“: Allows a technician at the Center
GUI to update the device firmware by RFU (Remote Firmware
Update) through @Remote.
+ "Onsite update“: Allows a user administrator to update the device
firmware themselves. A technician can also do RFU using this, but
only on the customer’s site.

O This wizard is not available for the RC Gate A. The ‘onsite update’ feature is only
available for the RC Gate S Pro. Communication server update is the only way to
do RFU in the RC Gate A, like for the RC Gate.

88



RC Gate S Pro Training

RICOH

Installation

Updating from 1S01.01 to 1S01.02

Slide 89

No additional notes
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Overview

U The next few slides explain how to upgrade an
existing 1S01.01 to 1S01.02.

U After completing this procedure, an automatic
process will begin to migrate all necessary files
into the database for the new 1S01.02

Slide 90

No additional notes
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If the RC Gate S Pro is not Working

Q4 If the RC Gate S Pro 1S01.01 is not working, do
not start the update to 1S01.02.
+ |f you can log in to the Ul, the IS01.01 is working
and you can go ahead with the update.
Q First recover the 1S01.01, then log in to the
1IS01.01, and then start the update procedure to
1S01.02.

Slide 91

O Normally when doing the update, we do not have to log in before doing the
update. But if we have to recover the 1S01.01 first, then we must log in before
starting the update.

O This is because during recovery, some flags are reset. If we do not log in, the
flags do return to their normal condition, and this causes a problem during
updating to 1S01.02.
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Before you Start - 1

Q First, you must remove the Startup and Shutdown scripts
from Local Computer Policy, if they are included.

+ The baich files are still included with the Mk2 software, and
can be used manually. However, they must be removed
from the Local Computer Policy.

Q 1. Click Start > Run, and open gpedit.msc.

e Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you.

Oper: [ PPEREEEERE 7]

0] 4 I Cancel Browse... |

Slide 92

No additional notes
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Before you Start - 2

Fle Acton Vew Help

e 2@z E =

=/ Local Computer Policy Scripts (Startup/Shutdown)
[= i Computer Configuration

2} Software Setti

B L Software Settings Select an item to view its description, Mame |
=] Startup

|2 Shutdown

iR Scripts (Startup,/Shutdown).
E Security Settings
ol Policy-based Qos

| Administrative Templates
B 4% User Configuration

~| Software Settings

| Windows Settings

~| Administrative Templates

Extended /4 Standard /

O 2. Open "Local Computer Policy" ->"Computer
Configuration"” ->"Windows Settings" ->Scripts
(Startup/Shutdown).

B Local Group Policy Editor =] E3 ‘

No additional notes
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Before you Start - 3

Startup Properties

Seripts |

Startup Scripts for Looal Computer

Name Poremeters
C-Program Filest RMWSDMEX

“ TR0 = |

To view the sciipt files stored in this Group Policy Object, press
the button below

Show Files
[ok | concel Epply

Q 3. Double-click "Startup".

Q 4. Click "Remove", then "Apply" and "OK".

O Repeat steps 3 and 4 for “Shutdown’.

No additional notes
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date.

inaccurate.

Slide 95

Caution

U Do not start the update procedure within a day of the M/R

O For example, if the M/R date is the 20t of each month, do
not start the procedure on the 19t or the 20t .

* For updating to 1S01.02, this issue is not so critical as it is
for appliance replacement. But, if the update procedure fails
and stops @Remote, it cannot be resumed until the
problem is fixed. This may require intervention from your
regional HQ or from Japan. So, if all this happens on or
immediately before the M/R date, the correct counter data
will not be acquired and billing for that month will be

+ So, to be on the safe side, we recommend that you do not
do update work on the M/R Date or the day before it.

This is also true for appliance replacement; do not start appliance replacement

within a day of the M/R date.

The importance of M/R dates, counters, and the reasons for not starting within a
day of the M/R date are explained in more detail in ‘Replacing an RC Gate S Pro’.
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Procedure — Steps 110 3

O 1. Make sure that the current 1S01.01 version is working properly
by checking that the service has correctly started, and
troubleshoot any problems that occur.

+ If you do the update without checking whether the current version
works properly, the new version (Mk2) may not work properly.
U 2. Execute the setup file.

+ You do not need to stop the service beforehand, because the
program will terminate the service automatically.

O 3. When you start the program installation, RC Gate S Pro will ask
whether the installation is for updating from the current version
to Mk2 version, click Yes.

£

If"'-_-'\* Remote Communication Gate 5 is already installed,
¥ Do you want to update it?

fes Mo
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No additional notes
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Procedure — Steps 4to0 6

U 4. The program will backup database files and
store them locally. The backed up files are used
for the restoring process after installation (after
step 6 below).

+ |f the backup failed, an error message “Cannot
install to the currently installed package.
Installation will be cancelled” will be displayed.

U 5. The program will be installed by overwriting
the current program.

U 6. When the Install Shell Wizard Complete
window appears, click Finish. This restarts the
OsS.

Slide 97

No additional notes
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Procedure — Step 7

Q 7. After the OS is restarted, RC Gate S Pro requires the
setting for Authentication Method, password and so on.
Then the update is completed. Click OK.

Slide 98

No additional notes
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Procedure — Steps 8 to 10

8. RC Gate S Pro performs the restoring process.

9. While the restoring process runs, a Command Prompt window appears
(see below).

+ It may take some minutes (but less than an hour) to complete the restoring
process (the time required depends on the number of managed devices
and the network condition).

+ Do not perform any operations until the Command Prompt Window
disappears.

10. When the restoring process is completed, the Command Prompt
Window disappears, and the service for @Remote Connector will restart
and resume automatically.

+ Note: You do not need to start the service manually.

No additional notes
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After the Procedure has Finished

O After this procedure has finished, login to the Ul
and check that it is working properly.

U Then, some work must be done at the Center
GUL.

U So, notify the Center GUI operator that the
upgrade of the RC Gate S Pro (from 1S01.01 to
1S01.02) has been done.

+ The upgrade operation must be recognized at the
Gateway/Center, so that the Gateway will replace
the original backup data with the one newly
created as 1S01.02.

+ A procedure must be performed to make a trigger
to initiate communication between the
Gateway/Center and 1S01.02.

Slide 100

No additional notes
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Triggering Procedure - 1

Appliance List 2

[ Device List ’ RemoveAEEIiunce’

Installed Condition Dewice Condition
f-‘?\’otspem'ﬁecé ¢ Managed © Monttored * Notspecified ¢ Found © Registered

More Options... ¥

JJ Reﬁesﬁ) Uedu19 Exﬂurs’ Sort...) Pind'...) EDIT OFF <

SEQ| Customer Name/ID Appliance S/t Request Number Service Depot Name Appli A

1 | UZ-51_RCLGTSG SBRCTIITTTT RRCLCIRLI TN RCL Service

O 1. Log in to the center GUI and search for the target
appliance.

O 2. Select the target appliance on the Appliance List and
double click to open the Appliance Information

No additional notes

101



RC Gate S Pro Training
RICOH

Triggering Procedure - 2

Appliance Information )

Lpdate) LReait) S
-
Roquested Status ]
Roquesst Number FRCIo——
Appliance SN e

Applianes Type RGeS

Communication Method weny

* Customar Name/ I I-81_ACLGTEG

Site Name T Compary L =]
* Sarvice Depat Hams RCL Sansce Bl
* Operation Calendar DEF bl
Address |GTSG_Ohmoei

Lacation fapan

Appliance Administrator Name

Appliance Administrator Fhore

Appliance Administratar E-mail Address [

PPV, [

U 3. In the Appliance Information, input some data in the "Location"
field.

* You can just insert a space — anything will do, just to make the
trigger signal.
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No additional notes
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Triggering Procedure - 3

Appliance Information gl

Q 4. Click the [Update] button.

O 5. When the "Request received" window appears, click OK
to close it.

Slide 103

No additional notes
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Parameter Settings

This section will explain some new features of the RC Gate S Pro that were not
described earlier in this course.
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How to Access the Settings - 1

=] Logout

Remote Communication Gate 5 Pro @Remote Connector
2 cE

ﬂ Initial Settings
Make the necessary settings for using the Remote Communication Gate 5.
L]
]
B Device Registration Wizard
B Aute Discovery Setting Wizard

B Device Firmware Update Method Setting Wizard

E RC Gate and Device Settings

RC Gate and Device Settings

I B RC Gate and Device S-IlinIs I

O Select ‘RC Gate and Device Settings’

Slide 105

No additional notes
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Remote C

ion Gate S Pro

Connector

How to Access the Settings - 2

Slide 106

Basic Settings

B Communication Serves sddeess

pply Resto;

k the sutting contents

e

O Select from the menu on the left side of the screen.

3 In the top right of the screen, you can see a ‘CE’ mark. This indicates that the
RC Gate S Pro is in CE (technician) mode.

O If you see “Administrator”, it is in user administrator mode.
3 Inquiry Call: This has the same function as the Device Check Request Call in RC

Gate and RC Gate A.
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Editable/Usable Items
Basic Settings

Basic Settings

Check the setting contents.

B Communication Server address: _httns :_f,f:l 33.139.113.1 31363_&\?

B RC Gate ID: 556 00000241

B RC Gate location:
B Service depot: NRS 01 Service

B Service depot contact: 999.999-1001

| Apply | | Restore |

O These settings appear if you select ‘Basic Settings’.

Slide 107

O RCGate ID: Shows the ID2 of the RC Gate S Pro.

107



RICOH

RC Gate S Pro Training

Slide 108

Editable/Usable Items
Change Customer Engineer Password

Change Customer Engineer Password

Change the Customer Engineer password.

B 0Old Customer Engineer Password:
W New Customer Engineer Password:

W Confirm Customer Engineer Password:

| Apply

O These settings appear if you select ‘Change Customer
Engineer Password’.

No additional notes
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Editable/Usable Items
HTTP Proxy Settings

HTTP Proxy Settings

Specify proxy items.
Proxy server: ) Disable () Enable
Proxy server name (or address):

Proxy port:

| |

| ]

| ]

W Proxy user name:
B Proxy password:
]

Proxy domain name:

Apply

O These settings appear if you select ‘HTTP Proxy Settings’.

Slide 109

O Proxy domain name: When using Windows authentication, enter the proxy
domain name, within 255 characters. Only NTLMv2 authentication is available.
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Editable/Usable Items

Change IP Address Send Permission

Change TP Address Send Permission

Please

nding 17 a

Apply

O These settings appear if you select ‘Change IP Address

Send Permission’.

O When "Permit (default)" is selected, the IP addresses of the appliance and
registered devices are sent to the @Remote Center.

3 If you set ‘Do not permit’, the operation of the RC Gate S Pro will be extremely
restricted, because all IP addresses will be informed as 0.0.0.0.

» See the following file in the handouts directory for full details of the

limitations on operation: Limitations if ‘IP Address Sending Permission’ is
set to ‘Do Not Permit’.doc
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Editable/Usable ltems
@Rejngte Search Mgt_hpq_l_’__yl_

W G0 | Rewone Commuricetion Gate 5 Pro #Remots Com 9-mig =

Remote ication Gate 5 Pr Connector o Logest

2 CE

Set &

O With this feature, you can select how the machine searches
for devices.

+ Permit: Ping every IP address on the network one after the
other.

+ Prohibit: Issue an SNMP broadcast on the network and limit
the search to responding addresses only.

Slide 111

O This function controls only the device search that is done by the @Remote side
of the RC Gate Pro.

O For controlling device search that is done by the Onsite part, you have to access
the setting through the task list.

» Click Edit — Add in the Task List, then look for Network Search in the
Search Range part of the screen. For more, see the next two slides.

Network Search: Access one by one with SNMP (not by ping; ping is only
used by @Remote, not by Onsite)

Broadcast: Issues an SNMP broadcast and searches the responding IP
addresses.

O This function was introduced for version IS01.02. For version IS01.01, there is a
complex procedure which is explained in the troubleshooting section of the
service manual.

RC Gate A/S Pro Service Manual, Troubleshooting, How to
Disable the Ping Send (RC Gate S Pro only)

Onsite Search vs @Remote Search
O Onsite search can search the following devices:

» Network devices: Devices connected to the same LAN as the RC Gate S
Pro.

» Local devices: Devices connected by a local USB connection to PCs on the
same LAN as the RC Gate S Pro

» Disused devices: Devices that were detected before but do not respond
now.

O @Remote search only searches network devices.
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Onsite Search Method - 1

= 1P N [ ioeout

Remote Communication Gate §

B, Task List
\_) Chack slatus and scheduls ol the Laks betors
WYy TR
| CTE |
Select All
Cles Al Regutrfion Tine Gerver Timal Targa! Togm 5 h mathed P i Schaduis Type Schadiled 511 Tima
n Add [% 07134008 002146 Matwark deves Matwork Search SHMPVI A Inmadiatn -
n it 071 3/400% 165200 Metwark device Metwark Search EHMPYI A2 Inmadiate e
r | 07721 00R 141145 Metwork device  Metwork Search  SHMPYIAZ  Inmediste
r 0R/04/F00% 162134 Metwark devies Matwark Search SNMPVI D Immadiate
r eled . 0B/26/R009 182244 Metwark device Metwark Search ENMPYI A2 Inmediaste i
[ Susended  00/25/f00% 151002 Metwark device  Metwark Sewch  SHMPY1A2  Inmediste
T Suspended  09/11/700% 153140 Netwark devics Malwark Sewch FNMPVI v Immadiate ———
I Susgended  09/11/2009 164470 Metwark devee Melwark Search BHMPYI /2 Inmediste Ty
[ Suspended  08/1172008 174002 Metwork device  Metwork Sesch  SNMPYIAZ  Inmadiste

W Other Task Lint
B =B

Status  Tack Type | Registration Time Server Time) Scheduled Start Time Selected Devices | Completed Devices | Printer Model | Version

O Click ‘Edit’ then ‘Add’.
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No additional notes
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Onsite Search Method - 2

Slide 113

| Remate Commanication Gate 5

v -

2 Admin

s o, s

O Network Search: Access one by one with SNMP (not by ping; ping is only
used by @Remote, not by Onsite)

O Broadcast: Issues an SNMP broadcast and searches the responding IP
addresses.

No additional notes
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Editable/Usable ltems
E-mail Settings

Email Settings . D These SettingS
Erte rmation for Ram Communication Gate 5 appear if you
select ‘E-mail
Settings’.

O These are the
settings for the
SMTP Server.

Apply

Slide 114

O SMTP server: Enter the IP address or host name of the SMTP server to use for
sending event notification e-mail.

O SMTP port No.: Enter the port number to use for communicating with the SMTP
server. Default: 25

O Server mail address: Enter the e-mail address for the server. This e-mail address
is the sender address when the RC Gate S Pro sends e-mails.

O Authentication type: Select an authentication method.
> [None]: Authentication is not applied. This is the default setting.
» [POP3]: Authentication is through the POP3 server.
» [SMTP]: Authentication is through the SMTP server specified in [SMTP
server:).

O POPS server: Enter the IP address or host name of the POP3 server that will
provide authentication. Only available if [POP3] is selected for the Authentication
Type.

O POPS3 port No.: Enter the port number to use when communicating with the
POP3 server. Only available if [POP3] is selected for the Authentication Type.

O Authentication account: Enter the user name for authentication with the POP3
server. Only available if [POP3] or [SMTP] is selected for the Authentication
Type.

O Authentication password: Enter the password for authentication with the POP3
server. Only available if [POP3] or [SMTP] is selected for the Authentication
Type.

O Email address for SMTP server connection test: Enter an e-mail address. A test

e-mail will be sent to the address to confirm that the SMTP server settings are
correct.

O SMTP server connection test: Click [Perform ]. A test e-mail will be sent to the e-
mail address specified in [Email address for SMTP server connection test:].
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Editable/Usable Items
Communication Server Requests

Communication Server Requests

Restrirt @Remnta Servica Funchinns

B @Remote Connector function availability: +) Do not restrict () Restrict

< Communication Server Requests >

Auto Discovery settings by the Communication +) Permit () Do not permit
Server:

Apply || Restore |

O These settings appear if you select ‘Communication Server
Requests’.

Slide 115

O @Remote Connector function availability: Select this to accept or refuse all
requests from the @Remote Center.

O Communication Server Requests: Select this to accept Auto Discovery settings
from the @Remote.

» If "Restrict" is selected for the "@Remote Connector function availability”
setting, the "Communication Server Requests" setting cannot be used.
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Editable/Usable Items

Permit Communication with Communication Server

Remote Communication Gate 5 Pro @Remote Connector -

-------------

Permit Communication with Commiumication Server

savly

11111 e

a In Administrator mode, a stronger security mode is
available.

Q If this is set to ‘Do Not Permit’, the RC Gate S Pro stops
communications completely.

Slide 116

3 This function is not available in the RC Gate A.

O The RC Gate S Pro has it because it is a server. If there is a problem on the
customer’s network, the customer may wish to stop equipment on the network
one at a time to see what is causing the problem.

O This function causes the RC Gate S pro to cease all operations, so that it can be
‘eliminated from the enquiries’.

O However, when the @Remote center cannot acquire the device information and
call notification, check the @Remote On/Off setting under RC Gate Settings >
Permit Communication with Communication Server.

» If "Do not permit" is selected in the @Remote On/Off settings, ask an
administrator to change this setting to "Permit".
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Editable/Usable Items
Service Test Call

Service Test Call

Usa this function only when the service requests.

" Log Test 5ta
Testing Now
Test Normal Finish (~~)v

«
O This appears if you select ‘Service Test Call’.

O To execute the "Service Test Call”, press the "Start"
button.

O This calls the Gateway (not the @Remote Server), and then
displays the test call status in the "Log:" box.

maTHISET

No additional notes
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Editable/Usable Items
Inquiry Call

Inquiry Call

Use this function only when the service requests.

B Results: Status is normal.

ek

O This appears if you select ‘Inquiry Call’.
O To execute the "Inquiry Call", press the "Start" button.

O This call is a trigger for the Gateway to execute polling. The result
of this call is displayed in the "Results:" box.

Slide 118

O In the RC Gate, the Inquiry Call is known as the Device Check Request Call.
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Editable/Usable Items
System Status

System Status

Check the system status.

W System Status: The system is working properly

O This appears if you select ‘System Status’.
O This shows the status of the RC Gate S Pro/RC Gate A.

No additional notes
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Notification Settings D This appears if yOU

Displays notification tming and notification setting. Select & Notificatio n

< Notification tming > S tt- ’

® scicc Immediately ettings'.

W Manual call: Immediately . .

B Aarm catt Daily (14:40) O This setting screen

® Supsiy order tmmediatsly displays information

B MIE device FSC/Supply Immediately about W hen the

< Notification Settings > Various notiﬁcations

m scjcc =) Notify () Do not notify are sent to the

B Manual c::ll =) Notify Do not natify @Remote Centel‘.

W 2larm cal: ) Motify Do not notify

W Supply order: =) Notify () Do not notify D You can also specify

B MIB device FSC/Supply: =) Notify () Do not natify
whether or not to
send or these

Apply || Restors notifications.
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No additional notes
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Editable/Usable Items
Auto Discovery Settings

Auto Discovery Settings

Make basic settings for Auto Discovery,

B Auto Discovery: +) Do not use Use

< Schedule settings >

W Auto Discovery start schedule: . day(s) 3 (hh:mm)
" (hh:mm)

{hh:mm)

Apply

O This appears if you select ‘Auto Discovery Settings’.

O These are the basic Auto Discovery settings for the RC
Gate S Pro/RC Gate A.
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O The IP address ranges for Auto Discovery are inout with Device Discovery
settings.

O This is different from RC Gate and RC Gate A.
O For more on this, see Device Discovery Settings in @Remote_05_Installation.ppt
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Editable/Usable Items

Device Management Settings — Managed Device List

Managed Device List

Confirm registered device information.

W41 tem(s) (b (M| Displayed tems: | 200 | w 1 /2pagels)
Details  Machine 1D Model name 1P address Connection Type

=) devicatol Afif 172.25.78.52 1

=] davicaNo2 Bdfsde 172.25.78.32 1

2 duvicaNod Adddd 172.25.78.52 1

|_Refresh |

O This appears if you select ‘Device Management Settings —
Managed Device List’.

O

The list shows devices that were detected by Auto Discovery.
0 Click Refresh to update the list.
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No additional notes
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Editable/Usable Items

Device Management Settings — Common Management

Common Management

Confirm device common management information.

ion Retrieval M

B Interval ime to retrieve device information: 10800 second(s)

B [nterval time to

U This appears if you select ‘Device Management Settings —
Common Management’.

O Only one item can be adjusted in this screen.

Common Management

O Devices to repeat search (HTTP and SNMP): This selects which devices are
subject to repeat searching. There are two choices: “Only auto-obtained (DHCP)
IP address(es)” and “Auto-obtained (DHCP) and specified IP address(es).”

The other items are read-only items, set up by the @Remote Gateway.
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Editable/Usable Items

Enter OID for Serial Number Acquisition

Remote Communication Gate 5 Pro @Remote Connector

Errter OFD for Sorial Number Acgubsition

......................

Q This appears if you select ‘Device Management Settings —
Enter OID for Serial Number Acquisition’.

+ An OID is a data location within Private MIB.
Q If you click “MIB OID Test”, go to the next screen
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O This is a way to get serial numbers of non-Ricoh devices during Auto Discovery.

O Normally, the MAC Address of these devices is reported, instead of the serial
number.

O But, if you specify the OID for a non-Ricoh device, Auto Discovery can pick-up
the serial number of that device.

» An OID (Object Identifier) is a data location within the device’s Private MIB
area. Because this information belongs to another company, it may not be
easy to find out which OID is the correct one for the serial number for a
particular model.

O When you find the OID for the serial number of a non-Ricoh device on the
customer’s network, input it into one of the spaces on the screen. Add the model
name in the Comment field.

> Click the MIB OID Test button to see what data comes back from the
device. If it is the serial number, then you have the correct OID. See the
next slide for how to use this feature.

O If there is more than one non-Ricoh model, how does the RC Gate S know which
OID to use for which model? The RC Gate S looks inside these OIDs for all the
non-Ricoh models, and looks for data that is in the format of a serial number.

» You can also use the MIB OID Test feature to see if you got the correct
data. See the next slide.

O For more information on this feature, see RC Gate RTB 4 (the RTBs are in the
handouts directory)

124



RC Gate S Pro Training

RICOH

Editable/Usable Items

Enter OID for Serial Number Acauisition
MIB OID Test

Please confirm by entering the OID.

1P address: i ‘

SHNMP Community Name: public

0ID: | |

OID Value:

Back

Input the IP address of the non-Ricoh model in question.
Input the OID where you think the serial number is.

Click ‘Start’.

The contents of the OID will be displayed.

(I Wy W
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No additional notes
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Editable/Usable Items
Excluded IP Address Settings

Excluded IP Address Settings

Please select IP Address{es) which will not communicate with Remote Communication Gate 5.

Select for Deletion 1P address
133.130.166.44
¥ 133.139.166.22
Wi 133.139.166.12
133.139.166.56
133,139.166.48
W 1P address

133.139.166.44 Add

Select All Unselect all Delete

Excluded IP Address Settings’.

O Using this screen, you can exclude some IP addresses
from Auto Discovery.

No additional notes
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More about IP Address Exclusion

O During Auto Discovery, the excluded addresses
are skipped.

O But, if an excluded machine uses DHCP and its
IP address changes into a discoverable address,
it will not be skipped during the next Auto
Discovery.

+ Conversely, a device can go from a detected IP
address to an excluded IP address.

U So, if you use IP Address Exclusion, it is best to
used fixed IP addresses for devices that need to
be detected by the RC Gate S Pro.
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Auto Discovery in the new models
O RC Gate A is like the previous model ‘RC Gate’ (range setting, on/off)

O RC Gate S Pro does not have an independent range setting function. Auto
Discovery uses a RC Gate S Pro function known as Onsite Discovery, which
makes a list of detected devices. Auto Discovery and Device Registration both
use data from this list.
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More about IP Address Exclusion

U These IP addresses are only excluded during
discovery-type sweeping operations, which ping
each address within a specified range, looking
for a response.

O Functions that use direct communication
between the RC Gate S Pro and a managed
device, by pinpointing a known IP address, will
still work for an address that has been excluded.

+ Also, during Remote Registration, if the excluded
IP addresses are changed before registration is
complete, and a device happens to be one of the
excluded addresses, Remote Registration will still
work, because this is not a sweeping-type
operation.

No additional notes
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Collect Device Debug Log
Gt tha dabug g fram Savice.

W adin

- ey

[ ™
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Editable/Usable Items

Q

Logs — Collect Device Debug Log

This appears if you select
‘Logs — Collect Device Debug
Log’.

Do this procedure to create a
"Device Debug Log" in the
RC Gate S Pro/RC Gate A.

The RC Gate S Pro/RC Gate
A will get the data from the
device, and then send it to

the PC.

Make sure to do this
procedure before you turn
OFF the device main power.
This is because the data is
stored in volatile memory in
the device. As a result, it is
erased when the device main
power is turned OFF.

Details of the procedure are shown in the service manual for the RC Gate S
Pro/RC Gate A, in the following section.

O @Remote Connector Features, RC Gate and Device Settings, Collect Device

Debug Log
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Version 1S01.01 and 1S01.02
Comparison of Menus: CE Menus

¥ RC Gate Settings
Easic Settings
Change Customer Engineer Pass:
HTTP Proxy Settings
Change IP Address Send Permiss
Email Settings
Communication Server Requests
Service Test Call
Inguiry Call
System Status
Notification Settings

v Auto Discovery Settings
Auto Discovery Settings

v Device Management Settings
Managed Device List
Device Settings per Connection Tt
Commaon Management
Enter OID for Serial Number Acqui
Excluded [P Address Settings

v Log Sethings
Collect Device Debug Log

v RC Gate Settings
Basic Settings
Change Custamer Engineer Passt
HTTP Proxy Settings

Change IP Address Send Permiss

Email Settings

Communication Server Requests
Service Test Call

Inguiry Call

Check Connection with the Comm

System Status
Motification Settings

¥ Auto Discovery Settings
Auto Discovery Settings

v Device Management Settings
Managed Device List
Device Settings per Connection T»
Common Managemant
Enter OID for Serial Number Acqui
Excluded IP Address Settings

v Log Settings
Collect Device Debug Log

O The changes are shown in

red squares.
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v RC Gate Settings
Basic Settings
Customer Engineer Permission Se
HTTP Proxy Settings
Change IP Address Send Permiss
Email Settings
Permit Communication with Camrr
Communication Server Requests
System Status
Notification Settings

¥ Auto Discovery Settings
Auto Discovery Settings

v Device Management Settings
Managed Device List
Device Settings per Connection Tt
Common Management
Excluded IP Address Settings
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Version 1S01.01 and 1S01.02
Comparison of Menus: Administrator Menus

¥ RC Gate Settings
Basic Settings
Customer Engineer Permission S&
HTTP Proxy Settings
Change IP Address Send Permiss

hall Settngs

Permit Cammunication with Comm
Communication Server Requests
Systam Status
Notification Settings

v Auto Discovery Settings
Auto Discavery Settings

v Device Management Settings
Managed Device List
Device Settings per Connection Ty
Common Management
Excluded IP Address Settings

O The changes are shown in red squares.
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Remote Firmware Update

This section will explain how (Remote Firmware Update ) RFU works with the RC

Gate S Pro.
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RFU Enable/Disable for RC Gate S Pro

O For the previous model RC Gate, RFU must be
disabled or enabled at each device connected to
the RC Gate.

O For the RC Gate S Pro, this can be done for all
devices at the same time by making a setting in
the RC Gate S Pro.

+ The setting is made with the Remote Firmware
Update Wizard, as shown on the next slide.

Slide 133

No additional notes
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Remote Firmware Update Wizard

Remaote Communication Gate 5 Pro @Remote Connector

= RC Gate and Device Settings

i —

B RO Gate ad Dpvics Settingy

U This wizard decides whether device firmware can be updated by
the @Remote center or by an administrator at the customer site.

U There are two settings:

+ "Communication Server update®: Allows a technician at the Center
GUI to update the device firmware by RFU (Remote Firmware
Update) through @Remote.

+ "Onsite update“: Allows a user administrator to update the device
firmware themselves.
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O Instead of an enable/disable feature, the RC Gate S Pro has this feature.

» Communication server update: Enables RFU from the @Remote Center for
all devices

» Onsite update: The user does it themselves. RFU for devices connected to
this RC Gate S Pro cannot be done from the Center GUI.

O This wizard is not available for the RC Gate A. The ‘onsite update’ feature is only
available for the RC Gate S Pro. Communication server update is the only way to
do RFU in the RC Gate A, like for the RC Gate.

O RC Gate S Pro has no appliance firmware update function.
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RFU Prohibition Interval

U Normally, when set up at the Center GUI, RFU is
set for a convenient time for the customer, and
must be finished within a set period (default: 3
days).

U If RFU is done during office hours, it may be
inconvenient for the customer.

U So, with the RC Gate A appliance, it is possible to
prohibit RFU during working hours.

U If RFU is still in progress when working hours
start, it is suspended until the end of working
hours. Then it resumes.

Slide 135

O RC Gate S Pro version 1S01.01 does not have this feature. RC Gate S Pro
version 1S01.02 has it.

O This function can only be adjusted at the Center GUI.
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Other New Features

This section will explain some new features of the RC Gate S Pro that were not
described earlier in this course.
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@Remote On/Off

U The customer can disable @Remote
communication.

U This is supposed to be a temporary measure

+ For example, when the customer needs to isolate
the cause of a problem during network
troubleshooting

O While @Remote is disabled, the Center GUI can
see the settings in the appliance, but can change
nothing. Only the customer administrator or a
technician can make changes, using the Ul of the
appliance.
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O RC Gate A does not have this function.
O When @Remote is off:

>

YV V V VY

The appliance does not poll the @Remote Center

The appliance does not check device connections

The appliance ignores requests received from the @Remote Center
The appliance ignores calls from devices

The appliance keeps communication/system logs but doesn’t make/send
responses.
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@Remote On/Off

Remote Communication Gate SPi

¥ RC Gate Setings
Basic Sattings
Change Custormer Engmeer Pass:
HTTR Proxy Sertings

changs 1P addrass Send Parmiss

Email Setongs

Sorvice Test Coll
Inguiry Call
Systam Seatus
Hetficgtion Settings
 futa Discovery Settings
» Devicy Managesment Settings
» Log Settings

Ci ication Server

Bactrict @Ramots Soraen Fnehnne

| N @Ramake Connector funcon availabilty:

o) Do not restrick Restnct

< Communication Server Requests >

Auto Discovery settings by the Communication
Sarver

=) Parmit

Do not permit.

mITNEES

U To use this function, you must log in as an administrator,

not in CE mode.

No additional notes
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Auto Call Notification Timing

The RC Gate S Pro can specify what to do when it receives
a call from a device. There are three settings.

+ No Send: The call is not passed on to the @Remote Center

+ Real Time: The call is passed on immediately after it is
received from the device.

+ Periodic: Calls are passed on either Daily, Weekly, or
Monthly.

The setting is made from the Center GUI.

¢ Center GUI: Administrator menu — Appliance Information for
Admin — Notification tab

The RC Gate S Pro are the first appliances to have this
function (the previous model RC Gate cannot do this).

O Calls from a device: Supply call, SC call, alarm call, etc

O Each type of call can have its own timing setting.

O Technicians and user administrators can make these settings.
O RC Gate A also has this feature.
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Auto Call Retries

U This is a new function.

U With this function, the Center GUI can specify
how many retries (and at what interval) a RC Gate
S Procan pass auto calls from devices to the
@Remote Center.

¢ Administrator menu — Appliance Information for
Admin — Notification tab
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No additional notes
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Center Connect Check

O This checks the connection from the appliance to
the @Remote center.
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3 This feature was not included in version 1S01.01.
O It was included in the RC Gate and RC Gate A.
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Checking for Disconnected
Appliances and Devices

No additional notes
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Disconnected Devices

O If RC Gate S Pro cannot detect a certain device
for three days, RC Gate S Pro notifies the center
of a disconnected device almost immediately
(about 30 seconds later).

U However, if power is turned on again within this
30 seconds, the disconnection will still be
reported to the center.
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No additional notes
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Action During Appliance Suspension Mode

O During this mode, if a device has an SC, supply
call, or some other condition, the RC Gate S Pro
retries. If all retries fail, then the RC Gate S Pro
sends an error signal back to device.

U This error will appear on the operation panel of
the device, and the customer can contact the
center.
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No additional notes
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How to See if the RC Gate S Pro is in

Appliance Suspension Mode
U When an appliance goes into appliance
suspension mode, if the customer administrator’s
email address is programmed, the appliance will
send email.

+ For RC Gate S Pro, this is only way to see that the
appliance is in suspension mode
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No additional notes
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Replacing an RC Gate S Pro

This section explains the steps to be taken if an RC Gate S Pro needs to be
replaced at a customer site.
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Overview

U The RC Gate S Pro may need to be uninstalled
under the following circumstances:

+ When uninstalling/installing the RC Gate S Pro on
the same PC, due to corrupted files, for example
+ When replacing the PC
+ When replacing the HDD of the PC
+ When canceling the @Remote service — in this
case, there is no re-installation
U Before replacing an RC Gate S Pro, the ‘onsite

data’ must be backed up by a user administrator
using the "Management Tool“.

O ‘Onsite Data’: See the ‘How RC Gate S Pro Handles Devices’ section of this

course.
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Overview

U RC Gate S Pro has no serial number. The ID2 is
used instead.

U Install the software on the PC first, before doing
the A to B replacement procedure.

U During registration, the data will be copied to the
new RC Gate S Pro from the backup data in the
gateway.

Slide 148

No additional notes
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Caution when replacing
RC Gate S Pro @Remote

O Do not start the appliance replacement
procedure within a day of the M/R date.

U Appliance replacement can take several hours if
there are a lot of managed machines.
+ However, the longest time observed in the field
so faris 9 hours.
Q For example, if the M/R date is the 20t of each
month, do not start on the 19" or the 20,

Slide 149

This is a common issue when one of the following actions is performed:
O Performing server replacement (RC Gate S Pro)
O Performing appliance replacement on RC Gate A with storage option (expanded
for 1000 devices managed).
O Updating (RC Gate S Pro) from 1S01.01 to Mk2

» For updating to IS01.02, this issue is not so critical as it is for appliance
replacement. But, if the update procedure fails and stops @Remote, it
cannot be resumed until fixed.

» So, to be on the safe side, we recommend that you do not do update work
on the M/R Date or the day before it.

See the next few slides for more on this.
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Appliance Replacement compared with

Upgrade to 1S01.02

U When doing appliance replacement, the RC Gate
S Pro will access every managed device one by
one, and backed up data at the Center will be
restored on the replaced appliance.

+ So, the replacement can take up to 9 hours (the
actual time required is dependent on the
condition of each device and the network
environment).

U However, when upgrading from 1S01.01 to
1S01.02, there is no contact between the RC Gate
S Pro and the devices or the center. All the
processes are internal.

+ So, the update takes a number of minutes (less
than an hour) for 5000 devices.
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No additional notes
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Why not start the replacement within a
day of the M/R date?

U The closing counter and latest counter are stored in
separate memory addresses.

U The closing counter, which is sent as M/R data, is
overwritten once a day by the data in the latest counter.

U The closing counter data is sent once a month to the
@Remote Center, on the M/R date. This counter data is
used for billing, so it is important that the data is correct.

U However, if this software update process is going on, the
closing counter will not be overwritten with the latest
counter.

Q If the update is done on the 19", when the closing counter
data is sent on the 20, it will not contain the correct data.

O This means that appliance replacement should not be done
on the M/R Date or one day prior to the M/R Date.
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O Device counter data is collected every day and sent to the center (only from
HTTPS devices (latest counter); counter data from SNMP devices is kept until
the M/R Date for use as the closing counter), and a flag is created that indicates
that the closing counter needs to be sent on the M/R Date.

O On the set M/R Date, if the closing counter flag is enabled, the Appliance will
send the closing counter for both HTTPS and SNMP devices.

O However, when backup data is restored on the Appliance, this flag is reset. So if
the Appliance replacement is performed one day prior to the M/R Date, the
closing counter for that month may not be sent because the flag may still be
reset.

3 In the same way, if the Appliance replacement is performed on the M/R Date, the
closing counter for that month may not be sent because the specified transfer
time for this day may be interrupted by the replacement process.

O As aresult, it is not a big issue for HTTPS devices because a HTTPS device
sends the latest counter every day. But it is a big issue for SNMP devices
because SNMP devices only send the closing counter once a month. If the
above symptom occurs, no counter data is sent from SNMP devices for that
month. (If AD is used, the AD counter is sent every day even from SNMP
devices.)
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Uninstallation

O To uninstall the RC Gate S Pro while @Remote is in
service, you must follow the proper procedure.

O Otherwise, all settings and log data in the @Remote are
deleted. Also you must reprogram all registrations and
settings from the beginning.

+ You should back up your data before you start to uninstall,
using the procedure in the Administrator Operations Guide.

O The RC Gate S Pro may need to be uninstalled under the
following circumstances:

+ When uninstalling/re-installing the RC Gate S Pro on the
same PC, due to corrupted files, for example

+ When replacing the PC

¢ When replacing the HDD of the PC

+ When cancelling the @Remote service — in this case, there
is no re-installation

RC Gate S Pro/RC Gate A Service Manual, 4. Replacement
and Removal, Program Uninstallation

Operating Instructions — Installation Guide, 4. Uninstallation

O In addition, for details about making a backup using Management Tool and
Authentication Manager, see "Backing Up Server Data“ and "Maintenance of
Remote Communication Gate S Server® in the Administrator Operations Guide.
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Uninstallation Procedure

Q 1. If the customer will not use RC Gate S Pro any more,
remove the appliance at the Center GUI.

+ Remove the devices from the RC Gate S Pro you will
uninstall.
» Each device is deleted from @Remote center, but the
registration is still valid in the Onsite part of RC Gate S Pro.
» Function flag (SP5816-003) and Install Status (SP5816-201)
in each device are initialized.
+ Then remove the RC Gate S Pro appliance itself.
» Registration is automatically deleted from the @ Remote
Center.

a 2. Stop the @Remote service

+ Run Explorer.

+ Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an
example of the root drive where the RC Gate S Pro
software is installed.)

+ Double click “atremote_stop_manual.bat ”.

Q 3. Uninstall the program from the PC.

+ See the Operating Instructions (Installation Guide) for
Slide 153 details.

O Step 1: For temporary uninstallation or installation on another PC, this step is not
needed.

O Step 2. This does the same as the shutdown procedure for RC Gate A.

O When the removal procedure at the Center GUI is completed, Setup Wizard will
no longer be greyed out in the initial screen of CE mode. The screen appears the
same as during installation, before setup and registration.

O If the removal of RC Gate S Pro is permanent, a technician does not have to
attend the customer site, because there is no hardware to retrieve. So, the
customer can do steps 2 and 3 at any time (before or after step 1; it doesn’t
matter).

O Removing devices from RC Gate S Pro when replacing the device:

» When you delete a device using the Center GUI, you delete it from the
Managed Device List in the @Remote part of RC Gate S Pro.

» However, the data still remains in the Network Device List in the ‘Onsite
Data’. It must also be deleted from the All Printers list in the onsite menu of
the RC Gate S Pro.

» If the customer will cancel @Remote service but continue Onsite (free
program), or cancel the RC Gate S Pro completely, it is not necessary to
remove the device(s) from the onsite data. But they must be removed using
the Center GUI, to remove them from the @Remote Center databases.

» For more about this, see the section on How the RC Gate S Pro Handles
Devices
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Re-installing - 1

U To re-install the program, the procedure is similar to a new
installation.

Q 1. You must obtain a new product key.

+ If you re-install RC Gate S Pro, you cannot reuse the
previous product key for the @Remote function.

+ However, you can reuse the original product key for RC
Gate S Pro functions other than @Remote (onsite).

U 2. The customer must do the following:

+ Back up the onsite data by using the "Management Tool"

before doing the replacement procedure for RC Gate S Pro.
» Otherwise, the onsite data in RC Gate S Pro will be lost after
installing or uninstalling the software.

+ Install the RC Gate S Pro software, using the new product
key. Uninstall old software first if replacing and restoring on
the same PC.

+ Activate RC Gate S Pro (Onsite) and RC Gate S Pro
(@Remote)

+ Make the Device Discovery settings (device registration and
auto discovery both use these settings).

O In addition to the above, even if you want to re-register RC Gate S Pro
(@Remote), you must uninstall the complete program. For RC Gate, it is
possible to initialize it by changing dip switch no. 2 and power on/off.
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Re-installing - 2

Q 3. Login to the CE login page of the RC Gate S Pro.
+ Explained earlier in this presentation.
O 4. Click ‘RC Gate and Device Settings’.

Remote C ication Gate S Pro @R Connector kil

2 ce

“ Initial Settings

Makiy the nocessary settings for using the Remato Come
=

L]

B Device Reglstration Wizard

B Aute Discovery Setting Wizard

B Device Firmware Update Method Setting Wizard

['a.- RC Gate and Device Sattings

RC Gatn and Dovics Sattngs

B RC Gote and Device Settings
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No additional notes
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Re-installing - 3

Remote Ci

onnector

Slide 156

Top Page

Apply || Restare

Q 5. Click ‘Basic Settings’ in the menu on the left side of the
screen.

U 6. Make a note of the ID2 that is displayed. This is the new
ID2. Inform this to the @Remote Center.

No additional notes
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Re-installing - 4

U 7. The Center GUI must now do the ‘A to B’
replacement procedure.

+ By re-installing RC Gate S Pro with a different
product key, a different ID2 will be given. So, the
A to B replacement procedure must be
performed. The new ID2 informed in the previous
step is input as the ‘new serial number’.

+ When this is done, the operator at the Center GUI
must inform the technician in the field that they
can go on to the next step.
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O The A to B replacement procedure is explained in the section of the @Remote
Core Training TTP called ‘Appliance Replacement’ (filename:
@Remote_14_Appliance Replacement.ppt).

» We never use A to A for an RC Gate S Pro, because the ID2 is always

different when re-installing.

O After this procedure, there are a few slides to show what happens to the ID2 in
various situations.
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Re-installing - 5

O 8. Register the RC Gate S Pro, in the same way
as for a new installation. There are some
differences, as follows:

+ When you are asked for the request number (for
example, for Individual Certificate Acquisition),
input # followed by the old I1D2.

+ After you click ‘Finish’ at the end of the
registration procedure, the data from the previous
RC Gate S Pro will be automatically sent from the
gateway.

» This may take an hour at minimum when 5000 devices
are managed. It is not possible to see the progress on
the screen, or when the data transfer is finished.

» To be safe, do not attempt to operate the RC Gate S
Pro until the next day.

O While the data is being copied from the @Remote Center to the new RC Gate S

Pro installation, ‘Replacing’ is shown on the Center GUI for this appliance. When
the data transfer is finished, ‘Replacing’ disappears.

O While the data is being copied, the customer can login to the RC Gate S Pro, but

Ricoh recommends that they wait until the next day before attempting any
operations.
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Checking the Results of the Appliance

Replacement
A 1. Close the RC Gate S Pro (@Remote) UI.

U 2. Log in the Ul in CE mode.

Q 3. Check if "@Remote Service Registration
Wizard" is grayed out.

+ If it is grayed out, the Appliance Replacement
was completed successfully.

+ |f it is not grayed out yet, this means that the
replacement procedure is still underway. Log out
of the Ul and confirm the status again later, using
steps 1 to 3 above.
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No additional notes
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Do Not Operate During Replacement

U Even while the replacement procedure is
underway, it is possible for the operator to
initiate the screen operations for newly
registering the RC Gate S Pro data with the
@Remote Center.

U However, do not make any operations during a
replacement procedure.

+ Otherwise, duplicated requests will cause a data
restoration error since the original replacement is
running in the background.

U Before you do any operations, first check if
"@Remote Service Registration Wizard" is
grayed out, as explained on the previous slide.
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No additional notes
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Important points when replacing
RC Gate S Pro @Remote

0 When RC Gate S Pro is replaced...

If 5,000 devices are managed, it will take about 150 min.

So, note that some things cannot be done during replacement.
Q0 Can receive device calls

QO Cannot register new devices
->Do not register a new device

O Cannot acquire regular device information/counter information.
-> Not a big issue

Q Cannot notify an Appliance SC
-> Not a big issue

O Cannot receive a reconnect call
-> Gateway/Center will be modified.

‘ For RC Gate, it will take a few minutes. ‘

Slide 161

O Even though it takes 150 minutes to replace RC Gate S Pro @Remote, it is
possible to receive device calls during the replacement process.

O Note the following important points:
O 1. Do not register new devices during the replacement process.

O 2. Cannot receive reconnect calls during the replacement process. <- Under
consideration at IT/S.
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Login Timeout during Replacement

U When doing an appliance replacement for an
appliance that has a large nhumber of devices, the
Ul may declare a timeout if the replacement takes
longer than 15 minutes.

+ |t is estimated that this may occur if there are
more than 2000 devices.

U However, the appliance replacement continues,
even though the Ul has timed out.

O If @Remote Service Registration Wizard" is not
grayed out in the main menu, the Appliance
Replacement is still in progress.

+ |S01.02: A message appears on the screen
during appliance replacement, to make it easier
to recognize that the process is still not finished.
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O The following shows the estimated amount of time needed to complete
replacements of various quantities of registered devices.

>

vV V VYV V

Y

100 devices: Approx.1 min.

300 devices: Approx.2 min.

500 devices: Approx.3 min.

1,000 devices: Approx.10 min.

More than 1,000 devices: Not examined

IS01.02 message: ‘When there are many devices the server replacement
function may take time to complete and the browser might timeout. If this
happens restart the browser and confirm that the "@Remote Service
Registration Wizard" on the top page is grayed down.’
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Login Timeout during Replacement

Q4 In version 1S01.02, if the appliance replacement
message appears on the screen, do not do
anything with the RC Gate S Pro during that day.

+ Even if you see an error message, please do not
try to fix the problem until the next day.

U The next day, restart the browser. If @Remote
Service Registration Wizard is still greyed out,
this means the appliance replacement procedure
is still in progress.

O Do not try to use the RC Gate S Pro until
@Remote Service Registration Wizard is not
greyed out.
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No additional notes
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ID2 after reinstallation
O Various methods to re-install RC Gate S Pro (@Remote)

Case Product Key Lock | License RC Gate ID2
Code Code
New registration A aaa aaaaaa S56ymm12345
(newly obtained)

1. Re-installing the | B aaa bbbbbb | S56ymm23456
program on the (newly obtained)
same server
2. Replacing the B bbb cccccce S56ymm45678
server (newly obtained)
3. Replacing the B ddd eeeeee S56ymm56789
HDD on the same (newly obtained)
server

S ’ ID2 is always changed when reinstalling the RC Gate S Pro program.

O For any way of reinstalling the RC Gate S Pro software, the ID2 will be changed.

a

This is because the product key used for reinstallation is different.

O As the RC Gate ID2 is created based on the License Code, ID2 is always
changed when reinstalling the RC Gate S Pro software.

O Also, because each hard disk has a different locking code, the license code and
ID2 will be different if the hard disk is changed or the software is installed on
another PC.
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ID2 after reinstallation

O Various methods to re-install RC Gate S Pro (Onsite)

Case Product Key Lock | License RC Gate ID2
Code Code
New registration A aaa aaaaaa N/A

(newly obtained)

1. Re-installing the | A aaa aaaaaa N/A
program on the
same server

2. Replacing the A bbb cccccce N/A
server

3. Replacing the A ddd eeeeee N/A
HDD on the same
server

S ’ ID2 is always changed when reinstalling the RC Gate S Pro program.

O Red boxes show the differences between the Onsite version and the @Remote
version.

O For the Onsite version, the product key does not change.

» The backup and restore functions for the Onsite version include support for
the product key — this is not done for the @Remote version.

» The same product key can be used up to 3 times for simple re-installation
on the same PC.

O The ID2 is not used in the Onsite version because there is no communication
with @Remote.

O However, because each hard disk has a different locking code, the license code
will be different if the hard disk is changed or the software is installed on another
PC.
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Replacing Appliances

To | 1x RC Gate RC Gate S Pro RC Gate S Pro RC Gate A RC Gate A RC Gate A
(Onsite) @Remote (Case 1) (Case 2) (Case 3)
Connector

From

1x RC Gate Possible Not possible Not possible Possible *5 Possible *5 Not possible

Multiple RC Not possil Not possil i as Special Op ion. Refer to "Transition for @Remote Service"

Gates in the RC Gate A/S Pro service manual.

RC Gate S Pro Not possible Possible *4 Not possi Not i Not possibl Not possibl

(Onsite)

RC Gate S Pro Not i Not i i Not i Not i Not

@Remote

Connector

RC Gate A Not p ible Not p ible Not il il Sil Not possible

(Case 1) *1

RC Gate A Not i Not i Not i Not i i Not possible

(Case 2) *2

RC Gate A Not i Not i Not i Not i Not i Possible

(Case 3)*3

+ This table shows what appliances you can use to replace another appliance.

¢ *1:RC Gate A Case 1: Only "RC Gate A" is installed (no memory or storage options).

¢ *2:RC Gate A Case 2: RC Gate A with Memory and Storage Options are installed and the
setting of "Extended Function Setting" is kept at the default setting ("Do not use").

+ *3:RC Gate A Case 3: RC Gate A with Memory and Storage Options are installed and the
setting of "Extended Function Setting" is set to "Use". ) ) )

* *4:For RC Gate S Pro, activating the @Remote Connector is required before performing
Appliance Replacement. ) )

+ *5: This case is only possible if the firmware version of the RC Gate is Ver. 3.51 or more. If not,

Slide 166 first update the firmware version of the RC Gate.

O This table shows what appliances you can use to replace another appliance.
*1: Only "RC Gate A" is installed (no memory or storage options).

O *2: RC Gate A with Memory and Storage Options are installed and the setting of
"Extended Function Setting" is kept at the default setting ("Do not use").

O *3: RC Gate A with Memory and Storage Options are installed and the setting of
"Extended Function Setting" is set to "Use".

3 *4: For RC Gate S Pro, activating the @Remote Connector is required before
performing Appliance Replacement.

O *5: This case is only possible if the firmware version of the RC Gate
is Ver. 3.51 or more. If not, first update the firmware version of the
RC Gate.

a

O In the rest of this presentation, we will concentrate on the ‘Special Operation’
needed to switch a customer from multiple RC Gates to one RC Gate A or RC
Gate S Pro.
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Migrating from RC Gate to RC
Gate S Pro

Overview

No additional notes
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Overview

This section will explain how to help a customer who has a
number of RC Gates to change over to RC Gate S Pro.

Work must be done at the Center GUI and at the customer
site.

We will explain in detail how to do this.

+ The process will be started at the customer site using
Device Registration Wizard.

+ Then, if some devices do not get registered, pick them up
the next day at the Center GUI using Remote Registration.

We will also explain how to set up ACL levels for
technicians who work on machines for a customer that has
machines in more than one country (e.g. GMA customer).

No additional notes
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Global Major Accounts

Q If the RC Gate S Pro is installed at a Global Major Account,
and if devices are located in two or more countries, you
MUST do the following:

+ Make a global site structure that includes service depots
from different countries.

e.g.: Site: ABC Global Site
Service Depots: ABC Host Germany
ABC UK
ABC USA

In the above example, the RC Gate S Pro is installed under
“ABC Host Germany”, and devices are registered with each
service depot by location.

+ Site and Service Depot ACL rights for each center GUI
operator MUST be assigned in accordance with their own
roles and responsibilities.

3 In this example, ABC is a global major account company.
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Points when conducting the
Transition Work

O To conduct communication between the field and the Center in
the most efficient way possible.

v This means continuing work without waiting for the next
hourly polling.

O To be allowed Internet access at customer site.

v To make it possible to operate both the RC Gate/RC Gate S
Ul and the Center GUI at the customer site. However, the
technician needs access to the Administrator menu of the

Center GUI to complete all tasks.

O Execute a Device Check Request Call from the appliance Ul

each time a center command is created (e.g. Device remove
request, Device Registration request, Parameter change request, etc.).
This prevents the need to wait for the next polling.

Slide 170

O Instead of a Device Check Request Call, a Service Test Call can also be made,
but this takes longer.
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Remarks

Please note that the following functions and services may not
work properly during the transition:

1. Auto Calls (SC/CC/Supply Calls/MIB Calls) may not be
notified to the center.

2. Counter information and regular device information may
not be captured and notified to the @Remote center.

3. RFU (Normally, no one would conduct an RFU during a
transition).

4. Any setting change notification from devices (IP address
change, power on, etc.)

No additional notes
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*

*

*

Slide 172

Procedure (Summary) - 1

O Make lists of settings in the RC
Gates at the customer site.

The RC Gate S Pro must have
the same settings. Choose a RC
Gate that has all settings
programmed, and make screen
dumps of settings in the menus
of the RC Gate UL.

The Registered Device List must
be taken for all the RC Gates,
not just an example RC Gate.

O Install the RC Gate S Pro software.

Install @Remote Enterprise Pro.
Activate @Remote Enterprise
Pro and @Remote Connector.
When asked to input settings,
input the above settings from the
RC Gate.

Center Operator by GUI work flow

a

Make screen dumps of the
following, for a RC Gate that has
the full range of settings made.

»

Export the following lists as CSV
files, and send them to the
technician who is installing the RC
Gate A at the customer site.

*

*
*
*

Center GUI: Settings in the Appliance
Information for Admin.

Device List CSV
Reporting CSV
Supply CSV
Call History

| Red line: Must wait for the operation above the line to finish. |

O This procedure may seem a bit complicated, but it allows the quickest
changeover from RC Gate to RC Gate S Pro, to get the customer up and running
with the new RC Gate S Pro as quickly as possible.

O Make lists of settings in the RC Gates at the customer site: At a customer site
where there are a lot of RC Gates, at least one RC Gate must have all settings
stored. The other RC Gates may not have some of the details, such as customer
information. They will only have settings that are necessary for the RC Gate to
operate, and to be distinguished from each other.
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O Register the RC Gate S Pro with
the @Remote Center.

+  When finished, inform the
@Remote Center operator.

Od Make the Device Discovery

settings.
¢ You must log in to the ‘Onsite’
menu.

¢ You must log in to the RC Gate
S in CE mode.

4 Make the Auto Discovery settings.

Procedure (Summary) - 2

Center Operator by GUI work flow

Slide 173 | Red line: Must wait for the operation above the line to finish.

No additional notes
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Procedure (Summary) - 3

4 Input the settings in the Appliance
Information for Admin at the Center
GUL.

+ These are the settings on the
screen dumps that you took at
the start of the procedure.

O Search for each RC Gate, and un-
manage all the managed devices.

0 Make sure that all devices have
been removed.

O Inform the field technician that the
devices have been removed.

Slide 174 | Red line: Must wait for the operation above the line to finish. |

O At any time after the devices have been removed, the old RC Gate(s) can be
removed from the Center GUI and disconnected at the customer site.
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Procedure (Summary) - 4

d On each of the RC Gates to be
removed, generate an Inquiry Call
to the @Remote Center.
¢ This avoids the need to wait one

hour for polling.

U After the Inquiry Call is received,
remove all the RC Gates from the
Center.

U Notify the field technician that
device registration can begin on
the RC Gate S Pro.

O Disconnect the RC Gates at the
customer site.

U Register the devices on the RC
Gate S Pro, using the Device
Registration Wizard.

Slide 175 ’ Red line: Must wait for the operation above the line to finish. ‘

Inquiry Call: In the RC Gate A and the RC Gate, this is called the Device Check
Request Call.

O After a successful Inquiry Call, “Status is normal” is displayed.

O If the procedure continues without a successful Inquiry Call, the RC Gates will
still have registered device data in the memory when they are disconnected and
taken back to the service depot. So they cannot be installed again at a new
customer.

> If the Call succeeded, the device data is deleted from the RC Gates, and
they are returned to the same condition as when they were new.

O However, the @Remote Center has deleted the device data, so the same
devices can be registered again on the new RC Gate A.

O The Inquiry Call takes a very short time. A service test call takes much longer,
but you get a clear indication of if the call fails.

Timing for disconnecting the RC Gates at the customer site

O After removing a RC Gate at the Center GUI, the RC Gate becomes initialized
(like a brand new RC Gate). All 3 LEDs become lit (this is the ‘shut down’
status). Then the RC Gate can be disconnected and taken back to the service
depot.

O If a RC Gate could not be initialized (all 3 LEDs did not become lit) after removal
at the Center GUI (e.g., because it is disconnected), the RC Gate is still active
and may send data to the gateway if connected. This will cause a problem at the
Gateway when an unknown RC Gate (already removed at the Center GUI)
sends data to it. So, after a RC Gate is removed at the Center GUI, a technician
should disconnect it immediately. If a RC Gate could not be initialized, it should
not be installed at another customer because it still holds data from the previous
customer.

O Note that for Global Major Accounts and other large customers, RC Gates may
be installed in different locations, or even in different countries. It is necessary to
organize technician visits at the time of removal from the Center GUI, in order to
disconnect the RC Gates at the correct time.
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Procedure (Summary) - 5

U Check the list of registered
devices.

¢ Compare it with the exported
device list CSV files made earlier.

O Make sure that all devices are
registered and Managed

+ If any failed, investigate, and try

to recover.

Q If requested by the @Remote O If some devices are listed as
Center GUI operator, on the RC Found, ask the field technician to
Gate S Pro, generate an Inquiry make an Inquiry Call.

Call to the @Remote Center. U If some devices still cannot be
¢ This avoids the need to wait one registered and Managed, wait one
hour for polling. day and try from the @Remote
Center with Remote Registration
Q Take the RC Gates away from the (see the next slide)

customer site.

Slide 176 | Red line: Must wait for the operation above the line to finish. |

Inquiry Call from RC Gate S Pro

O If some devices are listed as Found, ask the field technician to make an Inquiry
Call.

O After registering devices with the Device Registration Wizard, they are also
automatically registered at the Center GUI. However, some may still be in the
Found status. If so, an Inquiry Call from the RC Gate S Pro will change them
from Found to Registered. If that fails, then the Center GUI operator will have to
register them manually, and then another Device Check Request Call will be
needed.

Taking the RC Gates away from the customer site

3 If the RC Gate was removed successfully (all 3 LEDs lit), you can reuse them or
dispose of them. Even though an initialized RC Gate contains no data from the
old customer, some customers may worry about data security.
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Procedure (Summary) - 6

O Wait until 24 hours have passed
since the Auto Discovery Settings
were made in the RC Gate S Pro at
the customer site.

d Check the Device List for the RC
Gate S Pro.

+ Make sure that all the devices are
listed as ‘Monitored’.

¢ If any devices are not listed,
check their condition, and recover
them.

+ Register the devices.

Slide 177 | Red line: Must wait for the operation above the line to finish.

No additional notes
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Procedure (Summary) - 7

4 Wait for at least an hour (until
automatic hourly polling is done).

U Check the list of registered
devices.

¢ Compare it with the exported
device list CSV files (from slide
1).
O Make sure that all devices are
registered and Managed

+ If any failed, investigate, and try
to recover.

U Retrieve the device information by
importing from the Exported Device
List CSVs.

U Edit the M/R date of each registered
device (each device must have the
correct setting for this value).

Slide 178 | Red line: Must wait for the operation above the line to finish. |

No additional notes
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Original RC Gate <- The settings/parameters in this RC Gate will be carried over to RC Gate A.
[\[o} ltem On Site  Center Remarks
— Make a backup of RC Gate settings 3 min. 3 min.
30-60 | 10 min.
min.
(Execute
Test call)
3 Download CSV files 15 min.
*Exported Device List: Detail
*Exported Device List: Simple
*Reporting CSV
*Supply CSV
4 Download Call History 20 min. | Per 100 devices. Estimated 1 min.
per 5 devices.
5 Device removal (Execute 5 min. | This is operation time only.
Test call) . .
It will take more time to complete
the removal of all target devices.
- Operation at customer site [33-63 min.] [53 min.]
[ ] operation on center GUI
Slide 179

No additional notes

179



RC Gate S Pro Training

RICOH

The Time Required for Transition Work

Original RC Gate — continued

On Site  Center Remarks

« The time required to register 100 devices at
one time is estimated as 3 min.

« The above estimation is based on the result of
i s testing; it takes 13 min. of

You can estimate how long it will take L/ processing time to register 500 devices at one

to register 1000, 3000, 5000 devices time.

based on this figure.

« This estimation is the case when no devices
failed registration.
7 Remote Registration from (Execute 5 min. « This is operation time only.

Center Test call) « Actually, you may have to wait for hourly
polling to execute the request.

(Must be finished at least one time
to complete performing AD) * You can avoid waiting for hourly polling by

ing an Inquiry Call from RC Gate S Pro.
8 RC Gate Removal (Execute 2 min.
Test call)

+ Steps 7 and 8 do not need to be performed
each time you perform this procedure for each
individual RC Gate; Instead, you can do these
steps at the end, for all RC Gates at once.

Total Time | 43—-73 | 60 min.
min.

For transition of the original (first) RC Gate, it will take more than one hour (this work includes carrying over the
parameters to the RC Gate S Pro, copying the RC Gate settings, downloading several CSV files, etc.).

Slide 180

It takes 13 min. of processing time to register 500 devices at one time.
O So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.

O And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a half
hours.

O Each registration operation can handle up to 500 devices, so you have to do up
to 2 operations for the RC Gate A, or up to 10 operations for the RC Gate S Pro.
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The Time Required for Transition Work

Second and following RC Gates

[\[o} Item On Site  Center REINENS
Make a backup of RC Gate settings 3 min. 3 min.
«Install RC Gate S Pro and activate 30 — 60 min. 10 min.
*Registration at center (Execute
+Setting Parameters Test call)
Setting Device Discovery, AD, etc.
*Download CSV files 15 min.

*Exported Device List: Detail
*Exported Device List: Simple
*Reporting CSV

*Supply CSV
1 Download Call History 20 min. | *Per 100 devices. Estimated
1 min. per 5 devices.
2 Device removal (Execute 5 min. « This is operation time only.
Test call) « It will take more time to complete the
removal of all target devices.
[0] [25 min.]

Slide 181

No additional notes
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The Time Required for Transition Work

Second and following RC Gates —

On Site  Center Remarks

« The time required to register 100 devices at
one time is estimated as 3 min.

* The above estimation is based on the result
of desi s testing; it takes 13 min. of
processing time to register 500 devices at
one time.

« This estimation is the case when no devices
failed registration.

4 Remote Registration from (Execute 5 min. « This is operation time only.
Center Test call) « Actually, you may have to wait for hourly
(Must be finished at least one time polling to execute the request.
to complete performing AD) * You can avoid waiting for hourly polling by
ing an Inquiry Call from RC Gate S
5 RC Gate Removal (Execute 2 min. Pro.

Test call) « Steps 4 and 5 do not need to be performed

each time you perform this procedure for

each individual RC Gate; Instead, you can
do these steps at the end, for all RC Gates
at once.

Total Time | 10 min. | 32 min.

For transition of the second and following RC Gates, it will take less than half the time of the original RC Gate.
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It takes 13 min. of processing time to register 500 devices at one time.
O So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.

O And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a half
hours.
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Slide 183

Migrating from RC Gate to RC
Gate S Pro

Detailed Procedure

No additional notes

183



RC Gate S Pro Training

RICOH

1. Making Lists of Settings at the RC Gate Ul

O At the customer site: Make lists of settings in the RC Gates at the
customer site.

+ The RC Gate A must have the same settings. Choose a RC Gate
that has all settings programmed.
» The Registered Device List must be taken for all the RC Gates, not
just an example RC Gate.
+ Access the RC Gate Ul in CE mode.
+ Make screen dumps of the settings in the above menus of the RC
Slide 184 Gate UI

3 If SMTP AUTH or POP before SMTP or Proxy is enabled, you will have to obtain
the detailed information from the Customer to properly program it into the RC
Gate S Pro.

Settings needed
O RC Gate Settings menu
» Network: DHCP on/off setting, IP address
» E-mail: See the example screen dump on the left.
O Net Connection Settings menu
» HTTP Proxy: See the example screen dump on the right.
O Auto Discovery menu: All settings

O Device Management menu: Registered Device List — Needed for each RC Gate,
not only an example RC Gate

O Security menu: Network security setup (ping on/off)

O Serial number setting menu: These settings are related to acquiring the serial
numbers of non-Ricoh MIB devices.
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2. Making Lists of Settings at the Center GUI

B
—

0 At the Center GUI, log in as an Administrator (you need access to
the Administrator menu)

U Make screen dumps of the Appliance Information for Admin, for a
RC Gate that has the full range of settings made.

Slide 185

O Make screen dumps of the settings in each tab.
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3. Exporting Lists

Device List CSV
U Export Device List: Detail

+ This exported device list can be used for the
following:

» To designate devices to be registered under RC Gate S
Pro.

» To retrieve the M/R Date of each device
(after devices are registered at the center, the M/R Date
is set to 1 by default, so you need to edit the M/R Date
by using the Export Device List: Detail.)

U Export Device List: Simple

+ After registering devices under RC Gate S Pro,
this exported device list can be used to retrieve
information for each device by using “Update
Device Info. by CSV Import”.

+ Then, the information can be imported later after
registering the RC Gate S Pro.

No additional notes
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3. Exporting Lists
Device List CSV

@Remote Export Device List

Lomrd st Pt

LOGeeT

¢ Center GUI, Maintenance Menu, Export Device List: The
lists for all RC Gates can be exported in one operation.

+ You cannot do this if you do not have access to the
Maintenance Menu.

Slide 187

To do this operation with the Maintenance Menu, you need to have the following
ACL Access Rights. These are set up with Site ACL and Service Depot ACL in the
Maintenance menu of the Center GUI.

O Site ACL
» The ACL setting must be ‘Full’
» The Dev setting must be ‘Site Administrator’ or higher.

> In the row of check boxes, Mt must be checked. The status of the other
boxes can be either checked or unchecked.

O Service Depot ACL
» The ACL setting must be ‘Full’
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3. Exporting Lists
Device List CSV_

1.  Move to Export Device List menu. P ——
2. Select List Type; Detail or Simple. ; e [ |
) . 5) Export Device List -
3. Select Service Depot Name. _(_,@ P =
4. Type the target Customer. iu (2)Ga T
You can designate multiple RC Gates by using % as a wild card. - :
5. Click [Export].
6. Click [OK] twice.
) ) Export Device List ﬁ
7. Requested list is shown up. —_:,/ e
8. Double-click the data to save the CSV file. [ mmu
. | Fapart Divica List (6) A
9. Exported CSV file can be created. A P
et (1) £ (8) =3

PIOO2EI8E]

T o gl
SERVI_ALD. 5477
SERVI_MD_ 581

PARRIET
PEN10481
pOM410481

vice TzIM/R datl=iTag 10 [=]apoiancl='Senice (=0 tnerd=lan 1 adzlFet anlz]iost fedelsite ra
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O Use of % as a wild card: For example, if the customer names are registered as
ABC Germany, ABC France, and ABC ltaly, you can select all these names by
inputting ‘ABC%’ as the target customer in step 4.
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3. Exporting Lists
Reporting CSV

O At the center, counter data from all appliances is
saved for up to a maximum of 40 days.

U Perform the download as two separate
operations to obtain all the data.

+ Setrange A = -40 to -30 days
+ Setrange B = -30 to 0 days

No additional notes
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@Remote

Lol Sire: Mﬁﬂﬂ@

LOMGOLTT

+ Preinstaticd Appliw ©
! Appliuncs Beplacement

Maintenance
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3. Exporting Lists
ReEorting CSv

New Request For Counter-CSV 2

Fields marked with an asterisk - are required.
— Sarwi — foad

s )

&, (Comma)  © ;(Semicolon)

* Site Name [Ficoh Com HG =
* Target Month sneeons =| - | EnvR0E =

Search Range cun be designated for up o 2 month,

Op
Qustomer Name/ D IFWIMH Hame® !

U To get the data for all 40 days, do the operation twice.

No additional notes
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3. Exporting Lists
Supply CSV
O At the center, supply data for all appliances is
saved for up to a maximum of 30 days.

U Perform the download as five separate
operations to obtain all the data.

+ Setrange A = 0 to -6 days

+ Setrange B = -7 to -13 days
+ Setrange C = -14 to -20 days
¢ Setrange D = -21 to -27 days
+ Set range E = -28 to -30 days

Slide 191

O Basically, this is only for customers to which the toner replenishment service is
provided.
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Slide 192

3. Exporting Lists
. SupplyCSV_

@Remote -

= -

_ Fields marked with an asterisk are required.

LOGOUT
P P el Ji -~

¢ Armlissncy Ryplunsinent

—* Service ——
Search =
L %3‘,“1-
» Appliance
* Depifee

r Discornnected List

Counter CSV * SV Separatar
& ,(Comma) T ;(Semicolon)

* Site Name |Ricah Comp 1O =
* Srarch Renge [enmoes =] - [enweon =

Search Range can be designated for up to 1 week.

Service Call

+ Cull List

Firmuware Customer Name/1 i [CustomorNemaz |

Mainleramnes a

U To get the data for all 30 days, do the operation 5 times.

O Basically, this is only for customers to which the toner replenishment service is
provided.
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3. Exporting Lists
Call History

U Download Call History from the devices one by
one.

+ The call history for each device has to be
captured one by one.

Slide 193

O Basically, this is only for customers to which the call handling and/or toner
replenishment services are provided.
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@Remote -

Lamnd it forseat o]

LeiouT
Regiatration

3. Exporting Lists
Call History

Device Information

pdat ) (CalMistary ) DewicsStatus) (Com)

Arquested Srata

—_—

Qe T———
+ Pre-inatalivd Anphismes
+ Appinnoe Reploment

Counter £V
© Niwe Koyust

O You have to download
Call History CSV for each
device one by one.

Q It will take about 20
minutes to download call

Slide 194

history from 100 devices.

No additional notes
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4. Install the RC Gate S Pro

O Install the RC Gate S Pro software.

+ Install @Remote Enterprise Pro.

+ Activate @Remote Enterprise Pro and @Remote
Connector.

+ When asked to input settings, input the settings from the old
RC Gate (see step 1).

O Register the RC Gate S Pro with the @Remote Center.
+ When finished, inform the @Remote Center operator.
U Make the Device Discovery settings.
+ You must log in to the ‘Onsite’ menu.
U Make the Auto Discovery settings.
+ You must log in to the RC Gate S in CE mode.
O When finished, inform the @Remote Center operator.

Slide 195

O These steps are covered in the section on installation.
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5. Input the Appliance Information for Admin

0 At the Center GUI, log in as an Administrator (you need access to
the Administrator menu)

U Input the data from the screen dumps of the Appliance
Information for Admin that you made earlier.

Slide 196

O Input the data for each of the tabs.
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6. Unmanage all Managed Devices

(& Cammunication Sarver GUI - Windaws Intarnat Explarar LIoE
G- e x4l x 218
| Communication Secer GLT fi - B - D8 - G- - @

@Remote”
Load Site !ru?.lnm.lllrﬂ

LeMOUT
Registration
* New Registration
+ Preimstatlod Appliss
* Applianes Replasement

Search

= Discennected List

O Click ‘Device’ in the Search Menu.

Slide 197

O This is the reverse of the ‘Registering at the Center GUI’ procedure during
installation and registration.
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6. Unmanage all Managed Devices

) Search Device 2
s O)
* Installed Condition * Device Condition
& Not specified  Managed  Monitored = Not specified ¢ Found  Registered ®
T Service Depot Mame  |STG01 Inc Sve =

Customer Name/ID |
Appliance S/N [
Tag ID [
Device S/N [

=

i e L a PO IO A, o
Tag ID and Device 57N or enter “%~ into the Device 5/N Field as entire
deuvice search within the service depot.

Vendor  Ricoh © Others

& Not specified
Date Range (Start - End)

[2009p02/01 =] - 20090228 =]

¥ Search First AD Date

O Select “Managed” for Installed Condition and “Not Specified” for
Device Condition.

Q Input the Service Depot, Appliance S/N, and other search
conditions, then click ‘Search’.

Slide 198

O Device Condition: Some devices may be listed as ‘Found’. These also need to
be unmanaged. So, we must select ‘Not specified’.
O Installed condition: Monitored devices do not have to be unmanaged and re-
registered.
» However, the customer may want to compare the lists of monitored devices

made before and after switching over. To do this, you can use the device
list that was exported in step 3, and compare it with a device list made after

completing the switchover to RC Gate S Pro.
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Slide 199

6. Unmanage all Managed Devices

Device List @

2
UEdateDeuices) MunugeDeﬂices’ RegisterDevice* RemuueDeuiceg | P

JJ.Re&esy ’]7/1 Jum» Exgorg Sort...’

SEQ| Device S/N| Model Name Customer Nai Installe¢ Device | Dev M{ | Appliance S Ser F
1 | 3198610041 | RICOH;imagio Nec Omatatestl Monitarer 8911110111 | STG
2 | 3AB4E17496 | RICOH;imagio MP | Omatatestl honitared J7750300033 | STC
3 | 45071115657 | RICOHIPSIO MNxB5 Omatatestl Monitare: J7750300033 | 5TG
4 | 4501115657 | RICOHIPSIO NXG6 Omatatest] Monitare: 8811110111 | 5TG
5 | 4BAAN00004 | RICOHIPSIO SPC Omatatestl Monitare 8311110111 | 5TG
6 | 48AAD00004 | RICOHIPSIO SP C) Omatatestl Monitare J7760300033 | STC
7 | h004000001 | RICOH;Pro 1357EC Omatatestl honitarer J7750300033 | STC
8 | MACD0O0746¢ Ricoh Omatatest] Monitore 8311110111 | 5TG
8 | MACD000746¢ Ricoh Omatatest] Monitore J7760300033 | STG

O Make sure that “EDIT OFF” is selected.
O Select all devices.

O Click “Remove Devices”.

+ While the remove request for a managed device is being carried
out, “Removing” is displayed in the “Requested Status” area.

+ At the next polling (or after a Device Check Request Call is made),
the center requests the RC Gate to remove the device.

No additional notes
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7. Make a Call from each RC Gate

|PRAD [ Ell

| Top Page

nislligar Famots |

ateal
art
3 RO Oate Settings — @

¥ Awo Discavery

I e |

ElA=SRTangLE [ & Bt 7

a In the Maintenance menu of the RC Gate Ul, click[Maintenance] -
[Communication Server Calls] - [Device Check Req. Call].

O Then click Start.

Slide 200

O Make the Device Check Request call from each of the RC Gates to be removed.
» The Device Check Request call takes a very short time. A service test call
takes much longer, but you get a clear indication of whether the call
succeeds or fails.

O This prevents the need to wait one hour for the next polling.
There is no indication when a Device Check Request Call has been completed
successfully, or if it failed.

O If the procedure continues without a successful Device Check Request Call, the
RC Gates will still have registered device data in the memory when they are
disconnected and taken back to the service depot. So they cannot be installed
again at a new customer.

> If the Call succeeded, the device data is deleted from the RC Gates, and
they are returned to the same condition as when they were new.

O However, the @Remote Center has deleted the device data, so the same
devices can be registered again on the new RC Gate S Pro
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8. After Receiving the Calls

O After the Device Check Request call, check the
Device List again, to make sure that all devices
were removed.

+ |t may occur that one or more devices could not
be removed, and the device data remains at the
Gateway.

+ In this case, it is not possible to remove the
device on site, and only the solution is to ask IT/S
in R-Japan to delete the data.

U When all devices have been removed, notify the
field technician that device registration can begin
on the RC Gate S Pro.

O Normally, the device is online during removal. The RC Gate resets the flag in the
device to be removed, receives a response from the device, and reports to the
@Remote Center. Then the device is removed.

O If the device is disconnected, the flag will not be reset, but the RC Gate lists the
device as deleted, and this is picked up by the gateway and the center.

» Flag: 5816-209.

O But, if the RC Gate is disconnected, it cannot receive a remove device request
from the center. After 4 hours, the center times out, and removes the devices
from the center database, but not from the Gateway. The only solution is to ask
for assistance from IT/S in Japan to delete the records from the database.
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Slide 202

9. Remove the RC Gates from the Center

Search Appliance

Tearctyr Brarch Applare
@Remote™ ©)]
"EE] sitc information. Caa D
LOGOUT pof
Ragpistration N

= New Besistralisn

» Pre-imstatiesd Applignee

* Applionee Replocoment

* D
* Drisconnected List
Counter SV

" New Reguent
= Lint: Requented S5V

Supply SV

Q Click ‘Appliance’ in the Search menu.

O Input search parameters and click “Search”.

O The operation is similar to removing the devices, except this time we use
Appliance in the Search menu.
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9. Remove the RC Gates from the Center

earch-»Seanch Appliance-» Appliance List
@Remote’ Appliance List ?

ar Nar Applinnce ST Requast Num Service Depo Ad typ 3 Ste
1 M2271700004 | GSTGOI00AZ1Y STGON In: Swe: Emboddod

2z 1 S3260100030 | RSTGO1058106 S Embedded
eriter CSV 3 Omalstest] | 8911110111 | RSTGO1000001 & RC-Gale

4 Omalmtestl  J/7SU300033 | ASTGOTO0000 STGOT Inc: Sve RC-Gate

5 TestRCGate { JI7EI400186 | RSTGOIOO000! STGO! Inc Suc RiC-Gate

€ New Reguent
© List: Reguested G5V

Supply CSV
B New Regueal
B List: Reguested G5V

O Make sure that ‘EDIT OFF’ is selected.
O Select the appliances and click ‘Remove Appliance’.

O After a RC Gate has been removed at the Center GUI, ask the
Siide 203 technician to disconnect it immediately.

Timing for disconnecting the RC Gates at the customer site

O After removing a RC Gate at the Center GUI, the RC Gate becomes initialized
(like a brand new RC Gate). All 3 LEDs become lit (this is the ‘shut down’
status). Then the RC Gate can be disconnected and taken back to the service
depot.

O If a RC Gate could not be initialized after removal at the Center GUI (e.qg.,
because it is disconnected), the RC Gate is still active and may send data to the
gateway if still connected. This will cause a problem at the Gateway when an
unknown RC Gate (already removed at the Center GUI) sends data to it. So,
after a RC Gate is removed at the Center GUI, the field technician should
disconnect it immediately.

O Note that for Global Major Accounts and other large customers, RC Gates may
be installed in different locations, or even in different countries. It is necessary to
organize technician visits at the time of removal from the Center GUJI, in order
to disconnect the RC Gates at the correct time.
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10. Register the Devices on the RC Gate S Pro

=1 Logaut

ication Gate 5 Pro @R onnector

X ct

|F‘l Initial Settings

B Auto Discovery Setting Wizard

B Device Firmware Update Sethod Setting Wizard
,§ RC Gate and Device Sattings

R Gate and Devien Settings

U Register the devices on the RC Gate S Pro, using the
Device Registration Wizard.

Slide 204

O Device Registration Wizard: This was explained in the section of the course on
Installation.

O It takes 13 min. of processing time to register 500 devices at one time.
» So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.

» And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a
half hours.

» Each registration operation can handle up to 500 devices, so you have to
do up to 2 operations for the RC Gate A, or up to 10 operations for the RC
Gate S Pro.

204



RICOH

RC Gate S Pro Training

Slide 205

11. Check the Device List for the RC Gate S Pro

During the Device Registration Wizard, the RC Gate S Pro
contacts the @Remote Center with the new device data.

So, the device list at the Center GUI for the new RC Gate S
Pro should contain all the registered devices.
Check this list.

+ Compare it with the exported device list CSV files that you
made earlier.

Make sure that all devices are registered and Managed
+ [f any failed, investigate, and try to recover.

If some devices still cannot be registered and Managed,
wait one day and try from the @Remote Center with
Remote Registration (see the next slide)

O Each registration operation can handle up to 500 devices, so you have to do up
to 10 operations for the RC Gate S Pro. Before you give up and go on to remote
registration, make sure to finish all operations first.

205



RC Gate S Pro Training
RICOH

12. If Needed, Make a Call from the RC Gate A

Remate Communication Gate $ Pro @Remate Connector = e

s tarmngy

Spoly || Mestern
Top Page

O In the RC Gate Settings menu of the RC Gate S Pro Ul, click
Inquiry Call.

O Then click Start.

Slide 206

If some devices are listed as Found, ask the field technician to make an Inquiry
Call from the RC Gate S Pro.

O This prevents the need to wait one hour for the next polling.

O After registering devices with the Device Registration Wizard, they are also
automatically registered at the Center GUI. However, some may still be in the
Found status. If so, an Inquiry Call from the RC Gate S Pro will change them
from Found to Registered. If that fails, then the Center GUI operator will have to
register them manually, and then another Inquiry Call will be needed.
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13. Remote Registration

O Wait until 24 hours have passed since the Auto
Discovery Settings were made in the RC Gate S
Pro at the customer site.

U4 Check the Device List for the RC Gate S Pro.

+ |f some devices are still not registered and
Managed, make sure that all the devices are
listed as ‘Monitored’ or ‘Found’.

+ |f any devices are not listed, check their condition,
and recover them.

U Register the devices.

Slide 207

O We use Remote Registration to try to register devices that are still not registered.
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14. Register the Devices

O After you finished this step, wait for at least an
hour (until automatic hourly polling is done).

+ There is no technician at the customer site to
make an Inquiry call this time.

U Then check the list of registered devices.

+ Compare it with the exported device list CSV files
(from slide 1).

O Make sure that all devices are registered and
Managed

+ If any failed, investigate, and try to recover.

Slide 208

No additional notes
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15. Retrieve the Old Device Information

U Import the device information from the old RC
Gates.

+ Import it from the Exported Device List CSVs that
you made in step 3.
+ You need the Export Device List: Simple

Slide 209

No additional notes
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15. Retrieve the Old Device Information

Device Information

_ Device Information __& (tpdete) Collitutery ) Device Statsn) Comm) s
ipdete | Cull Mistary | Device Status | Comm | L# baci ]

—

=

- -
..... e

ctor Bl Addre Basep Device I
- information is i
all blank. T
Data when registered on Data after registering on
the RC Gate the RC Gate A

No additional notes

Slide 210
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w (5)  m—

Export Device List

If import
menu is
used
A | B e o | e ||
1 |Appllance S/M  Device S/ Locaton  TaglD  Device AdrDe
2 g G400 86 KB1 ooEnH Mireaplis 100 Max. 125
a 177 G086 M TAGR462 Daliss. 200 Travie. 138
4 |77 40088 MET TI200067 Mew York, 300 Okda L1
5 1 G001 80 MAC 001 CatBadtl  Los Angels 400 Frank 444
6 |77 8400185 VIS BI100T9  Spring Feld 500 Simpsan 333
T_lmy G0 BE V24 BI2001 16 Chicagn GO0 Jrcdan 34l
Slide 211

15. Retrieve the Old Device Information

You don’t
need to

retype device
information.

S N
‘Remote (4) Update Device Igfo. by CSV Import
)

If it is imported

No additional notes
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15. Retrieve the Old Device Information

Export Device List! Simple

Device Information

| T

Hpdote) . Caliifistory ) Decive Statun)  Comen )
T = 1 153 T = —  -—
1| Apgliance: S/N Darvice 5/ Location  TaglD  Divice Adr
T TR T TR T T
3 |77 GOMDOIBE M1 TEE0Z4EZ  Calke 200 T ravis
4 |7 Go400186  MST 7200057 Mew Yark 300 Olivia
5 |77 B0MDMSS  MAG O0110sbBsBES  Los Angels 400 Frarik
6 |77 GMOMES WIS BTN0079  Spring Fleld 500 Simpaon
T LRt ANErTIT AR wod ATHINA Ciniraon A0 hrian -
] E I = I Ll I 1 I ] ]

Device AdrDevice AdrSupphy AdrSupply Adn S upply Admr

LI L pa = 118 = T
1357-887Etravis®usa Stereo
5667-88670lvia@usar Jecica
4444 -555E frank@usa. Rabbit
33334444 marge @usa Wil
3456—874€ mj@usa. ne. tiger

L= A 1= i)
3456-897€ stphi
8765-0987 pcica
3334444 -animal@us
3456-873E will@usa.co
1234-587€ woods@usz

e

=

TagID

Dwutoe Adm

fee Adm

T =
[ Motel MoteZ MNoted J
july une march
~an Feh War
Apr Itz Jun
+0ct Mor Dec
desk chair routh
shaskethall 1234 waork.
Slide 212

fouBhusa g i

by
=

All editable fields in Device Information
can be exported and imported.

T T

No additional notes
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15. Retrieve the Old Device Information

1. In the exported Device List: Simple CSV, change the Appliance S/N
from the old RC Gates’ S/N to the S/N for the new RC Gate A, and other
information if necessary.

2. Click “Update Device Info by CSV Import” in the Maintenance menu of
the center GUI.

3. Select the Site Name. —
4. Select the CSV file to import.| =~ ...
5. Click [Update Device].
©Rempte- _ (5) Update Device Info. by CSV fmport
6. Open the Device List in the — ; - _
CenterGUI, and check that == Clp—
all updates are correct. a—
1 f-u.iiaruugfi\' glz S-EIN 'l_'u..-f_-u 'umrf\ | vr il e T
21/.m ANOO0N2 | LAD-11310 Ohemard 10F - A
3 |16 41000012 | M Tan0zan2
418 41000012 | ATO 59517004 abc
506 A1 0002 | 558 080N Tokyo ABG
S @ e
Slide 213

No additional notes
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16. Make Sure that M/R is Correct

The M/R dates have all been reset to 1. They must be set to the

same values as they were when registered on the previous RC

(Gates
- — __Device’ Bpecific WR Dates g Data when registered on
Update Dewic ;s & have been set. the RC Gate
o< Wovs - Vo ) Expart) Sore..) Find.. GFF =1

InstaBud Duvics Coi Darics 1)

17750400186
17TRI409106

7 Te0a001 06
7 m0a00 86

Device List 2

SEQ Device SN Model Hame  Customer Installed Device Cor Device T Appliance S
1 ks N FICOH Afcio 324 ABGUSA | Managed Flegiatersd | HTTES |1 || sssmoonFo
2 MD17BE02462 RICOH AScio MP. ABC LUSA | Managed Regitered  HTTFS 1 S56010001FD
3 | mserzzonns? RICOH Adcio MP ABG USA | Monaged Flegistored  HTTFS |1 |l ssenioooen
. . 4 | MACO0110ab9abbS | hp color Lasere ABC USA | Managed Regstered SHMP 1 S56010000FD
Data after reglsterlng on & | Visanio0es RICOH Adcio MP ABG USA | Monaged Flegistered  HTTFS | 1 S560100017D)
the RC Gate A 6 VI4ETRO0116 RICOH Afcio MP ABC USA, | Managed Fegistensd 1 S56010001FD
b

M/R Dates are all reset set to 1.

Slide 214

No additional notes
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16. Make Sure that M/R is Correct

Using Export Device List: Detalil =
/y MR date T (1)

I — 5 o o T & 1 (1) Cag v 10]1 Select and Copy
1_[Dovice 5/0 Mode! tame Customer (Instalid CxDovice Coi Dywice © Tag L .

FS1OO0ETIN MCOH Afice 32450 ABG USA Maraged  Reghterd HTTPS +7] . T 1012 the “M/R Date”

2 Evport Device List: Detail Ropsiiis 20] ocsm000 760400188 s |
4 | s jutprnct HTTPS 30059500 TTA0AD0H
XPOE Device List: Detal Fgatarma SHIE 1| 4ncesacn Jrrececo as 1]: column (Column
VISEI0070  RACOM Aficio MP CINABC USA Maraged  Pegitersd HTTPS 28] soocansn Tt as [
V2487200116 FICOH Aficio MP C2Z5IABC UEA Wrﬁl::d Flu::umu HTTFE BO08BH00 JTTHM001 86 2; £ G) from csv data.

(2) Set [EDIT ON] (3)

Device List

L Uirdot Lvwives Lidanuye troviov: Litwyiztor Lrevive: Lttnove ovice: |
ODOED o b & &
BEG Duice S/ Model Home | Castamos tnstalind Divice Cor Dirvice

FEI0002719 | RUCOH Alcio 124 ABC USA  Masaged Fagaared HTTFS
M) PBEOZ4EZ | RICOH Alicio MF! ABC LISA | Managed Regatersd | HTTFS

- column in the GUI
. display.

(8

)

1
METTTZ000ET | FICOH Alcio MP ABC USA  Managed Regetered | HTTFS [ (5)
MACD0110sb8 hp cobor Laserle) ABC LISA  Manoged Fagmiored  SHMP
VISITID07S | RICOH Afitio WP ABC UEA  Managed Fagetensd HTTFS

VZ4BTZ00116 | RICOH Afcio MP ABC LISA | Managed Regriensd

I IFSEE

(6)

- Paste the “M/R Date’\

- Set back to [EDIT OFF].

! Click [Update Devices].

Can easily edit M/R Dates for a max. A /
(gf""’m 500 devices in one operation. Click [Update].
 Lipsdate Devices | vices) Rrpister Dovices) Revose Devices) Update Devices '
LD L) ety [ D D S
|‘“T.::3'-" e e i

Modal Name | Customer Iesinlied Diven Cos Drien Ty ML - Apphascn 58

BEQ Devicm SN
SHLe'z L1 R

No additional notes
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Slide 216

Migrating from RC Gate to RC
Gate S Pro

Setting Up ACL for a Global Major Account
with RC Gate S Pro

O This procedure shows how to set up ACL for the general technicians at a service
depot. It is not for setting up ACL rights for specialists who perform special tasks
(such as working with the Maintenance menu on the Center GUI).
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Site ACL and Service Depot ACL

Overview:

When several devices are migrated from multiple RC Gates in different
countries to one RC Gate S Pro, and the RC Gate S Pro needs to
manage devices among different countries, a specific ACL set-up may be
required in the center GUI. This is to make cross-border support possible.

1. Normal Case 2. Global Account Case
Under the same operating company (same country) Expanded for several countries
P !
A - “Host Depat [~ 100
Site Global Site inUSA L l
epo i
P = | Depotu Dovica A\
Y — in UK
(oo
)
Depot |
in Italy —
oo ]

-

No additional notes
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Site ACL and Service Depot ACL

Q In general, managed devices must be registered within the same site as the
Appliance.

O To meet global accounts requirements, a cross-border site must be set up, to
enable the assignment of its service depots that are located in different
countries.

+ For example, Site Name is “Global Site” located in the USA, and two Service
Depots are registered under the Site: “Depot U in UK” and “Depot | in Italy”.

Q Itis possible to acquire device data using the Appliance in the USA as long as
the Appliance manages these devices, even though the installation sites of the
devices are in a different country.

d However, to maintain toner replenishment and call handling services, and/or
RFU, it is necessary to entrust the required work to a sales company located in
the same country as the device.

Q To make this possible, ACL settings at the center GUI are important.

+ For example, a person in UK may be responsible for devices in UK, but does not
require access rights to manage the appliance and devices in the USA or devices
in Italy.

Refer to the following procedure, to set the appropriate access rights (ACL) for

the technicians.

Slide 218

No additional notes
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Site ACL and Service Depot ACL

When you install a RC Gate A/S Pro under a Global Site, the regional manager must set
appropriate ACL for all responsible persons at the Service Depots in different countries;
1. Global Site ACL: Set to “Reject”. _ With this setting, they cannot operate anything related to the Appliance.

2. Their own Service Depot ACL: “Read” or higher.4mmm With this setting, they can operate the areas of the
center GUI related to the devices they are
responsible for, but no others.

- If they want to edit Device information etc., you need to set their Service Depot ACL as “Write” or higher.

- You don’t need to give them any ACL for other Service Depots, just “No action”.

For a technician 1.”Reject” For a technician 1. Re]eCt
at Depot U . ) at Depot |
2. “Read” 3. No action
. Host Depot __ or higher
Global Site T ies Global SiteT o8t Depot — @
| | —_
Depot U Depot U Device h
in UK ﬂ - in UK -
2 Device B
Depot | Depot |
in Italy & ﬁ;;
3. No action 2. “Read’
Slide 219 or higher

O No action: For example, UK technicians need no service depot ACL setting in the
Italy service depot
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How to set Site ACL

Procedure:

1. To set Site ACL
1-1. Open Site ACL in Maintenance menu of the center GUI.
1-2. Select the Site Name in your area.

1-3. Click [Add Group].

This procedure shows
how to allow
responsible persons to
access only the devices
in their country.

Slide 220

W Lishi Reguateal €351

Serwice Call
+ Cundl Lint

Firmuears
+ Firmerare Misin

+ Servive Depet ACL
+ ol Kl
+ Sotution

+ Cobemifar
+ Cortiffontion

No additional notes
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How to set Site ACL

1-4. Input the Group Name; e.g. “Local User”.

1-5. Select ACL as “Reject” in ACL Info.
- Select Dev as “General”

1-6. Select check boxes in accordance with the role of the technicians in this group.
- Don'’t need to select the [Mt] check box.

1-7. Click [Apply] ,and click [OK] twice.

Maintenance->Site ACL Search->Add Group

Add Group 3
) am
Site Name EGlubaI Siie(A\ <
(G'roup Name Local User
(5) ACL Info (6)

(o [Er— ) (7 #2_© R ol @) o
Dev |General -

Add Group Add Group E‘
\?‘) Are you surs? A eta s e
s |1

Slide 221

Go back to the Site ACL Search window, then select and double-click the Group Name.

No additional notes
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How to set Site ACL
1-8. Input the User ID of the technician in the “User ID” box.
1-9. Click [Add], and click [OK] twice,
1-10. The user is registered in the User List.
Repeat the above steps from 1-8 to register other members’ IDs in this group.
e Gl W b EE
(¢] B b e megertricsh comitaging MainSersie T Blanget Fisg=) 8] = Bl
W g g Communication Sarver GU B-82 & o-8-ng
@Remote Add/Modify Site ACL 3
oot =) S ) am
Site Mame Global S
LOGOUT Group Name | Local Usar
® i oot g5y ’:‘:‘rﬂe — < #w o ca Add/Modify Site ACL ¢
=7 ow_oes A L deply ) AdiUser ) Deleestier ) arD
PR T P SiteName  |Giobel Sng
+ Firmasare Main Group Name |Local Usar
= = [Gratisns (o ACL kg
Add/Modify Site AGL At [Fupeer Y] FMRFRpRCMFS T
Dev [Gorenl =]
B e e
—r e oo _Add )
PRI Add/Modify Site AGL [X] {0) e
\ \i‘) Data is added [SE0_[Usem TUsariams [egerizsicn T
Admrinistreator I~ / 1 oo Usar A F00O00OK K000 HO00000E ' a3
L2 AR ——
Slide 222

No additional notes
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how to give the
necessary Service
Depot ACL level to
responsible persons of
the Service Depot U in

operate devices
registered under the
Service Depot U, but
should not see the
Appliance (RC Gate A)
in the USA or Service

;\ Depot | in Italy. J

How to set Service Depot ACL

2. To set Service Depot ACL
2-1. Open Service Depot ACL in the Maintenance menu of the center GUI.
2-2. Select the Site and Service Depot that you want to set.

2-3. Click[Add Group]. g
This procedure shows i 4

Masdenances e bepct Ikt

(3) Service Depot Select 1

W Lint: Roguatod O30

Sevice Call
© ol Ling

They must be able to i

i
- Limbite bpi e,

* Eoxpmort Devive Lint

Addninistrator
* Applnce

[Gicbal See

it

-

No additional notes
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How to set Service Depot ACL

2-4. Input the Group Name; e.g. “UK member”.
2-5. Select ACL as “Read” or higher in ACL Info.
- If they will edit device information, and/or input Solutions in the Call List menu, select “Write”.

2-6. Click [Apply], and click [OK] twice.

2-7. The Group Name is registered in the ACL Group List.
Repeat the above procedure to register different groups for this Service Depot as necessary.

e Seriios Dapot Select-s A R
(6) Add Group 2
' Avply ) Service Depot Select ®
Site Name Global Site | Search | _AddGroup ) DeleteGroup)
Service Depot Name | Degot U * Site Name Giobal She

AQLInfo (4)

(7) * Serwice Depot farme [ Degot U =l

|:tr'rUupA'qn.r |\ member 1 I 5
)

Add Group |X|

\?‘J Are you sure?
TR
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[486 [ Grouptiams AL
£ [Tr=r=rg] Wine J

P
Service Depot Select »

ot Ste

am [Dmpot U

No additional notes
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How to set Service Depot ACL
2-8. The result after making groups in 2 Service Depots.
Maintenance Service Dapot Select.
For Depot U 5
Service Depot Select 2
Search D Add Group ) Mmmg)
* Site Name Glokal Site ~|
* Service Depot Name |Depot U B
ACL Group List CSelectall ) Wnselectall)
[sEa [ GroupName | ACL
1 UK member 1 Write
i 2 UK member 2 Read
Mamtenance->Service Depot Select
For Depot | _
Service Depot Select 2
Em@ ) _Add Group ) Delete Grnge’

* Site Name Global Site ~|
* Service Depot Name | Depot I -
AGL Group List _SelectaAll ) UnSelectAll |
[sEa [ GroupName | ACL

Ak Italy member 1 Write

1|2 Ttaly member 2 Read

Slide 225

O In the above example, we have made two groups in the UK service depot, and
two groups in the ltaly service depot.

O In each depot, we made a group for users with read status, and a group for
users with write status.

O Now we can add users to each group, as shown on the next slide.
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How to set Service Depot ACL

2-9. Select and double-click the Group Name.
2-10. Input the technician’s User ID in the “User ID” box, then click [Add].
2-11. User A is added to the User list.

sl —

Service Depot Selaat v g
2 . — s = D0 - i et TRl i
\__Search ) _AddGroup ) DeleteGroup) Ly b LR
* Site Name ‘G!nbaISile -

* Service Depot Name |Depot U

ACL Group List

|1 UK member 1
memeeT (9)
e
Add/Modifyy Service Dej
_Apply . AddUssr ) Deletelser ) .

Slide 226

3 In this slide, we register a user for the UK service depot.

O We can register users for groups in Italy after we change the Service Depot
Name to ltaly.
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Slide 227

Troubleshooting

Database Crash Problems

No additional notes
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Overview

O This section explains how to recover databases on a server PC
that crashes when an error occurs with the RC Gate S Pro
@Remote Connector.

+ When the server PC crashes, database files can be damaged, or
there may be data discrepancies with the @Remote database, or
other problems.

3 Version 1S01.01:

* Previously, if any of the errors listed below cannot be cleared with
a stop/start batch file or rebooting the server, you must
uninstall/reinstall the entire program, do the reactivation, and then
do an Appliance Replacement (Restoration).

» SC700/900 occurs repeatedly
» Pink screen
» Cannot login to the @Remote Connector Ul

+ However, a short-term workaround was introduced, with a batch
tool, so you can fix these common @Remote Connector errors
without having to uninstall/reinstall the entire program or do a
reactivation.

O Version I1S01.02:

* In most cases, the system automatically recovers from this type of
error.

¢ See the next slide.

Slide 228

O This procedure was introduced as a technical bulletin (RM371002).
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Overview

O Version 1S01.02 can recover automatically in the
following cases (server replacement is not
required)

+ 1. If the database crashed due to Windows being
shut down without using the batch file.

+ 2. If the database crashed due to Windows being
shut down while the stop batch file does not
function (@Remote processing was still in
progress).

QO Please note that even Version 1S01.02 may not
recover in the following case, and server
replacement will be required.

+ |f the database crashed due to the server PC
being unplugged without doing the shutdown
process.

Slide 229

No additional notes
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Symptoms

Case 2:
Case 1: Shortly after starting the @Remote
After starting the @Remote Service, the Service, “DH AtRemoteService” turns to
Ulisn’t displayed . OFF.

T
De fon pe e
-« B @ER EE -

mmmmmm . s | Sune | Seng® =]

\ tueted TR

Slide 230 230

O This slide shows typical cases in which recovery will be needed.
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Version 1S01.01: Old Procedure

1. OS shut down without batch files M
2. OS Shutdown during Center Registration/
Device Registration & Removal nes

3. Unexpected OS Shutdown
(Power loss / Blue Screen) Recovey

1. Backup Onsite Data with Management Tool
2. Backup Authentication Data with Authentication Manager

3. Uninstall RC Gate S Pro

DB Support Files Crashed
(index files / transaction log files)

4. Install RC Gate S Pro again

5. Restore Onsite Backup data with Management
Tool

Must re-install RC Gate S
Pro and backup/restore the
onsite data

6. Restore Authentication data with Management
Tool

7. Activate @Remote Service with new key.

8. Register the ID2 of the new RC Gate S Pro for
replacement on the @Remote Center

9. Register the new RC Gate S Pro at the Center again
& restore the Center Data

Slide 231

231

O This slide explains what had to be done before the new procedure was
implemented.

O It was necessary to uninstall and reinstall RC Gate S Pro, which could cause
problems.
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Version 1S01.01: Short-term Workaround

1. OS Shutdown without Batch Files 3/5 times

1/5 time:
2. OS Shutdown during Center
Registration/Device Registration & Removal nes

3. Unexpected OS Shutdown
(Power loss / Blue Screen)

DB Support Files Crashed
(index files / transaction log files)

1. Stop @Remote Service
If it doesn'’t stop correctly, stop the processes using the
Task Manager

2. Remove crashed files
3. Start @Remote Service

Provide a Batch Tool to
perform this step

{("_) : Measures that will be taken |
Slide 232 e 232

O This slide explains a short term solution that was developed for this problem.
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Version 1S01.01: Short-term Workaround Procedure

1. Execute tool¥atremote_stop_manual.bat” 1-1 Try stopping Onsite Services using the
to stop @Remote service. NOT | Management Tool

SIOPPEY| 1.2 Try stopping the At Remote Platform
2. In the Windows Services Console, check to Process (java.exe) using the Task
see if “DH AtRemoteService” has been Manager
stopped. See the next slide

1-3 Try stopping the At Remote H2 DB
Process (java.exe) using the Task -
Stopped Manager

See the next page

1-4 Start Onsite Services using the
Management Tool

3. Remove the crashed files.
4. Copy the batch file provided into the tool

folder.

Example of folder location:

c¥Program Files¥RMWSDMEX¥tool

5. Execute “tool¥atremote_recover_db.bat”
Note: This batch file will create back-up files
for the DB Support files and then delete the
original files.

6. Execute “tool¥atremote_start_auto.bat” to

start At Remote Service. J

Slide 233 233

The order of these
steps is important!

O This slide shows details of the recovery procedure, using the batch file
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Version 1S01.01: Stopping @Remote Processes

The order is important!!

[ windoms Task Maneger N ||
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v
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How to identify each process?
The Platform Process Thread Count is much higher than the
H2 DB Process.

Usually, the Platform Process Thread Count is over 100.
On the other hand, the H2 DB Process Thread Count

is around 10 - 20.

Turn ON this option to show If only one “java.exe” process appears, simply stop
all processes. this process.
Slide 234 234

O This slide explains steps 1-2 and 1-3 on the previous slide.
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Version 1S01.02: Long-term Solution

These cases will be
covered fully.

Prevents the DB files from crashing:

- Starts/stops services correctly without batch files

(No need to start/stop batch files anymore)

- The RC Gate S Pro accepts the stop request even
during Center Registration/Device Registration & Removal
To provide against damaged support files:

- If DB support files crash while the service is starting, the

system removes these files internally and starts the service

Slide 235 235

O This slide explains what will be implemented in the long term (for the RC Gate S
Pro Mk 2 [also called version 1S01.02]) to solve this problem.
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Both Versions: Additional Information

Root Cause w ( Detail Cause
| ] DB Support Files Crashes

[ 1. 0 Shutdown without Bateh File |
(index file / transaction log file)

DB Contents File Crashes

2. OS Shutdown during Center Registratiopn/
Device Registration & Removal

|

3. Unexpected OS Shutdown
(Power down / Blue Screen)

|

- All cases of DB crashes reported so far have been
caused by crashed DB support files (index files,
transaction log files). Therefore, the improvements
described above will solve most cases.

However, these files can also crash due to an
unexpected OS shutdown (caused by power loss or i N .
other unforeseen factor). In such cases, if the RC Gate S Provide Tool for identifying
Pro cannot recover, it may be necessary to replace the the processes to stop

server.

Without re-installing RC Gate S Pro &
backup/ restore the Onsite data

236
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O Server replacement means uninstall/reinstall the entire RC Gate S Pro program,
and re-activate and then perform Appliance Replacement.
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Slide 237

Troubleshooting

Problems with SQL Servers

No additional notes
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Symptom

U Reported symptom and cause in version 1S01.01:

+ When an SQL server restarted because of
Windows Update, the @Remote Connector
service will be terminated if @Remote Connector
accesses the SQL server, but without response.

+ After 5 times of retrying, @Remote Connector
suspends the service. If this occurs, it is
necessary to restart the OS to resume the
service.

Slide 238

O After each failed re-try, @Remote Connector generates SC900, then restarts the
service. Then, when it cannot access the SQL server, it generates SC900 again,
and so on, until 5 retries have been made.
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Solution for 1S01.02

U After modification is applied:

+ When Mk2 @Remote Connector does not receive
a response from the SQL server, Mk2 monitors
the SQL server every 30 minutes for a total of 3
hours.

+ [f MKk2 is able to access the SQL server, it
resumes the service automatically.

Slide 239

No additional notes
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