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O This training course assumes that you are familiar with the previous model ‘RC
Gate’.

Modifications to this TTP
3 January 29 2010
» Modified slides (old numbering)
9, 34 (notes page only), 37, 59, 87, 94
Slides 72, 73, 74 (old numbering) - deleted
» Added slides
After slide 32 (old numbering) - 2 slides added
After slide 37 (old numbering) - 1 slide added
After slide 87 (old numbering) - 2 slides added
After slide 90 (old numbering) - 1 slide added
After slide 92 (old numbering) - 1 slide added
O February 3 2010
» Modified slides (Jan 29 numbering)
99 (slide replaced)
O March 52010
» 99 (slide edited)
3 March 24 2010
> 85 (last paragraph of slide corrected)

O June 22 2010: New slides added to the user code counter section, and changes
made to the other slides in this section. Ten slides in this section now, plus the
title slide.

3 July 7 2010: Slide 110 — Note *5 added, Slides 82 and 83 inserted (ping
connection), Slide 9 (REST protocol and Cosmos — not used), slide 91 (text
added) y
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Overview of the Course
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No additional notes
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Sections in this Course
O What is RC Gate A?

U Comparison with Previous Products
U Installation

U New Features

4 Correct Turning Off Procedure

U Replacement Procedures

U Troubleshooting

U Migrating a Customer from Multiple RC Gates to
an RC Gate A

No additional notes
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What is RC Gate A?
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No additional notes
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What is RC Gate A?

O The RC Gate A is a desktop external appliance.

Q Itis the successor to the RC Gate.

Slide 5

No additional notes
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Options for the RC Gate A

U DIMM: Allows the RC Gate A to handle user
counters.

O SSD (solid state disk): Increases the maximum
number of managed devices from 100 to 1000.

+ The DIMM must also be installed, or the SSD will
not work.

Slide 6

No additional notes
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Comparison with Previous
Products

O We include the RC Gate S Pro also, for reference.



RICOH

RC Gate A Training

Major Specifications - 1

4 Max. number of Monitored devices

¢ RC Gate: 500

+ RC Gate S Pro: 5000

+ RC Gate A: 500 (standard), 1500 (with optional memory)
U Max. number of Managed devices

¢ RC Gate: 100

+ RC Gate S Pro: 5000

+ RC Gate A: 100 (standard), 1000 (with optional memory)
O Periodical reboot

+ RC Gate: Adjustable; Weekly or Monthly

+ RC Gate S Pro/RC Gate A: Unnecessary
0 SNMP Version

+ RC Gate: SNMP vi1/v2 only
+ RC Gate S Pro/RC Gate A: SNMP v1/v2/v3

Slide 8

O These are the most important differences from the RC Gate.
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Major Specifications - 2

Communication Protocol

+ RC Gate: SNMP/SOAP

+ RC Gate S Pro/RC Gate A: SNMP/SOAP
Communication Method (between appliance and center)

+ RC Gate: SMTP (1-way) or HTTPS (2-way)

+ RC Gate S Pro/RC Gate A: HTTPS only
Appliance ID2

+ RC Gate: J77 / (J76)YmmO00001

+ RC Gate S Pro: S5600000001

+ RC Gate A: V7800000001
System Log

+ RC Gate: 4KB

+ RC Gate S Pro: 500MB, RC Gate A: 2MB
Communication Log

+ RC Gate: 64kB

+ RC Gate S Pro: 10MB, RC Gate A: 2MB
Security Log

+ RC Gate A: 2MB

O These are the most important differences from the previous model ‘RC Gate’.

O SOAP: Simple Object Access Protocol
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Major Specifications - 3

O When an Appliance SC occurs

+ RC Gate: Will reboot.

+ RC Gate S Pro: RC Gate S Pro itself does not
reboot, but the internal @Remote service will
reboot.

+ RC Gate A: Will reboot.

Slide 10

O These are the most important differences from the previous model ‘RC Gate’.
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Installation

Overview

This section will explain the main points about installing a RC Gate A at a

customer site.
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A Summary of the Steps - 1

U Step 1. Customer Pre-Survey

+ To gather the necessary information for the
installation

+ Will the machines be ‘Monitored’ or ‘Managed’?

+ How many RC Gate As will be needed?

QO Step 2. Pre-Register the RC Gate A, using the
Center GUI

+ To issue a Request Number for the RC Gate A
U Step 3. Device Configuration

+ To check that the machines can be connected to
@Remote.

Slide 12

No additional notes
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A Summary of the Steps - 2

Q Step 4. Install the RC Gate A at the Customer Site

+ Install the RC Gate A unit and the options requested by the
customer.

+ Connect the RC Gate A to a PC, so that you can make
settings on the RC Gate A.

+ Connect the RC Gate A to the customers LAN and set up
the network settings

¢ Connect the RC Gate A to the @Remote Gateway, to
register the RC Gate A with the @Remote Center

QO Step 5. Register the devices that are connected to the RC
Gate A(s) that you just installed
+ In the RC Gate A Ul, use the Device Registration Wizard or
the Auto Discovery Wizard
+ |t will be necessary in some cases to also register the
machines with the Center GUI

No additional notes
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Installation

Step 1. Customer Pre-Survey

No additional notes
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Managed or Monitored Devices

O RC Gate A with no optional memory
+ Maximum managed devices - 100
+ Maximum monitored devices - 500
+ Maximum total devices - 600

O RC Gate A with optional memory (DIMM plus SSD)

+ Maximum managed devices - 1000
+ Maximum monitored devices - 500
+ Maximum total devices - 1500

O RC Gate

+ Maximum managed devices - 100
+ Maximum monitored devices - 500
+ Maximum total devices - 500

0 RC Gate S Pro

+ Maximum total devices - 5000 (any mixture of managed
and monitored)

+ This is a theoretical specification, but in practice the RC
Gate S Pro can probably handle many more devices than
this

O For the RC Gate A without memory, the number of managed devices is fewer.

O To manage more devices, the optional DIMM and optional hard disk (SSD: solid
state disk) must both be installed. The SSD cannot work without the DIMM.

3 If only the DIMM is installed, the RC Gate A will be able to handle user counters.

15
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How Many Units do | Need?

No Optional Memory

How Many Managed Devices?

100 or fewer 101 to 200 200110300 | ————-—
How Many Monitored How Many How Many
Devices? Monitored Devices? Monitored Devices?
=500 5:330'0" > 1000 <1000 > 1000 <1000 > 1000
",/’ { :,-:»'-"" == == l,- ;,-ﬁ) = =
One Two Three or Two Three or
Unit Units more Units more
Units Units
Add one Unit Add one Unit Add one Unit
for every 500 for every 500 for every 500
Meonitored Monitored Monitored
Devices Devices Devices

Slide 16

I

Add one Unit
for every 100
Managed
Devices

O Keep in mind that the customer may remove some of these machines or install
some new ones. So you may need to change the number of RC Gate As at the
location.

16
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With Optional Memory

How Many Units do | Need?

How Many Managed Devices?

Slide 17

1000 or fawer 1001 to 2000 2001103000 ————— Add one Unit
for every 1000
How Many Menitored How Many How Many Devices
Devices? Monitored Devices? Monitored Devices?
<500 5100"0"? > 1000 <1000,  >1000 £1000)  >1000
One Two Three or Two Three or
Unit Units more Units more
Units Units. Units
Add one Unit Add one Unit Add one Unit
for every 500 for every 500 for every 500
Monitored Menitored Meanitored
Devices Devices Devices

O Keep in mind that the customer may remove some of these machines or install
some new ones. So you may need to change the number of RC Gate As at the

location.
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Installation

Step 2. Pre-Register the RC Gate A, using
the Center GUI

Slide 18

No additional notes
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Registering a New Device

U Login to the center server.

+ Make sure that your PC has the required settings
to access center GUI.

+ Make sure that you already have your ID and
password to login to the following URL:
https://rcg.support.ricoh.com/atremotecenter/Main

Servlet

O In the center GUI, click “New Registration” in the
Registration menu.

+ Input the necessary information.
U Click “Register” to obtain a Request Number.

* The technician needs this number to install the
RC Gate A at the customer site.

O This slide is an overview of the steps. The procedure is the same as for the
previous model ‘RC Gate’.
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Installation

Step 3. Device Configuration

No additional notes
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Can the Device be Connected to @Remote?

O This is the same as for the previous model ‘RC
Gate’.

Slide 21

No additional notes
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Installation

Step 4. Install the RC Gate A at the
Customer Site

Slide 22

No additional notes
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Overview

U In this section, we will:

+ Install the RC Gate A unit and the options
requested by the customer.

+ Connect the RC Gate A to a PC, so that we can
make settings on the RC Gate A.

+ Connect the RC Gate A to the customers LAN
and set up the network settings

+ Set up the RC Gate A settings, then register the
RC Gate A with the @Remote Center

Slide 23

No additional notes
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Preparation

U Bring the following items to the customer site:

¢+ RC Gate A
¢ Customer survey
» Make sure the request number from the @Remote Center is
written on the survey.
+ Laptop computer
» Make sure the computer has an RJ-45 100Base-TX/10Base-T
network port.

+ Make sure the computer has Internet Explorer 5.0 or newer.

+ If you cannot bring a laptop computer, ask to use the
customer’s computer.
+ Network cross cable for laptop computers

U Make sure you can use the following at the customer site:

+ A power outlet
+ An open port on the hub

O This is the same as for the previous model ‘RC Gate’'.

24
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Installing the Options

3 Install the DIMM and the SSD.

+ If you install the SSD, the DIMM must be installed.

U Make sure that the power cord is disconnected before you start to
install any of these options.

Slide 25

RC Gate A/RC Gate S Pro Field Service Manual, Installation Procedure
O Take off the top cover, as shown in the manual.
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Install the RC Gate A

a

You can put the RC Gate
A in the supplied stand, or
you can put it on a flat
surface with the LEDs
facing up.

No additional notes
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Connecting the RC Gate A to a PC

then reboot the PC

Step 1) Connect the RC Gate A (LAN socket) to the Hub
Connect the PC to the RC Gate A (PC socket)
Step 2) Change the PC Setting as shown below (IP Address/Subnet),

Important: Keep a note of your original IP address

Step2 : Change the settings of the PC, then reboot the PC
1P :192.168.10.2
Subnet : 255.255.255.0

LAN Socket:

® PC Socket:
192.168.10.1 [Default]
\(Local Connection)

Cross Cable

Depends on the customer’s
network
(LAN Connection)

_
Network Cable

stomer Network (LA
Hkok ek kR kxS

Slide 27

RC Gate A

O After you do the above operations, and plug the RC Gate A’s power cable in, you

can make settings in the RC Gate A.

27



RICOH

RC Gate A Training

Slide 28

Does the RC Gate A Recognize the
-nstalled Options? - 1

m-- .14._1 Qus wwctn @ O G -
e Ee | 3 e ws
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O Access the CE login page of the RC Gate A.
¢ Login page: https://192.168.10.2:9443/CE
» 9443 is the port number used for service functions.
a select ‘RC Gate Configuration’ from the drop box above the Login
utton.

Enter the CE password, then click "Login"

No additional notes
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Does the RC Gate A Recognize the
Installed Options? - 2

RICOH Remote Communicatio
]

+1 Legeut

O Click “RCGate Settings”

Slide 29

No additional notes
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Does the RC Gate A Recognize the

Installed Options? - 3

Remote Communication Gate A = ogeut

B Administrator

Slide 30

Pinats zeiect o mere

O Click ‘Basic’ in the menu on the left.

No additional notes

30



RICOH

RC Gate A Training

Does the RC Gate A Recognize the
Installed Options? - 4

Q To check if the DIMM and SSD options are properly
functioning, see the indicated locations on the screen.

+ SSD: Storage capacity (extended)
+ DIMM: Memory capacity (extended)

Slide 31

No additional notes
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Enable the Installed Options

RICOH HRemote Communication Gati RICOH Femote Communication Gate

Basic

[ e

B Frroes e empenbs o

4 In the Maintenance menu, click ‘Extended Function Setting’.
O Select ‘Use’.

Slide 32

O You will not be able to select ‘Use’ unless both the memory options are installed.
O If you do not change this setting to ‘Use’, you will only be able to register 100

managed devices, even if the memory options are installed.

O After you change the setting, you cannot change it back to ‘Do not use’.
» The software cannot undo the preparations it has made to accept the larger

number of managed devices (max 1000).
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Installing Options at a Later Time

U The previous procedure assumes that you install
the options at the same time as installing the RC
Gate A.

U If you install the options at a later time, you do
not need to remove the RC Gate A from the
@Remote Center.

O Just install the options, using the procedure that
we already described.

Slide 33

No additional notes

33



RICOH

RC Gate A Training

Slide 34

Uninstalling Options

O If you uninstall the storage and memory options after you

have registered the RC Gate A at the @Remote Center,
then you must do the following:

+ 1. Remove the RC Gate A from the @Remote center.

+ 2. Remove the Memory and Storage Options from the RC
Gate A.

+ 3. Make sure that the setting of "Extended Function Setting"
is set to "Do not use".

+ 4. Perform "A to A replacement”.

If you remove the options before removing the RC Gate A
from the @Remote center, device registration data will still
remains in the storage option.

+ Removing the RC Gate A from the @Remote center will
erase all data in the storage option.

If there are more than 100 managed devices or more than
500 monitored devices, it is not possible to restore the
backed-up data to the RC Gate A after removing options.

O Without storage and memory options, the RC Gate A can only hold data for 100
managed devices and 500 monitored devices.
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Set up the RC Gate A - 1
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O Access the CE login page of the RC Gate A.

+ Login page: https://192.168.10.2:9443/CE
» 9443 is the port number used for service functions.

U Select ‘Initial Settings’ from the drop box above the Login button.

O Enter the CE password, then click "Login"

No additional notes
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Set up the RC Gate A - 2

RICOH Remote Communication Gate

|43 [=») Logout

7] Initial Settings

B @Remote Service Reistration Wizard

K

Q Click "Setup Wizard*“.

+ The next screens ask for date and time, network settings, IP
address send permission, E-mail settings.

+ Consult the customer for the required settings.

+ Click ‘Next” after filling the required items in each screen.

- + After the final screen (E-mail Settings), click ‘Complete’.

O The above screen is called the ‘top screen’.

O The items that come up in the screens are the same as for the previous model
‘RC Gate’.

O IP Address Send Permission: After the registration of the RC Gate A at the
@Remote center is completed, this setting cannot be changed.

36
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Register the RC Gat

W (@[ "] 5 . i -
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K 3 ) = e

O Then click “@Remote Service Registration Wizard” in the small

window that appears.

O Or, if you are not ready to register, click End Wizard. Then later,
you can select “@Remote Service Registration Wizard” in the top

screen.

O Top screen: see the previous slide.

O If you cannot see “@Remote Service Registration Wizard” in the top screen, it
means that the RC Gate A is already registered.

37
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Register the RC Gate A - 2

Remote Communication Gate A @ [ et

Enter Roguest No.
e Pt b, B bk st

O Input the Request Number that was issued by the @Remote
Center for this RC Gate A.

4 Then click ‘Next’.
+ You will be asked to check if the HTTP settings are correct. Click
Next if they are OK.

Slide 38

O This is similar to the installation for the previous model ‘RC Gate’.

O After confirmation finishes, if you see ‘Ask Error’, click the "Back" button and
input the request number again.

O The RC Gate S Pro has an additional step before this one, to create the
individual certificate. This is not necessary for the RC Gate A, because an

individual certificate is stored in the RC Gate A at the factory (like with the RC
Gate).

38
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Slide 39

RO Gate Information

i c Remote C: ication Gate
information at the Communication Server._.

Flease mut

mASHTOT

mdE8iT09

Q Click ‘Confirm with Server’.
O The confirmation process begins.

3 If you see ‘Error’, click the “OK" button and input the request number to start

again.
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Register the RC Gate A -4

Fuaghe et Rt

i confimation Res: e
® Registration Result

wwwwwww

Q Click the "Start Registration” button.
+ A progress bar indicates how the registration process is
going.
O When you see the screen on the right, the RC Gate A has
been registered successfully with the @Remote Center.

+ Click ‘Finish’.

Slide 40

O If you see ‘Registration Error’, click the "Back" button and input the request
number to start again.
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Installation

Step 5. Register the Devices that are
Connected to the RC Gate A

Slide 41

No additional notes
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IP Address Exclusion

O ltis possible to set IP addresses which you do not wish to
be searched by the RC Gate A when looking for devices to

register. Accasa Probiied P Ak Setings
O You can set up to 255 IP addresses. e
Remote Communication Gate A 0 @) 05 () () Shottne (1|

Seteot Al | | Unseleot Al | | Delete

Aoty Restare

Slide 42

O You have to select one at a time.
» With the RC Gate A, it is also possible to import a set of addresses as a csv

file.

O You will also have a chance to set up this function during setting up Auto
Discovery.
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Ping Connection

Remote Communication Gate A Q With this feature, you can
select how the machine
searches for devices to
register.

+ Permit: Ping every IP
address on the network
one after the other.

+ Prohibit: Issue an SNMP
broadcast on the
network and limit the
search to responding

IS D . addresses only.

Slide 43

No additional notes
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Register the Connected Devices
Overview

U To register the devices with the @Remote
Center, there are two methods:

+ Remote Registration
+ Local Device Registration

Slide 44

O This is basically the same as the previous model ‘RC Gate’.
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Register the Connected Devices
Remote Registration

U At the RC Gate A Ul, use the Auto Discovery
Registration Wizard.

Q Then, at the Center GUI, select the devices which
we want to be managed and click ‘Manage
Devices’.

+ Select only devices for which ‘Monitored’ is
displayed on the Device List; if ‘Managed’ is
displayed, the device is already managed.

+ For devices that you wish to be monitored, there
is no need to do anything. Monitored devices are
created automatically every time that Auto
Discovery is done.

Slide 45

O This is basically the same as the previous model ‘RC Gate’.
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Register the Connected Devices
Local Device Registration

O At the RC Gate A Ul, use the Device Registration Wizard.

+ Devices found in the IP address ranges set up with the
Device Registration Wizard will become ‘managed’.
O Then, again at the RC Gate A Ul, use the Auto Discovery
Registration Wizard.
¢ AD must be on
+ Devices found in the IP address ranges set up with the Auto
Discovery Registration Wizard will become ‘monitored’.

O Then, at the Center GUI, select all devices that show
‘Found’ on the device list, and click ‘Register Devices’.
These will become ‘managed’ devices.

¢ Normally, ‘Found’ devices automatically convert to
‘Registered’. But if the system is still busy looking for
devices before a timeout (1 hour) occurs, then the devices
will still be displayed as ‘Found’.

O This is basically the same as the previous model ‘RC Gate’.
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O Access the CE login page of the RC Gate A.

+ Login page: https://aaa.bbb.ccc.ddd:9443/CE
» 9443 is the port number used for service functions.

U Select ‘Initial Settings’ from the drop box above the Login button.
O Enter the CE password, then click "Login"

Slide 47

O This time, we access the RC Gate A from a PC on the customer’s network
(connected through the LAN socket, not the PC socket).

O aaa.bbb.ccc.ddd is the IP address of the RC Gate A on the customers network.
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Registering the Connected Devices

ﬂ Initial Settings
Mk initial satting(s) 1o use Remote Communication Gate A

Aato Discovery Setting Wrard

Device Registration Wzard

Shift Device Firmmare Update Time

Access Prohibited IP Address Settings

Ping Send Permission

O To register the devices with the @Remote Center, we must
use either of the following:

+ Device Registration Wizard
+ Auto Discovery Setting Wizard

Slide 48

O The process is similar to the previous model ‘RC Gate’. The user interface is
different.

O Device registration can be done only by a service representative.
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Device Registration Wizard

U There are three methods by which the RC Gate A
can discover devices on a network:

+ By searching through a specified range of IP
addresses.

+ By searching through specified network
segments.

+ By searching through specified host names.

Slide 49

Operating Instructions, 4. Registering Devices with the
Communication Server

O We will take a look at how to search through a list of IP addresses. Details of all
three methods are in the operation manual.
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Remote Communication Gate A
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Slide 50

Device Registration Wizard - 1

O Select a protocol for the

+ The correct setting
depends on the
customer’s networks
SNMP version

If in doubt, select SNMP
V3 priority. SNMP V3
will be used first, then
the other protocols.

O Click Next.

It takes 13 min. of processing time to register 500 devices at one time.

O So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.
O Each registration operation can handle up to 500 devices, so you have to do up

to 2 operations for the RC Gate A.
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Device Registration Wizard - 2

Remote Communication Gate A -
L
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O Select a search method, then input the IP Address Ranges.

O If you want to prevent some IP addresses from being searched,
click ‘Go to Access Prohibited IP Address Settings’

Slide 51

O You can also import a list of IP addresses as a csv file.
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Device Registration Wizard - 3

O Input the IP addresses

I Remote Communication Gate A
you wish to exclude.

T Rl ¢ Then click OK.
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Slide 52

No additional notes
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Device Registration Wizard - 4
e B —
O Click ‘Start Search’ when you have specified the IP
addresses.

No additional notes
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Device Registration Wizard - 5

Remote Communication Gate A

Q Click the boxes next to the devices that you wish to
register.

U Then click ‘Prepare Registration’.

No additional notes
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Remote Communication Gate A

Device Registration Wizard - 6
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P e
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e Pt |

4 Input a request number for each device.
+ If you click ‘Obtain Request No’, the request number fields will be

filled in automatically.

O Then click ‘Confirm with Server’.

No additional notes
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RC Gate A Training
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Device Registration Wizard - 7

d> (1)Salect

Select Device to Register

Salact the devica(s) targated, than regittes for managamant

< Comfirmed Devicals) >

1P Addrass 4 Connection Type
BMW 2088 SO0 0008 TR

SO0 00000 WrTE

HO0 0 300000 WTTE
000000 WrTR

A0 0 3000 TR

marisT
U The RC Gate A searches for machines that can be registered.

U When a list appears as shown above, select the devices to
register, then click ‘Register’.

O Aresults screen will be shown. Click ‘Complete’ to finish.

SmartDeviceMonitor.

O If the request is accepted, the system registers the device at the @Remote
Gateway/Center.
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Installation

Step 6. Auto Discovery and Remote
Firmware Update Settings

Slide 57

No additional notes
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Auto Discovery Setting Wizard - 1

Remote Communication Gate A

use’.

Slide 58

[

==

U To enable auto discovery, select ‘Use’, input the schedule, and
click ‘Next’.
+ |f there are no monitored devices, then you can select ‘Do not

U When the Setting Result screen appears, click ‘Finish’.

No additional notes
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Auto Discovery Setting Wizard - 2

O Select a protocol for the

Remote Communication Gate A

search.
st + The correct setting
i ® depends on the
L — | customer's networks

e SNMP version

+ If in doubt, select SNMP
V3 priority. SNMP V3
will be used first, then
the other protocols.

O Click Next.

Slide 59

No additional notes
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Auto Discovery Setting Wizard - 3

Remote Communication Gate A W
x

(S W S .

O

Set the search ranges

O If you want to prevent some IP addresses from being searched,
click ‘Go to Access Prohibited IP Address Settings’

Slide 60

No additional notes
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Auto Discovery Setting Wizard - 4

Remote Communication Gate A i Lo
P
Fax Rangr
e
e
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O When you have finished, click ‘Complete’.

No additional notes
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Remote Firmware Update Wizard

U Not available for RC Gate A.
+ "Communication Server update" is the only way
to do RFU. "Onsite update“ is not available for the
RC Gate A. So no wizard is needed.

O This is the same as previous model ‘RC Gate’. But RC Gate S Pro has the
‘onsite update’ choice.

» "Communication Server update”: Allows a technician at the Center GUI to
update the device firmware by RFU (Remote Firmware Update) through

@Remote.
» "Onsite update“: Allows a user administrator to update the device firmware
themselves.
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New Features

This section explains features that are new. It also explains a few improvements

to the RC Gate features.
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Overview

U IP Address Exclusion

U RFU Enable/Disable

U RFU Prohibition Interval

O RFU Method Selection

O RFU Timeshift

U Auto Call Notification Timing and Retry

O Extended Device Search

No additional notes
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New Features

IP Address Exclusion

No additional notes
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IP Address Exclusion

O ltis possible to set IP addresses which you do not wish to
be searched by the RC Gate A.

U You can set up to 255 IP addresses. e ey

nnnnnnn

Remote Communication Gate A DRRT T —

Seteot Al | | Unseleot Al | | Delete

oy Restare
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O You have to select one at a time.

» With the RC Gate A, it is also possible to import a set of addresses as a csv
file.

O You will also have a chance to set up this function during setting up Auto
Discovery.
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IP Address Exclusion

O During Auto Discovery, the excluded addresses
are skipped.

O But, if an excluded machine uses DHCP and its
IP address changes into a discoverable address,
it will not be skipped during the next Auto
Discovery.

+ Conversely, a device can go from a detected IP
address to an excluded IP address.

U So, if you use IP Address Exclusion, it is best to
used fixed IP addresses for devices that need to
be detected by the RC Gate A.

Slide 67

Auto Discovery in the new models
O RC Gate A is like the previous model ‘RC Gate’ (range setting, on/off)

O RC Gate S Pro does not have an independent range setting function. Auto
Discovery uses a RC Gate S Pro function known as Onsite Discovery, which
makes a list of detected devices. Auto Discovery and Device Registration both
use data from this list.
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IP Address Exclusion

U These IP addresses are only excluded during
discovery-type sweeping operations, which ping
each address within a specified range, looking
for a response.

U Functions that use direct communication
between the RC Gate A and a managed device,
by pinpointing a known IP address, will still work
for an address that has been excluded.

+ Also, during Remote Registration, if the excluded
IP addresses are changed before registration is
complete, and a device happens to be one of the
excluded addresses, Remote Registration will still
work, because this is not a sweeping-type
operation.

No additional notes
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New Features

RFU Features

RFU: Remote Firmware Update
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RFU Enable/Disable

O For the previous model RC Gate, RFU must be
disabled at each device connected to the RC
Gate.

O For the RC Gate A, this can be done for all
devices with a setting in the RC Gate A.

Slide 70

No additional notes
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RFU Enable/Disable

Restrict @Remote Service Functions

GHftemote Serice fanctions>

W fieote Serioe dmctiog 4 Conot restrict () Restrct

AGommenication Server Fequestss

B Systom s upduts by the Commusicution Serve (o) Parmit (_| Do nod pemit

W Cevion frrmare spdate by the Commurication Sener (2] Permit Einat pammit
Farmdl || Donet pamit

B uiba Discowery SEthRgs by this Commanicetion Server (8,

O For the RC Gate A, there are two settings:

+ Enable/disable RFU for the appliance
+ Enable/disable RFU for the devices (this is a new function for RC

Gate S Pro/RC Gate A)

Slide 71

O Previous model (RC Gate): Has enable/disable RFU for its own firmware but not

for devices.
O RC Gate S Pro has no appliance update function.
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RFU Prohibition Interval

U Normally, when set up at the Center GUI, RFU is
set for a convenient time for the customer, and
must be finished within a set period (default: 3
days).

U If RFU is done during office hours, it may be
inconvenient for the customer.

U So, with the RC Gate A appliance, it is possible to
prohibit RFU during working hours.

U If RFU is still in progress when working hours
start, it is suspended until the end of working
hours. Then it resumes.

O RC Gate S Pro does not have this feature. RC Gate S Pro Mk2 may have it.
O This function can only be adjusted at the Center GUI.
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RFU Method Selection
U This is only available with the RC Gate S Pro.

U With this function, there are two ways to do RFU.
Select one of the following with the @Remote
Firmware Update Wizard:

+ Remote: Can be set up from the Center GUI as
usual

+ Onsite: The customer does it. RFU for devices
connected to this RC Gate S Pro cannot be done
from the Center GUI.

Slide 73

No additional notes
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RFU Method Selection

Remate Communication Gate S Pro @Remate Connector = oo
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O This wizard decides whether device firmware can be
updated by @Remote.

O There are two settings:

+ "Communication Server update”: Allows a technician to
update the device firmware by RFU (Remote Firmware
Update) through @Remote.

+ "Onsite update®: Allows a technician to update the device
firmware only by RFU at a customer's site.

No additional notes
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RFU Timeshift

U An appliance can monitor devices in very remote
locations. For example, the RC Gate A can be in
New York, but some devices can be in Los
Angeles; a different time zone.

U If the RFU is set up for 2200 New York time, then
the RFU on the devices in Los Angeles could
start during Los Angeles office hours.

O To prevent this, at the RC Gate A, set up the
timeshift function in advance for those devices in
different time zones.
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O RC Gate S Pro does not have this feature. RC Gate S Pro Mk2 may have it.

75



RICOH

RC Gate A Training

q

RFU Timeshift

U To operate this feature, you specify network segments that
require a timeshift, and the timeshift that is needed

O You can also import a csv file containing the network

segments that need the timeshift.

Remote Communication Gate A

Slide 76
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No additional notes
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New Features

Auto Call Features

No additional notes
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Auto Call Notification Timing

O The RC Gate S Pro and RC Gate A can specify what to do
when it receives a call from a device. There are three
settings.

* No Send: The call is not passed on to the @Remote Center

+ Real Time: The call is passed on immediately after it is
received from the device.

+ Periodic: Calls are passed on either Daily, Weekly, or
Monthly.

O The setting is made from the Center GUI.

¢ Center GUI: Administrator menu — Appliance Information for
Admin — Notification tab
O The RC Gate S Pro/RC Gate A are the first appliances to

have this function (the previous model RC Gate cannot do
this).

O Calls from a device: Supply call, SC call, alarm call, etc
O Each type of call can have its own timing setting.
O Technicians and user administrators can make these settings.
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Auto Call Retries

U This is a new function.

U With this function, the Center GUI can specify
how many retries (and at what interval) a RC Gate
S Pro/RC Gate A can pass auto calls from
devices to the @Remote Center.

¢ Administrator menu — Appliance Information for
Admin — Notification tab

Slide 79

No additional notes
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New Features

Extended Device Search

No additional notes
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Extended Device Search - 1

U There can be problems with Ricoh devices that

contain controllers from other manufacturers
(such as EFI or Samsung).

This new feature enables or disables a different
type of search function that is more likely to find
such devices.

Normal Ricoh MFPs have a GW controller that
contains Printer MIB, Fax MIB, Copier MIB, and
so on. The appliance looks for the MIB and
recognizes the type of device in accordance with
the type of MIB found.

In models with EFI controllers, the printer MIB is
held in the EFI controller, not the GW controller.

O This is in the RC Gate A only, not in the RC Gate S Pro.
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Extended Device Search - 2

U With the normal search (ping, followed by SNMP
inquiry), the appliance finds the EFI or other
controller, because it contains the printer MIB,
but cannot find the GW controller. So, this device
cannot be managed as a HTTPS device. It can
only be managed as an SNMP (MIB) device.

O With the new search function, the RC Gate A
searches first using the normal search method.
Then, using another type of MIB command, it
investigates the devices that it found but did not
have printer MIB in the GW controller. This can
find printer MIB stored in other controllers, such
as EFl or Samsung controllers.

U This search takes twice as long.

No additional notes
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Extended Device Search - 3

Extended Device Search Setting

Gt etended dadon resech urchon, Hhan dhak [sceh]

B ML port duion (3] Diseble [

Remote Communication Gate A

Slide 83

...........

No additional notes
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New Feature

Ping Connection

No additional notes
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Ping Connection

O With this feature, you can
select how the machine
searches for devices.

¢ Permit: Ping every IP
address on the network
one after the other.

+ Prohibit: Issue an SNMP
broadcast on the
network and limit the
search to responding
addresses only.

No additional notes
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New Feature

Remote Registration

Improved Feature

No additional notes
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O

Remote Registration - RC Gate

During Auto Discovery, the RC Gate collects the following
for each device: Device S/N, IP address, MAC address

Data at the @Remote Center is normally 1 day old.

Normally, only the IP address and MAC address are used
for Registration.

Registration at the center can only go ahead if the RC Gate
can connect to the specified IP address and the MAC
address is correct.

¢ The center GUI sends the IP address and MAC address to
the RC Gate.
+ The RC Gate checks that the device with that IP address
has the correct MAC address.
¢ Then the RC Gate registers that device at the @Remote
Center
If the device power is off at the time of registration, or if the
IP address has changed due to DHCP (the data at the
center is one day old), the RC Gate sends an error to the
center.

No additional notes
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Remote Registration - RC Gate A

O If a different device responds to the IP address
(i.e., the MAC address is different), or if there is
no device at that IP address, the RC Gate A
searches again within the same segment for a
device that has the MAC address in question.

U This only works within the same segment. So, if
the device was moved to another room, it may be
in another segment, and will not be found.

Slide 88

No additional notes
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Remote Registration - RC Gate A

U The RC Gate can only accept one registration
request at a time from the Center GUI (up to 100
devices per request).

U If there are more than 100 devices for the RC
Gate, you must wait until the first batch has been
registered, before you can send a registration
request for the next 100.

+ Otherwise, the RC Gate will return an error
message (busy — request not accepted).

U For the RC Gate S Pro, up to 100 requests can be
queued.

O For the RC Gate A, up to 5 requests can be
queued.

No additional notes
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New Feature

User Code Counter Service

Slide 90

No additional notes
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Overview

U RC Gate A can capture User Code Counters from
managed Ricoh devices
+ An optional memory must be installed.
+ The Application version of the RC Gate A must
be A2.05 or higher.
O RC Gate A can then transmit the data to
@Remote.net (Fleet reporting web portal)
through the Center system.

O @Remote.net will provide reports in a fixed
format.

Slide 91

No additional notes
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Preparation

U Before you set up the User Code Counter
Capturing function, you must know the following:

+ Which devices should be set as target devices

+ User name and password for all target devices

+ What interval for data capturing the customer
expects (Monthly or Weekly) and the start time

Slide 92

No additional notes
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Setting up the Devices

U 1. Program user accounts in the address book of
the MFPs/LPs

O 2. Enable User Code Authentication

O 3. Set a User Name and Password in each device.

+ If you set nothing, the default setting is as shown

below:
» User Name: admin
» Password: “empty”

O The devices must be set up as HTTPS devices for
this feature to work.

No additional notes
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At the Center GUI

U There are two ways to set the function up here:

+ Administrator Menu > Appliance > Search
Appliance for Admin > Appliance Information for
Admin > User Counter Tab

+ Search Menu > Search Appliance > Appliance
List > Appliance Information > [User Code
Counter Information] button

Slide 94

No additional notes
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User Code Counter Service
Operation at the Center GUI — Admin Menu

Do not change
the User Code
Counter URL.

e |

To enable the user code counter for the appliance, select ‘Enable’ for User
Code Counter Service.
+ Then the customer can use the Counter per User feature on the RC Gate
A User Interface. Until you do this, everything for this function is grayed
out on the RC Gate A.
In the list of devices, if you click the check box, and click Update, you will
enable the user code counter function for those devices.

+ Only managed HTTPS devices appear in the device list, so only these
machines can use the user code counter function.

If you click Request, you can get data from the devices immediately that
you have selected with the check boxes.

O The URL for this tab is different from the other tabs. The data goes to another
gateway server. Do not change it.

O The above operations can also be done with Search Appliance (Search Menu >
Appliance). See the next two slides.

» Search Appliance > Appliance List > Appliance Information > [User Code
Counter Information] button
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User Code Counter Service
Operation at the Center GUI — Search Menu

Feomn

O In the Search Appliance menu, search for the target RC Gate A.

O Double click an appliance from the search results, then click User
Code Counter Information at the bottom of the screen.

U Alist of managed devices appears.

No additional notes
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o

a HTTPS
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O Here is the device list that appears. From this point,
operation is the same as the User Code Counter tab in
Appliance Information for Admin.

-]

No additional notes
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User Code Counter Service
Operation at the RC Gate A -1

Remote Communication Gate A =
g

On the RC Gate A user interface, Counter per User appears in the menu on the left side of the
screen.

¢ The feature must be enabled at the Center GUI or all settings are greyed out.
After enabling, click on the first item in the menu

chJjLImter per User Retrieval should be ‘Use’ if the feature has already been enabled at the Center

Then you can set up the schedule for sending user counter data (weekly, monthly)

O This feature must be enabled at the @Remote Center GUI (Appliance
Information for Admin, User Code Counter tab).

3 If it is not enabled at the @Remote Center, all the settings are greyed out in the
RC Gate A User Interface.

O To see how to enable, see the @Remote Core Training materials (section 9.
Parameter Settings), or the center GUI manual.
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User Code Counter Service
Operation at the RC Gate A - 2

Remote Communication Gate A o e
g o

Courtar gor User Fotrievad Devios List

In Counter(ger User Retrieval Device List, you can see a list of all devices managed
by the RC Gate A.

The Select check boxes for the devices are only used for testing to see if the user
code and password is correct for authentication. Enabling/disabling user code
retrieval for a certain device can only be done at the Center GUI.

O User code and password: Input the User Name and Password of each device for
authentication. If the same User Name and Password is commonly used among
all devices, you can input them only once in the common field to reflect the same
user name and password to all devices. Or, input a unique user name and
password for each device separately.
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User Code Counter Service
Operation at the RC Gate A -3

Remote Communication Gate A

Ee R =

P

U Retrieval Test: If you input the IP address of a device, you
can see what data it picks up for the user code counters

O This test does not allow you to change data.

O If you want to test more than one device at the same time, use the Request
button as explained in the ‘User Code Counter Service > Operation at the Center
GUI — Admin Menu’ slide.
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Correct Turning-off Procedure

No additional notes
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Safe Shutdown

U If you need to disconnect the RC Gate A, use one
of the following safe shutdown procedures.

+ Turning off the power without safe shutdown can
damage the RC Gate’s hard drive and result in
loss of log data.

U There are two procedures. Use one of them to
shut down the RC Gate A safely.

+ From the Maintenance menu
+ Using the Shutdown button

Q4 If you unplug the power cord without one of
these two procedures, the memory could be
damaged and log data will be lost.

Slide 102

No additional notes
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Basic
Dats/Time
Hetwark

E-mail

HTTP Proxy

Safe Shutdown from the
Maintenance Menu

[ r— | | a In the RC Gate Ul menu,

select ‘Maintenance —
Shut Down RCGate’.

O Click Shut Down to shut

Accass Prohibited 1P add:

Device Check Req. Call ||

|
Center Conne:
Center Conne;

Device Conne

down the RC Gate.

40 Make sure that
"Shutdown" is displayed

sorsh on the LCD before you

unplug the power cord.

ction Check

Shut Down

Shut down of the Remote Communication Gete Awill be performed.

B Ciick [Shut Down]

Shut Down

O There is also a Restart RC Gate function, to reboot the RC Gate. This may help
to recover the RC Gate when it is not in good condition, such as cannot log in ,
or a memory leak has occurred and the system does not work properly.
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Safe Shutdown with the
Shutdown Button

tad

O Hold the "Shutdown" button on the front of the RC Gate A
for 5 seconds or longer.

O Make sure that the LCD turns off after displaying the
"Shutdown" message.

U Then, unplug the power cord of the RC Gate A.

No additional notes
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Turning On

Q 1. Plug in the power cord of the RC Gate A.

+ There is no power switch to turn on.

+ Note that if the customer uses DHCP, the IP
address of the RC Gate A may be changed after
turning the RC Gate A off and on.

Slide 105

No additional notes
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Replacement Procedures

No additional notes
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Replacement

U The ‘A to A’ and ‘A to B’ replacement procedures
are the same as for the previous model ‘RC
Gate’.

U A to A replacement: There are only a few service
parts. Basically, if a unit is defective, it will
probably be necessary to replace it.

Slide 107

O Also, there are security issues related to replacing parts. It is not good to re-use
main boards. There may be some data from the previous user stored there.
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SD Card Failure

O How to Initialize or Replace an SD Card in case of SD Card
Failure

O The following is a summary of the procedure. For full
details, see the service manual.

Format the new SD card.

» |t may take about half an hour or more to format an SD card.
Copy the contents of the "permanent_data" folder on the
old SD card (or from another RC Gate A) to the new SD
card.
Extract "rcgaupd_all.zip" file (Download from the Global
Server or back-up from the SD card of the RC Gate A.), and
copy the contents to the new SD card.
Put the new SD card in the RC Gate A.
Clear the data on the SD card with the DIP switches.

» RC Gate A/RC Gate S Pro Service Manual, Troubleshooting

Guide, Additional Information for RC Gate A

Do the ‘A to A’ replacement procedure.

O The procedure is in the RC Gate A/RC Gate S Pro service manual.

» 5. Replacement and Removal, RC Gate A Removal, SD Card
O SD Formatter (http://www.sdcard.org/consumers/formatter/)
O SD Card USB Read/Writer (P/N: B6456820)
O SD Card (P/N: D4595120)
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Troubleshooting

No additional notes

109



RC Gate A Training

RICOH

DIP Switches

U The DIP switches can be
used for two functions.

+ Function 1: To delete
the registered IP
address in the RC Gate
A.

+ Function 2: To clear the
settings of the RC Gate
A.

4 Switch number 4 is the
switch for the lithium
battery.

+ If you turn off this
switch, the data in the
SD card is erased.

»[o=

— QN D < LD O I~ O
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RC Gate A Service Manual, Troubleshooting Guide,
Additional Information for RC Gate A

O The service manual has details on how to use the dip switches for these two
functions.
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Updating the RC Gate A Firmware
using an SD Card

U The following is a summary of the procedure. For
full details, see the service manual.

¢ Put the SD card in an SD card reader attached to
a PC.

+ Delete everything except the "permanent_data"
folder.

+ Extract "rcgaupd_all.zip" file (Download from the
Global Server or back-up from the SD card of the
RC Gate A.), and copy the contents to the new
SD card.

¢ Put the SD card in the RC Gate A. Turn the RC
Gate A power on.

+ Set the correct time zone, and the date/time.

RFU.

RC Gate A Service Manual, Troubleshooting Guide,
Additional Information for RC Gate A

O This procedure explains how to update the RC Gate A firmware without using
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Migrating from RC Gate to RC
Gate A

Overview

No additional notes

112



RICOH

RC Gate A Training

Slide 113

Overview

This section will explain how to help a customer who has a
number of RC Gates to change over to RC Gate A.

¢ The RC Gate A must have the storage and memory
options, and the ‘Extended Function Setting’ must be set to
‘Use’.
Work must be done at the Center GUI and at the customer
site.

We will explain in detail how to do this.

+ The process will be started at the customer site using
Device Registration Wizard.

+ Then, if some devices do not get registered, pick them up
the next day at the Center GUI using Remote Registration.

We will also explain how to set up ACL levels for
technicians who work on machines for a customer that has
machines in more than one country (e.g. GMA customer).

O Storage and memory options, Extended Function Setting: These were explained
earlier in the installation part of the course.

O The storage and memory options must be installed, because if you have
managed data from more than one RC Gate, the RC Gate A will not be able to
hold the data if these options are not installed.
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Replacing Appliances

To | 1x RC Gate RC Gate SPro | RC GateSPro | RC Gate A RC Gate A RC Gate A
(Onsite) @Remote (Case 1) (Case 2) (Case 3)
Connector

From

1x RC Gate Possible Not possible Not possible Possible*5 Possible*5 Not possible

Multiple RC Not i Not possibl i as Special Op ion. Refer to "Transition for

Gates Service" in the RC Gate A/S Pro service manual.

RC Gate S Pro Not il ible *4 Not il Not il Not il Not

(Onsite)

RC Gate SPro | Not i Not i i Not i Not i Not

@Remote

Connector

RC Gate A Not i Not i Not i i i Not possible

(Case 1) *1

RC Gate A Not i Not i Not i Not i Possible Not possible

(Case 2) *2

RC Gate A Not i Not i Not i Not i Not i Possible

(Case 3)*3

+ This table shows what agpliancesgou can use to replace another appliance.

¢ "1:RC Gate A Case 1: Only "RC Gate A" is installed (no memory or storage options).

+ *2:RC Gate A Case 2: RC Gate A with Memory and Storage Options are installed and the setting of "Extended
Function Settin%" is kept at the default setting ("Do not use”).

+ *3:RC Gate A Case 3: RC Gate A with Memory and Storage Options are installed and the setting of "Extended
Function Setting" is set to "Use".

+ *4:For RC Gate S Pro, activating the @Remote Connector is required before performing Appliance
Replacement.

+ *5:This case is only possible if the firmware version of the RC Gate is Ver. 3.51 or more. If not, first update the
firmware version of the RC Gate.

Slide 114

O This table shows what appliances you can use to replace another appliance.
*1: Only "RC Gate A" is installed (no memory or storage options).

O *2: RC Gate A with Memory and Storage Options are installed and the setting of
"Extended Function Setting" is kept at the default setting ("Do not use").

O *3: RC Gate A with Memory and Storage Options are installed and the setting of
"Extended Function Setting" is set to "Use".

3 *4: For RC Gate S Pro, activating the @Remote Connector is required before
performing Appliance Replacement.

3 *5: This case is only possible if the firmware version of the RC Gate is Ver. 3.51
or more. If not, first update the firmware version of the RC Gate.

a

3 In the rest of this presentation, we will concentrate on the ‘Special Operation’
needed to switch a customer from multiple RC Gates to one RC Gate A or RC
Gate S Pro.
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Slide 115

Global Major Accounts

Q If the RC Gate A is installed at a Global Major Account, and
if devices are located in two or more countries, you MUST
do the following:

+ Make a global site structure that includes service depots
from different countries.

e.g.: Site: ABC Global Site
Service Depots: ABC Host Germany
ABC UK
ABC USA

In the above example, the RC Gate A is installed under
“ABC Host Germany”, and devices are registered with each
service depot by location.

+ Site and Service Depot ACL rights for each center GUI
operator MUST be assigned in accordance with their own
roles and responsibilities.

3 In this example, ABC is a global major account company.
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Points when conducting the
Transition Work

O To conduct communication between the field and the Center in
the most efficient way possible.

v This means continuing work without waiting for the next
hourly polling.
QO To be allowed Internet access at customer site.

v To make it possible to operate both the RC Gate/RC Gate A
Ul and the Center GUI at the customer site. However, the
technician needs access to the Administrator menu of the

Center GUI to complete all tasks.

O Execute a Device Check Request Call from the appliance Ul
each time a center command is created (e.g. Device remove

This prevents the need to wait for the next polling.

request, Device Registration request, Parameter change request, etc.).

Slide 116

O Instead of a Device Check Request Call, a Service Test Call can also be made,
but this takes longer.
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Remarks

Please note that the following functions and services may not
work properly during the transition:

1. Auto Calls (SC/CC/Supply Calls/MIB Calls) may not be
notified to the center.

2. Counter information and regular device information may
not be captured and notified to the @Remote center.

3. RFU (Normally, no one would conduct an RFU during a
transition).

4. Any setting change notification from devices (IP address
change, power on, etc.)

Slide 117

No additional notes
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*

*

Slide 118

Procedure (Summary) - 1

O Make lists of settings in the RC
Gates at the customer site.

The RC Gate A must have the
same settings. Choose a RC
Gate that has all settings
programmed, and make screen
dumps of settings in the menus
of the RC Gate Ul.

The Registered Device List must
be taken for all the RC Gates,
not just an example RC Gate.

O Install the RC Gate A.

When asked to input settings,
input the above settings from the
RC Gate.

Make sure that the Auto
Discovery Settings are set up.

Center Operator by GUI work flow

a

Make screen dumps of the
following, for a RC Gate that has
the full range of settings made.

»

Center GUI: Settings in the Appliance
Information for Admin.

Export the following lists as CSV
files, and send them to the
technician who is installing the RC
Gate A at the customer site.

*

*
*
*

Device List CSV
Reporting CSV
Supply CSV
Call History

| Red line: Must wait for the operation above the line to finish. |

O This procedure may seem a bit complicated, but it allows the quickest
changeover from RC Gate to RC Gate A, to get the customer up and running
with the new RC Gate A as quickly as possible.

Make lists of settings in the RC Gates at the customer site: At a customer site

where there are a lot of RC Gates, at least one RC Gate must have all settings
stored. The other RC Gates may not have some of the details, such as customer
information. They will only have settings that are necessary for the RC Gate to
operate, and to be distinguished from each other.
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Q Register the RC Gate A with the
@Remote Center.
+  When finished, inform the
@Remote Center operator.

Procedure (Summary) - 2

Center Operator by GUI work flow

Input the settings in the Appliance

Information for Admin at the Center

GUL

¢ These are the settings on the
screen dumps that you took at
the start of the procedure.

Search for each RC Gate, and un-

manage all the managed devices.

Make sure that all devices have
been removed.

Inform the field technician that the
devices have been removed.

Slide 119 |

Red line: Must wait for the operation above the line to finish. |

No additional notes
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Procedure (Summary) - 3

d On each of the RC Gates to be
removed, generate a Device Check
Request Call to the @Remote
Center.

+ This avoids the need to wait one

U After the Device Check Request
Call is received, remove all the RC
Gates from the Center.

U Notify the field technician that
device registration can begin on
the RC Gate A.

O Disconnect the RC Gates at the
customer site.

U Register the devices on the RC
Gate A, using the Device
Registration Wizard.

Slide 120 ’ Red line: Must wait for the operation above the line to finish. ‘

Device Check Request Call: In the RC Gate S Pro, this is called the Inquiry Call.

O There is no indication when a Device Check Request Call has been completed
successfully, or if it failed.

3 If the procedure continues without a successful Device Check Request Call, the
RC Gates will still have registered device data in the memory when they are
disconnected and taken back to the service depot. So they cannot be installed
again at a new customer.

» If the Call succeeded, the device data is deleted from the RC Gates, and
they are returned to the same condition as when they were new.

O However, the @Remote Center has deleted the device data, so the same
devices can be registered again on the new RC Gate A.

O The Device Check Request call takes a very short time. A service test call takes
much longer, but you get a clear indication of if the call fails.

Timing for disconnecting the RC Gates at the customer site

O After removing a RC Gate at the Center GUI, the RC Gate becomes initialized
(like a brand new RC Gate). All 3 LEDs become lit (this is the ‘shut down’
status). Then the RC Gate can be disconnected and taken back to the service
depot.

O If a RC Gate could not be initialized (all 3 LEDs did not become lit) after removal
at the Center GUI (e.g., because it is disconnected), the RC Gate is still active
and may send data to the gateway if connected. This will cause a problem at the
Gateway when an unknown RC Gate (already removed at the Center GUI)
sends data to it. So, after a RC Gate is removed at the Center GUI, a technician
should disconnect it immediately. If a RC Gate could not be initialized, it should
not be installed at another customer because it still holds data from the previous
customer.

O Note that for Global Major Accounts and other large customers, RC Gates may
be installed in different locations, or even in different countries. It is necessary to
organize technician visits at the time of removal from the Center GUI, in order to
disconnect the RC Gates at the correct time.
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Procedure (Summary) - 4

U Check the list of registered
devices.

¢ Compare it with the exported
device list CSV files made earlier.

O Make sure that all devices are
registered and Managed

+ If any failed, investigate, and try

to recover.

Q If requested by the @Remote O If some devices are listed as
Center GUI operator, on the RC Found, ask the field technician to
Gate A, generate a Device Check make a Device Check Request Call.
geq:lest Call to the @Remote U If some devices still cannot be

enter. registered and Managed, wait one
¢ This avoids the need to wait one day and try from the @Remote
hour for polling. Center with Remote Registration

Q Take the RC Gates away from the (see the next slide)

customer site.

Slide 121 | Red line: Must wait for the operation above the line to finish. |

Device Check Request Call from RC Gate A

O If some devices are listed as Found, ask the field technician to make a Device
Check Request Call.

O After registering devices with the Device Registration Wizard, they are also
automatically registered at the Center GUI. However, some may still be in the
Found status. If so, a Device Check Request Call from the RC Gate A will
change them from Found to Registered. If that fails, then the Center GUI
operator will have to register them manually, and then another Device Check
Request Call will be needed.

Taking the RC Gates away from the customer site

O If the RC Gate was removed successfully (all 3 LEDs lit), you can reuse them or
dispose of them. Even though an initialized RC Gate contains no data from the
old customer, some customers may worry about data security.
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Procedure (Summary) - 5

O Wait until 24 hours have passed
since the Auto Discovery Settings
were made in the RC Gate A at the
customer site.

d Check the Device List for the RC
Gate A.

+ Make sure that all the devices are
listed as ‘Monitored’.

¢ If any devices are not listed,
check their condition, and recover
them.

U Register the devices.

Slide 122 | Red line: Must wait for the operation above the line to finish.

No additional notes
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Procedure (Summary) - 6

Center Operator by GUI work flow

Wait for at least an hour (until
automatic hourly polling is done).

Check the list of registered

devices.

¢ Compare it with the exported
device list CSV files (from slide
1).

Make sure that all devices are

registered and Managed

+ If any failed, investigate, and try
to recover.

Retrieve the device information by
importing from the Exported Device
List CSVs.

Edit the M/R date of each registered
device (each device must have the
correct setting for this value).

Slide 123 |

Red line: Must wait for the operation above the line to finish. |

No additional notes
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Original RC Gate <- The settings/parameters in this RC Gate will be carried over to RC Gate A.
[\[o} ltem On Site  Center Remarks
Make a backup of RC Gate 3 min. 3 min.
settings
30-60 10 min.
min.
(Execute
Test call)
3 Download CSV files 15 min.
*Exported Device List: Detail
*Exported Device List: Simple
*Reporting CSV
*Supply CSV
4 Download Call History 20 min. | Per 100 devices. Estimated 1 min. per
5 devices.
5 Device removal (Execute 5 min. | This is operation time only.
Test call) It will take more time to complete the
[33-63 minj [53 min.] removal of all target devices.
- Operation at customer site
[ ] operation on center GUI
Slide 124

No additional notes
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The Time Required for Transition Work
Original RC Gate —

On Site  Center Remarks

« The time required to register 100 devices at
one time is estimated as 3 min.

« The above estimation is based on the result of
i s testing; it takes 13 min. of

You can estimate how long it will take L/ processing time to register 500 devices at one
to register 1000, 3000, 5000 devices time.

based on this figure.

« This estimation is the case when no devices
failed registration.

7 Remote Registration from (Execute 5 min. | - Thisis operation time only.
Center Test call) « Actually, you may have to wait for hourly
(Must be finished at least one time polling to execute the request.
to complete performing AD) * You can avoid waiting for hourly polling by

ing a Test Call from RC Gate A.

+ Steps 7 and 8 do not need to be performed
each time you perform this procedure for each

8 RC Gate Removal (Execute 2 min.
Test call)

individual RC Gate; Instead, you can do these
steps at the end, for all RC Gates at once.

Total Time | 43—-73 | 60 min.
min.

For transition of the original (first) RC Gate, it will take more than one hour (this work includes carrying over the
parameters to the RC Gate A, copying the RC Gate settings, downloading several CSV files, etc.).

Slide 125

It takes 13 min. of processing time to register 500 devices at one time.
O So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.

O And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a half
hours.

O Each registration operation can handle up to 500 devices, so you have to do up
to 2 operations for the RC Gate A, or up to 10 operations for the RC Gate S Pro.
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The Time Required for Transition Work

Second and following RC Gates

[\[o} Item On Site  Center REINENS
Make a backup of RC Gate settings 3 min. 3 min.
«Install RC Gate A 30 — 60 min. 10 min.
*Registration to center (Execute
+Setting Parameters Test call)
Setting AD, etc.
*Download CSV files 15 min.
*Exported Device List: Detail
*Exported Device List: Simple
*Reporting CSV
*Supply CSV
1 Download Call History 20 min. | *Per 100 devices. Estimated
1 min. per 5 devices.
2 Device removal (Execute 5 min. « This is operation time only.
Test call) « It will take more time to complete the
removal of all target devices.
[0] [25 min.]
Slide 126

No additional notes
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The Time Required for Transition Work

Second and following RC Gates —

On Site  Center Remarks

« The time required to register 100 devices at
one time is estimated as 3 min.

* The above estimation is based on the result
of desi s testing; it takes 13 min. of
processing time to register 500 devices at
one time.

« This estimation is the case when no devices
failed registration.

4 Remote Registration from (Execute 5 min. « This is operation time only.
Center Test call) « Actually, you may have to wait for hourly
(Must be finished at least one time polling to execute the request.
to complete performing AD) * You can avoid to wait for hourly polling by
ing a Test Call from RC Gate A.
5 RC Gate Removal (Execute 2 min. + Steps 4 and 5 do not need to be performed

Test call) each time you perform this procedure for

each individual RC Gate; Instead, you can
do these steps at the end, for all RC Gates
at once.

Total Time | 10 min. | 32 min.

For transition of the second and following RC Gates, it will take less than half the time of the original RC Gate.

Slide 127

It takes 13 min. of processing time to register 500 devices at one time.
O So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.

O And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a half
hours.
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Slide 128

Migrating from RC Gate to RC
Gate A

Detailed Procedure

No additional notes

128



RC Gate A Training

RICOH

1. Making Lists of Settings at the RC Gate Ul

O At the customer site: Make lists of settings in the RC Gates at the
customer site.

+ The RC Gate A must have the same settings. Choose a RC Gate
that has all settings programmed.
» The Registered Device List must be taken for all the RC Gates, not
just an example RC Gate.
+ Access the RC Gate Ul in CE mode.
+ Make screen dumps of the settings in the above menus of the RC
Slide 129 Gate UI

3 If SMTP AUTH or POP before SMTP or Proxy is enabled, you will have to obtain
the detailed information from the Customer to properly program it into the RC
Gate A.

Settings needed
O RC Gate Settings menu
» Network: DHCP on/off setting, IP address
» E-mail: See the example screen dump on the left.
O Net Connection Settings menu
» HTTP Proxy: See the example screen dump on the right.
O Auto Discovery menu: All settings

O Device Management menu: Registered Device List — Needed for each RC Gate,
not only an example RC Gate

O Security menu: Network security setup (ping on/off)

O Serial number setting menu: These settings are related to acquiring the serial
numbers of non-Ricoh MIB devices.
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2. Making Lists of Settings at the Center GUI

B
—

0 At the Center GUI, log in as an Administrator (you need access to
the Administrator menu)

U Make screen dumps of the Appliance Information for Admin, for a
RC Gate that has the full range of settings made.

Slide 130

O Make screen dumps of the settings in each tab.
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Slide 131

3. Exporting Lists
Device List CSV
U Export Device List: Detail

+ This exported device list can be used for the
following:

» To designate devices to be registered under RC Gate A.

» To retrieve the M/R Date of each device
(after devices are registered at the center, the M/R Date
is set to 1 by default, so you need to edit the M/R Date
by using the Export Device List: Detail.)

U Export Device List: Simple

+ After registering devices under RC Gate A, this
exported device list can be used to retrieve
information for each device by using “Update
Device Info. by CSV Import”.

+ Then, the information can be imported later after
registering the RC Gate A.

No additional notes

131



RC Gate A Training
RICOH

3. Exporting Lists
Device List CSV

@Remote Export Device List

Lomrd st Pt

LOGeeT

¢ Center GUI, Maintenance Menu, Export Device List: The
lists for all RC Gates can be exported in one operation.

+ You cannot do this if you do not have access to the
Maintenance Menu.

Slide 132

To do this operation with the Maintenance Menu, you need to have the following
ACL Access Rights. These are set up with Site ACL and Service Depot ACL in the
Maintenance menu of the Center GUI.

O Site ACL
» The ACL setting must be ‘Full’
» The Dev setting must be ‘Site Administrator’ or higher.

> In the row of check boxes, Mt must be checked. The status of the other
boxes can be either checked or unchecked.

O Service Depot ACL
» The ACL setting must be ‘Full’
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3. Exporting Lists
Device List CSV_

1.  Move to Export Device List menu. P ——
2. Select List Type; Detail or Simple. ; e [ |
) . 5) Export Device List -
3. Select Service Depot Name. _(_,@ P =
4. Type the target Customer. iu (2)Ga T
You can designate multiple RC Gates by using % as a wild card. - :
5. Click [Export].
6. Click [OK] twice.
) ) Export Device List ﬁ
7. Requested list is shown up. —_:,/ e
8. Double-click the data to save the CSV file. [ mmu
. | Fapart Divica List (6) A
9. Exported CSV file can be created. A P
et (1) £ (8) =3

PIOO2EI8E]

T o gl
SERVI_ALD. 5477
SERVI_MD_ 581

PARRIET
PEN10481
pOM410481

vice TzIM/R datl=iTag 10 [=]apoiancl='Senice (=0 tnerd=lan 1 adzlFet anlz]iost fedelsite ra

Slide 133

O Use of % as a wild card: For example, if the customer names are registered as
ABC Germany, ABC France, and ABC ltaly, you can select all these names by
inputting ‘ABC%’ as the target customer in step 4.
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Slide 134

3. Exporting Lists
Reporting CSV

O At the center, counter data from all appliances is
saved for up to a maximum of 40 days.

U Perform the download as two separate
operations to obtain all the data.

+ Setrange A = -40 to -30 days
+ Setrange B = -30 to 0 days

No additional notes
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@Remote

Lol Sire: Mﬁﬂﬂ@

LOMGOLTT

+ Preinstaticd Appliw ©
! Appliuncs Beplacement

Maintenance

Slide 135

3. Exporting Lists
ReEorting CSv

New Request For Counter-CSV 2

Fields marked with an asterisk - are required.

e

&, (Comma)  © ;(Semicolon)

* Site Name [Ficoh Com HG =
* Target Month sneeons =| - | EnvR0E =

Search Range cun be designated for up o 2 month,

Op
Qustomer Name/ D IFWIMH Hame® !

U To get the data for all 40 days, do the operation twice.

No additional notes

135



RC Gate A Training

RICOH

3. Exporting Lists
Supply CSV
O At the center, supply data for all appliances is
saved for up to a maximum of 30 days.

U Perform the download as five separate
operations to obtain all the data.

+ Setrange A = 0 to -6 days

+ Setrange B = -7 to -13 days
+ Setrange C = -14 to -20 days
¢ Setrange D = -21 to -27 days
+ Set range E = -28 to -30 days

Slide 136

O Basically, this is only for customers to which the toner replenishment service is
provided.
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Slide 137

3. Exporting Lists
. SupplyCSV_

@Remote -

= -

_ Fields marked with an asterisk are required.

LOGOUT
P P el Ji -~

¢ Armlissncy Ryplunsinent

—* Service ——
Search =
L %3‘,“1-
» Appliance
* Depifee

r Discornnected List

Counter CSV * SV Separatar
& ,(Comma) T ;(Semicolon)

* Site Name |Ricah Comp 1O =
* Srarch Renge [enmoes =] - [enweon =

Search Range can be designated for up to 1 week.

Service Call

+ Cull List

Firmuware Customer Name/1 i [CustomorNemaz |

Mainleramnes a

U To get the data for all 30 days, do the operation 5 times.

O Basically, this is only for customers to which the toner replenishment service is
provided.
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3. Exporting Lists
Call History

U Download Call History from the devices one by
one.

+ The call history for each device has to be
captured one by one.

Slide 138

O Basically, this is only for customers to which the call handling and/or toner
replenishment services are provided.
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3. Exporting Lists
Call History

@Remote - Device Information
) G G- S

LOGOLT Requested Srata

Regiatration
+ Sew Mowistrution

+ Ere-tnstallod Ayylimor
+ i Bepliosen

Counter £V
© Niwe Koyust

O You have to download
Call History CSV for each
device one by one.

4 It will take about 20
minutes to download call
history from 100 devices.

2010 [156062 Laa43]

Example of Call HistorU

Slide 139

No additional notes
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4. Install the RC Gate A

U When asked to input settings, input the settings
from the old RC Gate (see step 1).

U Make sure that the Auto Discovery Settings are
set up.

U Register the RC Gate A with the @Remote Center

U When finished, inform the @Remote Center
operator.

Slide 140

O These steps are covered in the section on installation.

140



RICOH

RC Gate A Training

Slide 141

5. Input the Appliance Information for Admin

L o e

ot e Eryarensastossi]

0 At the Center GUI, log in as an Administrator (you need access to
the Administrator menu)

U Input the data from the screen dumps of the Appliance
Information for Admin that you made earlier.

O Input the data for each of the tabs.
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6. Unmanage all Managed Devices

[’Ocol-un ication Sarvar GUI - Windowe Intarnat Fxplarar

LJIoE|
o

G0 - (e

WG| Communication Sereer GLE

[l f4nfx:
B B @ A0 Gk - @

@Remote”
Load Site rru‘onnumﬂ

LeMOUT
Registration
* New Registration
* Pre-imstatled Applisme
* Applianee Replacement

Search

" Applian
» Duwios

= Discennected List

O Click ‘Device’ in the Search Menu.

Slide 142

O This is the reverse of the ‘Registering at the Center GUI’ procedure during

installation and registration.
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6. Unmanage all Managed Devices

) Search Device 2
e ©)
* Installed Condition * Device Condition
& Not specified  Managed  Monitored = Not specified ¢ Found  Registered ®
T Service Depot Mame  |STG01 Inc Sve =]

Customer Name/ID |

Appliance S/N [

Tag ID [

Device 5/ E3

i e L a PO IO A, o
Tag ID and Device 57N or enter “%~ into the Device 5/N Field as entire
deuvice search within the service depot.

Vendor & Not specified " Ricoh " Others
Date Range (Start - End)
[2009p02/01 =] - 20090228 =]

¥ Search First AD Date

O Select “Managed” for Installed Condition and “Not Specified” for
Device Condition.

Q Input the Service Depot, Appliance S/N, and other search
conditions, then click ‘Search’.

Slide 143

O Device Condition: Some devices may be listed as ‘Found’. These also need to
be unmanaged. So, we must select ‘Not specified’.
O Installed condition: Monitored devices do not have to be unmanaged and re-
registered.
» However, the customer may want to compare the lists of monitored devices

made before and after switching over. To do this, you can use the device
list that was exported in step 3, and compare it with a device list made after

completing the switchover to RC Gate A.
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Slide 144

6. Unmanage all Managed Devices

Device List @

2
UEdateDeuices) MunugeDeﬂices’ RegisterDevice* RemuueDeuiceg | P

JJ.Re&esy ’]7/1 Jum» Exgorg Sort...’

SEQ| Device S/N| Model Name Customer Nai Installe¢ Device | Dev M{ | Appliance S Ser F
1 | 3198610041 | RICOH;imagio Nec Omatatestl Monitarer 8911110111 | STG
2 | 3AB4E17496 | RICOH;imagio MP | Omatatestl honitared J7750300033 | STC
3 | 45071115657 | RICOHIPSIO MNxB5 Omatatestl Monitare: J7750300033 | 5TG
4 | 4501115657 | RICOHIPSIO NXG6 Omatatest] Monitare: 8811110111 | 5TG
5 | 4BAAN00004 | RICOHIPSIO SPC Omatatestl Monitare 8311110111 | 5TG
6 | 48AAD00004 | RICOHIPSIO SP C) Omatatestl Monitare J7760300033 | STC
7 | h004000001 | RICOH;Pro 1357EC Omatatestl honitarer J7750300033 | STC
8 | MACD0O0746¢ Ricoh Omatatest] Monitore 8311110111 | 5TG
8 | MACD000746¢ Ricoh Omatatest] Monitore J7760300033 | STG

O Make sure that “EDIT OFF” is selected.
O Select all devices.

O Click “Remove Devices”.

+ While the remove request for a managed device is being carried
out, “Removing” is displayed in the “Requested Status” area.

+ At the next polling (or after a Device Check Request Call is made),
the center requests the RC Gate to remove the device.

No additional notes
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7. Make a Call from each RC Gate

|PRAD [ Ell

| Top Page

nislligar Famots |

ateal
art
3 RO Oate Settings — @

¥ Awo Discavery

I e |

ElA=SRTangLE [ & Bt 7

a In the Maintenance menu of the RC Gate Ul, click[Maintenance] -
[Communication Server Calls] - [Device Check Req. Call].

O Then click Start.

Slide 145

O Make the Device Check Request call from each of the RC Gates to be removed.
» The Device Check Request call takes a very short time. A service test call
takes much longer, but you get a clear indication of whether the call
succeeds or fails.

O This prevents the need to wait one hour for the next polling.
There is no indication when a Device Check Request Call has been completed
successfully, or if it failed.

O If the procedure continues without a successful Device Check Request Call, the
RC Gates will still have registered device data in the memory when they are
disconnected and taken back to the service depot. So they cannot be installed
again at a new customer.

> If the Call succeeded, the device data is deleted from the RC Gates, and
they are returned to the same condition as when they were new.

O However, the @Remote Center has deleted the device data, so the same
devices can be registered again on the new RC Gate A.
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8. After Receiving the Calls

O After the Device Check Request call, check the
Device List again, to make sure that all devices
were removed.

+ |t may occur that one or more devices could not
be removed, and the device data remains at the
Gateway.

+ In this case, it is not possible to remove the
device on site, and only the solution is to ask IT/S
in R-Japan to delete the data.

U When all devices have been removed, notify the
field technician that device registration can begin
on the RC Gate A.

O Normally, the device is online during removal. The RC Gate resets the flag in the
device to be removed, receives a response from the device, and reports to the
@Remote Center. Then the device is removed.

O If the device is disconnected, the flag will not be reset, but the RC Gate lists the
device as deleted, and this is picked up by the gateway and the center.

» Flag: 5816-209.

O But, if the RC Gate is disconnected, it cannot receive a remove device request
from the center. After 4 hours, the center times out, and removes the devices
from the center database, but not from the Gateway. The only solution is to ask
for assistance from IT/S in Japan to delete the records from the database.
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9. Remove the RC Gates from the Center

Search Appliance

Tearctyr Brarch Applare
@Remote™ ©)]
"EE] sitc information. Caa D
LOGOUT pof
Ragpistration N

= New Besistralisn

» Pre-imstatiesd Applignee

* Applionee Replocoment

* D
* Drisconnected List
Counter SV

" New Reguent
= Lint: Requented S5V

Supply SV

Q Click ‘Appliance’ in the Search menu.

O Input search parameters and click “Search”.

O The operation is similar to removing the devices, except this time we use
Appliance in the Search menu.
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9. Remove the RC Gates from the Center

earch-»Seanch Appliance-» Appliance List
@Remote’ Appliance List ?

ar Nar Applinnce ST Requast Num Service Depo Ad typ 3 Ste
1 M2271700004 | GSTGOI00AZ1Y STGON In: Swe: Emboddod

2z 1 S3260100030 | RSTGO1058106 S Embedded
eriter CSV 3 Omalstest] | 8911110111 | RSTGO1000001 & RC-Gale

4 Omalmtestl  J/7SU300033 | ASTGOTO0000 STGOT Inc: Sve RC-Gate

5 TestRCGate { JI7EI400186 | RSTGOIOO000! STGO! Inc Suc RiC-Gate

€ New Reguent
© List: Reguested G5V

Supply CSV
B New Regueal
B List: Reguested G5V

O Make sure that ‘EDIT OFF’ is selected.
O Select the appliances and click ‘Remove Appliance’.

O After a RC Gate has been removed at the Center GUI, ask the
Slide 148 technician to disconnect it immediately.

Timing for disconnecting the RC Gates at the customer site

O After removing a RC Gate at the Center GUI, the RC Gate becomes initialized
(like a brand new RC Gate). All 3 LEDs become lit (this is the ‘shut down’
status). Then the RC Gate can be disconnected and taken back to the service
depot.

O If a RC Gate could not be initialized after removal at the Center GUI (e.qg.,
because it is disconnected), the RC Gate is still active and may send data to the
gateway if still connected. This will cause a problem at the Gateway when an
unknown RC Gate (already removed at the Center GUI) sends data to it. So,
after a RC Gate is removed at the Center GUI, the field technician should
disconnect it immediately.

O Note that for Global Major Accounts and other large customers, RC Gates may
be installed in different locations, or even in different countries. It is necessary to
organize technician visits at the time of removal from the Center GUJI, in order
to disconnect the RC Gates at the correct time.
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10. Register the Devices on the RC Gate A

| Initial Settings
ke initisl settingl(s) to use Remote Communication Gate A

Auto Discovery Setting Wizard

Device Registration Wzard

Shift Device Firmmare Update Time

Access Prohibited IP Address Settings

Ping Send Permission

O Register the devices on the RC Gate A, using the Device
Registration Wizard.

Slide 149

O Device Registration Wizard: This was explained in the section of the course on
Installation.
O It takes 13 min. of processing time to register 500 devices at one time.
» So, for RC Gate A (maximum of 1000 devices), it takes up to 26 minutes.
» And for RC Gate S Pro (maximum of 5000 devices), it takes up to 2 and a
half hours.

» Each registration operation can handle up to 500 devices, so you have to
do up to 2 operations for the RC Gate A, or up to 10 operations for the RC

Gate S Pro.
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11. Check the Device List for the RC Gate A

Q

a

During the Device Registration Wizard, the RC Gate A
contacts the @Remote Center with the new device data.

So, the device list at the Center GUI for the new RC Gate A
should contain all the registered devices.
Check this list.

+ Compare it with the exported device list CSV files that you
made earlier.

Make sure that all devices are registered and Managed
+ [f any failed, investigate, and try to recover.

If some devices still cannot be registered and Managed,
wait one day and try from the @Remote Center with
Remote Registration (see the next slide)

O Each registration operation can handle up to 500 devices, so you have to do up
to 2 operations for the RC Gate A. Before you give up and go on to remote
registration, make sure to finish all operations first.

150



RC Gate A Training
RICOH

12. If Needed, Make a Call from the RC Gate A

Remote Communication Gate A

Device Check Request Call

Use this function cnly when the service requests.

Start

4 In the Maintenance menu of the RC
Gate A UI, click Maintenance —

Device Check Req. Call.
O Then click Start.

Slide 151

If some devices are listed as Found, ask the field technician to make a Device
Check Request Call from the RC Gate A.

O This prevents the need to wait one hour for the next polling.

O After registering devices with the Device Registration Wizard, they are also
automatically registered at the Center GUI. However, some may still be in the
Found status. If so, a Device Check Request Call from the RC Gate A will
change them from Found to Registered. If that fails, then the Center GUI

operator will have to register them manually, and then another Device Check
Request Call will be needed.
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13. Remote Registration

O Wait until 24 hours have passed since the Auto
Discovery Settings were made in the RC Gate A
at the customer site.

U Check the Device List for the RC Gate A.

+ |f some devices are still not registered and
Managed, make sure that all the devices are
listed as ‘Monitored’ or ‘Found’.

+ |f any devices are not listed, check their condition,
and recover them.

U Register the devices.

Slide 152

O We use Remote Registration to try to register devices that are still not registered.
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14. Register the Devices

O After you finished this step, wait for at least an
hour (until automatic hourly polling is done).

+ There is no technician at the customer site to
make an Device Check Request call this time.

U Then check the list of registered devices.

+ Compare it with the exported device list CSV files
(from slide 1).

O Make sure that all devices are registered and
Managed

+ If any failed, investigate, and try to recover.

Slide 153

No additional notes
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15. Retrieve the Old Device Information

U Import the device information from the old RC
Gates.

+ Import it from the Exported Device List CSVs that
you made in step 3.
+ You need the Export Device List: Simple

Slide 154

No additional notes
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15. Retrieve the Old Device Information

Device Information

_ Device Information __& (tpdete) Collitutery ) Device Statsn) Comm) s
ipdete | Cull Mistary | Device Status | Comm | L# baci ]

—

=

- -
..... e

ctor Bl Addre Basep Device I
o information is I
all blank. T
Data when registered on Data after registering on
the RC Gate the RC Gate A

No additional notes
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15. Retrieve the Old Device Information

w (5)  m—

FExport Device List » 9
You don’t
need to

retype device
information.

T e

If import
menu is
used

@Remote (4) Update Device Igfo. by CSV Import

A | 8 e o | E | e o - =
1 [Appllance S/N  Device S/H Locaton  TaglD  Device AdrDe!
& G400 86 KB1 ooEnH Mireaplis 100 Max. 125 Sieiieney i
377 GMONAE M TAGOMEZ  Dalise 200 Travis 138 ’ ;:fmm L gt i bt Y
_4 |7 40088 MET TI200067 Mew York, 300 Okda L1 ! Ot il |
5 1 G001 80 MAC 001 CatBadtl  Los Angels 400 Frank 444 “""':- (1 )
CE |77 60400188 VIS BTII00T)  Spring Feid 500 Simpson 337 e
T LT GOMOMEE W4 BTZ0NNE  Chicag GO0 hrdan 548
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If it is imported

No additional notes
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15. Retrieve the Old Device Information

Expori Device List: Simple

Device Information

| T

Hpdote) . Caliifistory ) Decive Statun)  Comen )
T = 1 153 T = —  -—
1| Apgliance: S/N Darvice 5/ Location  TaglD  Divice Adr
T TR T TR T T
3 |77 GOMDOIBE M1 TEE0Z4EZ  Calke 200 T ravis
4 |7 Go400186  MST 7200057 Mew Yark 300 Olivia
5 |77 B0MDMSS  MAG O0110sbBsBES  Los Angels 400 Frarik
6 |77 GMOMES WIS BTN0079  Spring Fleld 500 Simpaon
T LRt ANErTIT AR wod ATHINA Ciniraon A0 hrian -
] E I = I Ll I 1 I ] ]

Device AdrDevice AdrSupphy AdrSupply Adn S upply Admr

LI L pa = 118 = T
1357-887Etravis®usa Stereo
5667-88670lvia@usar Jecica
4444 -555E frank@usa. Rabbit
33334444 marge @usa Wil
3456—874€ mj@usa. ne. tiger

L= A 1= i)
3456-897€ stphi
8765-0987 pcica
3334444 -animal@us
3456-873E will@usa.co
1234-587€ woods@usz

e

=

TagID

Dwutoe Adm

fee Adm

T =
[ Motel MoteZ MNoted J
july une march
~an Feh War
Apr Itz Jun
+0ct Mor Dec
desk chair routh
shaskethall 1234 waork.
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fouBhusa g i

by
=

All editable fields in Device Information
can be exported and imported.

T T

No additional notes
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15. Retrieve the Old Device Information

In the exported Device List: Simple CSV, change the Appliance S/N
from the old RC Gates’ S/N to the S/N for the new RC Gate A, and other

Click “Update Device Info by CSV Import” in the Maintenance menu of

©Rempte- _ (5) Update Device Info. by CSVimport @

Foad it i)

@)

py——

S @

1.
information if necessary.
2.
the center GULI.
3. Select the Site Name. —
4. Select the CSV file to import.| =~ ...
5. Click [Update Device].
6. Open the Device List in the
CenterGUI, and check that
all updates are correct.
A g [:] | I o
1 ||Appdiance 5/N vice 5/N Location Tag D i
21/.m ANOO0N2 | LAD-11310 Ohemard 10F
3 |16 41000012 | M Tan0zan2
418 41000012 | ATO 59517004 abc
506 A1 0002 | 558 TI080002  Tokyo ABC
Slide 158

No additional notes
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16. Make Sure that M/R is Correct

The M/R dates have all been reset to 1. They must be set to the
same values as they were when registered on the previous RC
(Gates
. - __ Device[::gpecific M/R Dates .
Updar : : & have been set. the RC Gate

InstaBud Duvics Coi Darics 1)

17750400186
17TRI409106

7 Te0a001 06
7 m0a00 86

Device List 2

SEQ Device SN Model Hame  Customer Installed Device Cor Device T Appliance 5
KS100027131 RICOH Adcio 324 ABC USA | Managed, Fegstered | HTTFS SE5010001FD
MD17BEOZ46Z RICOH AScio MP. ABC LUSA | Managed Regitered  HTTFS S56010001FD
MSPITRON06T FUCOH Adicio MP ABC USA | Managed, Flsgistered | HTTFS S56010001FD)

1

2

1
. . 4 | MACO0110ab9abbS | hp color Lasere ABC USA | Managed Regstered SHMP S56010001FD
Data after reglsterlng on & VISsT110079 FICCH Alcio MP ABC USA | Monaged Flogsieed | HTTES S6010001F0)
6 VI4ETRO0116 RICOH Afcio MP ABC USA, | Managed Fegistensd S56010001FD

the RC Gate A
e

M/R Dates are all reset set to 1.
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No additional notes

159



RICOH

RC Gate A Training

16. Make Sure that M/R is Correct

Using Export Device List: Detalil =
/y MR date T (1)

I — B o o T & 1 (1) Cag v 10]1 Select and Copy
1 Dovics 5/H Mode! Hame Gustomer (Instaled i Dpion CoiDewen 1+ Tag If .
st ooz T 31 RIGOH Aficn 37450 ABG USA Maraged  Peghtemd HTTPS [ - ] 10|z the “M/R Date”
 Exbort Device List: Detall paeutical N EXWir ] 2ol lumn (Col
4 e = - < F00G0900 TTE04001
2P0 eVILe Hsl. Hetd mgwmasnw 1| a0cenaca T Te0400 o6 1]: column ( olumn
SEITI007  RACOH Afice MP CI3UABC USA Miraged  Reghtimd HT RS 28] 0006980 17604001 86 25|k
V2487200016 FICOH Aficio MP C2Z5IABC UEA Wm::d Flll::urmll HTTRS BO08BH00 JTTHM001 86 a5l ¢ G) from csv data'

(2) Set [EDIT ON] (3) \
Device List B - Paste the “M/R Date”
TS T GRS GIr am 10 Reeinn mitie el
) ~. display.
& O aD 0 D CID S e ;

-4
- Set back to [EDIT OFF].

(5)
! Click [Update Devices].

(6)
Click [Update].

BEQ Darvica SN Modal Name  Castamor bnatallod Dirvics Coi Dirvics
FEI0002719 | RUCOH Alcio 124 ABC USA  Masaged Fagaared HTTFS
M) PBEOZ4EZ | RICOH Alicio MF! ABC LISA | Managed Regatersd | HTTFS
METITZ0006T | FICOH Alcio MF ABC USA  Monaged Regmtered | HTTRS
MACO0110sb hp color Laserde ABC USA  Managed Fagsiered  SHMP
WVISETII0079 | RICOM Afitio MP ABC USA | Managed Fagetered HTTPS
V2487200116 | RICOH Aflicio MP ABC LISA | Manoged Ragmiered

(5) -

I IFSEE

Can easily edit M/R Dates for a max.
500 devices in one operation.

De
e
([ nanosin) deomtin) ambweomin) st (1) m“‘ ®) Update Devices :
T T - - (= ) —
bevicn Ty MR- Apphasca 5 5 o g o

BED Dwwies SN
Siibem 60— I e S T S

No additional notes
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Slide 161

Setting Up ACL for a Global Major
Account with RC Gate A

O This procedure shows how to set up ACL for the general technicians at a service
depot. It is not for setting up ACL rights for specialists who perform special tasks

(such as working with the Maintenance menu on the Center GUI).
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Site ACL and Service Depot ACL

Overview:

When several devices are migrated from multiple RC Gates in different
countries to one RC Gate A, and the RC Gate A needs to manage
devices among different countries, a specific ACL set-up may be required
in the center GUI. This is to make cross-border support possible.

1. Normal Case 2. Global Account Case
Under the same operating company (same country) Expanded for several countries
B
. . Host Depot
Site Global Site~ Host Def |
epo ;
P (e | Depetu CEpEs
e— | in UK
)
Depot |
in Italy —
(bove ]

>

No additional notes
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Site ACL and Service Depot ACL

Q In general, managed devices must be registered within the same site as the
Appliance.

O To meet global accounts requirements, a cross-border site must be set up, to
enable the assignment of its service depots that are located in different
countries.

+ For example, Site Name is “Global Site” located in the USA, and two Service
Depots are registered under the Site: “Depot U in UK” and “Depot | in Italy”.

Q Itis possible to acquire device data using the Appliance in the USA as long as
the Appliance manages these devices, even though the installation sites of the
devices are in a different country.

d However, to maintain toner replenishment and call handling services, and/or
RFU, it is necessary to entrust the required work to a sales company located in
the same country as the device.

Q To make this possible, ACL settings at the center GUI are important.

+ For example, a person in UK may be responsible for devices in UK, but does not
require access rights to manage the appliance and devices in the USA or devices
in Italy.

Refer to the following procedure, to set the appropriate access rights (ACL) for

the technicians.

Slide 163

No additional notes
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Site ACL and Service Depot ACL

When you install a RC Gate A/S1 under a Global Site, the regional manager must set
appropriate ACL for all responsible persons at the Service Depots in different countries;
1. Global Site ACL: Set to “Reject”. _ With this setting, they cannot operate anything related to the Appliance.

2. Their own Service Depot ACL: “Read” or higher.4mmm With this setting, they can operate the areas of the
center GUI related to the devices they are
responsible for, but no others.

- If they want to edit Device information etc., you need to set their Service Depot ACL as “Write” or higher.

- You don’t need to give them any ACL for other Service Depots, just “No action”.

For a technician 1.”Reject” For a technician 1. Re]eCt
at Depot U . ) at Depot |
2. “Read” 3. No action
. Host Depot __ or higher
Global Site T ies Global SiteT o8t Depot — @
| 4 l |
Depot U Depot U Device A
in UK ﬂ — in UK 2 z
paves Device B
Depot | Depot |
in Italy = ﬁ:j;
3. No action 2. “Read’
Slide 164 or higher

O No action: For example, UK technicians need no service depot ACL setting in the
Italy service depot
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How to set Site ACL

Procedure:

1. To set Site ACL
1-1. Open Site ACL in Maintenance menu of the center GUI.
1-2. Select the Site Name in your area.

1-3. Click [Add Group].

This procedure shows
how to allow
responsible persons to
access only the devices
in their country.
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W Lishi Reguateal €351

Serwice Call
+ Cundl Lint

Firmuears
+ Firmerare Misin

+ Servive Depet ACL
+ ol Kl
+ Sotution

+ Cobemifar
+ Cortiffontion

No additional notes
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How to set Site ACL

1-4. Input the Group Name; e.g. “Local User”.

1-5. Select ACL as “Reject” in ACL Info.
- Select Dev as “General”

1-6. Select check boxes in accordance with the role of the technicians in this group.
- Don'’t need to select the [Mt] check box.

1-7. Click [Apply] ,and click [OK] twice.

Maintenance->Site ACL Search->Add Group

Add Group 3
) am
Site Name EGlubaI Siie(A\ <
(G'roup Name Local User
(5) ACL Info (6)

(o [Er— ) (7 #2_© R ol @) o
Dev |General -

Add Group Add Group E‘
\?‘) Are you surs? A eta s e
s |1

Slide 166

Go back to the Site ACL Search window, then select and double-click the Group Name.

No additional notes
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How to set Site ACL
1-8. Input the User ID of the technician in the “User ID” box.
1-9. Click [Add], and click [OK] twice,
1-10. The user is registered in the User List.
Repeat the above steps from 1-8 to register other members’ IDs in this group.
e Gl W b EE
(¢] B b e megertricsh comitaging MainSersie T Blanget Fisg=) 8] = Bl
W g g Communication Sarver GU B-82 & o-8-ng
@Remote Add/Modify Site ACL 3
oot =) S ) am
Site Mame Global S
LOGOUT Group Name | Local Usar
® i oot g5y ’:‘:‘rﬂe — < #w o ca Add/Modify Site ACL ¢
=7 ow_oes A L deply ) AdiUser ) Deleestier ) arD
PR T P SiteName  |Giobel Sng
+ Firmasare Main Group Name |Local Usar
= = [Gratisns [t ACL kg
Add/Modify Site AGL At [Fupeer Y] FMRFRpRCMFS T
Dev [Gorenl =]
B e e
—r e oo _Add )
PRI Add/Modify Site AGL [X] {0) e
\ \i‘) Data is added [SE0_[Usem TUsariams [egerizsicn T
Admrinistreator I~ / 1 oo Usar A F00O00OK K000 HO00000E ' a3
L2 AR ——
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No additional notes
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how to give the
necessary Service
Depot ACL level to
responsible persons of
the Service Depot U in

operate devices
registered under the
Service Depot U, but
should not see the
Appliance (RC Gate A)
in the USA or Service

;\ Depot | in Italy. J

How to set Service Depot ACL

2. To set Service Depot ACL
2-1. Open Service Depot ACL in the Maintenance menu of the center GUI.
2-2. Select the Site and Service Depot that you want to set.

2-3. ClickIAdd Group]. g
This procedure shows i« o

W Lint: Koguestol C5V

Sevice Call
© ol Ling

They must be able to i

i
- Limbite bpi e,

* Eoxpmort Devive Lint

Addninistrator
* Applnce

-

t

e —
(3) Service Depot Select 1

me [Demot U 1 (2)
- W el

No additional notes
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How to set Service Depot ACL

2-4. Input the Group Name; e.g. “UK member”.
2-5. Select ACL as “Read” or higher in ACL Info.

- If they will edit device information, and/or input Solutions in the Call List menu, select “Write”.

2-6. Click [Apply], and click [OK] twice.

2-7. The Group Name is registered in the ACL Group List.

Repeat the above procedure to register different groups for this Service Depot as necessary.

Memtmnanerr Seriios Depot Selector Add Growg:

(6) Add Group

—

Service Depot Select

Site Name Global Site

Service Depot Name | Degot U

_Search ) _AddGroup ) Delete Group )

* Site Nume

Giotl St

ACL Info (4) (7) * Service Dapet Name [ Dagot U 7]
(eroup Name _[Ur memper1_] 2 tnsiect
®) T oS J
L
Add Group X)

\?‘J Are you sure?
TR
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ot Ste

ame [Ompot 1

No additional notes
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How to set Service Depot ACL
2-8. The result after making groups in 2 Service Depots.
Maintenance Service Dapot Select.
For Depot U 5
Service Depot Select 2
Search D Add Group ) Mmmg)
* Site Name Glokal Site ~|
* Service Depot Name |Depot U B
ACL Group List CSelectall ) Wnselectall)
[sEa [ GroupName | ACL
1 UK member 1 Write
i 2 UK member 2 Read
Mamtenance->Service Depot Select
For Depot | _
Service Depot Select 2
Em@ ) _Add Group ) Delete Grnge’

* Site Name Global Site ~|
* Service Depot Name | Depot I -
AGL Group List _SelectaAll ) UnSelectAll |
[sEa [ GroupName | ACL

1 Italy member 1 Write

| 2 Ttaly member 2 Read

Slide 170

O In the above example, we have made two groups in the UK service depot, and
two groups in the ltaly service depot.

O In each depot, we made a group for users with read status, and a group for
users with write status.

O Now we can add users to each group, as shown on the next slide.
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How to set Service Depot ACL

2-9. Select and double-click the Group Name.
2-10. Input the technician’s User ID in the “User ID” box, then click [Add].
2-11. User A is added to the User list.

Service Depot Selazt .

i W Wiaeaat o s ]
\__Search ) _AddGroup ) DelateGroup) o e N o
. - - o B Commrton b 1 R L s B T

* Site Name [Glakal Site

* Service Depot Name |Depot U

ACL Group List

|1 UK member 1
memeeT (9)
Add/Modify Service Dej|
_Apply . AddUssr ) Deletelser ) :
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3 In this slide, we register a user for the UK service depot.

O We can register users for groups in Italy after we change the Service Depot
Name to ltaly.
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