October, 2015






Important Safety Notices

Prevention of Physical Injury

. Before you start any of the procedures in this manual, disconnect all power cable and network

cables.

The wall outlet should be near the equipment and easily accessible.

. If any adjustment or operation check has to be made with exterior covers off or open while the

main switch is turned on, keep hands away from electrified or mechanically driven components.

The inside and the metal parts of the equipment may become extremely hot during operation. Be
careful to avoid touching those components with your bare hands.

. Before you start any of the procedures in this manual, touch a grounded object or put on an anti-

static wristband. This is to prevent static electricity from damaging the internal components.

Observance of Electrical Safety Standards

. The equipment and its peripherals must be installed and maintained by a customer service

representative who has completed the training course on those models.

. DO NOT replace or try to recharge the lithium battery. If the battery does not operate, replace the

entire mainframe. This is because the battery can explode if it is replaced incorrectly.

Safety and Ecological Notes for Disposal

1.

Dispose of replaced parts in accordance with local regulations.

2. When keeping used lithium batteries in order to dispose of them later, do not put more than 100

batteries per sealed box. Storing larger numbers or not sealing them apart may lead to chemical

reactions and heat build-up.



Symbols, Abbreviations and Trademarks

This manual uses the following symbol. The meaning of the symbol is as follows:

W Screw

Trademarks

Microsoft®, Windows®, and Internet Explorer® are registered trademarks of Microsoft Corporation in
the United States and/or other countries.

Firefox is a registered trademark of the Mozilla Foundation.
Google and Chrome™ are trademarks of Google Inc.

Other product names used herein are for identification purposes only and may be trademarks of their
respective companies. We disclaim any and all rights involved with those marks.
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1. Product Information
]

Outline of the System a

The RC Gate A2 communicates with the @Remote Center over the Internet using HTTPS.

Authentication by HTTPS ensures the security of communication between the RC Gate and the @Remote
Center. The @Remote Center serves as the HTTPS server, and the RC Gate works as the HTTPS client.

Communication is possible when the following conditions are satisfied:
* The customer environment is arranged to be able to access Web sites outside their network.

* The configuration for access to the proxy server is properly done (only if a proxy server is used).

TCPIP

d3ara3044
No. Name Function
1 @Remote Center Information sent for various services will be aggregated to this server.
Global S
2 (S:REGS) erver For firmware distribution
3 eDC Server For activation of the Accounting Report option




1. Product Information

No.

Name

Function

Proxy Server
and/or Firewalls

The customer can use a proxy server and firewalls with this appliance.
The proxy server can be used without authentication or with Basic
authentication, Digest authentication, Windows authentication (NTLMv2
only), or Kerberos authentication.

Devices

Printers and multifunction products (MFPs) can be managed with this

appliance. This appliance can manage a maximum of 100 devices.

* Two types of devices can be managed. One is compatible with
HTTPS, and the other is compatible with SNMP. The user can
identify the type by selecting [@Remote Properties] on the Device
List and referring to [Connection Typel].

¢ Mutual authentication in an HTTPS connection ensures the security
of communication between the RC Gate and an HTTPS-compatible
device. As a requirement for HTTPS-compatible devices, [Do not
Prohibit] must be specified in [@Remote Service] under the
Administrator Tools menu. This is the default setting, but if there is a
communication failure with these types of devices, the sefting may
have been changed.

e SNMPv1/v2 or SNMPv3 can be used for communication between
the RC Gate and SNMP-compatible devices.

e TLS1.0,TLS 1.1, and TLS 1.2 can be used to communicate
between the RC Gate and TLS-compatible devices.

If you have installed optional storage to expand the capacity, up to
1,000 devices can be registered.

Computer for
Administration

You can manage this appliance by accessing the RC Gate Monitor via

web browser.

This Appliance (RC
Gate A2)

Interfaces the managed devices with the @Remote Center. Sends the
device information to the @Remote Center, and receives software to
update the devices from the @Remote Center.




Precautions for Use

Precautions for Use

Checking the Customer Environment and Gaining Permission for Installation

e Make sure that the Internet connection is a fixed broadband connection.

If this appliance is installed in a dial-up connection environment, a fee is charged for each
connection.

* Gain permission for installation from the network administrator.

If the customer company has many branches (offices, factories and so on), the head office may
have an organization for network administration. Be sure to gain permission from a network
administrator of higher rank, as well as the network administrator of the installation site.

Handling Customer Information

Handling Customer Information Related to Security

Information related to customer security (for example, IP addresses and proxy information) must be
collected from the customer on the day you install the equipment. Never take such information
outside the customer site.

Precaution about Proxy Server Configuration
Always explain to the customer that there are two ways to configure proxy server information:
1. Entry by the CE on the customer's behalf
2. Direct entry by the customer

Note that there are some customers who do not want to reveal such information to persons outside
the organization.

Precaution about the Customer Survey

In the customer survey, make a note of the name of the person who will provide you with security-
related information.

When Terminating the @Remote Contract

* To ensure initialization of the data inside, the RC Gate A2 should be processed by the @Remote

Center before being returned.

* If returning processing from the @Remote Center was not applied, initialize the RC Gate A2 after

receiving it from the customer. See page 132 "Resetting to the Factory Default Settings".

* |f returning processing from the @Remote Center cannot be applied, ask the operator to remove
the RC Gate A2 from the Center server.
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When Devices Are Installed in Different Branches

RC Gate A2 is capable of communication with parties outside the local segment. However, if Manual
Discovery* ! fails and RC Gate A2 cannot connect to a previously discovered device, check the IP

address of the device and change the device information on RC Gate A2.

*1: With this function, you can search for previously registered devices that are currently missing on RC
Gate A2.



Appliance Configuration

Appliance Configuration

Appliance

Name Machine code

RICOH Remote Communication Gate A2

D3AR
(hereinafter referred to as RC Gate A2)

d3ara0001

Option
e RICOH Remote Communication Gate A2 Storage 1000

The RC Gate can manage a maximum of 100 devices. If you install optional storage to
expand the capacity, up to 1,000 devices can be registered.

Name Machine code

RICOH Remote Communication Gate A2

D3AX
Storage 1000

d3ara0002

* Accounting Report
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RICOH Remote Communication Gate A2
Accounting Report




Specifications for the Main Unit

Specifications for the Main Unit

Differences from the Predecessor Product

o Selectable encryption strength (SSL/TLS)

For enhanced security, the encryption strength of communications between the appliance and the
devices can be selected. This is to counteract the POODLE vulnerability and other problems.

* Simplified installation procedure

For installation of this appliance, a micro-USB cable is used instead of an Ethernet crossover cable.
Also, it is no longer necessary to change the IP address of the CE's computer in "Internet Protocol
Version 4 (TCP/IPv4) Properties".

* Accounting Report option
The counter information of each user can be collected from the devices.

* A license is required to use this function.

Specifications
ltem Description
Type Box Type
Ethernet interface x 1 (10BASE-T, 100BASE-TX, or 1000BASE-T)
Interfaces USB 2.0 interface (Type micro-B connector) x 1
USB 2.0 Host interface (Type A connector) x 1 (not used)
* RICOH Remote Communication Gate A2 Storage 1000
Option
¢ RICOH Remote Communication Gate A2 Accounting Report Option
Indicator LED x 4 (Blue: Power, Red: Alert, Yellow: Status x 2)

Automatic counter collection

Remote maintenance (Remote diagnostics, SC/CC/AC/MC calls)
Main service functions | Usage report

Toner end information supply

Remote firmware update

Protocols HTTP, HTTPS, SNMP v1/v2/v3, FTP, SMTP, POP
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ltem

Description

Managing Devices

Digital multifunction devices, copiers, and printers compatible with the

service

Maximum Number of
Devices to be
Supported

* Managed devices registered at the @Remote Center

100 devices (1,000 devices when the optional storage has been
installed; 300 devices when the optional storage has been installed

and the Accounting Report option is used.)
e Auto Discovery

500 devices (1,500 devices when the optional storage has been
installed; including the devices registered at the @Remote Center on
the network)

* Accounting Report option

100 devices (300 devices when the optional storage has been
installed)

Environment

Operating ambient temperature range: 10 - 32 °C (50 - 89.6 °F), 15 - 80
%RH

Storage temperature range: -10 - 50 °C (14 - 122 °F), 15 - 90 %RH

Power

¢ For Users in Countries Outside North America:
220-240V, 50/60 Hz, 2.5 A or more
¢ For Users in North America:

120V, 60 Hz, 3.w0 A or more

Power Consumption

10w

Dimensions

Width 155 mm (6.1 inches) /Depth 120 mm (4.7 inches) /Height 32 mm
(1.3 inches)

Weight

300 g (0.7 Ibs)




Overview

Overview

Front

d3ara0047
No. Name Description
: b LED (Blue)*! The display pattern changes according to the status of the
ower ve
appliance.
5 Alert LED (Red)* | The display pattern changes according fo the status of the
er e
appliance.
3 Status 1 LED (Yellow)* ! The display pattern changes according fo the status of the
atus ellow
appliance.
4 Status 2 LED (Yellow)* | The display pattern changes according fo the status of the
atus ellow

appliance.
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No. Name Description

Press the button to turn on the power or switch to standby mode.

- The power turns on when the power cable is plugged into the wall
5 Power button*? socket even without pressing the power button. Also, by holding
down the power button for 4 seconds, the system shuts down and

RTB 5
switches to the standby mode.

Information
added

*1: Ifthe LEDs light or flash, see page 79 "LED Display".

*2: Before disconnecting the power plug, be sure to shut down the machine to switch to the standby mode.
Otherwise, the storage medium may be damaged, causing the most recent log data (up to 1 hour) to be lost.

Back

d3ara0048

No. Name Description

1 Power Socket This socket is used to connect the power cord.



Ed
Typewritten Text
RTB 5
Information 
added


Overview

No. Name Description

This is the network (Ethernet) interface port to connect the RC Gate
A2 to the network. The settings are blank when the product is
2 LAN Port shipped from the factory. Specify the IP address during the initial

setting procedure. See page 29 "Initial Settings" for this

procedure.

. This is the port for connecting the micro-USB cable. This port is used
USB 2.0 interface . .
3 ) when a customer engineer performs maintenance, or connects a PC
(Maintenance port)

to start the initial settings and registration of the RC Gate A2.

LAN Port Indicator

You can check the connection condition of the LAN port when power is supplied.

1 U 2

No. Name Description

1 LED (connection status) | Lights when the appliance is connected to the network (orange).
LED d i

2 ot (s)en /receive Lights when the appliance is sending or receiving data (green).
status
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Inside

d3bhz0024

No. Name Description

When the Power button is pressed, the switch turns the appliance

ON or OFF (standby).

1 Power switch

Use this when resetting the RC Gate A2 to the factory-default

2 DIP switch
swile settings. See page 132 "Resetting to the Factory Default Settings".

3 Coin cell -

Slot 1: Used (front side)
4 SD card slot
Slot 2: For the optional SD card.

There is no CE operation that requires the use of the tact switch.

If you happen to press the tact switch while the power is on and the
S Tact switch cover is open, any operation will be stopped and the RC Gate A2
will be rebooted in the same way as when the power cord is

disconnected and connected again.




2. Installation

Installation Requirements

Environment

Check if the environment of the customer site meet the following conditions.
Setup environment
* Place the appliance on a level and vibration free surface.
* Install the appliance vertically or horizontally, so that the appliance's vent is not blocked.

* Place the appliance in an area that has the recommended temperature and humidity shown below:

%RH 400 80% 27°C 80% %RH  50°F 80% 80.6°F 80%
80 80
32°C 89.6°F
60 54% 60 54%
40 40
20 20
10 20 30 °C 50 60 70 80 90 °F

d459i901

[A]: Recommended range, [B]: Operation range
e Temperature: 10°Cto 32°C, 50°F to 89.6°F
* Humidity: 15 to 80% RH

Environments to Avoid
* Areas exposed to direct sunlight or strong light
* Locations near air conditioners or humidifiers
* Locations near other electronic equipment
* Areas that are excessively cold, hot, or humid

* Areas directly exposed to currents of hot, cold, or room-temperature air from air conditioners, or
radiant heat from heaters

* Where exhaust from other machines [A] gets to the appliance [B].
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A

[B]

=
%
Q\

d3bhz0001

IP address

* Make sure that the IP address to be used during the installation of RC Gate A2 is not used in the
customer's network environment. See the notes for Step 9 of page 29 "Initial Settings".

Notes on an Environment Using both IPv4 and IPvé

* This product supports the dual-stack environment of IPv4 and IPvé, but it does not support an
environment that uses a translator. In an environment using a translator, depending on the MFP or
printer in use, no communication with this product can be established. If no communication is

possible between the device and the appliance, check whether the environment uses a translator.



Preparation ltems

Preparation ltems

Make sure to bring the following items to the customer site.

* A micro-USB cable is required when a CE configures the RC Gate A2.

Name Product Code Quantity
NA: D3AR-17
EU/AP: D3AR-27
RC Gate A2 As requested from the sales department
CHN: D3AR-21
KOR: D3AR-28
Name P/N Quantity
Micro-USB cable D3AR5400 1

Request from the sales department

The required number of RC Gate A2 appliances depends on the number of billing companies,
calculation date, and number of devices (MFPs and printers) to be managed. Ask the sales department

for the number of required RC Gates.
Laptop computer
Operating System:
* Windows 7 or later (both the 32-bit version and the 64-bit version can be used.)
Browser:
* Microsoft Internet Explorer 8.0 or later
* Mozilla Firefox 28.0 or later
In both cases, only the client operating systems of Windows are supported.
Google Chrome is not supported.
USB port:
* USB 2.0 compatible port

21
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Components Check

No. Description

P/N

1 Stand

D3AR2201

2 RC Gate A2

NA: D3AROO17
EU/AP: D3AR0027
CHN: D3AR0021
KOR: D3AR0028

3 Network Cable

A7685402

4 | AC Adapter

NA: D3AR5201
EU/AP, CHN, KOR: D3AR5200

5 Power Cord

NA: D3AR5317
EU/AP: D3AR5327
CHN: D3AR5321
KOR: D3AR5328

6 | Safety Information/Setup Guide




Components Check

d3ara2001
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Installation Overview

* Before unpacking, check that the unpacking detection seal is not broken (to check that the product
has not been unpacked).

* For customers who want to use the appliance in an operating environment certified in accordance
with CC cerfification, configure it in accordance with page 65 "Configuration for a CC-Certified
Environment".

* Be sure fo remove the USB cable after installation is completed.
Installation procedure of RC Gate A2
Follow the 5 steps listed below when installing RC Gate A2.

1. Check the environment and the configuration of the devices to be connected. (page 25
"Checking the Environment and Configuration of Devices (MFPs/Printers) to Be Connected")

2. Install the RC Gate A2 hardware. (page 26 "Installing the RC Gate A2 and Connecting the
Power Cord")

3. Make initial settings for the RC Gate A2. (page 29 "Initial Settings")

4. Register the RC Gate A2 with the @Remote Center. (page 38 "Registration with the @Remote
Center")

5. Register the devices (MFPs/printers) to be managed. (page 39 "Registering Devices (MFPs/
Printers)")

Glossary of Terms

Term Explanation
RC Gate A2 RICOH Remote Communication Gate A2
RC Gate A RICOH Remote Communication Gate A
RC Gate Type BN1/BM1 RICOH Remote Communication Gate Type BN1/BM1
A general term for external appliances described above, which
RC Gate . .
provide connection to the @Remote Center.
Storage Option RICOH Remote Communication Gate A2 Storage 1000

) ) RICOH Remote Communication Gate A2 Accounting Report
Accounting Report Option Opfion
i




Checking the Environment and Configuration of Devices (MFPs/Printers) to Be Connected

Checking the Environment and Configuration
of Devices (MFPs/Printers) to Be Connected

Browsers Compatible with the Appliance

* Microsoft Internet Explorer 8.0 or later

* Mozilla Firefox 28.0 or later
Compatible Operating Systems
* Windows 7 or later (both the 32-bit version and the 64-bit version can be used.)

The following four items are required when installing the appliance.

ltem Note

Make sure that the request number from the @Remote Center is written

Customer survey
on the survey.

RC Gate A2 -

* Make sure that it has a USB 2.0 compatible port.

* Make sure that one of the compatible browsers works on it.
Laptop Computer

If you cannot bring a laptop computer, configuration can also be done

with the customer's computer.

Micro-USB cable Connects the RC Gate A2 and the computer.

Checking the environment of the customer site
* An open port on the hub (router) for connecting the RC Gate to the network
* A power outlet for the power cord of the appliance

Configuration of the imaging devices (MFPs/printers)

SP5-816-001 must be setto "2".

Value Remote service sefting
0 Remote service off
1 CSS remote service on
2 (default) @Remote service on

25
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Installing the RC Gate A2 and Connecting the
Power Cord

Installation Procedure

1. Check the environment. See page 19 "Environment".

¢ Before unpacking, check that the unpacking detection seal is not broken (this checks that the
product has not been unpacked).

2. Check the contents of the package. See page 22 "Components Check".
3. Place the RC Gate either horizontally or vertically.

* When placing the RC Gate A2 horizontally: Place it so that the LEDs face upward.

d3arz0003

¢ When placing the RC Gate A2 vertically: Use the stand to make it stable.

26



Installing the RC Gate A2 and Connecting the Power Cord

d3arz0015

¢ How to attach the stand

1. Insert the stand's tabs into the holes in the RC Gate A2.

2. Slide the RC Gate A2 till it stops.

27



2. Installation

CEEREEERYS

£ 508

d3arz2001

4. Connectthe AC adapter to the power cord.

5. Connect the AC adapter securely to the power socket of the RC Gate A2.

=

DCSV IN = &%
79

d3ara0049

6. Plug the power cord into the wall outlet.
The RC Gate A2 turns on.

* The startup process takes about 5 minutes. When it is complete, the blue LED flashes at one-second
intervals.

* When turning off the RC Gate A2, first shut it down correctly (see page 66 "Shutdown"), and
then unplug the power cord.

28



Initial Seftings

Initial Settings

* Depending on the OS of your computer, login as a member of the administrators group may be
required.

* Do not use the factory default of the CE password as it is, and never fail to change it (see

page 115 "About the Login Password"). After changing the password, be sure to remember it. If
you forget the CE password, the RC Gate A2 must be replaced. ‘Replaced’ means reset by
returning the RC gate A2 to the factory default settings (see page 132 "Resetting to the Factory
Default Settings"), and then performing a replacement procedure with the @Remote Center (see
page 47 "Replacement/Migration").

e For security purposes, if you fail to log in to the RC Gate A2 monitor at least 3 fimes in 5 minutes,
you will have fo wait an additional 1 minute before you can try to log in again.

* If a dialog appears, asking "Stop running this script2", always click [No]. Proper operation is not
guaranteed if you click [Yes] in this dialog.

* Problems may occur in the following conditions.
* The web browser being used is older than the recommended version.
* JavaScript is disabled.
¢ Cookies are disabled.
¢ Cache files are being used.

* The page layout may get corrupted depending on the text size setting of the browser. It is
recommended that you set it fo "Medium" or smaller.

e Characters may be corrupted if the browser does not support the selected language.

1. Connect one end of the micro-USB cable to the USB 2.0 port of the RC Gate A2 and
connect the other end to your computer.

il

DC5V N

d [

d3arz0007
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2. Installation

When connecting the RC Gate A2 to the computer for the first time, the message "Installing device
driver software" appears on the computer screen. Wait until driver software installation is complete
(the message disappears). When the message disappears, the computer is ready for network
connection with the RC Gate A2.

2. Type "ipconfig /all" in @ command prompt window and make sure that an IP address is
assigned to the computer via DHCP.

=d Internet

d3ara2005

ltem Displayed value

Remote NDIS based Internet Sharing

D ipti
escription Device
192.168.10.154 (wh ted f
IPvd Address 9 ' 6? 0.154 (when connected for
the first time)
Subnet Mask 255.255.255.248

DHCP Server (this is the Maintenance Port for the

192.168.10.1 fault val
RC Gate A2) 68.10.153 (default value)

3. Now we can start to connect with the RC Gate A2 and make initial settings. Start the web
browser of the computer.

4. Enter "hitp://192.168.10.153:8080/index.html" in the address bar.
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Initial Setftings

5. The login window of the RC Gate A2 appears on the screen. Check the LED display to
make sure that the RC Gate A2 has started up completely. Enter
"RicohAtRemoteOperator" for [User Name] and enter the password for [Password].
Select the display language in [Language], and then click [Login].

RICOH

Remote Communication Gate A2
for @Remote Office NX

d3ara2006
User Name: RicohAtRemoteOperator

¢ The user name cannot be changed.

6. When the following confirmation message appears, click [OK].

You are logging in with an account which has Ricoh
Customer Engineer privileges. This account is only

) suthorized to be used by a certified Ricoh Customer
Engineer and should not be used by anyone sise. Please
click OK to confirm your identity.

d3ara3004

7. When [Settings on Installation] appears, select the area in which the RC Gate A2 is
installed from the [Time zone] pull-down menu. Make sure the date and time are set
correctly, and then click = (Save).

You cannot start configuring the [Networking] settings until you click = (save).
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2. Installation

W Selfings on instaliation FOralerTine Selings % |
1} DateTime Seitings
e |
& - Diate/Time Settings -
& Time zone" : v
& Date Setings* - ul (28 || (2015 [
Il Tirme Settings®: 11:37 A
&
e
:
£} System Log
&

d3ara3005

¢ About Daylight Saving Time
RC Gate A2 supports Daylight Saving Time (DST) and changes the time displayed on the
browser screen and the time at which a task is executed. Whether or not Daylight Saving Time
is applied and the implementation period depends on the selected time zone and country or
region.
When the time changes at the beginning or the end of Daylight Saving Time period, tasks are
executed as follows:

e Example: When 2:00 becomes 3:00 in local time
* Atask scheduled at 2:00: Will be skipped.
* Atask scheduled at 2:30: Will be skipped.
* Atask scheduled at 3:00: Will be executed at 3:00.

¢ Example: When 3:00 becomes 2:00 in local time
e Atask scheduled at 2:00: Will be executed again at the second 2:00.
* Atask scheduled at 2:30: Will be executed again at the second 2:30.
* Atask scheduled at 3:00: Will be executed at 3:00.
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8. Click [Networking].

FORTSRRN vorrrs » |

L3 Date/Time Setlings i E

— LAN Port

Host Name :

Physical Address | DO-26:7386.79.32
— IPv4 Setting

Us# IPv4 Settings: (@1 On (JJON

CHEP: (1On @ Off
Sysbem Log

TF4 0 GO L L O

IPv4 Address
Subnet Mask

Default Gateway |

Cuiment [Fvé Address

d3ara3006

9. Ask the customer whether the IP address of the micro-USB port is being used in the LAN
environment of the customer site. If it is being used, change the [IP address] under
[Maintenance Port] to an IP address that is not being used.

A T e . T

pe

— DONS Server

Primary DNS Server

Secondary DNS Server
Cument Primary DNS Server
Current Secondary DNS Server

i1 = Maintenance Port

IP Address® - 152 168.10.153 [l
Subnet Mask . 255 255 255 248

d3ara3007

* To avoid an IP address conflict with another device on the customer network, the IP address of
the [Maintenance Port] can be changed. The IP address must be "192.168.nnn.153", and
any number between 1 and 254 can be selected for "nnn". (Default: 10.)

Be careful when specifying the address, because the addresses that may conflict with
customer devices change depending on the maintenance port address.

Maintenance Port P Address IP addresses that may conflict with a device on the

customer network

192.168.1.153 192.168.1.15210 192.168.1.159

192.168.2.153 192.168.2.15210 192.168.2.159
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Maintenance Port IP Address

IP addresses that may conflict with a device on the
customer network

192.168.10.153

192.168.10.152 10 192.168.10.159

192.168.254.153

192.168.254.15210 192.168.254.159

¢ Devices on the customer network with the same network address as the Maintenance Port IP
address (192.168.xxx.153) cannot be recognized by the RC Gate A2. Because the Subnet
Mask is 255.255.255.248 (prefix length /29), the following IP addresses have the same
network address as the Maintenance Port IP address: 192.168.xxx.152 through

192.168.xxx.159.

¢ The IP address of the computer is assigned by DHCP. The assigned IP addresses are reset

after one day. If more than five computers are connected to RC Gate A2 within the reset

period (one day), assignable IP addresses will be exhausted and network connection will not

work properly. IP addresses can be assigned again after you turn the RC Gate A2 off and on.

10. Connect the network cable to the LAN port of RC Gate A2.

11.
12.

DESY IN

4 0 =

w d3arz0006

Connect this appliance to the network with the supplied network cable. You can use TOBASE-T,
TOOBASE-TX or T000BASE-T network cable instead of the supplied cable. When connecting to
the network via a TOOBASE-TX or 1T000BASE-T network cable, use a Category 5 or higher cable.

Connect the other end of the cable to a hub on the customer's network.

In [Networking], specify settings for the [LAN Port] group.

When using DHCP, select [On].

When not using DHCP, enter the address directly.




Initial Seftings

13.
14.
15.
16.

| £ DatelTime Settings E
L Networking |
: o = LAN Port

Hest Name
Physical Address | 00-26:73:86:79:32
— IPv4 Setting

Uss IPvd Settings : (8 On () O
DHGP: () On @ Off

Syt Log 1Pyt Address |

R

Subnet Mask :

Defsult Gateway :
Current IPv4 Address
— IPVE Setting

Use IPvE Settings . () On @) 0N

— DHE Sarver

Frimary DNS Sarver

Secondary DNS Server

Canrent Primary DNS Server
Cumrent Secondary DNS Server

| |— Maintenance Port
ID ArdAraee® - | 107 1RA 1N 18 |M|

d3ara3008

* |Pv6 stateless address auto configuration (which means that a router assigns the first part of
the address (prefix) to a device) is always enabled. It cannot be disabled.

 After you change the DNS configuration, you must restart the RC Gate A2.
Configure the DNS Server settings. (Required)
click = (Save).
Click [IEEE 802.1x Authentication Setting].

If IEEE802.1x Authentication is to be used, select [Use] and configure the required
settings.
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17. Click = (Save).

W Seitings on Instailation

| ~esens

JETT N R s < I
=]

|~ IEEE 802 1x Auth ) Satting

IEEE 802, 1x Authentication Sefting : (W) Do not Use () Use

d3ara3009

18. If a proxy server is to be used, click [Proxy Server Setting].

Set "Use Proxy Server" to [On]. Configure other settings as required, and then click = (save).

Seltings on instaliabion

L} DaterTime Settngs

¥ Networking

£} IEEE 802 1x Authentbication |

¥ Proxy Server Sefting

¥ Connect to @Remate Systel |

¥ Permit @

|| DstafTime Setings || Networking || IEEE 802 1x Authenscation Seting I

=
= External Connection Seftings
~ Proxy Server
| Usé Prowy Server . (On (8 OfF
.
|
| Gheck C |

d3ara3010

* By clicking [Check Connection], you can check whether the RC Gate A2 can connect to the

@Remote system servers.



Initial Seftings

hitps-fi10.62 2 44A03/AS | Succesded

hitps 1062 2 44:10443A0/AS | Succeeded
hitps-110.62 2 44/03AS : Succeeded
hitps-ii 10 62 2 44A03/AS : Succeeded
hitpe:i10.62 2 44/sp0UAS | Succesded
hitps:it-g2-a51.support-downigad.com ; Succeeded
hitps/10.236.47.136 ; Succeeded

T

d3ara3011

* When connection fails, see page 75 "How to Check Connection with Related Servers" and take

the required action.
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Registration with the @Remote Center

1. Complete the procedure in page 29 "Initial Settings".

2. In "Connect to @Remote System", enter the "Request Number" and click "Register".

DatelTime Setings | Netwosing || IESE 802.1x Authenscaton Seting | P
i 1} DeteTime Seitings ;E
£F Networking |

— Select information to send to the §Remote center
L¥ IEEE 802 1x Authéntication |
21| [¥] Send IP aodresses

£} Proxy Server Sefting

L3 Connect to @Remote s;m; Registration to @iRemaote System
o] lrﬂmﬁt Nurmber* im.
&
o y RC Gate 1D : 5317 110002
. Saatus o Nob registensd
£} System Log £
& || 7= Troubde shooting
| Confitm Communication |
— Securty Settings
Dewice Encryption Level | (8 512bit () 2043 bit |;uh-m;|
— Connect to @Remate Systam
£ | @Remote System Address © {Auto) | changa
d3ara3012

"Register is succeeded." appears and the "Status" changes to "Registered".
3. Click = (Save) to save the settings.
* Configure "Troubleshooting", "Security Settings", or "Connect to @Remote System" if necessary.

* To use this appliance in a CC-certified environment, select [2048 bit] for [Device Encryption Level]
in "Security Settings".
Note: The devices must be capable of handling 2048 bit encryption.

If you are replacing the RC Gate, click "Installation Completed" in the section area after this step, and
then click [OK] to complete the replacement.



RTB 3: Important Notice about Registering SNMP Devices
RTB 4: Set the RC Gate A2 and devices with the same encryption level when registering

Registering Devices (MFPs/Printers)

Registering Devices (MFPs/Printers)

Device Registration Flow

¢ Ifthe SNMP access account of the device has been changed, change the SNMP access account

setting of the RC Gate A2 before adding the device. See page 117 "About Access Accounts" for

details.
1. Configure [Permit @Remote Task Performance], [Auto Discovery], and [SNMP Access] if
necessary.

2. See page 39 "Discovering Devices with [Broadcast]" or page 41 "Discovering Devices
with [Network Search]" and search for devices on the network.

3. See page 44 "Device Registration" and register discovered devices.

Discovering Devices with [Broadcast]

1. Click [Add Device].

The location of [Add Device] in the section area differs depending on whether installation has been
completed or not.

Before completion After completion

~ wer i

L# DetarTime Setings

£t Metworking £ Add Device

¥ IEEE 502 1x Authentication [} Manual Dissovery

£ Prowy Server Setting = ] Access Profies

£4F Connect 1o @Remote Syste £ Device Administrator

£F Permit @ Remote Task Peri £ suwm

£ Auto Discovery
L+ SNMP Acces
£+ Add Device
SYSIem Log
£F instalation Comphated

d3ara3038 d3arad03s

2. Click the [Broadcast] tab, and then click the [Discovery Range (Broadcast)] tab.
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2. Installation

3. Select the [Type].

o | e [y

|Trpr @m-fs.gm () Subnet 6 (Link Local)

No fems to show,

d3ara3040

* When selecting [Local Segment] or [IPv6 Multicast (Link Local)], proceed to step 7.

* When selecting [Subnet], proceed to step 4.
4. Click @ (Add) in the list area.

5. Specify the search conditions.

Subnet

Enter the subnet address of the broadcast. An IPv4 address can be specified.

Subnet Mask

Enter the subnet mask of the broadcast. An IPv4 address can be specified.

+ Click &' to save the settings as a CSV file.

o Click 1o import settings saved as a CSV file.
6. Click the lower =l (Save) button.

EIS

Discovered Devices || Loc ]| Network Search |

R oo | oot

Type: (O Local Segment () Subnet () IPVE Multicast (Link Local)

@@@ s

Ha items 1o show.

d3ara3082




Registering Devices (MFPs/Printers)

7. Configure other settings if necessary.
e [Access Account] tab

Set an account used for access to devices at the time of discovery. Change the account to be
used from [Not Assigned Accounts] to the [Assigned Account] list by clicking the [4] [Y] button
or by dragging and dropping.

¢ [General] tab
If [Reverse DNS Lookup] is enabled, the machine attempts to determine the host name of the
device whose address has been detected. If the attempt fails, only the device address

appears.

ltem Description

Select this to enable [Reverse DNS Lookup]

Reverse DNS Looku
P to determine device host names.

8. Click the upper [El (Save) button, and then click » (Immediately perform).

hdd Device X

Brondeast Network Search

Discovery Range (Broadeast) | [JEUT R0 General

Type ! (C)Lotal Segment (8 Subnet () IPVE Multicast (Link Lotal)

oH o ®
Supnet Subnet Mask
0.000 255 285 2580

d3ara3083

Discovery starts. Discovered devices appear in the [Discovered Devices] tab.

9. See page 44 "Device Registration" and register the devices.

Discovering Devices with [Network Search]

1. Click [Add Device].

The location of [Add Device] in the section area differs depending on whether installation has been

completed or not.
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2. Installation

£ Permit @ Remote Task Peri

£} Auto Discovery

L3 SHMP Access

£ Add Device

[} System Log

£¥ installation Complated
d3ara3038 d3ara3039

2. Click the [Network Search] tab, and then click the [Discovery Range (Network Search)]
tab.

TNo Rems: 1o shaw,

d3ara304
3. Click @ (Add) in the list area.
4. Specify the search conditions.

Include/Exclude : (@) Include () Exclude

Range Type : () One HostName () One IP Address () Specify IP Range () IPv6 Add

Host Name | |

From™ :

To*:

Subnet Mask® :

d3ara3050

Specify whether to include or exclude a specified range in the network

Include/Exclude
search.




Registering Devices (MFPs/Printers)

ltem name Description

Select [One Host Name], [One IP Address], [Specify IP Range], or [IPv6
Range Type

Address].

Specify this setting only if [Range Type] is set to [One Host Name]. Use 1
Host Name

to 255 characters.

Enter the discovery target IP address or IPvé address, or the start IP
From . .

address in the case of a discovery target IP address range.
To Enter the end IP address of the discovery target IP address range.
Subnet Mask I[E:k]er the subnet mask in the IP address range specified by [From] and

o].

+ Click [ to save the settings as a CSV file.

o Click 1o import settings saved as a CSV file.
5. Click the lower = (Save) button.

A Deviea List{1) Add Device X
~ Distavery & Poling | | Hetwore Seseen

£ Add Device EIS
HF Manual Discovery 9
O
4 Device Administrator %) 3B
& SHMP Inchude/Exchide Host Name T oo
d3ara3109
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6. Click the upper [ (Save) button, and then click P (Immediately perform).

A Device List (0] | Devikces | ManuaiDiscovery < |[RIE RIS
v Discovery & Poling | Discoversd Devices | Broadcast | [0 550

44 Add Device =
1} Manyal Discovery L : .
= ) Access Profiles S m s N Access Accounts || General
£} Device Administrator 8 a B
L3 stmp e e —
e vk B ol
d3ara3051

Discovery starts. Discovered devices appear in the [Discovered Devices] tab.

7. See page 44 "Device Registration" and register the devices.

Device Registration

1. See page 39 "Discovering Devices with [Broadcast]" or page 41 "Discovering Devices
with [Network Search]" for details on how to discover the device(s).

¢ If a device does not appear in the [Discovered Devices] tab, click 1t (Refresh).
 Discovery may take a long time if the search range is large.

2. Inthe [Discovered Devices] tab, right-click on the device you want to register, and then
click [Register].

You can also register by clicking the @ (@Remote) icon in the list area.

B R Acc Device x
Lo Broadcast | Network Search |

| @~
Device Displsy Mame Address ~ Serisl Number  Manufacturer Name  Model Name
'[gm-l--.rlrl——" [T e e gl
(=) M O 5 Register .t b 1] o R _JYES
& Debugleg
8 cChangs encrypion length
d3ara3042



Registering Devices (MFPs/Printers)

3. Check that the device to be registered appears in the [Confirmed View] display that
appears, and then click [OK].

4. Click [OK] in the [Registration Result] dialog.

Total : 1 units, HTTP : 1 units, SNMP : 0 units
Dievice Desplay MName: Device Agdress s hing i Connettion Type Manusa
WEE e s (SE R ] HTTPS (SOAF) -
e " o]
Cancal
d3ara3043

* Registered devices disappear from the list area when you click € (Refresh).

5. When dll devices have been registered, click [Installation Completed] in the section areq,
and then click [OK]

W Setfings on Insislstion

£F DatelTime Settings
£ Networking Have you made the
3 |EEE 802 1x Authentication. m"‘f ngs for

£ Proxy Server Setiing

Instafiation can be
finished by chcking

£¥ Connect to @Remote Syste | o)

LF Permit @ Remate Task Pertl | Vou can also make
N various settings on

£ Auto Discovery the general

£ SHMP Access u' '”mm" ent

¢ sod Device

L+ System Log i |' oK |

d3ara3052
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6. After completing installation, check the [Device List] to make sure all registered devices

are displayed.
& Host Name -__I . | @~
& g IP Address :
= Dieviee Dhantay Mame Adrass = Serial Humber Il
# G Models cmmdaecs
1B e i frem] - ”

d3ara3084

A CAUTION

¢ |f the Device Administrator account setting of a device has been changed from the default
setting, change the account setting on the RC Gate A2 accordingly.

¢ Inform the customer of the fact that this is required whenever the Device Administrator account
is changed.

e See page 117 "About Access Accounts" for details.

¢ Device information is not updated automatically. The information obtained during device
registration or during the last polling is displayed. If you want to check the current status,
execute polling (see page 72 "How to Check the Status of Communication with the Imaging
Device").



Replacement/Migration

Replacement/Migration

* When replacing one or more RC Gate BN1/BM1 units, the replacement function works only when
the version of RC Gate BN1/BM1 is 3.50 or higher. If the version of RC Gate BN1/BM1 is lower
than 3.50, update the firmware fo version 3.50 or higher. Otherwise, install RC Gate A2 as a new
appliance, without performing the replacement and migrafion procedures.

* When Appliance Replacement must be performed, please avoid doing it on the M/R Date and
one day prior to the set M/R Date in order to receive and send closing counter data correctly. For
example, if the M/R Date is set as the 20th, appliance replacement should not occur on either June
19 or June 20.

* You can replace RC Gate A2 (with the storage option) with RC Gate A2 (without the storage) if the

number of managed devices are 100 or smaller.

Preparation for Visiting the Customer Site

Before visiting the customer site, contact the @Remote Center and do the following to get a Request No.
1. Inform the @Remote Center of the serial numbers of the old RC Gate and the new RC
Gate.
2. Check the number of managed devices.
3. Check whether the Accounting Report option is used.
ltems required when replacing the RC Gate
1. A micro-USB cable
2. Request number (for replacement)
3. RC Gate A2
4. RICOH Remote Communication Gate A2 Storage 1000 (SD card) (if the number of managed

devices exceeds 100)

* You can replace RC Gate A2 (with the optional SD card) with RC Gate A2 (without the optional
SD card) if the number of managed devices are 100 or smaller.

Replacement

1. Start the web browser of the computer.
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2. Enter "http://192.168.10.153:8080/index.htm|" in the address bar.

3. The login window of the RC Gate A2 appears on the screen. Check the LED display to
make sure that RC Gate A2 has been started up completely. Enter [User Name] and
[Password]. Select the display language in [Language], and then click [Login].

RICOH

Remote Communication Gate A2
for @Remote Office NX

d3ara2006

User Name: RicohAtRemoteOperator

e User Name can not be changed.

4. When this confirmation message appears, click [OK].

You are logging in with an account which has Ricoh
Customer Engineer privileges. This account is only

) authorized to be used by a certified Ricoh Customer
Engineer and should not be used by anyone else. Please
click OK to confirm your identity.

d3ara3004

5. When [Settings on Installation] appears, select the area in which the RC Gate A2 is
installed from the [Time zone] pull-down menu. Make sure the date and time are set
correctly, and then click = (Save).

You cannot start configuring the [Networking] settings until you click E (save).
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W Selfings on instaliation FOralerTine Selings % |
1} DateTime Seitings
e |
& - Diate/Time Settings -
& Time zone" : v
& Date Setings* - ul (28 || (2015 [
Il Tirme Settings®: 11:37 A
&
e
&
£} System Log
&

d3ara3005

¢ About Daylight Saving Time
RC Gate A2 supports Daylight Saving Time (DST) and changes the time displayed on the
browser screen and the time at which a task is executed. Whether or not Daylight Saving Time
is applied and the implementation period depends on the selected time zone and country or
region.
When the time changes at the beginning or the end of Daylight Saving Time period, tasks are
executed as follows:

e Example: When 2:00 becomes 3:00 in local time
* Atask scheduled at 2:00: Will be skipped.
* Atask scheduled at 2:30: Will be skipped.
* Atask scheduled at 3:00: Will be executed at 3:00.

¢ Example: When 3:00 becomes 2:00 in local time
e Atask scheduled at 2:00: Will be executed again at the second 2:00.
* Atask scheduled at 2:30: Will be executed again at the second 2:30.
* Atask scheduled at 3:00: Will be executed at 3:00.
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6. Click [Networking].

FORTSRRN vorrrs » |

L3 Date/Time Setlings 1 =]
= - — LAN Port
o
Q Host Name :
o Physiced Address | 00.26.73.88.79.32
— IPvé Setting
o
o Us# IPv4 Settings: (@1 On (JJON
@ CHEE: (JOn @ ol
g Syslem Log IPv4 Address
Subnet Mask
Default Gateway |
Cument [Fvd Address

7. Ask the customer whether the IP address
environment of the customer site. If it is b
[Maintenance Port] to an IP address that

A T e

d3ara3006

of the micro-USB port is being used in the LAN
eing used, change the [IP address] under
is not being used.

et pe

— DONS Server

Primary DNS Server

Secondary DNS Server
Cument Primary DNS Server
Current Secondary DNS Server

i1 = Maintenance Port

IP Address® - | 152 168.10.153

|

Subnet Mask - 255 255 255 248

¢ To avoid an IP address conflict with ano
the [Maintenance Port] can be changed

d3ara3007

ther device on the customer network, the IP address of

. The IP address must be "192.168.nnn.153", and

any number between 1 and 254 can be selected for "nnn". (Default: 10.)

Be careful when specifying the address,
customer devices change depending on

because the addresses that may conflict with
the maintenance port address.

Maintenance Port IP Address

IP addresses that may conflict with a device on the
customer network

192.168.1.153

192.168.1.15210 192.168.1.159

192.168.2.153

192.168.2.15210 192.168.2.159




Replacement/Migration

IP addresses that may conflict with a device on the

Maintenance Port IP Address
customer network

192.168.10.153 192.168.10.152 10 192.168.10.159

192.168.254.153 192.168.254.15210 192.168.254.159

* Devices on the customer network with the same network address as the Maintenance Port IP
address (192.168.xxx.153) cannot be recognized by the RC Gate A2. Because the Subnet
Mask is 255.255.255.248 (prefix length /29), the following IP addresses have the same
network address as the Maintenance Port IP address: 192.168.xxx.152 through
192.168.xxx.159.

¢ The IP address of the computer is assigned by DHCP. The assigned IP addresses are reset
after one day. If more than five computers are connected to RC Gate A2 within the reset
period (one day), assignable IP addresses will be exhausted and network connection will not

work properly. IP addresses can be assigned again after you turn the RC Gate A2 off and on.
8. Connect the network cable to the LAN port of RC Gate A2.

DESY IN

4 0 =

w d3arz0006

Connect this appliance to the network with the supplied network cable. You can use TOBASE-T,
TOOBASE-TX or T000BASE-T network cable instead of the supplied cable. When connecting to
the network via a TOOBASE-TX or 1T000BASE-T network cable, use a Category 5 or higher cable.

9. Connect the other end of the cable to a hub on the customer's network.
10. In [Networking], specify settings for the [LAN Port] group. When using DHCP, select [On].
When not using DHCP, enter the address directly.
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11.
12.
13.
14.

=]

= LAN Port

£} DateTime Seftings
L} Networking

System Log

R

"

Hest Name
Physical Address | 00-26:73:86:79:32
— IPv4 Setting

Uss IPvd Settings : (8 On () O
DHCP: () On (@ O
IPvt Address |
Subnet Mask :

Defsult Gateway :
Current IPv4 Address

— IPVE Setting

Use IPvE Settings . () On @) 0N

— DHE Sarver

Frimary DNS Sarver

Secondary DNS Server

Canrent Primary DNS Server
Cumrent Secondary DNS Server

Maintenance Port

1D Ardraee® - | 107 1RA U0 AR

[l

d3ara3008

* |Pv6 stateless address auto configuration (which means that a router assigns the first part of
the address (prefix) to a device) is always enabled. It cannot be disabled.

 After you change the DNS configuration, you must restart the RC Gate A2.

Configure the DNS Server settings. (Required)

click = (Save).

Click [IEEE 802.1x Authentication Setting].

If IEEE802.1x Authentication is to be used, select [Use] and configure the required

settings.
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15. ClickE(que).
| o1

|~ IEEE 802 1x Auth ) Satting

IEEE 802, 1x Authentication Sefting : (W) Do not Use () Use

| ~esens

d3ara3009

16. If a proxy server is to be used, click [Proxy Server Setting].

Set "Use Proxy Server" to [On]. Configure other settings as required, and then click = (save).

Seftings on instalistion || DetefTime Settings. ‘! Metworking || IEEE 302.1x AuthenSication Selting ;=
L} DaterTime Settngs =

¥ Networking
¥ IEEE 802 1x Authentication | [~ Sxtemal Connection Seftings
£+ Proxy Server Sefting [ Pacsey S
¥ Connect to @Remate Syste] | Use Proxy Server: (0n (@) OF

¥ Permit @

d3ara3010

¢ By clicking [Check Connection], you can check whether the RC Gate A2 can connect to the
@Remote system servers.
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Check Connection X

hitps:il10.62 2. 44003/AS © Succesded
hitpsf10.62.2 44:1044340AS | Succeeded
hitps:i10.62 2. 44/03AS : Succeeded

hitps:ii10 62 2. 44403/A5 © Succeedad

hitpe:110.62.2 44/p03/AS | Succeeded
https:it-22-a51. support-download com : Succeeded
hitps:#10.236.47.136 : Succeeded

d3ara3011

* When connection fails, see page 75 "How to Check Connection with Related Servers" and
take the required action.

17. Click "Connect to @Remote System".
18. Enter the request number and click [Register].

For your interest, this is how the @Remote Center generates the request number. You do not have to
do this yourself.

* Use the serial number of the old RC Gate A.

e Puta "#" at the beginning.

e Put 6 spaces in between the 3 digit-prefix and the remaining digits.
Example 1:

When RC Gate XX (V7800000010) is replaced with RC Gate YY (V7800000020), the Request
Number will be #V78 00000010.

Old Appliance S/N (RC Gate XX): V78 00000010
New Appliance S/N (RC Gate YY): V78 00000020
Request number to be inputin RC Gate YY: #V78 00000010




Replacement/Migration

m Seitings on Instaliatin Dete/Time Settings Networking || IEEE 802.1x Authensication Setiing | P
| %¥ DetelTime Settings =
3
£ Networking il
£+ IEEE 802, 1x Authenticati £ [~ Select information to send to the @Remote center
x ohion:
i ’-_,r Send 1P asdresses

£F Proxy Server Setting H

1% Connect to @Remate Syste| | — Reaistration to GRemote Sysiem
o] 1 ’iRmﬁt Number* |m|
&
e RC Gate D : 8917 110002
: : H Sestus ¢+ Nt registersd
System Log H
F o 0~ Troubde shooting

| Confitm Communication |

— Seturiy Settings

‘ = Connect to @Remate Sysiam

: @Remate System Address | (Auta) |Ghnpu

d3ara3012

19. "Register is succeeded." appears and "Status" changes to "Registered".

¢ Configure "Troubleshooting", "Security Settings", or "Connect to @Remote System" if

necessary.

* To use this appliance in a CC-certified environment, select [2048 bit] for [Device Encryption
Level] in "Security Settings".
Note: The devices must be capable of handling 2048 bit encryption.

20. Click "Installation Completed" in the section area, and then click [OK] to complete
installation.

21. Check the device list and other settings to see if they have been taken over successfully.

Replacement of the Accounting Report Option

When replacing an RC Gate A2 (with the Accounting Report function activated) with a new RC Gate
A2, the RC Gate A2 communicates with the eDC Server, and deactivation of the Accounting Report
function of the old RC Gate A2 and activation of the Accounting Report function of the new RC Gate A2
are automatically done.

After replacement is completed, check the activation status of the Accounting Report function.

1. Click the [System] section.

2. Click [Activation] under [Server Settings].
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3. Check if the activated license is displayed in the [Activation/Deactivation] list.

A Diszovery & Polling

— ActvationDeactvation

License Name
RICOH Remate Communiation Gate A2 Accounting Report I

8 {J sep

¥ Date/Tire Settings

LF Networking

£} |EEE 802 1x Authentical
= ] Server Sattings

£} Display

£ Networking

£F System Information and
5 I Logs et | Deactivation |

£F Sysem Log

d3ara3120

4. Check if the Accounting Report function is also activated on the @Remote Center side.

* If automatic deactivation/activation fails, see page 88 "When an Error Occurs during
Activation or Deactivation of Accounting Report Option".

/A CAUTION

* Save the following information shown in the error message.

License code, product key, URL, and lock code.

Operation Check

Sending a Test Call from a Device

—

A @0 N

. Press [User Tools/Counter].

Select [System Settings].
Select [Administrator Settings].

Press [Service Test Call]. (This key is added to the Administrator Settings when installation
of the RC Gate is completed.)

Press [Start].

If "Service test call successfully completed." appears, communication is established successfully.



Replacement/Migration

Accounting Report Test

You can test the Accounting Report function on a specified device. This test can be performed even if the

Accounting Report function is not activated. It can also be performed on devices that are not the target

devices of the Accounting Report function.

1.
2.

Select one device in the Device List.

Click 5& (Accounting Report Collection Test).

= é— Elr@

Device Display Name Address = Serial Humber Manufacturer Name Mode! Name
e w0 g0 T B S
d3ara3069

If the test ends successfully, "Succeeded to retrieve the counter per user" appears.

If the test fails, "Failed to retrieve the counter per user" appears.

Migration

Information of managed devices can be migrated from two or more appliances (RC Gate
BN1/BM1/A) to one appliance (RC Gate A2).

Only the information of managed devices will be migrated.

All appliances must be registered at the same site. If there is an appliance that is registered at a

different site, preparation on the @Remote Center side takes several days.

Information cannot be migrated from an appliance on which sending IP addresses to the @Remote
Center is disabled.

Migration from RC Gate A2 to RC Gate A2 is not supported.

. From among the migration sources, select one appliance as the main source and execute

page 47 "Replacement".

The configuration (Auto Discovery range, server settings and other settings) of this appliance will be

taken over to the new appliance.

2. Configure migration in the @Remote Center GUI.

. If the source is a RC Gate BN1/BM1, shut it down. If the source is a RC Gate A, shut it

down or disconnect it from the network.

Click [@Remote].

5. Click [@Remote Settings].
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6. Click the [Aggregation] tab.

7. Enter the Request number in the text box, and then click [Run].

9.

=

nation | Serisl Number Acquisiion || Auto Discovery m Device SSL Setting || Device Firmwars Update | Shi
This agoregates devices mansped by other RC Gates SeTIETERes B

IF{C Gate 10 of Migration source |Ru'|||

Recetved confirmaben from ﬁeﬂm system thai agoregation has completed

d3ara3014

. When communication with the @Remote Center is finished, click [OK] (it is not clickable

until communication is finished).

Information of managed devices are migrated from the migration sources to the new RC Gate A2,
and the IP address of the new RC Gate A2 is registered in the managed devices.

Repeat steps 2 through 8 as many times as the number of migration sources.

* With RC Gate A2, the maximum number of managed devices is 100 (without the optional

memory) or 1000 (with the optional memory). If the remaining space for devices in the RC Gate
A2 is smaller than the number of managed devices in the migration source, migration will not be
performed. For example, if 50 devices have already been migrated to the RC Gate A2 (without the
option) and you try to migrate from a RC Gate BN on which 100 devices are managed,
migration will be cancelled.



Storage Option

Storage Option

Components Check

RICOH Remote Communication Gate A2 Storage 1000
Description P/N Q'ty

OPTION:D3AX-01:WLD:GER D3AX-0001 1

Storage Option Installation Procedure

1. Unplug the network cable and the power cord.

2. Remove the cover [A]. (€©x2)

[Al

d3arz0023

* Remove the cover to which the rating plate is aftached. (Opening the other side may cause
the power button to be damaged.)

* The cover is fixed with three hooks. Insert a jeweler's screwdriver to lift it.
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2. Installation

d3arz0025

3. Insert the SD card into the expansion slot [A].

d3ara0003

4. Turn on the RC Gate A2.

If installation has been completed, it notifies the @Remote Center that the storage option is installed.

* Ifthere is a file on the storage option when the RC Gate A2 is turned on for the first time after
installing the storage option, startup fails and the LEDs indicate "SD card error". See page 79

"LED Display".
o After you install the storage option and start up the RC Gate A2, the RC Gate A2 will not start up

properly with the storage option removed.
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Operation Check

—

. Log in using the CE account.
Click the [System] section.

Click [System Information and Settings] under [Server Settings].

A @ N

If "Used Expanded Space" and "Available Expanded Space" are displayed under
"Resource Information", the storage option is recognized correctly.

If the System Version is 1.0.0, these items will be displayed in English even if a different display
language is selected.

# Device List (1) Syatem Infarmation srd Sefings X
I 5

» Discovery & Polling

= System In
System Version - 1.0.0
Bl Mumber | 39798
£ Date/Time Settings Build Date | 0772472015
. Nurmber of registered Devices - 1
£} Networking
3+ IEEE 202 1 Authentical | — Resource Information
| L) server Settngs Used Memary Space 441 MB
£+ Activation Availabie Memory Space @ 568 MB
5 Used Storage Space @ 815 MB
&F Displey Luvsilable Siorsoe Sosce 1102 MB
£} Networking | Used Expanded Spate . 13 MB
£ System Information snd Availsble Expanded Space - 1 507 MB
£F System Log

d3ara3057

* The size of whichever is smaller between "Available Storage Space" and "Available Expanded
Space" is sent to the @Remote Center.
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Accounting Report Option

* The Accounting Report option cannot be used in an IPvé environment.
Activate the Accounting Report option. The following conditions must be met before operation.
* The target RC Gate A2 has been registered at the @Remote Center.
* A product key has been purchased by the customer beforehand.

* You have informed the @Remote Center operator of the serial number of the devices on which the
Accounting Report option will be used.

The following conditions must be met when using the option.

¢ The Device Administrator account information of each machine and the Device Administrator

account information specified on the RC Gate A2 matches.

* When replacing an RC Gate A that has the User Code Counter Capturing Option, activate the
Accounting Report option in the same way as when installing a new RC Gate A2.

* When replacing an RC Gate A2 that has the Accounting Report option, activation information is
automatically taken over. Therefore, the Accounting Report function can be used without re-
activation.

* When doing the Replacement/Migration procedure, to migrate multiple appliances to a new RC
Gate A2, the appliance in which the Accounting Report function is activated must be the one that is
replaced first, before doing the migration of other appliances. Otherwise, the activation status is not
reflected in the new RC Gate A2. This is because Accounting Report activation/licensing
information is not copied over to the new appliance during the migration phase (only the device
lists will be migrated).

1. Click the [System] section.
2. Click [Activation] under [Server Settings].
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Accounting Report Option

3. Click [Activation].

# Dicovery & Polling i : .

| -
™ | Sysiem

Setup

£ Date/Time Settings

£} Networking i
| £# IEEE 802 1x Authentical |
| & ¢ server Setngs |
|

CF Dispiay

£ Networking |
| LF Syseem inf ana} |
2 G i o
: £ System Log |

d3ara3045

4. Enter the product key.
Use one that has been purchased by the customer.
5. Select an option from the "Country" pull-down menu.
Select where the RC Gate A2 is used. Activation will be done even if you do not select any option.

6. Click [OK].

Activation

Product Key™

Country | Andorra

Organization :

d3ara3046

7. Click [OK].

i]-) Activation has completed.

——

d3ara3054
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8. Notify the Center operator that the activation of the Accounting Report option is done.



Configuration for a CC-Certified Environment

Configuration for a CC-Certified Environment

To use this appliance in a CC-certified environment, configure it as follows.

Setting Value
System] - [Setup] - [Date/Time Settings] - [Time zone] Current zone
[System] - [Setup] - [Date/Time Settings] - [Date Settings] Current Date
[System] - [Setup] - [Date/Time Settings] - [Time Settings] Current time
[System] - [Server Settings] - [Networking] - [SSL] - [Use SSL]*! [On]
[@Remote] - [@Remote Settings] - [Save Call/Counter History] - [S/ [On]
MIME Setting]*'
[@Remote] - [@Remote Settings] - [Device SSL Setting] - [Use SSL]*! [On]
[@Remote] - [@Remote Settings] - [Connect to @Remote System] - 2048 bit

[Security Settings] - [Device Encryption Level]

[System] - [Server Settings] - [User Accounts] - [Access Accounts] - [Login | 8 characters or more
password minimum length]*2

[System] - [Server Settings] - [Networking] - [SSL] - [Disable HTTP] Check the button

[@Remote] - [@Remote Settings] - [Permit @Remote Task Performance] - | [Do not permit]
[Update System Firmware]*2

*1 These settings must be specified after the initial setting.

*2 These settings must be specified using a user account.

RTB 2
SSL3.0 setting must be added to the above table
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2. Installation

Shutdown

There are two ways to shut down the RC Gate A2.

* If you unplug the power cord before the RC Gate A2 is shut down completely, the storage media

may get damaged. If this happens, the latest 1 hour of log data may be lost. Always shut down the
RC Gate A2 before unplugging the power cord. Make sure all LEDs are unlit when unplugging the
power cord.

Shutdown from the browser display

1. In the header areq, click [Shutdown].

RicohAtRemateOperator * =) Logout | (1) Shudown | @

e e I}

nufacturer Name  Model Name Network: MAC Address Status: Syst.. Status: Printer  Group ‘i
. — e e i S il ¥ 0] ik :
d3ara308s

2. When the confirmation message appears, click [Yes].

Are you sure you want to shutdown?
-

[ Yes ' No

d3ara3086
3. Wait until all LEDs are off, then disconnect the power cord.

Shutdown by pressing the Power button

1. Hold down the Power button for 4 seconds (until the red LED starts flashing).

2. Wait until all LEDs are off, then disconnect the power cord.

RTB 5: Information added
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3. Maintenance of @Remote-
Connected Devices

Maintenance of @Remote-Connected Devices

Maintenance Precautions

* If you do maintenance on a device that is connected to @Remote, make sure that you follow the

procedures in this section before starting and after finishing.

* If you start work on an @Remote-connected device without turning off the @Remote function,
service calls during maintenance will be sent to the @Remote Center and the jam alert count will

increase.

Preparation before Starting Maintenance

Set SP5-816-002 (Remote Service: CE Call) to "O: Start of the service". The @Remote Center will be
notified of the start time of maintenance and the @Remote function will be turned off.

When You Have Finished Maintenance

Set SP5-816-002 (Remote Service: CE Call) to "1: End of the service". The @Remote Center will be
notified of the ending time of maintenance and the @Remote function will be turned on.

* Do not forget to do this after you have finished maintenance.

o Ifthe value of SP5-816-002 is kept at "0", it will be changed to "1" after 4 hours. If maintenance is

taking longer than 4 hours, set SP5-816-002 to "O: Start of the service" again.
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4. Troubleshooting
|

Restoring Connection With the @Remote
Center

When the @Remote Center cannot receive device information, connection must be restored using the

procedure below.

How to Check and Restore Connection

1. Check the cable connection of the device.

1. Check if the device is connected to a hub with a network cable.
2. Check if the hub and the router are turned on.
2. Check the device configuration.

Check if the device is configured correctly as follows.

ltem SP No. Value

I/F Setting SP5-816-001 1 (CSS remote service on)

2 (@Remote service on)

Function Flag SP5-816-003 1 (Enabled)

Regist: Status SP5-816-201 0: Neither the @Remote device nor
Embedded RC Gate is set.

1: The Embedded RC Gate is being set.
2: The Embedded RC Gate is set.
3: The External RC Gate is set.

4: The @Remote module has not started. An

error has occurred.

RCG IP Address SP5-821-002 (IPv4)
SP5-821-005 (IPv6)

Check if the IP address of RC Gate is set.

3. Check if the device can connect to the RC Gate A2.

1. Press the [User Tools/Counter] key.
2. Press [System Settings].
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Press [Interface Settings].

Press [Ping Command].

Press [Change].

Enter the IP address of the RC Gate A2, and then press [#].

N o o »

Press [Ping].
Check the result on the device's screen.

4. Check the conditions of the RC Gate A2.

1. Check the status of the LED indicators. See page 79 "LED Display".
2. Check if the RC Gate A2 is connected to a hub with a network cable.
3. Check if the hub and the router are turned on.

5. Check the settings of the RC Gate A2.

Ask the customer if the following settings have been changed after they were saved on the RC Gate
A2.

* |P address for the RC Gate A2 / Subnet mask / Gateway address / proxy server address /
port number / proxy ID and proxy password™* (* if the proxy server requires an ID and a
password)

If any of the settings above has been changed, change the settings on the RC Gate A2.

6. Check the communication between the RC Gate A2 and the device.

1. Check if the device appears in the [Device List].

2. See page 72 "How to Check the Status of Communication with the Imaging Device"
and check if the RC Gate A2 is communicating with the device properly.

If the RC Gate A2 is not communicating properly, proceed to step 3. If the RC Gate A2 is
communicating properly, proceed to step 4.

3. Ifthe RC Gate A2 is not communicating with the device properly, check the following.

e Check if the IP address of the device which is displayed in the RC Gate A2 Monitor and
the actual IP address configured on the device match. If they do not match, update the
information. See page 94 "When the IP Address of a Device Stored on the RC Gate
Does Not Change Automatically After the IP Address of the Device Changes" for
procedure.

e See page 77 "A LAN-Connected Device Is Discovered as an SNMP-Connected
Device" and check if the ID2 code and the certificate are configured correctly.

4. If the RC Gate A2 is communicating with the device properly, check the connection
between the RC Gate A2 and the servers.

1. Click the [System] section.
2. Click [Server Settings].



Restoring Connection With the @Remote Center

3. Click [Networking].
4. Click [Check Connection].

If there is a connection failure, see page 75 "How to Check Connection with Related
Servers".

7. Make a Service Test Call from the device.

Make a Service Test Call to confirm the connection between device and @Remote Center. See
page 56 "Sending a Test Call from a Device" for procedure.

If the call is made successfully, restoration is completed.
If the call fails, the RC Gate A2 is assumed to be malfunctioning.

Contact the @Remote Center and replace the RC Gate A2.
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4. Troubleshooting

How to Check the Status of Communication
with the Imaging Device

1. Loginas a CE.

2. Inthe [Device List] section, click a target group to display the corresponding device list.

s Seomtimos ok
- . = B " .
d3ara3087

3. Select atarget device in the list area. Multiple devices can be selected.

4. Click =l (Menu) and select [Request Polling].

Device Display Name: Address * Sevial Number Manufacturer Hame Model Hame
) R L W o L

d3ara3088



How to Check the Status of Communication with the Imaging Device

5. When a dialog appears, click [OK].

Request Polling

Supplies Polling
Counter Polling
Other Polling

| ox [ oo

d3ara3089

6. Click ® (Refresh) in the upper part of the window, and then select the device. Check if the
various Poll Time displays in the lower part of the window have been updated.

S —=—_»
] weacess | cowem
Evnplary Mame

WYORENE DL
ram

Curvice Addrens '
Bty

e

S s

N Aadren

o M

oy

Tote ey

[ ey —
Cocurmant Sarve U5 Free Some
Cocumant Sers 05 Capacey
£ Lt ks Skt G
[T

d3ara3090

7. Check the [Status: System] column of the device shows no problem.

s

=i I SR =

Onee e e v v i e s oy U b e e R e G

hi= s i e T L B T L o - s B R (4] b -re
d3ara3091

If the Bl icon is displayed, check and restore connection with the device.
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¢ If all Poll Time displays except "Status Poll Time" are not updated, communication with the device is

failing or the access account settings of the device and RC Gate A2 do not match.



How to Check Connection with Related Servers

How to Check Connection with Related Servers

You can check whether the RC Gate A2 can connect to the related servers.

—
.

Start RC Gate A2 Monitor and log in as a CE.
Click the [System] section.

Click [Networking] under [Server Settings].

M N

Click [Check Connection] in [External Connection Settings].

» Dscovery & Polling E

— External C. tion Senings

2 {Jsenp
£F DateTirme Settings

— Prooty Senver

LF Networking
£} |EEE 802 1x Authentical

IUse Proxy Sarver; ®10n () O
Provy Server Addness™ | | g erme—pey g

Proxy Server Port Number®® © 8080

LF Actrvation . B
Q Usa Authentication: @)On () ON
Ciisplay
£+ System Information and VTR R [ —— | change.
= ‘LJ Stewly Domain Name
User Azcounts _—
# I|mmum|l
& {Jiegs —
£+ System Lag — S5L

uUse SSL: (O on @on

d3ara3092

The check results are displayed.

Check Connection 3

hitps:110.62.2 44/03/A5 : Succeeded

hitps 10062 2 441044 3A03AS | Succeaded
hitps-//10.62.2 44/03AS ; Succeeded

hitps-i10.62.2 44A03/AS : Succeeded
hitps-i10.62 2 44/5p03/AS | Sutceaded
hitps:it-e2-as1.support-download.com ; Succeeded
hitps:i10.236.47 138 : Succeeded

d3ara3011
5. Click [OK] to finish.
Do the following if connection fails.

* Make sure that the network settings (IP address, subnet mask, gateway, DNS) are correct.
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* Check the proxy server settings.

* |f URL filtering is implemented on the customer network, ask the customer to allow communication

with the displayed URLs.

Destination server

IPv4 address

IPvé address

NRS Gateway (Center Server)

https://
210.173.216.59/i02/AS

https://
[2001:df0:467:0104:28d3:80
d6:0:1021]/i02/AS

URL for sending Auto Discovery

results

https://210.173.216.59/
Auto/AS

https://
[2001:df0:467:0104:28d3:80
d6:0:1021]/Auto/AS

Rescue URL (for Device
Certificate acquisition)

https://210.173.216.60/
Rescue/AS

https://
[2001:df0:467:0104:28d3:80
d6:0:1023]/Rescue/AS

URL for sending Accounting
Report data (eDC)

https://e2-as1.support-
download.com

https://e2-as1.support-
download.com

Global Server (SERES)

https://p-rfu-
ds2.support.ricoh.com

https://p-rfu-
ds2.support.ricoh.com

spGateway URL(for log
acquisition)

hitps://210.173.216.61/
sp02/AS

https://
[2001:df0:467:0104:28d3:80
d6:0:1025]/sp02/AS




A LAN-Connected Device Is Discovered as an SNMP-Connected Device

A LAN-Connected Device Is Discovered as an

SNMP-Connected Device

There are cases where the "Connection Type" of a discovered LAN-connected device is "SNMP" even

though the device supports @Remote.

The "Connection Type" becomes "SNMP" in the following cases:

1. The ID2 code is not set in the device correctly.

2. There is a problem with the common certificate on the device (for example, it has already been

registered with @Remote).

Action

1. Check the ID2 code setting.
Execute SP5-990-002 to print the SP Mode Data List and check if the ID2 code (SP5-811-003) is

set correctly.

¢ |f the characters do not match, proceed to "2. ID2 code registration".

¢ If the characters match, proceed to "3. Certificate configuration".

2. ID2 code registration

Inform the @Remote Center operator of the "serial number of the RC Gate A2", "serial number of

the device shown on the rating plate", "device IP address", and "device MAC address".

Do the following as instructed by the @Remote Center operator.

Click [@Remote] > [@Remote Settings] > [Connect to @Remote System] > [Test Call].

# Device List (0}
# Discovery & Polling

A Sysiem

@Remote Setifigs

Iril Send IP addrésses

o the @Remate center

— Registration to §Remote System

RC Gate iD : B

Status -« Repisterad

Raquest Humber* | Sppiglei=Taal ol

— Trouble st -l
i
| Test Call|
===
| Confirm Communication|

I» Security Settings

2 | Device Encryption Level: (@) 512bit () 2045 b2 | Batch Modification |

Connect 1o & System
lrgﬁamne System Asdress | (Auto)

Failed connecbon date

|Grangs

d3ara3070
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4. Troubleshooting

3. Certificate configuration

1.
2.
3.

Check the encryption strength of the certificate [SP5-816-102 (1: 512 bits, 2: 2048 bits)].
Initialize the certificate [SP5-870-003].

Set an appropriate encryption strength for the certificate [512-bit: SP5-870-001, 2048-bit:
SP5-870-004].

Execute device discovery again.



LED Display

LED Display

The RC Gate A2 has four LED lamps. This section explains the location of lamps and the LED patterns.

d3bhz0044
LED name LED indication Color
[A] LED(P) Power Blue
[B] LED(E) Alert Red
[C] LED(1) Status 1 Yellow
[D] LED(2) Status 2 Yellow
4 F Flashes at one-second intervals.
& & Flashes at 0.2-second intervals.
LED Pattern Status LED Pattern Status
I I Power off (Standby) i The cable is
| disconnected or
d3aral015 d3araf021 broken.
[T T T 711 Power has just been =T No usable IP address
turned on. has been assigned.
d3ara0016 d3arad022

79



80
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LED Pattern

Status

LED Pattern

Status

SD card error: The
inserted SD card is not

[EEE 802.1X
authentication server

PR 4 & a B
T B T 1 17 valid. (Detected a file error.
on the SD card when
d3ara0064 turned on for the first d3ara0024
time after the insertion
of the SD card.)
_— Starting up with the DIP e o Recovering from an
switch turned on: | error.
J3ara0058 Restoring the factory- PE——
default settings.
3 n Starting up the T T Updating the system
application. firmware.
d3ara0017 d3ara028

:

d3aral018

Registration with the
@Remote Center has
not been completed.

|

d3ara0029

System error persists
even after restarting the
RC Gate A2 the
specified number of
times.

E
|

d3ara0019

Registration with the
@Remote Center
System has been
completed and
communication is
established.

d3ara0030

Restarting system

|

d3ara0020

A communication error

has occurred.

‘
Ev
»
»

d3aral031

Shutting down

RTB 9: New pattern added
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Error Codes

Error Codes

SC Codes
SC No. Description

002 Insufficient Memory
200 Insufficient SD card capacity error
500 System Ciritical Authentication error
600 System Critical Communication error
700 System Critical Database error
901 System Critical Internal error

Please follow the recovery procedure below for all the above SCs.
1. Shut down the RC Gate A2 (see page 66 "Shutdown"), and then turn it on again.
Go to the next step if this does not solve the problem (SC).

2. Execute page 47 "Replacement".

Other Errors

Check the error code and the solutions described below, and then check or correct settings.
* If "-" is shown in the "Solution" column, execute the following procedure.

1. Turn the appliance off and on.

2. Initialize the appliance.

3. Replace the appliance.

If changing the settings and replacing the appliance do not solve the problem, acquire the log and
make an inquiry.
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Software Server has been

interrupted.

Error code Description Solution
107 You do not have the privileges to 1. Check the Access Account used for
perform this operation. access to the device.
2. Check the Web Services account.
3. Check the SNMPv1/v2 community
name.
4. Check the SNMPv3 account.
5. Check the privileges of the device
administrator.
202 C ication ti th
emmunication imeourhas Check the network environment.
occurred.
203 SSL communication is unavailable. | Check if the certificate is correctly
configured.
300 An authentication error for the 1. Check if the certificate is correctly
external system has occurred. configured.
2. Check if the license information is
correct.
301 Unable to access external system. | Check the network environment.
302 Failed to send email. Verify email 1. Check the network environment.
server seftings and refry. 2. Check the settings of the mail server.
303 SMTP server authentication has 1. Check the network environment.
failed. 2. Check the settings of the mail server.
304 Proxy authentication has failed. Check if the authentication information for
the proxy server is configured correctly.
305 Proxy connection has failed. Check the proxy settings.
306 Failed to connect with the RICOH 1. Check the network environment.
Software Server. 2. Check the network settings.
307 Unable to communicate with the Check if the appliance can communicate
RICOH Software Server. with the eDC server.
308 Communication with the RICOH Check if the appliance can communicate

with the eDC server.




Error Codes

Error code Description Solution
313 SSL communication is unavailable. | Check if the certificate is correctly
configured.
350 Other external system connection | Check the network settings.
error.
400 Entered parameters are invalid. Check if the specified information is
correct.
401 The file format is invalid. -
402 The file version is invalid. -
403 The character code of the file is -
invalid.
404 Interrupted by user operation. Wait a while and try again.
409 The file name already exists. Specify a different file name.
410 There is a profile name conflict. Check if the profile name is unique.
411 There is a name conflict. Specify a different name.
500 Database authentication has -
failed.
501 Failed to access the database. -
502 Failed to save data on the -
database.
503 Failed to read data -
504 Failed to save the data. -
550 Other data 1/O error -
601 Canceled because of system -
suspension.
604 The product key is invalid. Check the entered product key.
650 Other system error. -
700 Failed to save data -
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Error code Description Solution
701 Failed to save data -
702 An unexpected error has occurred. | -
703 An unexpected error has occurred. | -
704 An unexpected error has occurred. | -
707 Running Tasks:Perform the process | Wait a while and try again.
again later.
708 The DM Server cannot be reached. | -
The task will execute when the
service becomes available.
750 Other unexpected error. -
801 Ovutside of regular office hours. Try again during business hours.
802 Failed to obtain device 1. Wait a while and try again.
information. 2. Check the network settings.
803 Failed to send message. Wait a while and try again.
804 A hardware related error has -
occurred.
805 A database related error has -
occurred.
806 An error on the Center server side | -
that does not have an error code
has occurred.
807 An error on the appliance side that | -
does not have an error code has
occurred.
808 Bad file -




Error Codes

Error code Description Solution
809 Cannot find the appliance in Check the registration status at the
@Remote Center System. @Remote Center. If there is a difference
between the device lists of the @Remote
Center and the appliance, initialize the
appliance and then restore data from the
Center.
810 The managed device does not exist | Check the registration status at the
in @Remote Center System. @Remote Center. If there is a difference
between the device lists of the @Remote
Center and the appliance, initialize the
appliance and then restore data from the
Center.
811 There is no such data found in the | -
database.
813 In operation. Wait a while and try again.
814 The appliance or device has Check if the device or appliance has
already been registered. already been registered in the @Remote
Center.

815 Cannot register device. Check the Request Number and make a
call to the Center.

816 This is a device that is already Ask the Center whether the device is

registered. Or Cannot register RC | registered.
Gate with a device.

817 Oversized data entry. Check the specification of the entered
information. Make sure it does not
exceed the maximum size.

818 Parameter error. 1. Check if there is any incorrect or

missing information.
2. Check the function flag of the device
to see if it is not already "Enabled".

819 A property list item that does not -

exist has been specified.
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printing devices within a specified
period of time.

Error code Description Solution
820 In the property list seftings, an out | -
of range or oversized value has
been specified.
821 A property list item that cannot be | -
set has been specified.
822 There was a connection system Check the network settings.
error.
823 The size of the restore file is larger | Wait a while and try again.
than the size of the free space in
the system.
824 The result has expired. Wait a while and try again.
825 Email settings error. 1. Check if the mail server is
configured.

2. Check if the administrator Email
address is specified on the
appliance.

826 The targeted schedule for Check the connection between the
cancelling does not exist. appliance and the device.
827 User cancellation. Check the connection between the
appliance and the device.
828 Cannot access targeted device. 1. Check the network settings.

2. Check the Access Account used for

access to the device.
829 FTP login authentication failure Check the connection between the
appliance and the device.
830 FTP disconnected. 1. Check the connection between the
appliance and the device.

2. Wait a while and try again.

831 A reply did not come back from the | 1. Check the connection between the

appliance and the device.

2. Wait a while and try again.




Error Codes

Error code Description Solution
834 The operation has been cancelled. | -
835 There was an operation timeout. -
836 Timeout. -
841 The connector id is not correct. -
842 The device id in this nofification Check the Request Number.
and in the installation plan
information differs.
843 The format of the connector id -
invalid.
844 Received request number incorrect. | Check if the entered Request Number is
correct.
845 A device is already registered with | Check the registration status at the
the same IP address. @Remote Center. Initialize the appliance
and install it again.
848 Communication test failed. 1. Check the network environment.
2. Check the network settings.
849 Exchange is not supported by the | -
service site.
852 Corresponding data does not exist. | -
853 A CSS device has been specified | CSS devices are not supported.
as managed device.
899 There was an unclassified error. -
951 Internal network error Check the network seftings.
954 Function is not permitted. Check the "Permit @Remote Task
Performance" settings.
955 INTERNAL_PARSE_ERROR -
1001 INTERNAL INVALID STATE -
9801 Http Connection Error Check if the certificate is correctly

configured.
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When an Error Occurs during Activation or
Deactivation of Accounting Report Option

/A CAUTION

* Save the following information shown in the error message.
License code, product key, URL, and lock code.

* If you have closed the error message window before saving the information, check the system log
immediately (because the contents of the system log are automatically deleted with time).
Download the system log and search for the required information. Do not change the log collection
level from the default setting (Warning level) because changing it may cause the required
information to be not recorded.

If activation fails

1. Check the error code, and then check the following points.
2. Check if you entered the product key correctly.

3. Click [Check Connection] in the [Networking] screen and see if the RC Gate A2 can

connect to the eDC server (see page 75 "How to Check Connection with Related
Servers").

» Device List (1)

A _Discovery & Polling

f o] =

& S eath — Extemal Conngction Serings
£ DateiTine Settings [ Feped) eaer
LF Metworking s Proxy Server . (®0On () OfF

£ IEEE 802 1x Authenbical
LF Actrvation

Prooy Server Address™ | e ey eepeey g
Procy Senver Port Humber® @ 8080

Use Authentication : (#)On () Off

£} Display
¥ System Information and PESIWOND | |=ssssssnssns | Change.
& (I seruny Damsin Name

£ User Accounts
= Clegs
£F System Log

I!Gmr-lzmlhn'l

— S5L
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4. Check if the IP addresses of the proxy server and the DNS server are correct.

[Proxy Server]: Click [System], and then click [Networking] under [Server Settings].



When an Error Occurs during Activation or Deactivation of Accounting Report Option

# Device List (1) Dericar |
~ ery & Polling E
g | — Exiemal Car 1 Senings
£F DaterTime Settings Pl
LF Networking Uise Prowy Server . (@) On () OfF

£} (EEE 802 1x Authenticat | Prony Servat Address™ : g giy-memgaey g
s
LF Actrvation
¥ Display
| User Nome™ : plilar <200 x

e | pvron [eomrreres e
B .Ljsgun, Domain Name
I s .

. U::wn&:wn | Check Gomection
£+ System Log

Proxy Senver Port Humber™ @ 8080

Use Authentication: @ On () Off

Use SS5L: (yOn @oOf

BT
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[DNS Server]: Click [System], and then click [Networking] under [Setup].

=]

= LAN Pord

A Deviea List (1)

Host Name
Physical Address : 508 T G
— IPvd Setting

Use [Pv4 Settings© (@ On (O Ot
L¥ Activaton
50 DHCP: ®on (O of
L3 Metworking ¢ A
LF System Information and
= (] Security etoult Gatew
£+ User Accounts Current Py Address - TS =8 =
& I Logs ~ IPVE Setting
3 System Log Usé IPv6 Settings : () On @ ON

DNS Sarver

Brimary DNS Server 1-.-;-‘-.";-
Secondary DNS Server - 0 &l B G

Cument Primary DNS Server - &4 =] #7-=
Current Secondary DNS Server | =g =5 @ = 4

M Port
F 1P Addrnss® - | 152 18R 4N 162 [7=9]
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5. If URL filtering implemented on the customer network prohibits connection to the eDC
server, ask the customer to allow such connection.

If automatic activation fails (when replacing the appliance)

Perform activation using the product key displayed on the dialog (see page 62 "Accounting Report
Option").

Replacement

& Activation has faded in resotoring activation status,

Please confirm settings and retry activation.

[Information] Please save the following information.
IPmduci Key | BNEF . AR R R |

i

d3ara3095
If deactivation or automatic deactivation (when replacing the appliance) fails
1. Copy the following information shown in the error message, and save it on your
computer.
e URL
¢ License code
e Product key

¢ lock code



When an Error Occurs during Activation or Deactivation of Accounting Report Option

@ Deactivation has faled.
1. Please confirm setiings and retry deactivation,
2. Please access this URL and enter license code to complete deactivation.

[Information] Please save the following information.

URL : http:/t-e-auit licensemanagement. ricoh.com/aui_t2/menu.do

ESPRTT T TTT " TAp] RSt SRS IY L, 1Y Ppapey
Fak avda™ b 5 B | o e

License Code

Product Key : LIULHL Tl BREETIL wTRONL LT,
Lock Code : 5l Fpspaagm s

[ o ]

d3ara3032
2. Click [Check Connection] in the [Networking] screen and see if the RC Gate A2 can

connect to the eDC server (see page 75 "How to Check Connection with Related
Servers").

A Device List (1)

A _Discovery & Poliing

8@ | — External Connection Seftings
%% DaterTime Settings [ e
L+ Metworking Use Provy Server: (#10On (OO
£3 [EEE 802 1x Authentical Froy Server Addregsss Em—
=] S———
£ Actrvation -
o Use suthentication : (@ On () OfF
Disgplay
e i —— =
£F System Information and T — |M__{
B ‘LJS'“'W Domain Name
User Azcounts T
@ I|Mmm|l
2 Jiogs ——— —
£ systemLog Sl
UseSSL: ()on @ oA
i
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3. Check if the IP addresses of the proxy server and the DNS server are correct.

# Device List (1)

cvery & Polling

B (Jsevp
23 DateTime Settings
£ Networking
¥ |EEE 802 1x Authentical |

i} (] Serves Settings
LF Activation
L¥ Display
£¥ System Information and

& ] Security
£ User Accounts

= i Legs
£ system Log

[} IEEE 602 tx Authentical

2 ] Server Seftings

L¥ Activaton

£ Display

£3 Networking

2+ System Information and
= () Security

£+ User Accounts
& {Jiogs

£ System Log

: @®on o

! e Ty =
EDED

. @on Oof

: il <0

Use SSL: (ron @ oOf
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Host Name
Physical Address : 508 T G

— IPwd Setting
Use [Pv4 Settings© (@ On (O Ot

DHCP: ®on (O of

Current IPv4 Address | RS = =5

~ IPVE Setting
Use IPv6 Setings : (D) On @ On

DNS Sarver

Brimary DNS Server 1-.-;-‘--. - .|
Secondary DNS Server - 0 &l B G
Cument Primary DNS Server - &4 sl #7-j=
Current Secongdary DNS Server | = = #=

M Port
F 1P Addrnss® - | 152 18R 4N 162 [7=9]
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When an Error Occurs during Activation or Deactivation of Accounting Report Option

4. Access the URL shown in the error message, and then enter the other items shown in
the error message to delete the activation information on the eDC server.

If deactivation failed during appliance replacement, perform activation using the product key
displayed on the dialog (see page 62 "Accounting Report Option").

How to find the aforementioned information in the log file
1. Download the log file and save it on your computer (see page 138 "How to
Download the Log File of the RC Gate A2").

2. Open the file named "debug_core.log" and search for the following string.
@e@@ Activation License Code @@@@

. debug_core.log
__| debug_dm.log
__| debug_nrs_startup_menitor

d3ara3097

If it is not found, search the newest file among those that have numbers indicating the date
after "debug_core.log".

3. Copy the license code/product key/lock code found in the log file and save them.
06:41:03:810, com. ricoh. mdm. cm. act ivation. m‘temal Ac’twatlor'Serwce B@@8 Activation Licenss Code BEGR

LicenceCodesrul |, Product¥ey=|STHF VL LockCodeskallinnimlrdd To4, WARN, 09,/25/2015
d3ara3098
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4. Troubleshooting

When the IP Address of a Device Stored on the
RC Gate Does Not Change Automatically After
the IP Address of the Device Changes

The RC Gate A2 changes the IP addresses of devices stored on itself automatically if the actual IP
addresses change.

If they do not change automatically for some reason (customer network, device status etc.), or both the
IP addresses of RC Gate A2 and the devices have been changed at once, do the following procedure
manually, to change the IP addresses stored on the RC Gate A2.

1. LoginasaCE.
Click [Discovery & Polling] in the section area.
Click [Manual Discovery] in the section tree.

Click @ (Add) in the list area.

A N

A Deviee List (1)
[Discovery & Podling

£} Add Device
4 Manual Discovery
= ) Access Profiles =0

¥ Device Asministrator £ | Sl e e Host Name From
£ snmP d

d3ara3110

5. Enter the search conditions such as IP address ranges.



When the IP Address of a Device Stored on the RC Gate Does Not Change Automatically After the IP Address of the Device
Changes

6. Click the lower = (Save) button.

A~ Device List (1)

% Discovery & Polling

£F SNMP

d3ara3111

7. Click the upper E (Save) button, and then click P (Immediately perform).

~ Device List (1)

% Discovery & Polling

(&[]

& - Discovery Ronge (Nebwork Seorch)
& {J Access Profiles
£} Device intstrator Host Name From
T sme Include 10,61.35.100
d3ara3112

8. Check the results in the "Discovered Managed Devices" dialog, and then click [OK].

Result : Succeeded, Cause ©

Todal : 1 units, HTTP 1 1 units, SHMP : 0 wnits

Device Display Name: Device Acdness Machine i c: Tree Hame
s NP LM RRE WL W (S R T HTTPS {S0&F) —a

= i - ]

d3ara3113
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When Replacing the Controller Board of a
Device connected to an RC Gate A2

When replacing the controller board of an @Remote-managed device:
After the controller board of the device has been replaced, you must change the settings of the device
following the procedure below.
1. Reconfiguring the device serial number
This is not required if the NVRAM is taken over from the previous controller board.
2. Initializing the certificate area: SP5-870-003
This may or may not apply, depending on the machine type.

3. Set the appropriate encryption strength for the certificate: [512-bit: SP5-870-001, 2048-
bit: SP5-870-004]

For steps 2 and 3: Because the certificate is stored on the flash memory on the controller board,
these steps are required even if the NVRAM is taken over from the previous controller board.

4. If it is impossible to take over the NVRAM from the previous controller board, request the
@Remote Center operator to reconfigure the ID2 code, in accordance with the following
procedure.

How to reconfigure the ID2 code

1. Inform the @Remote Center operator of the "serial number of the RC Gate", "serial

number of the device shown on the rating plate”, "device IP address", and "device MAC
address".



When Replacing the Controller Board of a Device connected to an RC Gate A2

2. Do the following as instructed by the @Remote Center operator. Click [@Remote] >
[@Remote Settings] > [Connect to @Remote System] > [Test Call].

# Device List {0}

# Discovery & Polling

lotify Managed Device Pemit®

Irsmlpaddrm

— Rigistration to @Remaote System

Requast Number* ; Syl aDdalil
RC Gate (D : [S0Y Famgs

Status : o Registered

— Trouble

[Testcail

— Securiy Settings

Device Encryption Level: () 512 bit () 2043 b2 | Baten Modtication |

— Connect o BRemaote System

@Remate System Address : (Auto} |Change

Falled connection date

d3ara3070
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If the Administrator Forgot the Administrator
Password

Resetting the Administrator Password

If the administrator forgot the administrator password, a CE can log in and reset the administrator
password.

If login by a CE is prohibited (see page 116 "About Access Permission") and the administrator forgot
the password, the password cannot be reset. Reset the RC Gate A2 to the factory-default seftings or

" replace it with a new one (see page 132 "Resetting to the Factory Default Settings").
1. Login as a CE.

Click the [System] section.

Click [Security] > [User Accounts].

M 0N

Click [Reset] under [Reset Administrator Password].

A Disz &
(i i ’rﬁmmdmiumorﬂasswd

=
2 i setup

¥ Date/Tire Settings

LF Networking

£} |EEE 802 1x Authentical
& J Server Settings

LF Activation

£} Display

£ Networking

£F System Information and
:
2 Ciegs

£+ System Log

e word for the administrator accourt will be reset o the default password
I._H. II

d3ara3099
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If the Administrator Forgot the Administrator Password

5. When a confirmation message appears, click [Yes].

Are you sure you want to reset the administrator password?
L

E

Yes

No I

6. A dialog appears to indicate that the password was reset successfully. Click [OK] to close

the dialog.

i].) The administrator password has been reset.

Pook |

d3ara3100

d3ara3101
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Other Problems

Connection with Devices or the Computer Fails

In [SSL/TLS Settings], you can select the protocols to be used during communication between devices

and the RC Gate A2, and between your PC and the RC Gate A2.
e TLST1.2
e TLST.1
e TLST.0
e SSL3.0

When specifying usable protocols in the configuration screens of your browser and the RC Gate A2,

there must be at least one protocol that is selected in both of them.

Setting up the RC Gate A2

1. Login as a CE.
2. Click the [System] section.
3. Click [Server Settings] > [Networking].



Other Problems

4. Enable or disable protocols under [SSL/TLS Settings].

seovary & Pollng E

— Exemal Connettion Settngs
— Proxy Sarver

18 Jsenn
i 4 Dateime Settings
£F Networking Use Proogy Server - (J)On (8) Off
4+ IEEE 802 1x Authentical rovy Seteer Add
oF Arthration
£} Display
-
L} System information and e [ T —
Epene

£ System Log |M—

Use SSL: (1On (O

— SSLITLS Settings

TLS 1.2 @ Active () insstve

TLS 1.1 @ Active () Inactive

TLE1.0: @ actve () inactive

SSL30: @ Active () Inactive

d3ara3055

Browser seftings (example: Internet Explorer)
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”-n;l S b innded |

@)

|

| | [eneral | securty | privacy | content | Connections | rograms | Advanced

Settings

[¥] Enable Intagrated Windows Authentication™ A
[¥] Enable native XMLHTTP support

Enable SmartScreen Filter

Enable Strict P3P Validation™

Send Do Not Track requests to sites you visit in Internet E
[ Use SSL 2.0
Use SSL 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2

ertificate address mismatch® _
Warn if changing between secure and not secure mode | =
Warn if POST submittal is redirected to a zone that does .

-

ol

Reset Internet Explorer settings
Resets Internet Explorer’s settings to their default
condition.

You should only use this if your browser is in an unusable state.

I r

*Takes effect after you restart your computer

|
x

—

[ oc J[ comcel J[ aomy

J J
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Other Problems

If the Login Screen of RC Gate Monitor Does Not Appear

Status

Solution

The message "This page can't be displayed" is
displayed.

1. Check the cable connection between the RC
Gate and the computer.

2. Check if the entered URL starts with "http:".

3. Check if a ping reaches the maintenance
port of the RC Gate (default:
192.168.10.153).

4. See if the encryption strength settings of the
RC Gate and the browser match (see
page 100 "Connection with Devices or the
Computer Fails").

5. Replace the cable between the RC Gate

and the computer.

A message appears, instructing you to enable
Cookies on the browser.

1. Check if Cookies are enabled in the browser

settings.

2. Delete the temporary internet files, Cookies,
and browsing history, and then restart the
computer and the RC Gate.

The screen for dial-up connection appears.

Check if Local Area Connection is enabled.

The message "There is a problem with this
website's security certificate." is displayed.

Click "Continue to this website".
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5. Features
]

How to Use the RC Gate Monitor Screen

Main Screen

The standard screen configuration of the RC Gate A2 Monitor is explained below.
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1. Section area
ltems in each section are displayed in this area.
When a section is clicked, details of each item are displayed in a tree structure.
2. Header area
¢ admin/RicohAtRemoteOperator (login user name)

You can change the RC Gate A2 Monitor login password. For details about the password
setting method, see page 115 "About the Login Password".

¢ Logout
Log out from the RC Gate A2 Monitor.
e Shutdown

Shut down and put the RC Gate A2 in standby mode. For details about shutdown, see
page 66 "Shutdown".
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Connect to the Ricoh website. You can also download "Setup Guide" and "Operating

Instructions" from the Ricoh website.

For information on functions that are not explained in this service manual, see "Operating
Instructions".

3. Tab area

The upper part is the list area (* 1) and the bottom part is the properties area (*2).

The control screen that corresponds to the selected tree item in the section area is displayed and
uses the tabs to switch between multiple control screens. To close multiple tabs at once, right-click
on the tab and select [Close All but Current] or [Close All].

*1 List area (The upper part)

A list of devices, tasks and other items is displayed above the tab area. Various icons are located
on the tool bar in the list area and can be used for the following operations:

* Import and export information such as the information in a list
* Switch to an arbitrary view

* Sort and classify lists

¢ Access Web Image Monitor.

Click the IP address of the target device. The device management tool displayed may differ
depending on the target device.

*2 Properties area (The bottom part)

Detailed information about a device or task selected in the list area is displayed below the tab
area, and can be used for editing and configuring the information.

Click the name bar in the property area to open or close the selected area. Drag the name bar to
change the size (height) of the area.



Status lcons

Status Icons

Status lcons

When you select a device from the device list, information about the device obtained through
discovery/polling is displayed in the properties area.

* Device information is not updated automatically. The information obtained during device
registration or during the last polling is displayed. If you want to check the current status, execute
polling (see page 72 "How to Check the Status of Communication with the Imaging Device").

Printer Status lcons

To display detailed information, place the mouse cursor on the status icon.

Icon Description Function
System Copy Printer Fax Scanner
No response Yes Yes Yes Yes Yes
Service call Yes Yes - Yes Yes
Replace/supply Yes - - - -
E Toner/ink exhausted Yes Yes Yes Yes -
Paper jam Yes Yes Yes Yes -
Iél No paper Yes Yes Yes Yes -
AL Paper jam in ADF Yes Yes - Yes Yes
B Performing Yes - - Yes -
maintenance

n Fax transmission error Yes - - Yes -
Open cover Yes Yes Yes Yes Yes
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m Miscellaneous error Yes Yes Yes Yes Yes

n Access violation has Yes - - - -
been detected

U Ready Yes Yes Yes Yes Yes

m Offline - - Yes - -

Warming up - Yes Yes Yes -

Busy - Yes Yes Yes Yes
Toner/ink cartridge - Yes Yes Yes -

almost empty

i Paper almost empty - - Yes - -
E] Caution - Yes Yes Yes Yes
J Energy saver mode - Yes Yes Yes Yes

Paper Tray lcons

You can check the paper tray type. Also, you can check the orientation, size, type and remaining
quantity of paper loaded in each paper tray.

€1 £2; |ndicates two orientations of the loaded paper

On devices using rolled paper, an icon that indicates the remaining paper amount is displayed on the
right-hand side.

B & No paper
[ 010 20 %
L2010 40 %
= 40 10 60 %
= 60 t0 80 %
= 80to 100 %
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Toner/Ink lIcons

You can check the colors of toner/ink and the remaining quantity of each toner/ink. "Unknown" may be
displayed for some devices or monochrome MFPs if the remaining quantity of toner or ink cannot be
detected.

The level of remaining toner or ink is indicated as shown below. The color of the indicator is the same as
that of the applicable toner. Black is used as an example below:

3 : Toner/ink is empty
[ : Toner/ink cartridge is almost empty

] | :0t0 20 %

] 1 :20t0 40 %
] 1 1 : 4010 60 %
HHEEE 501w080%
(24 I - 5010 100 %

Output Tray Icons

You can check the output tray type and the status of each tray.
The output tray status is indicated by the icons as shown below:
gl Output tray is full

l: There is some paper in the output tray

[5: Miscellaneous error

Nothing appears: Normal status

Displaying Device Properties

1. Inthe [Device List] section, click a target group to display the corresponding device list.
2. Select a target device in the list area.
The information about the selected device is displayed in the [Device Properties].

* Device information is not updated automatically. The information obtained during device
registration or during the last polling is displayed. If you want to check the current status, execute
polling (see page 72 "How to Check the Status of Communication with the Imaging Device").
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Tab Configuration of Device Properties

Main Properties

You can check general information such as display name, model name, and IP address, along with
date registered, serial number and MAC address.

* Display Name

The name of the device is displayed. You can change the display name to the one you want.
¢ Device Address

The address for the RC Gate to access the device is displayed.
¢ Date Registered

The registration date is displayed. This date/time indicates when discovery was made or
when the device was manually added.

¢ Registered by

B This is displayed as "localhost".

¢ Model Name
e |P Address
¢ Vendor Name
¢ Subnet Mask
¢ Serial Number
e |Pvé Address
¢ MAC Address
* Host Name
* Location
The location configured on the device is displayed.
e PPM
e Comment
The comment configured on the device is displayed.
¢ Total Memory
e Status Poll Time
* NetWare Print Server
¢ Other Poll Time
¢ NetWare: Operation Mode
e User Counter Poll Time

* Document Server DS Free Space

110



Status lcons

* Document Server DS Capacity
¢ Counter Poll Time

e Supply Poll Time

¢ DOSS Last Auto Delete Date

¢ DOSS Auto Delete Enabled

¢ DOSS Auto Delete Method

e DOSS Auto Delete Count

e HDD Encryption

¢ On a RICOH MFP or printer, the settings configured in Web Image Monitor are displayed as
"WIM Location" and "WIM Comment".

Status Details

You can check the device status by switching the [Printer Status], [Paper Tray], [Toner/Ink], and
[Output Tray] tabs.

Counters

You can check counter information such as the number of pages printed in color/monochrome or
number of transmitted pages.

¢ Total
A total of the counters for the copier, printer, and fax functions
e Copy Color: Black, Full, Twin, Mono
Counters for the copier function
¢ Printer Color: Black, Full, Twin, Mono
Counters for the printer function
¢ Economy Color Counter
¢ Fax Color: Black, Mono
Counters for the fax function
.« A3/DLT
o A2
e Duplex
¢ Send: Color, Mono
A total of the counters for the scanner transmission and fax transmission functions
¢ Fax Send
¢ Scanner Send: Color, Mono

The counters for the scanner transmission function
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¢ Total: Mono, Color
¢ Coverage Color: Pages, Percentage
e Coverage B&W: Pages, Percentage
e Color1,2,3
e Active
e |dle
¢ Preheat
e Sleep
* OffMode
Optional Properties

You can check the individual information of optional properties by switching the [Custom
B Properties], [Installed Applications], [Firmware and Platform], and [Functions] tabs.

e Custom Properties

Users can configure custom properties. For details about configuring custom properties, see
"Setting custom properties".

¢ Installed Application
You can check Application, Version, and Product ID.
 Firmware and Platform
The user can check each device's version.
* Functions
You can check the functions and printer language provided for the device.

Functions: You can check the functions provided for the device, such as manual paper feed,
duplex printing, and card printing functions.

Printer Language: You can check the printer language provided for the device.
@Remote Properties
Part of the device information that the @Remote Center manages appears.

* Machine ID

e Connection Type

e Cutoff Date

¢ Service Depot

¢ Service Depot Phone No

¢ Supply Order From

¢ Supply Order Phone No

* Encryption Length
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Access Accounts

You can check access account profiles used for access to devices. Also, you can change the

access account profile for each device.

Setting Custom Properties

Custom properties are used for adding arbitrary information to devices.

Information such as an administration number or an asset number can be set for each device.

1. Inthe section areq, click [System].
2. Inthe [Server Settings] category in the section tree, click [Display].
. Enter the item name to be used for the custom property. You can use up to 255
alphanumeric characters for a name. You can create up to 10 custom properties.
However, you cannot create multiple custom properties with the same name.
4. Click & (save).
A Device List (D) Dispay x
. _Discovery & Poling
5 o . — Country Setting
{3 DatelTime Setings || Country : |Andorrs el
£ Netwarking - — Date Display Format
£} IEEE BO2 1x Authentical |
: | O YYVYMMDD
B o Server Satings |
| | Dote Desplay Format : (@) MMWDDNYYYY
L Activation |
{ ) DOMMYYYY
£t Do | | - -
.y First Day of Week .| Sunday |
L3 Systern information and '  Custaen Prope
M Lns Customn Property 1°: | Custom Property 1
£ System Log
| | custom Property 2 - | custom Propery 2
. Custorn Property 3* : | Custom Property 3
| | custom Property & | Custom Property
f | Custom Pregenty 5* - | Custom Property &
| | Custom Property & - | Custom Propery &
| | custom Property 7+ - | Custom Property 7
|
| | Custorn Propery 8* . § Custom Property &
: Customn Property 5 | Custom Property &
| | custom Propery 10+ | Custom Property 10
' = Screen Lock
: Serean Lock Timer® 15 :\:\me
|
d3ara3080

5. Select a target device from the device list.

6. Inthe properties areq, click the [Optional Properties] tab, and then click the [Custom
Properties] tab.
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7. Double-click the [Value] row, and enter the unique information.
Use O to 255 characters.
8. Click 5 (Save) when the setting is configured.

& e
S e M SR MAC AN A Syl SRS P O ‘
— W i marnees () 0] -

d3ara3081

* Custom properties are not saved on the devices. They are saved on the RC Gate A2.



About Accounts, Passwords, and Access Permission

About Accounts, Passwords, and Access
Permission

About the Login Password

The CE password and the administrator password can be changed by first logging in with the current
password.

This procedure shows how to change the CE password.

1. Inthe header areq, click the login user name and [Change Password].

RiohatRemoteCperator ] Logout () Shutdown @

£ Change Password

B = o I[
nufacturer Name: Model Name Metwork: MAC Address Stabus: Syst..  Stabus: Printer - Group ‘
- g - TR O ] |

d3ara3dii

2. In the [Password], enter a password.
3. Inthe [New Password], enter a new password.
4. In [New Password (Confirm)], enter the new password again to prevent mistyping.

5. Click [OK].

Change Password

Password :

New Password :

New Password (Confirm) :

d3ara3072
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When changing the password
e Use 8 to 128 characters.

* You can use the following ASCII characters for the password: (Space)"(double quotations)! %
&(/)+,-.:$;,<=>2[]*_"{|}70123456789%#abcdefghijklmnopqgrstuvwx
yz@ABCDEFGHIJKLMNOPQRSTUVWXYZ*

¢ Avoid using well known words or phrases, or repeated characters that can easily be guessed.
e Do not leave passwords written where they can be seen.
¢ New passwords become valid at the next login.
* Ifyou forget the CE password, the RC Gate must be replaced.
If the administrator forgets the administrator password
The CE can reset the administrator password. See page 98 "Resetting the Administrator Password".

However, if CE login is prohibited (see page 116 "About Access Permission"), you cannot log in

“ and therefore cannot reset the administrator password. In this case, you must reset the RC Gate A2
to the factory-default settings (see page 132 "Resetting to the Factory Default Settings") or replace
it with a new one (see page 47 "Replacement/Migration").

About Access Permission

# Device List (1]

» Discovery & Polling
~| Bysterm |

o Access Accounts
& I Senp ’7

£+ DaterTine Settings [ Prohibi lagin with GE account I
£F Networking
£} IEEE 802 1x Authenticsl
= ] Server Seffings
L sctivation
£} Disptay
£+ Networking
ﬂ' System Information and
-
2 12 Logs
Q System Log
L Secunty Log
£¥ Schedulad Tasks

Login password minimum length® . B

d3ara3102

If the customer selects [Prohibit login with CE account] in [Access Accounts], which is displayed when
you log in as an administrator and click [User Accounts] under [Security], and clicks =] login with the
CE account is disabled. You cannot log in to the RC Gate A2 for maintenance or repair until the

customer cancels it. When CE login is necessary, ask the customer to allow access.
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About Access Accounts

When the RC Gate A2 communicates with an imaging device, an access account information
corresponding to the communication type is required. If the access profile is not properly configured, the
following problems will occur.

SNMP:

* Devices will not be discovered. (Add Device/Auto Discovery)
Device Administrator:

* The Accounting Report function will fail.

* Remote Firmware Update will fail.

¢ Polling will fail.

¢ Remote registration will fail.

Configuration overview

1. Configure an access profile that includes the required account/password information by
creating a new profile or editing an existing profile.

2. Select an access profile configured above when discovering devices (SNMP) or
completing device registration (Device Administrator).

How to configure the Access profiles
1. Click [Discovery & Polling] > [Access Profiles] > [Device Administrator] or [SNMP].

When configuring the SNMP access profile before installation completion: Click [SNMP
Access] under [Settings on Installation].

[Discovery & Polling] [Settings on Installation]
W Seflings on installation
£} Date/Time Settings
£} Add Device £} Networking
£+ Manual Diszovery £F IEEE 502 1x Authentiction]
£ Prooy Server Setting
£ Device Administrator £} Connett to @Remote Systs
] 14 SuMP £ Permit @ Remate Task Perfi

£F Auto Discovery

Ok Add D -
£F System Log
£} installation Completed

d3ara3103 d3ara3105

2. To create a new profile: Click @, and then enter the required information under [Details].
To edit an existing profile: Click an existing profile, and then edit the information under
[Details].

3. Click =,
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How to select an access profile configured above when discovering devices (SNMP) or completing
device registration (Device Administrator)

SNMP

1. On the [Add Device] screen, click the [Broadcast] or [Network Search] tab > [Access
Accounts] tab, and then select an account configured above.

:':' e FProrty * Frofle Name  Descrphion Ry Timeout f— Fecod Gomm
M
- 1 P 2 000 SNMPVINZ  puttc

d3ara3108

2. Click .
Device Administrator
1. In the [Device List] section, click a target group to display the corresponding device
list.
2. Select a target device in the list area.
3. Click [Access Accounts] > [Device Administrator Access] in the properties area.

4. Select a profile from the "Profile Name:" pull-down menu.

v Device List (1)

i Host Manme
& 1P Address
& Models

I[ﬁ,—-p-'-llﬂ"'- g I_.a-.. ol _ 3 - il OF

| v Devee Properes

d3ara3104
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About Access Accounts

5. Click E.

¢ |fthere are more than one Device Administrator accounts, first select the one that is used on
the largest number of devices as the default settings, and then select the accounts for the other
devices one by one.
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About Device Discovery

There are several ways to search for devices. Choose the right one according to what you want to do.

Function Description

Auto Di Periodically collects MIB information of monitored/managed devices within the
o Discove
v very specified address ranges (see page 120 "What Is Auto Discovery?").

Searches devices to update the information about devices already registered
Manual when their IP addresses have been changed (see page 94 "When the IP Address
Discovery of a Device Stored on the RC Gate Does Not Change Automatically After the IP
Address of the Device Changes").

Searches for devices and allows you to select which devices to register at the

Add Devi
B evice @Remote Center (see page 39 "Registering Devices (MFPs/Printers)").

What Is Auto Discovery?

With the Auto Discovery function, the RC Gate A2 periodically collects MIB information of monitored/
managed devices within the specified address ranges.

¢ Network search

When network search is selected, the RC Gate A2 attempts to access each address in the specified
range using SNMP. It does not use ICMP.

e Broadcast

Sends SNMP broadcast packets to all devices within the local network or a specified network
range.

* Devices compliant with Printer MIB v2 (RFC 3805), Printer MIB (RFC 1759), MIB-II (RFC1213),
Host Resource MIB (RFC 2790) can be discovered.

* Each target device wakes up from energy saver mode when it is discovered.

How to Configure Auto Discovery

Auto Discovery Using Network Search

1. Loginas aCE.
2. Click [@Remote].
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About Device Discovery

. Click [@Remote Settings].
. Click the [Permit @Remote Task Performance] tab.

. Select [Permit] for Auto Discovery.

. Click =1 (Save).

[« ¢ I )

v
Prgrrrit @ Remeoln Trsh Pestormant s

| Setg whethes to slow fiemcte task or not

- F

iy Dimcovery _) Do ot permil

-

-

.

.

o

-

L

.

L

-

-

d3ara3073
7. Click the [Auto Discovery] tab.

8. Select [Network Search] from the pull-down menu.

| The schadute snd the saarch range of ¥ SUts 0 il e a8t
| o pertorm swto discavery. et aUl0 dnécvedy 15 [Permil] on [Permd @ftemste Task Pertormance]

Sehesde Tyze® () Waahly

Slori T - [12 |-ru-| o =

d3ara3036

9. In the [Schedule] tab, configure the discovery schedule.

Item Description

Schedule type can be selected from:
e Daily
* Weekly
* Monthly

Schedule Type
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ltem Description

Start Time Hour: O to 23

Configure the start time.

Min.: 0to 59

10. Click the [Network Search] tab, and then click the [Discovery Range (Network Search)]
tab.

| The sihathule and the $4arch fange of T sult discovery wil Be s61
T pericrm wto discowery. wet oulo dadovery to [Pemil] o [Permit @femcte Task Pedormance]

Hwtwork Search |'v|

o B 10 show:,

d3ara3114

11. Click @ (Add) in the list area.

12. Specify the search conditions.

The following can be specified.
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Include/Exclude

Type (Host Name/IP Address/Specify IP Range/IPv6 Address)
Host Name

From

To

Subnet Mask

Range Name

Comment



About Device Discovery

13. Click the lower = (Save) button.

8
Butn Dz vy
| Thoe sehacule sne the taarch range of the scts Sisctvery ol e 881
| Topar . Mt B ta [Poms] o [Parmil @Remese Task Paroemansa]
| Metwork Searzh |
Hetwoek Search
mmvmﬂmnnm-msur.ml
Sl s hisme From Ter Sutret hask
Fic R 1 ke
4
d3ara3115

« Click[3 1o save the settings as a CSV file.
+ Click ¥ to import seftings saved as a CSV file.

14. If required, click the [Access Accounts] tab and select an access account suitable for

communicating with the devices that can be detected.

15. Click the upper & (Save) button.

| Troe sshacute sne the aarch range of The scts Siscivery o b4 881

= par ry, et ot & [Poms] on [Parmi @Remose Task Perfoemare]
Hetwork Searzh e
Hotwoek: Search

Il Descovery Range (Notwork Search |

OH- B

Ingnn/Ergi e Hoat e From T Sarat Mg
Inciude L B LR L B de |
4

d3ara3116

Auto Discovery will be done according to the configured schedule.

Auto Discovery Using Broadcast

—

. LoginasaCE.

2. Click [@Remote].

3. Click [@Remote Settings].

4. Click the [Permit @Remote Task Performance] tab.
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5. Select [Permit] for Auto Discovery.

6. Click = (Save).

Prgrrrd @ Reimoln Tash Pevlonmant e
| &umwmnmmam

a0 Dvec overy ~) Do mot permit

d3ara3073

7. Click the [Auto Discovery] tab.

8. Select [Broadcast] from the pull-down menu.

o~ Device List (7}

o~ Discovory & Poling

~ Syee

~ GRemots

Beoac: ast 1-\-

Sehesde Type® () Waakly
() wertniy

SN TO " o {12 |:~u-| o =

d3ara3037

9. Inthe [Schedule] tab, configure the discovery schedule.

ltem Description

Schedule type can be selected from:
¢ Daily
* Weekly
* Monthly

Schedule Type




About Device Discovery

ltem Description

Configure the start time.
Start Time Hour: 0 to 23
Min.: O to 59

10. Click the [Broadcast] tab, and then click the [Discovery Range (Broadcast)] tab.
11. Select the [Typel.

@Rsmots Sefings. X
The s:hedule and the search mnge of the sut discovery will be set
T partn s GG Owary. 8t U0 St ovedy 10 [Permil] oa [Perma @femcte Task Pedormande]

Brzageast el

oL
l'sne (8) Local Segment () Subest [} v Auticast (Link Loca) )|
RS

Hig e 10 Show,

d3ara3117

* When selecting [Local Segment] or [IPv6 Multicast (Link Local], proceed to step 15.
* When selecting [Subnet], proceed to step 12.
12. Click © (Add) in the list area.
13. Specify the search conditions.
The following can be specified.
e Subnet
e Subnet Mask
* Range Name

e Comment
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14. Click the lower = (Save) button.

=
Auto Discovedy
| The stRacute snd the search range of She St Sisetvery w4 e sel
| Tapen . ot ot [P oo [Pt GRemcs Task Paremiss]
| Brosgtas el

{ Proadesal
] Dscovery Range Brmoszas) I

Tyee | ()lLosal Segment (8 Subset (1 1P Nulticast {Lick Lotal)

S Suibrvat Maak FRiangs Naets

Hi itmg 1 S

d3ara3118

« Click[3 1o save the settings as a CSV file.

+ Click ¥ to import seftings saved as a CSV file.

15. If required, click the [Access Accounts] tab and select an access account suitable for

communicating with the devices that can be detected.

16. Click the upper E (Save) button.

| Tron sshacute sne the aarch range of The scts Saivery o e 861
= | Taper oy, oot auh 2 [Formit] on [Permit Remote Task Ferfemance]

| |Brosdeast ]

| Prnadesat
[l Dscovery Range Broosknst) |

Tyee : ()lLocal Segment (W Subset (1 1Pl Nhiticas? {Lick Local)

oE =,
Zubne Sruteers hage. FRange Haene
oeog I85 2582850

d3ara3119

Auto Discovery will be done according to the configured schedule.

Using a CSV File

CSV files are used to import/export RC Gate A2 data.
Device lists can be exported to a CSV file (E?), and the data in the CSV file can be edited and then
loaded to a CSV file (lﬁ).

This procedure is explained using the CSV file for broadcasting the discovery range.
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The variables are indicated by "X".

Typical description of a CSV file

# Format Version: 6.1.1.X

# Generated at: JU0OURCOCC 00X

# Function Mame: Broadcast Discovery Range

Subnet Subnet Mask Range Name Description
XXX XXX KK HHRX

d3ara3iGs

e UTF-8 is used as the character code for CSV files. However, GB18030 is used as the character
code when the language is Chinese.

When data includes commas (,) or double quotations ("), enclose the entire data with double
quotations. When using double quotation marks to enclose data that includes double quotation
marks, place additional quotation marks outside the double quotation marks in the data. (e.g., a,
"bll, C => "0’ ||||b|"|l C"

Broadcast

The broadcast CSV file can be read and written in the following screens:
* [Broadcast] in [Add Device] in [Discovery & Polling].
* [Broadcast] in [Auto Discovery] in [@Remote Settings] in [@Remote].

The variables are indicated in bold lefters.

Line number Contents
1 # Format Version: 6.1.1.X
2 # Generated at: (Date/time of write-out)
3 # Function Name: Broadcast Discovery Range
4 "(Row name)"
5 "(Value that corresponds to the row name)"

The "Row name" and row number in line four, and their corresponding values in line five and
subsequent lines are as follows:

Row number Row name Value of line five and subsequent lines
Enter a subnet address. An IPv4 address can be
A Subnet
used.
B Subnet Mask Enter a subnet mask.
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Row number Row name Value of line five and subsequent lines

Enter a discovery range name. Use up to 61
C Range Name i
alphanumeric characters.

. Enter a discovery range description. Use up to 61
D Description .
alphanumeric characters.

Rows C and D appear only if you write data using the broadcast setting in [Auto Discovery] in
[@Remote Settings]. However, you can also have CSV files including rows C and D read into the
broadcast setting in [Add Device]. Also, you can have CSV files written from the broadcast setting
in [Add Device] read using broadcast setting in [Auto Discovery].

¢ Do not change the information in lines one through three, because this information is used for

B identification.

Network Search
The network search CSV file can be read and written in the following screens.
¢ [Network Search] in [Add Device] in [Discovery & Polling].
¢ [Manual Discovery] in [Discovery & Polling].
¢ [Network Search] in [Auto Discovery] in [@Remote Settings] in [@Remote].

The variables are indicated in bold lefters.

Line number Contents
1 # Format Version: 6.1.1.X
2 # Generated at: (Date/time of write-out)
3 # Function Name: Network Search Discovery Range
4 "(Row name)"
5 "(Value that corresponds to the row name)"

The "Row name" and row number in line four, and their corresponding values in line five and

subsequent lines are as follows:

Row number Row name Value of line five and subsequent lines

Specify the search criteria from "One Host Name",
A Range Type "One IP Address", "Specify IP Range", and "IPvé
Address".
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Row number

Row name

Value of line five and subsequent lines

IP Start/IP Address/

Enter the discovery target host name, IP address,
and IPvé address, or the start IP address of the

Host N
ostame discovery target IP address range.
Enter the end IP address of the discovery target IP
C IP End
address range.
D Subnet Mask Enter a subnet mask.
Specify whether to include or exclude network
: O=Include/ search as a search range.
1=Exclude The data is included in the network search if you
enter "0" and excluded if you enter "1".
Enter a discovery range name. Use up to 61
F Range Name )
alphanumeric characters.
. Enter a discovery range description. Use O to 61
G Description

alphanumeric characters.

Rows F and G appear only when writing data using the broadcast setfting in [Auto Discovery] in
[@Remote Settings]. However, you can also have CSV files including Rows F and G read into the
broadcast setting in [Add Device] or [Network Search] in [Manual Discovery]. Also, you can have
CSV files written from the broadcast setting in [Add Device] or [Network Search] in [Manual

Discovery] read using broadcast setting in [Auto Discovery].

* Do not change the information in lines one through three, because this information is used for

identification.
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About the Accounting Report Option

This option is required for collecting the counter of each user and sending it to the Gateway. For the sake
of license management, activation is required when installing it. Deactivation is required when removing
it.

About the Device Administrator Account

To use the Accounting Report option, the Device Administrator account settings on the RC Gate A2 and
each device must match. For details, see page 117 "About Access Accounts".

Activation/Deactivation

B 1. For the activation procedure, see page 62 "Accounting Report Option".

2. Deactivation procedure

1. Click the [System] section.
2. Click [Activation] under [Server Settings].

3. Select the target license and click [Deactivation].

A Discovery & Polling

— ActivationDeat tvation

License Mame
RICOH Remate Communication Gabe 42 Accounting Report I

B {JSenp

¥ DatelTirme Settings

L+ Metworking

£+ [EEE 802 1x Authentical
& (] Server Setiings

€3 Disglay

13 Networking

£¥ Systam information and
& ¢J Logs trent | Dasctivation |

13 System Log

d3ara3074
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About the Accounting Report Option

4. Click [OK].

Are you sure you want to continue with this process?

ok | came |

d3ara3075

5. Click [OK].

Deactivation

%') Deactivation has completed.

d3ara3076
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Resetting to the Factory Default Settings

You can erase all data, including settings/counter/system log, and reset the RC Gate A2 to the factory
default settings by changing the settings of the DIP switches.

FRERRRN

d3bhz0039

* The pictures above show the setting of the DIP switches during normal operation.

This function starts automatically when the RC Gate A2 is turned on with the DIP switch setting changed.
One it starts, you cannot retrieve the erased data.

DIP switch setting SW1 SW2 SW3 Sw4 SW5 SWé

For normal operation OFF OFF OFF OFF OFF OFF

For initialization OFF OFF OFF ON ON OFF
Procedure

1. Unplug the network cable and the power cord.
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Resetting to the Factory Default Settings

2. Remove the cover [A] (§Fx2).

[Al

d3arz0023

* Remove the cover to which the rating plate is attached. (Opening the other side may cause
the power button to be damaged.)

e The cover is fixed with three hooks. Insert a jeweler's screwdriver to lift it.

d3arz0025

3. Set the DIP switches according to the "For initialization" row in the table above.
4. Connect the power cord.

The RC Gate A2 turns on and data will be erased. When completed, the LED indicators will be as

follows ("Before shipment" status):
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LED(P) Blue Lit
LED(E) Red Lit
LED(S1) Yellow Unlit
LED(S2) Yellow Unlit

5. Disconnect the power cord to turn off the RC Gate A2.
6. Set the DIP switches according to the "For normal operation” row in the table above.

7. Attach the cover.
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About the Tact Switch

There is no CE operation that requires the use of tact switch [A].

If you happen to press the tact switch while the power is on and the cover is open, any operation will be
stopped and the RC Gate A2 will be rebooted in the same way as when the power cord is disconnected
and connected again.

d3bhz0025
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How to Download the Device Log

1. Loginas a CE.

2. Inthe [Device List] section, click a target group to display the corresponding device list.

3. Select a target device in the list areq, right-click on it, and select [Debug Log] from the

displayed menu.

ﬂ Host Name
] IP Address
& Models

4. Enter each of the key codes in the following list, and then click [OK] after each one.

Agdress = Serial Number Manistz

e -

d3ara3077

In other words: Input 'ps', then click OK, then input 'syslog', then click OK, then input '2222', etc.

This will obtain all of the logs.

Key Code :

OK Cancel
d3ara3078
Key codes
ps syslog | 2222 | 8181 8186 | 8187 | 7777 | 2000 | 2022 | 8255

When a dialog appears asking "Are you sure you want to leave this page?", click "Leave this

Page".




How to Download the Device Log

Windows Internet Explorer

@ Are you sure you want to leave this page?
Message from webpage:

Do you really want to leave the application?

Leave this page

< Stay on this page

d3ara3079
5. Specify afolder to save the log and download it.
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How to Download the Log File of the RC Gate
A2

. Loginasa CE.

—

2. Click the [System] section.
3. Click [Logs] > [System Log].
4

. Click [Download] and save the log where you want to.

o Discon .i Podlng B
[ system

L Toens System Log Details
=K
y . System Log Max Size - 2048 KB
£} DateTime Settings Lot
B i Log Collection Level | \Waming 2
L8 IEEE 802 1x Authentical | — Download System Log
B i S |‘7I .

—
£} Display
£LF Networking
£} System Information and

2 {Logs

d3ara3053

Do not change the log collection level unless you are instructed to do so.
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How to Update the Firmware

How to Update the Firmware

The firmware of the RC Gate A2 is updated remotely from the @Remote Center. Request the @Remote
Center operator for a Remote Firmware Update.
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