RIGOMH Technical Bulletin PAGE: 1/1
Model: Basil Date: 28-Oct-05 No.: RA768001
Subject: Firmware Release History Prepared by: Yuji Urushihara
From: 1st Tech. Support Sec. Service Support Dept.
Classification: |[] Troubleshooting [] Part information ] Action required

] Mechanical ] Electrical [] Service manual revision

] Paper path [] Transmit/receive [] Retrofit information

X Other ( )

This RTB has been issued to announce the firmware release information.

Version

Program No. C. SUM Effective Date

3.16-1.11

A7685226A B30B Mass Production
A7685221A 1454

3.18-1.11

A7685226B 26A2 February 2005 Production
A7685221A 1454

3.20-1.12

A7685226C C7F8 May 2005 Production
A7685221B 64E2

3.21-1.12

A7685226D

- October 2005 production
A7685221B 64E2

Version

Symptom Corrected

3.21-1.12

1. Changed the default privilege of “perform remote firmware
update” from “Disabled” to “Enabled”.

2. Supports the PCMCIA driver.

3. Changed the idle-time interval for entering RC Gate sleep
mode from “7days” to “3 hours”.

4. Changed the RC Gate recovery check interval from sleep
mode from “24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP
Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32
digits”.

7. Added a debug screen that can be used to monitor
communication status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.
9. SSL communication between RC Gate and the device works
properly (bug fix).

3.20-1.12

Corrected the communication error between RC Gate and Device to
change the obtaining way for MIB OID information.

3.18-1.11

Changed CE mode password from “service” to “rst107C/S”

3.16-1.11

1st Mass Production
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Model: Basil

Date: 7-Feb-06 No.: RA768002

Subject: RC Gate new function

Prepared by: Yuiji Urushihara

From: 1st Tech. Support Sec. Service Support Dept.

Classification: |[] Troubleshooting ] Part information ] Action required
[] Mechanical [] Electrical X] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( )

The following changes were made to the Service Manual.

IMPORTANT:

® Changes #1-4 apply to: v3.34 or later. The release date for v3.34 will be

announced later.

® Changes #5-8 apply to: All versions

1. Add the following procedure.
Section 3.1, Trouble Shooting, pg. 15

RC Gate Shutdown
Do this procedure to shut down RC Gate.
1. Login to RC Gate.

2. Go to: Maintenance = Shut Down RC Gate.

3. Click on the “Shutdown” button.
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Intslligart Rsmots Managsmsni S)

ITop Page

Shut Down B ate To shut down Remote Cormemunication Gai

2> RO Cate Settings Shut Down |

»»  buto Discovery

> Device Waragement

% Waintenance
> Hestart RC Gate
# Shut Down B.C Gate
% Coraroumnication Server Calls
» Corarennication Log
# Serviee Call

> System Status

> Security

e e e
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2. Add the following procedure.
Section 3.4.2, Trouble Shooting, pg. 48

Connection Test between the Device and RC Gate
Do this procedure to test the connection between RC Gate and the device.

Log in to RC Gate in CE Mode.

2. Go to: RC Gate and Device Setting 2 Maintenance - Device Status Check - Device
Connect Check

3. Select the type of connection in the Connection Type menu.
Input the device’s IP address in the IP Address field.
Click on the “Start” button.

Intelligent Femots Managsrment Systarr) [ Top Page

nd inpt the IP address at the LAN(ENME) or LAN(HTTF), or select the Device ID at

27 BLC Cate Settings Stanl
¥ huto Discovery type [CANHTTRY =

@ [P address :|xxx.xxx.xxx.xxx|

® Device ID (RS-485) : [0«
¥ Mlaintenanes
# Restart B Gate
# Shut Down RC Gate

2 Cornunication Server Ca
s> Lag
» Wemory
2 Service Call
# System Status
» CenterConmectCheck
% DeviceStatusCheck
# DevireConnectCheck
# Devicelnternallog

»» Secwnty

R B
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Intslligent Flamots Managsrmant Systsrn [ Tor Page

¥ RO Gate Settings @ Check starting,..

> Auto Discovery
2 Device WManagement

¥ Maintenance

# Restart BC Gate

# Shut Down RC Gate
o Corarardeation Server Ca
i Log

» Memory

# Service Call

# System Status

» CenterConnectCheck
% DieviveStatusCheck

# DeviceConnertCheck

¥ Devicelnternall og

> Seowity

e

6. Check the connection status in the red circle shown below.

Intslligznt Rarmots Managarmarnt Sysiarm [ Top Pege

¥ RC Gate Seltings < |Back
»» buto Discovery Target Device
® Connection type : LAN(HTTF)
% Device M — ® P address 113313015737
% Maintenance Registered Device Information
> Restart BC Cate ® Tachine ID : KA0 00000033
® LIAC address  : 00:00:74:90:0f:14
A Bt ® Modelmares  : RICOH Aficio ColorS360
¥ Correunication Server Ca. @ Connection type | LAN(HTTE)
2> Lag

Comraunication Check

7 Menery ® Pig 0K
# Service Call ® HTTES 0K
» System ® HTTFPS{Rescue) T 0K
& FTF : OK
2 Centert
® LIAC address : 00:00:74:90:01:f4 - Iatched
%% Device) ® RC Grate IP Address : 133139 237 222 - Mot matched
» D ® DIachine ID : K60 00000033 - Ilatched
. ® Tyodel name : RICOH Aficio Color5560
LB ® Fuutionflsg ‘0
® [F setting 10
»» Seowity ® Periodic acquisition
[ ]

0 [



RICOH Technical Bulletin PAGE: 510

Model: Basil Date: 7-Feb-06 No.: RA768002

3. Add the following procedure.
Section 3.4.2, Trouble Shooting, pg. 48

Connection Test Between the Gateway and RC Gate

Do this procedure to test the connection between RC Gate and the Gateway at the
@Remote Center.

1. Log in to RC Gate in CE Mode.

2. Go to: RC Gate and Device Setting = Maintenance - Log - Center Connect Check
3. Click on the “Start” button.

Intsllicyzrit Fsmots Managsrant Sysisrn [ Top Page

Center Connect Check To check center connection, Click [Start].

3 RC Gate Settings Start |

2 buto Discovery

2 Device WManagement

% Mlaintenance
» Restart RC Cate
2 Shut Down RC Gate
¥ Comronarication Server Ca
»» Log
> Memory
2 Service Call
2 System Status
» entertonmectCheck
7 DeviceStatusCheck

> Secuwity
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4. Check the connection status in the red circle shown below.

Intsllicizrt Remotes Managsrmant Sysism

I Top Page

center connection status

2> RO Cate Settings

il Bark

» awoDmowsy | | —
® Internet connection method — : Always connected
% Deviee M — & Proxy server : Enahle
® Defanlt gateway address 11331391571
N . ® Commounication Server address : https:f210.173 216 406017485
¥ Mainterance
» Restart RC Gate
> Shut Down RC G

® Default gateway(ping)
2 Corraurdvatigh Server Ca @ Proxy server(ping) 0K

® Center{pi (0K
»lLog Pirg)

® Center cormraunication :

> Meraory

» Service Call
 Systern Status
» CenterConmectCheck

#» DeviceStatusCheck

Zr Secmity




RICOH Technical Bulletin PAGE: 7/10

Model: Basil Date: 7-Feb-06 No.: RA768002

4. Add the following procedure.
Section 3.4.2, Trouble Shooting, pg. 48

Creating a Device Internal Log

Do this procedure to create a Device Internal Log in the Intelligent Remote

Management System. RC Gate will get the data from the device, and then send it to
the PC.

Important: Make sure to do this procedure before you turn OFF the device main
power. This is because the data is stored in volatile memory in the
device, so it is erased when the device main power is turned OFF.

1. Log in to RC Gate in CE Mode.

2. Go to: RC Gate and Device Setting 2 Maintenance - Device Status Check - Device
Internal Log
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3. Input the device’s IP address in the IP Address field.
4. Input “ps” in the Log Key field.
5. Click on the “Log” button.
6. Press [CNTRL+C] to copy all of the log data.
7. Paste the log data into a text file, and save the file as “ps.txt”.

% DeviceStatusCheck

Intelligent Flemote Managsrment Systerr

Input [P address and Log kes

0 get internal log, then click[Log].

ITUp Page

3 RC Cate Settings Log
3 Auto Discovery ® IP address : [133.139.157.37
® Lozkey |ps
2 Device WManagement ® Iy : .
PID PPID WOHAN MMAND —
Y i 76 52 zel 00.01 rzhd
Vv Maintenance 74 2ot SN 00039 papd
1 zelect IN 0:0002 anpd
# Restart RC Gate 72 49 select IN 02385 ./ fede —pl -PO —x& ~HD
70 39 select IN 0:00.03 Ipd ~dIS
» Shut Down RC Gate 69 39 select IN 00122 diprintd
- 68 48 select IN 0:00.06 rep
2 Cormunication Server Calls §7 40 select IN 00003 rpjl =D —e
66 61 nanoglee SM 00116 =ap
#» Log 66 61 select SN 00349 smbd
64 39 select IN 0:00.04 uzbd
» Wemory fi1 30 select SN 00389 multid -c
X 60 49 select SN 00393 feps-web -& —
# Service Call 50 40 select SM 00448 feps-pm -e
58 39 select IN 0:00.01 smbcd
# System Status 57 30 select SN 00236 mdnsd
B6 39 select SM 0:01.85 ddnecd
# CenterConnectCheck 55 39 select SM 00053 nbtd

54 39 select SN 01291 hitpd
53 39 select SM 0:01.17 snmpd
52 39 select SW 000,02 inetd

# DeviceComneciCheck 50 17 select IN 00001 21741
. 431 zelect SNs 0:09.88 Aprinter/svsfeps
# Devicelnternall ag 45 1 =elect Nz 0:01.30 /scanner/scan —r
1 zelect <= 00993 fewarch/zecurity/dess
ct s 00029 Aweb/evs websysmebsys
> Security 0111 Awebdsys webdochox Awdb

8. Do Steps 5-8 again (total six times), with these differences:
® 2" time: Input “syslog” in the Log Key field, and save the log file as “syslog.txt’
3" time: Input “2222” in the Log Key field, and save the log file as “2222.txt”
4™ time: Input “8181” in the Log Key field, and save the log file as “8181.txt”
51 time: Input “7777” in the Log Key field, and save the log file as “7T777.txt”
6™ time: Input “2000” in the Log Key field, and save the log file as “2000.txt”

Note: The above Information for inputting code in the Log Key field is just an example. Depending on the
problem occurring in the field, Ricoh Japan will request other different codes.
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5. Delete the descriptions for error codes # -7200 to -7206.
Section 3.3: Error Codes, pg. 38

Note: These error codes are not used by RC Gate.

6. Add the following:
Section 1.2, Preparation Items, pg. 2

System Requirements
The terminal that you use to install RC Gate must have the following installed:
Operating system: An operating system that supports one of the browsers mentioned below.
Browser: Netscape Navigator 7.1 or later
Microsoft Internet Explorer 6.0 or later

IMPORTANT: Make sure that the password is displayed in the browser as unreadable characters, e.g. “****”.
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7. Add the following:
Section 5.1, Accessing CE Mode, pg. 52

Important:
1. When you change the CE password, specify a new password using 8 to 13 alphanumeric and symbolic
characters

2. You can use the following single-byte characters for the password:

space! "#$% &' ()*+,-/0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUV
WXYZ[\]* _abcdefghijklmnopqrstuvwxyz

3. Avoid using well-known words or phrases, or repeated characters that can easily be guessed.

4.Do not leave passwords written where they can be seen.

Important:

1. Customers can control CE mode access. If you cannot login to RC Gate in CE mode, please ask the
customer to change the permit access for the CE.

8. Add the following:
Section 3.2, Dip Switches, pg. 17

Important:

Perform a memory clear whenever you remove the RC Gate from the installation site (e.g. when the service
contract is over, when you replace a broken RC Gate, etc.). This is because the customer data may still be
inside the RC Gate when you remove it from the installation site.
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Model: Basil

Date: 28-Oct-05 No.: RA768001a

RTB Reissue
The items in bold italics have been added.

Subject: Firmware Release History

From: 1st Tech. Support Sec. Service Support Dept.

Prepared by: A. Ishiyama

Classification:

[] Troubleshooting
[] Mechanical

[] Paper path

X] Other ( )

[] Part information ] Action required

] Electrical

] Transmit/receive [] Retrofit information

] Service manual revision

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.34-1.12 A7685233Z May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12, only remote update from @remote center is
available, but the firmware file for local update is not available.
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Model: Basil Date: 28-Oct-05 No.: RA768001a
Version Symptom Corrected
3.34-1.12 | 1. If RC Gate finds over 100 devices to newly register, an error

occurs while the user selects which 100 they wish to
register.
Note: By specification, up to 100 devices can be registered.

2. Sometimes, RC Gate does not do a retry if it cannot get the
counter data from the device, and the old counter data is
sent to the Center.

3. Sometimes, a memory overflow occurs (Appliance SC) when
a large amount of data is received from a CSS-connected
device.

Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.

4. Remote Firmware Update fails when RC Gate logs in to the
Center more than once without logging out.
Note: The firmware was changed so that RC Gate must log
out before it logs in a second time.

Other changes:

To conform to the ISO15408 standard:

1. The Shutdown function was added to RC Gate:
[Maintenance] — [Shut Down RC Gate]
Note:
- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update
will be erased (maximum 1 hour’s worth of log data).
- The Shutdown function prevents damage to the SD card
and data inside RC Gate.

2. The firmware was changed so that the user must input the
proxy server IP address in the HTTP Proxy Settings screen.

3. The 3DES encryption algorithm was added for HTTPS.
Note: From this firmware version, RC Gate supports the
3DES, DES and RC2 encryption algorithms for HTTPS.

4. The timing for the System Log Backup (RAM to SD card)
was changed as follows:
Old: At shutdown and once a week
New: At shutdown and every hour
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3.21-1.12

1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.

2. Supports the PCMCIA driver.

3. Changed the idle-time interval for entering RC Gate sleep mode
from “7days” to “3 hours”.

4. Changed the RC Gate recovery check interval from sleep mode
from “24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.
7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.

9. SSL communication between RC Gate and the device works
properly (bug fix).

3.20-1.12

Correct the communication error between RC Gate and Device to
change the obtaining way for MIB OID information.

3.18-1.11

Changed CE mode password from “service” to “rst107C/S”

3.16-1.11

1st Mass Production
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Model: Basil

Date: 28-Oct-05

No.: RA768001b

RTB Reissue

The items in bold italics have been added.
Note: Only the P/N was changed. No changes were made to the contents of the firmware.

Subject: Firmware Release History

From: 1st Tech. Support Sec. Service Support Dept.

Prepared by: A. Ishiyama

Classification:

[] Troubleshooting
] Mechanical

[] Paper path

X Other ( )

[] Part information ] Action required
] Electrical ] Service manual revision
] Transmit/receive ] Retrofit information

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12, only remote update from @remote center is available,
but the firmware file for local update is not available.
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Version Symptom Corrected
3.34-1.12 . If RC Gate finds over 100 devices to newly register, an error

occurs while the user selects which 100 they wish to register.
Note: By specification, up to 100 devices can be registered.

Sometimes, RC Gate does not do a retry if it cannot get the
counter data from the device, and the old counter data is sent to
the Center.

Sometimes, a memory overflow occurs (Appliance SC) when a
large amount of data is received from a CSS-connected device.
Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.

Remote Firmware Update fails when RC Gate logs in to the
Center more than once without logging out.

Note: The firmware was changed so that RC Gate must log out
before it logs in a second time.

Other changes:
To conform to the ISO15408 standard:
1. The Shutdown function was added to RC Gate:

[Maintenance] — [Shut Down RC Gate]

Note:

- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).

- The Shutdown function prevents damage to the SD card and
data inside RC Gate.

. The firmware was changed so that the user must input the proxy

server IP address in the HTTP Proxy Settings screen.

. The 3DES encryption algorithm was added for HTTPS.

Note: From this firmware version, RC Gate supports the 3DES,
DES and RC2 encryption algorithms for HTTPS.

. The timing for the System Log Backup (RAM to SD card) was

changed as follows:
Old: At shutdown and once a week
New: At shutdown and every hour
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Model: Basil

Date: 28-Oct-05 No.: RA768001b

3.21-1.12

1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.

2. Supports the PCMCIA driver.

3. Changed the idle-time interval for entering RC Gate sleep mode
from “7days” to “3 hours”.

4. Changed the RC Gate recovery check interval from sleep mode
from “24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.
7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.

9. SSL communication between RC Gate and the device works
properly (bug fix).

3.20-1.12

Correct the communication error between RC Gate and Device to
change the obtaining way for MIB OID information.

3.18-1.11

Changed CE mode password from “service” to “rst107C/S”

3.16-1.11

1st Mass Production
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Model: RC Gate (Basil) and @Remote Center Date: 12-Mar-07 No.: RA768003
Subject: New Daylight Savings Time (DST) for @Remote Prepared by: A. Ishiyama
From: 1st Tech. Support Sec. Service Support Dept.
Classification: |[] Troubleshooting [] Part information X1 Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path L] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( )

This RTB applies to all areas in the N.A. market that observe DST.

Necessary Action for New DST Compliance

The U.S. law regarding DST (daylight-saving time) was changed. As mentioned below,
please DO NOT manually change the RC Gate time setting.

The Change

From 2007, DST will begin on the second Sunday in March (clocks are moved ahead
one hour), and will end on the first Sunday in November (clocks are moved back one hour).

How this Affects RC Gate and the @Remote Center

In 2007, DST will begin on March 11. However, the current firmware for RC Gate and the
@Remote Center will change over to DST on the first Sunday in April (April 1, 2007). So
between March 11 and April 1, the RC Gate/@Remote time settings will be one hour
behind.

Necessary Action
® Temporary

DO NOT change the RC Gate time setting. Let the one-hour difference continue until
the software automatically changes over to DST on April 1.

Note:

< The @Remote Center operates on UTC time. So if you change the time
setting on the RC Gate manually, this might cause a problem with the
@Remote Center timing control.

<> From March 11 to April 1, the “call occurrence time”, “counter acquisition time”
and other items will be one hour behind the actual time.

® Permanent
RC Gate: Update the firmware in the field after April 1, 2007 (release schedule: TBA).

@Remote Center: The firmware will be updated from Japan (release schedule: TBA),
and a separate RTB will be released.
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Model: Basil Date: 28-Oct-05 No.: RA768001d

RTB Reissue
The items in bold italics have been added.

Subject: Firmware Release History Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.

Classification: |[] Troubleshooting [] Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path L] Transmit/receive [] Retrofit information
X Other ( )

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.39-1.12A A7685233A March 2007 production

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12 and later versions, only remote update from
@remote center is available, but the firmware file for local update is not available.

Version Symptom Corrected

3.39-1.12A | Symptom corrected:

1. Sometimes RC Gate shuts down if a problem occurs while it is
rebooting (once a week).
Note: From this firmware version onward, RC Gate will trigger an
SC and try the reboot again if a problem occurs during reboot.

2. A communication failure occurs while RC Gate is reading the
device data via S-SENSE.

3. If the RC Gate power is turned off while managing the device's
status from "Monitored” to "Managed”, following this, the
operation cannoft be retried.



O'Brien
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Version Symptom Corrected
Other changes:
1. New feature:

RC Gate can capture the MIB serial number from both standard

and non-GW private MIB devices, and then use this data at Auto

Discovery or when changing the device's registration status to

"Managed".

In accordance with this change, the following changes were

made to the RC Gate GUI:

- A "Serial Number Setting” menu was added to CE mode.
Here, the operator inputs the OID for capturing the MIB S/N
from a private MIB.

— This new menu includes a [MIB OID Test] button, which is
used to test the OID of the private MIB before actual
registration.

3.34-1.12 | 1. If RC Gate finds over 100 devices to newly register, an error occurs
while the user selects which 100 they wish to register.

Note: By specification, up to 100 devices can be registered.

2. Sometimes, RC Gate does not do a retry if it cannot get the counter
data from the device, and the old counter data is sent to the Center.

3. Sometimes, a memory overflow occurs (Appliance SC) when a large
amount of data is received from a CSS-connected device.

Note: The firmware was changed so that RC Gate accepts a

maximum of 8K of data.

4. Remote Firmware Update fails when RC Gate logs in to the Center
more than once without logging out.

Note: The firmware was changed so that RC Gate must log out before

it logs in a second time.

Other changes:
To conform to the ISO15408 standard:
1. The Shutdown function was added to RC Gate:

[Maintenance] — [Shut Down RC Gate]

Note:

- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).

— The Shutdown function prevents damage to the SD card and
data inside RC Gate.

2. The firmware was changed so that the user must input the proxy
server I[P address in the HTTP Proxy Settings screen.
3. The 3DES encryption algorithm was added for HTTPS.

Note: From this firmware version, RC Gate supports the 3DES, DES

and RC2 encryption algorithms for HTTPS.

4. The timing for the System Log Backup (RAM to SD card) was
changed as follows:
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Version Symptom Corrected

Old: At shutdown and once a week

New: At shutdown and every hour

3.21-1.12 | 1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.

2. Supports the PCMCIA driver.

3. Changed the idle-time interval for entering RC Gate sleep mode from
“7Tdays” to “3 hours”.

4. Changed the RC Gate recovery check interval from sleep mode from
“24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.

7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.

9. SSL communication between RC Gate and the device works properly
(bug fix).

3.20-1.12 | Correct the communication error between RC Gate and Device to change

the obtaining way for MIB OID information.

3.18-1.11 | Changed CE mode password from “service” to “rst107C/S”

3.16-1.11 | 1st Mass Production
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Model: RC Gate (Basil) Date: 25-Jun-07 No.: RA768004
Subject: New Feature in CE Mode Prepared by: A. Ishiyama
From: 1st Tech. Support Sec. Service Support Dept.
Classification: |[] Troubleshooting [] Part information ] Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
X] Other ( )

Important Information on Auto Capture of the MIB Serial Number

® From firmware version 3.39-1.12A, RC Gate can capture both standard and private
MIB serial numbers from the device (announcement: see RTB RA768001d). As a
result, RC Gate uses this MIB serial number instead of the MAC address as the
“device serial number”. To capture the MIB serial number, RC Gate uses a serial
number OID (an address within the MIB where the serial number is located).

® Serial number OIDs for standard and pre-GW MIBs are pre-programmed from version
3.39-1.12A, so capturing is automatic. But for non-Ricoh MIB devices, you need to
register the MIB serial number manually. This RTB shows how to do this.

Serial number OIDs that are already pre-programmed (Standard MIB)
The device serial number for non-Ricoh MIBs will change as follows (e.g. CSV file):

1. With firmware ver3.34-1.12 or older: :
|

Appliance SerialNumbe1Vendor Nam e ModelName Device SernlNum ber /: MAC Address
J7641000xxx HP hp color | aser.let 5550 [MAC00110ah9a8b5 ‘T -
J7641000xxx HP HP Color | aser.Jet 8500MAC0Q0e7feaaN’9
J7641000xxx HP hp | aser.Jet 4200 MAC00306ec97dfa
J7641000xxx HP ho | aserJet 9050 MACQ0012797e8f59
2. With firmware ver3.39-1.12A or newer: MIB Serial Number
Appliance SeralNumbe1 V endor Nam e ModelNam e Device SeralNum ber
J7750200xxx HP hp caolor | aser.Jet 5550 L1PE 155001 ]
J7750200xxx HP HP Color | aser.Jet 8500 MAC0Q0e7feaa0’39
J7750200xxx HP hp | aser.Jet 4200 USGNMA17287
J7750200xxx HP ho | aserJet 9050 JPCS/K33005

In this example, the MIB serial number for the HP Color Laser Jet 8500 could not be
captured at Auto Discovery. This means that this MIB uses a private MIB serial number.
To change the device serial number from its MAC address to its MIB serial number, you
need to do the procedure on the following page.



RICOH Technical Bulletin PAGE: 2/8

Model: RC Gate (Basil) Date: 25-Jun-07 No.: RA768004

Manually programming the serial number OID to capture a private MIB
serial number

1. From the RC Gate UlI, log in to CE Mode.

A} RC Gate Monitor - Microsaft Internet Explarer

| 7r B BEE HTW BRCANE YLD AT ﬁ

Intelligent Remote Management System

Remote Communication Gate

Firmware version:
3.39-1.12A

2. Click “RC Gate and Device Settings.”

A} RC Gate Monitor - Microsaft Internet Explarer

Intelligent Remote Management System

Remote Communication Gate

Auto Discovery Setting Wizard
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3. Expand the “Serlal Number Setting” menu, and then click “Serial Number Setting”.

J;wma REE HRTW SREAE U-LD AT

Intslligerni Ramots Managsmani Sysisrm [ Top Page

> RO Cate Settings (‘l Apply ,xl Restore
 Auto Discovery ® RC Gate [D 2 I7TI50200139
® Nodel naree :
3> Device Management ® RC Gate location
® Application version (339
¥ Waintenance ® Application last npdated : 472007 13:19:16
® OS5 wersion (1124
¥ Secuity ® 05 last updated AAE007 13:18:40
® lanzuage : English
Vv Serialurber Setting ® Time zone :|(GMT+DQ:DD)Osaka,Sapporo Tokyo j
¥ Serialtiurcher Setting ® Zervice depot : RCL Service
\ ® Zervice depot contact  : 0123-456-7800
® Log max capacity B4R
® Log collection level : Enrors
® Auth key version 1

4. The followmg screen is dlsplayed

J:amua FTA BRCAE D-LD AT

Intslligant FRamots Managsmeni Sysisin [ Top Page

SerialMumber Setting Change setting(s), then click [Apply].

3 RC Clate Settings Z | Mo Test 4| appty | Restore

7> huto Diseovery () 136141 | Coment |
2 136141, Corament :
27 Device Management I I
(3) 136141 | Coment |
77 Maintenance (4 136141, [ Coment - |
3 Secuity (5) 136141 | Coment : |
() 136141, | Comentt |

¥ Serialturmber Setting
] ) (M 136141, | Coment |

7 Serialt ureber Setting
(@) 136141 | Comentt |
©) 136141 | Comentt |
(n 136141 | Coment |

5. Enter up to ten different serial number OIDs in the left field, and then the name of the
models or other notes for each one in the right field.
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6. If you want to make sure any of the serial number OIDs is correct, before you input the

serlal number OID, press “MIB OID Test”.

ate Monitor — Mici

t Internet Explorer

J:-?—m(g) RED ®TW BRCANGE U-AD AP

Ll IS

Intslligeri Fs

77 B Gate Settings

mots Managermani Sysism

I Top Page

—_
# | MIB 01D Test |4 | Apply #ae| Restore
| spply %

7> iuto Discovery (1) 136141 | Coment |
N 134141, Corament :
> Device Ilanageraent 2 I I
(3) 136141 | Comert |
77 Maintenance (4 136141 | Comment : |
» Security (5 136141, | Coment |
(6 136141 | Coment |

% Serialiurher Setting
(M 136141 | Comert |

# Zerialtlumber Setting
(& 136141 | Comert |
(® 136141 | Comment : |
(10) 136.141. | Coment |

7. In the MIB OID Test screen, enter the IP address and then the serial number OIDs for
the dewce(s) Then C|ICk “Start”.

Jj‘?*l’JL(F) FEE FTW BRCADE W=D ALE

(=P

Intallicjzni Ae

# SerialNurnher Setting

MIB OID Test

mots Managsrmsrnt Sysisrm

shether OID input by

I Top Page

rial nurdber

2 B2 Gate Settings I Start | ' iI Bes
»» Auto Diseovery @ IF address : |133.139. 166.205
% Device Mozegemeat ® SHME Conmumity Naree : [public
® Get OID :|1.3.6.1.4 1.11.2.4.3.1080
#> Wlaintenance OI0 Value -
2P Serwity
% Serialbfurber Setting
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8. RC Gate will then check to see if the serial number OID is correct for the specified
devic
3 te Monitor

Fr1ILE

| Y@ AT
Intalligant Farnots Managsment Sysism | Top Pae

MIB OID Test g putting he device of the hether OID) inpd al ruriber

> RO Gate Settings @ FPlease wait. .

3 Luto Discavery ® [P address - 133139 166 205
@ SHMP Comrounity Name : public

#7 Device Management ® (et OID (136.1.411124321080
® OID Value :

#¥ Iaintenance

»» Secwrity

% Serialtuwber Setting
# Senaltfurober Setting

9. If the serial number OID is correct, the MIB serial number is displayed next to “OID

| e REER FTW BRCAE YLD AT

Intslligsrit Famota Managsmarni Sysisrr

—
—
o
=
o
&

ether OID inpud

77 RU Gate Settings < Back

»» Auto Discovery @ [F address : |133. 139.166.205

® SNMP Comveunity Mars : [public

2 Dievice Managenent

® Cet OID 13614111243 1080
#7 laiterance | ® om Value | NPIE& A9 |

7 Seswity

¥ SerialNumwber Setting
7 Serialturaber Setting

10. Click “Back” to return to the settings screen.
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11. To then obtain the MIB serial numbers for multiple non-Ricoh MIBs, enter up to ten
different serial number OIDs in the left field, and then the name of the models or other
notes for each one in the right field. Then click “Apply”.

Important: Do not enter the prefix for serial number OIDs (1.3.6.1.4.1). Only enter the
digits following this prefix.

/3 RC Gate Monitor - Micrasoft Internet Explarer

| 770E FEE FETM BRCANE YLD AL

Intzlligent Remote Managsmernt Sysisrm [ Top Pege
Serialllurrber Setting Cha hen click [ pply]
2> RC Gate Settings # |MIB OID Test % | spply | #¢| Restors
> o Discovery [(1) 136141 [11.2.4.3.10.8.0 Coment : [HP Color LJBS00 ]
2 136141 © t
77 Devire Management & S I
(3 136141 Coravent : |
% Maintenance (4 126141 Cormroent : |
3 Secuity (5) 136141, oID Input Field caent:[| COmment Field
() 136,141, Cormroent : | | 1
¥ Zeriallurber Setting
i i (T 136141, Comment:l
# SerialNuraher Setting
(8) 136141, Caravent : |
(@ 136141 Coravent : |
(107 136,141, Clotoraent :|

12. Click “OK”.

Microsoft Internet Explorer

@ fire wou sure wou want to apply the new setting (=37

: )L |
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13. The settings have now been applied. RC Gate will capture the MIB serial numbers at
the next Auto Discovery.

Note: The MIB serial numbers are not fully applied until after they are captured at the
next Auto Discovery and are then sent to the @Remote Center at the next
communication with the center.

/A RC Gate Monitor - Microzoft Intemet Explorer

| e REER FTW BRCAE YLD AT

Intslligzrit Famots Managsmani Sysisir

77 RU Gate Settings
»» Auto Discovery
2 Dievice Managenent
2 Ilaintenance

7 Seswity

¥ Seriallumber Setting
7 Serialturaber Setting

Serialtumber Setting

@ Confirmation

I Top Page

The settingls) have heen updated
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APPENDIX
1. Function details

There are two types of MIB serial numbers that RC Gate can capture:

e Standard MIB Serial No.: prtGeneralSerialNumber (OID= 1.3.6.1.2.1.43.5.1.1.17.1)

e Private MIB Serial No.: Specified OID from RC Gate GUI (Max. 10 OIDs, No. 1-10)
Note: Some known serial number OIDs for pre-GW Ricoh devices are already pre-

programmed into the new RC Gate firmware. Example:
* riconEngSerialNumber (OID = 1.3.6.1.4.1.367.3.2.1.2.1.4.0)

2. Order of capture

Standard MIB serial no. = Private MIB serial no. (from no. 1 to 10)

During Auto Discovery, RC Gate tries to capture the MIB serial number through the
following process:

1. Tries the standard MIB OID
2. If no response within one second, tries each private MIB OID in order (#1-10).

If a match is found, this MIB serial number is captured, and the search moves on to the
next device.

Note: When you enter the private MIB OIDs in the screen shown above, it is
recommended to put the OIDs with the most chance of success at the top (e.g. models
with the most number of machines connected, models with the most commonly-known
OIDs). This will save time during Auto Discovery.

. Remarks

e Maximum size of MIB serial number: 256 bytes
Note: If the size exceeds 256 bytes, only the first 256 bytes are used.

e The maximum size and available characters for the OID and comments fields in the
GUI shown above:

Max digits: Available characters:
OID input field 64 bytes ASCII numbers, “.” (period)
Comment field 128 bytes Numbers, ASCII Text

e Even after the MIB serial numbers are registered at the @Remote Center, for non-
Ricoh MIB devices, the MAC address is still used as the “Machine ID” in the RC Gate
GUI registration screen.
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RTB Reissue

The items in bold italics have been added.

Subject: Firmware Release History

Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.

Classification:

[] Troubleshooting
[] Mechanical

[] Paper path

X] Other ( )

[] Part information ] Action required
] Electrical ] Service manual revision
] Transmit/receive [] Retrofit information

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.46-1.14 A7685233B October 2007 production

3.39-1.12A A7685233A March 2007 production

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12 and later versions, only remote update from @Remote
center is available, but the firmware file for local update is not available.

Version

Symptom Corrected

3.46-1.14

Symptom corrected:

1. From this firmware version, if RC Gate is in Sleep mode, it will
not accept Supply Calls from the device. (Previously, supply call
was stored in the RC Gate when the RC Gate was in Sleep mode.)
Note: This is to ensure that Supply Calls resent from the same
device while RC Gate is in Sleep mode are not misinterpreted at
the @Remote Center as separate calls.

2. If RC Gate receives many device alarm calls and cannot extract
them, a memory leak and Appliance (RC Gate) SC occur.

3. The System Log stored in the RC Gate cannot be updated

properly.

4. RC Gate cannot reboot, due to a defective sector on the SD card
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Version Symptom Corrected
(an SD card sector check was added).

Other changes:

5. Information obtained by the @Remote Center from a MIB device
will be checked to make sure it does not contain invalid text code
(i.e. text code other than displayable ASCII).

6. The "hourly” setting for AutoDiscovery was deleted
(AutoDiscovery cannot be set in hourly cycles).

7. The MIB device search logic was changed so that RC Gate can
search for Samsung and other OEM products.

8. An IP masking feature was added, which allows the operator to
mask the IP address sent from the RC Gate to the @Remote
Center.

9. To test the response of an RC Gate in Sleep mode to a
communication from the @Remote Center, the Center will initiate
a polling session instead of generating a Test Call.

10. The maximum number of retries and retry interval for obtaining
"errlog.txt" can now be changed from the Web interface.

Setting range and default values:
-Retry interval: 1-99 sec (default: 30 sec)
-Max. number of retries: 0-9 times (default: 3 times)

11. Supports the new SP mode added to MFP/LPs that can enable
RFU to be performed only when the device is in Energy Saver
mode (see the Release Notes for each MFP/LP).

12. The warm-up time was reduced by about 30 seconds.

13. RC Gate does not need to reboot after changes are made to the
IP address or other network settings.

14. Supports the ISA proxy server (NTLMv2 Authentication).

3.39-1.12A | Symptom corrected:

1. Sometimes RC Gate shuts down if a problem occurs while it is
rebooting (once a week).
Note: From this firmware version onward, RC Gate will trigger an SC
and try the reboot again if a problem occurs during reboot.

2. A communication failure occurs while RC Gate is reading the device
data via S-SENSE.

3. If the RC Gate power is turned off while managing the device's status
from "Monitored" to "Managed", following this, the operation cannot
be retried.

Other changes:

1. New feature:
RC Gate can capture the MIB serial number from both standard and
non-GW private MIB devices, and then use this data at Auto
Discovery or when changing the device's registration status to
"Managed".
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Version

Symptom Corrected

In accordance with this change, the following changes were made to

the RC Gate GUI:

— A "Serial Number Setting" menu was added to CE mode. Here,
the operator inputs the OID for capturing the MIB S/N from a
private MIB.

- This new menu includes a [MIB OID Test] button, which is used to
test the OID of the private MIB before actual registration.

3.34-1.12

1. If RC Gate finds over 100 devices to newly register, an error occurs
while the user selects which 100 they wish to register.
Note: By specification, up to 100 devices can be registered.

2. Sometimes, RC Gate does not do a retry if it cannot get the counter
data from the device, and the old counter data is sent to the Center.

3. Sometimes, a memory overflow occurs (Appliance SC) when a large
amount of data is received from a CSS-connected device.
Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.

4. Remote Firmware Update fails when RC Gate logs in to the Center
more than once without logging out.
Note: The firmware was changed so that RC Gate must log out before
it logs in a second time.

Other changes:
To conform to the 1ISO15408 standard:
1. The Shutdown function was added to RC Gate:

[Maintenance] — [Shut Down RC Gate]

Note:

- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).

— The Shutdown function prevents damage to the SD card and
data inside RC Gate.

2. The firmware was changed so that the user must input the proxy
server |IP address in the HTTP Proxy Settings screen.
3. The 3DES encryption algorithm was added for HTTPS.

Note: From this firmware version, RC Gate supports the 3DES, DES

and RC2 encryption algorithms for HTTPS.

4. The timing for the System Log Backup (RAM to SD card) was
changed as follows:

Old: At shutdown and once a week

New: At shutdown and every hour

3.21-1.12

1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.

Supports the PCMCIA driver.

Changed the idle-time interval for entering RC Gate sleep mode from
“7days” to “3 hours”.

wn
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Version Symptom Corrected

4. Changed the RC Gate recovery check interval from sleep mode from
“24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.

7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.

9. SSL communication between RC Gate and the device works properly
(bug fix).

3.20-1.12 | Correct the communication error between RC Gate and Device to change

the obtaining way for MIB OID information.

3.18-1.11 | Changed CE mode password from “service” to “rst107C/S”

3.16-1.11 | 1st Mass Production
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Subject: Service Manual Correction (Error Codes List)

From: 1st Tech. Support Sec. Service Support Dept.

Prepared by: A. Ishiyama

Classification: | Troubleshooting
[] Mechanical
] Paper path
[] Other ( )

] Action required
X Service manual revision
[] Retrofit information

] Part information
] Electrical
] Transmit/receive

New error codes (shown in red) were added to section “3.3 Error Codes” of the Service

Manual as follows:

3.3 Error Codes

Page 20
Error Code Symptom Required Action
-1350 SD Card in the RC Gate is 1. Replace the RC Gate-specific SC card with
(SC 202) defective (Unused sector) another of the same type.
2. Replace the RC Gate if this SD card is not
available.
3. Contact your supervisor if the error code still
appears.
-1351 SD Card in the RC Gate is 1. Replace the RC Gate-specific SC card with
(SC 203) defective (Used sector) another of the same type.
2. Replace the RC Gate if this SD card is not
available.
3. Contact your supervisor if the error code still
appears.
Page 24
Error Code Symptom Required Action
Communication server error Retry the registration after correcting the IP
2386 (already programmed a address.
device that has the same IP
address at the center)
Center does not give Contact your supervisor.
approval to the replacement
ofRCGate. |
After the replacement 1. Make sure that the request number is:
procedure for an individual BITT  xxxxxxxx” (# + Old Appliance S/N
2387 RC Gate is performed at the with six spaces). Refer to the Appliance
center (“Appliance replacement procedure in the service
Replacement” menu), this manual.
RC Gate is newly installed on | 2. Contact your supervisor if you do not
site with a completely new remember the serial number for the old RC
request number. Gate (i.e. the Old Appliance S/N).
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RTB Reissue

The items in bold italics have been added.

Subject: Firmware Release History

Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.

Classification:

[] Troubleshooting [] Part information ] Action required

[] Mechanical [] Electrical [] Service manual revision
[] Paper path L] Transmit/receive [] Retrofit information

X] Other ( )

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.50-1.15 A7685233C January 2008 production

3.46-1.14 A7685233B October 2007 production

3.39-1.12A A7685233A March 2007 production

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12 and later versions, only remote update from @Remote
center is available, but the firmware file for local update is not available.

Version

Symptom Corrected

3.50-1.15

Symptom corrected:
1. RC Gate cannot reboot due to a defective sector on the SD card
(permanent solution).
2. RC Gate freezes and changes to a "disconnected” status under
the following conditions:
- The RC Gate firmware is upgraded to ver3.46 by RFU
- Windows Authentication (ISA proxy server) is enabled on the
user's machine
— The user's network environment uses a domain controller
Note: In such environments, the domain name is required at
the head of the user name (e.g. domain\userid )
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Version Symptom Corrected
3. RC Gate freezes (red and orange LEDs blinking) and a

“Disconnect Call” is sent to the @Remote Center under the

following conditions:

- RC Gate (internal SD card) already contains a device System
firmware file at least 9.3MB in size for one of the products
listed below, AND

— The RC Gate firmware is then updated by RFU to ver3.46-1.14
or older (see RTB RA768006 for more details).

Note: In addition, this RC Gate will be displayed in the
Disconnect List in the center GUI.

MFP: MT-C2.5, TH-C1, V-C1, J-C2, A-C4, R-C4, At-C1, Ap-C1,
PG-C1, B-C3, MT-C3, A-C4.5, R-C4.5, K-C3, N-C2, PR-C1, S-C3,
all future models

LP: G-P2, all future models

Other changes:

1. Supports the change in the Rescue function made to 2007
mainframe products (error code 53 was added).

3.46-1.14 | Symptom corrected:

1. From this firmware version, if RC Gate is in Sleep mode, it will not
accept Supply Calls from the device. (Previously, supply call was
stored in the RC Gate when the RC Gate was in Sleep mode.)

Note: This is to ensure that Supply Calls resent from the same device
while RC Gate is in Sleep mode are not misinterpreted at the
@Remote Center as separate calls.
2. If RC Gate receives many device alarm calls and cannot extract them,
a memory leak and Appliance (RC Gate) SC occur.
The System Log stored in the RC Gate cannot be updated properly.
RC Gate cannot reboot, due to a defective sector on the SD card (an
SD card sector check was added).

>

Other changes:

5. Information obtained by the @Remote Center from a MIB device will
be checked to make sure it does not contain invalid text code (i.e. text
code other than displayable ASCII).

6. The "hourly" setting for AutoDiscovery was deleted (AutoDiscovery
cannot be set in hourly cycles).

7. The MIB device search logic was changed so that RC Gate can
search for Samsung and other OEM products.

8. An IP masking feature was added, which allows the operator to mask
the IP address sent from the RC Gate to the @Remote Center.

9. To test the response of an RC Gate in Sleep mode to a
communication from the @Remote Center, the Center will initiate a




RICOH Technical Bulletin PAGE: 3/4

Reissued: 28-Jan-08

Model: Basil

Date: 28-Oct-05 No.: RA768001f

Version

Symptom Corrected

polling session instead of generating a Test Call.
10. The maximum number of retries and retry interval for obtaining
"errlog.txt" can now be changed from the Web interface.
Setting range and default values:
-Retry interval: 1-99 sec (default: 30 sec)
-Max. number of retries: 0-9 times (default: 3 times)

11. Supports the new SP mode added to MFP/LPs that can enable RFU
to be performed only when the device is in Energy Saver mode (see
the Release Notes for each MFP/LP).

12.The warm-up time was reduced by about 30 seconds.

13.RC Gate does not need to reboot after changes are made to the IP
address or other network settings.

14.Supports the ISA proxy server (NTLMv2 Authentication).

3.39-1.12A

Symptom corrected:

1. Sometimes RC Gate shuts down if a problem occurs while it is
rebooting (once a week).
Note: From this firmware version onward, RC Gate will trigger an SC
and try the reboot again if a problem occurs during reboot.

2. A communication failure occurs while RC Gate is reading the device
data via S-SENSE.

3. If the RC Gate power is turned off while managing the device's status
from "Monitored" to "Managed", following this, the operation cannot
be retried.

Other changes:
1. New feature:

RC Gate can capture the MIB serial number from both standard and

non-GW private MIB devices, and then use this data at Auto

Discovery or when changing the device's registration status to

"Managed".

In accordance with this change, the following changes were made to

the RC Gate GUI:

— A "Serial Number Setting" menu was added to CE mode. Here,
the operator inputs the OID for capturing the MIB S/N from a
private MIB.

- This new menu includes a [MIB OID Test] button, which is used to
test the OID of the private MIB before actual registration.

3.34-1.12

1. If RC Gate finds over 100 devices to newly register, an error occurs
while the user selects which 100 they wish to register.
Note: By specification, up to 100 devices can be registered.

2. Sometimes, RC Gate does not do a retry if it cannot get the counter
data from the device, and the old counter data is sent to the Center.

3. Sometimes, a memory overflow occurs (Appliance SC) when a large
amount of data is received from a CSS-connected device.
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Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.
4. Remote Firmware Update fails when RC Gate logs in to the Center
more than once without logging out.
Note: The firmware was changed so that RC Gate must log out before
it logs in a second time.
Other changes:
To conform to the 1ISO15408 standard:
1. The Shutdown function was added to RC Gate:
[Maintenance] — [Shut Down RC Gate]
Note:
- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).
— The Shutdown function prevents damage to the SD card and
data inside RC Gate.
2. The firmware was changed so that the user must input the proxy
server I[P address in the HTTP Proxy Settings screen.
3. The 3DES encryption algorithm was added for HTTPS.
Note: From this firmware version, RC Gate supports the 3DES, DES
and RC2 encryption algorithms for HTTPS.
4. The timing for the System Log Backup (RAM to SD card) was
changed as follows:
Old: At shutdown and once a week
New: At shutdown and every hour
3.21-1.12 | 1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.
2. Supports the PCMCIA driver.
3. Changed the idle-time interval for entering RC Gate sleep mode from
“7Tdays” to “3 hours”.
4. Changed the RC Gate recovery check interval from sleep mode from
“24 hours” to “1 hour”.
5. Wording changed from “Proxy Address” to “Proxy IP Address”.
6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.
7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.
8. RC Gate cannot register device IP Addresses more than once.
9. SSL communication between RC Gate and the device works properly
(bug fix).
3.20-1.12 | Correct the communication error between RC Gate and Device to change
the obtaining way for MIB OID information.
3.18-1.11 | Changed CE mode password from “service” to “rst107C/S”

3.16-1.11

1st Mass Production
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Note: So far, the following symptom has been reported only in Japan (one case). Please use this
information if a case is reported in your field.

SYMPTOM

RC Gate freezes (red and orange LEDs blinking) and a “Disconnect Call” is sent to the @Remote
Center under the following conditions:

- RC Gate (internal SD card) already contains a device System firmware file at least 9.3MB
in size for one of the products listed below, AND

- The RC Gate firmware is then updated by RFU to ver3.46-1.14 or older.
Note: In addition, this RC Gate will be displayed in the Disconnect List in the center GUI.

MFP: MT-C2.5, TH-C1, V-C1, J-C2, A-C4, R-C4, At-C1, Ap-C1, PG-C1, B-C3, MT-C3, A-C4.5,
R-C4.5, K-C3, N-C2, PR-C1, S-C3, all future models

LP: G-P2, all future models

CAUSE
RC Gate firmware bug:

When the RC Gate receives a firmware file for RFU, it stores the file in its internal SD card. If this is
a device firmware file, RC Gate keeps the file in SD memory even after it performs the firmware
update. (This is because it may need to update this same firmware on other devices, or retry the
update if it fails). Then, when the next RFU file is received (device or RC Gate firmware), the
device firmware file in SD memory is overwritten with the new file.

But with this software bug, only under the two conditions listed above, the RC Gate does not clear
the first file (device firmware). As a result, the SD card does not have enough memory to hold both
files, and the RC Gate freezes.
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ACTION

For RC Gates on which the symptom has not occurred:

1. Check to see if the RC Gate already contains the System firmware for one of the models
listed above. To do this, access the “Update Device Firmware” screen in the RC Gate GUI
(below).

Note: In this example, firmware B2385602H (fax firmware for the AT-C1) is currently saved in
the internal SD card.

Update Device Firmware Check the previous update details.

s RO Gate Settings

¥ Auto Discovery [Elack ] [ Previous Update Device List ]
® Update allowable from
Y Device Management ® Update allowable period - Oday(s)
¥ Commen Manzzement ® URL io download firmware(s) : hitps:/210.173.216 43/wv2 2/ bb/puby firm/4101200/410120028 7/V02040013363 3

# Registersd Device List
() Update Device Firmware ]

#¥ Maintenance ® Meseage

2 Security

2. If the RC Gate does not contain System firmware for one of the models listed above, as in
this example, update the RC Gate firmware to ver3.50-1.15.

Important: Before you update the RC Gate firmware, make sure that the RC Gate is set to
permit RFU. If the setting is “Not Permitted”, go to the customer site to change
this setting to “Permitted”. (The default setting on RC Gates with ver3.21 or older
is “Not permitted”).

3. If the RC Gate already contains System firmware for one of the models listed above, do a
“dummy update” of one of the small device firmware files (for example, Printer, Scanner). After
that, update the RC Gate firmware to ver3.50-1.15.

Note: The purpose of the “dummy update” is to avoid the occurrence conditions (break the
pattern) of the symptom.
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For RC Gates on which the symptom has already occurred:

1. Check the condition of the RC Gate LEDs, in order to confirm that this symptom has actually
occurred. If this symptom has occurred, the orange and red LEDs will be blinking.

Note: This step is necessary to differentiate between RC Gates that were disconnected
because of this symptom, and RC Gates disconnected for other reasons.

Important: If the RC Gate was disconnected for another reason (not this symptom), please

make sure and take the correct action. For the correct action, see the Service
Manual.

2. If you confirm that this symptom has occurred, do an A-to-A replacement of the RC Gate.

A-to-A Replacement Procedure:
At the @Remote Center
1) Log into the center GUI, and open the Appliance Replacement menu.

2) Input the serial number of the RC Gate, both as the “Old Appliance S/N” and “New
Appliance S/N”.

Important: Make sure to put six spaces in between the prefix (J77 or J76) and the
remaining eight digits.

Example:

Replace Appliance

Replace

*

(os.:s_appsz'ance5_..-';\' J77 12345673

* New Appliance 5/N |J?? 12345678
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3) Click “Replace”.

The following message will appear, which confirms that the replacement request has been
created.

P T

Replace Appliance

\]:) Fequest received

IMPORTANT: The replacement request is valid for four hours. So, after you do Step 3,
make sure to do Steps 4-16 below at the customer site within four hours. If
you do not, redo Steps 1-3.

Note: During these four hours, the status will be displayed in the center GUI as
“Replacing”. Unlike an A-to-B replacement, this status will stay the same until this
procedure is completed up to Step 16 (or, until the four hours expire).

At the customer site:

4) Access the Registered Device List in the RC Gate GUI, and take a screenshot of this list.
5) Unplug the power cable and network cable from the RC Gate.

6) Open the cover on the RC Gate.

7) Remove the SD card from the RC Gate.

8) Insert the SD card into the SD card slot on the PC, or SD card reader connected to the PC.

9) Delete all files on the SD card EXCEPT “profile”. In other words, keep the “profile” file on
the SD card, and delete everything else.

10) Save the two files attached below to the SD card (basil.tgz, vmlinux.bin):
Select the file, and copy it by right-mouse click and paste to the SD card.

Y

P P o
[
basil.tgz vmlinux.bin

IMPORTANT: Normally, firmware updates should always be performed by RFU. Only copy
firmware files to an SD card in this way when installing customized firmware
or in special cases like this.

11) Return the SD card to the RC Gate and reattach the RC Gate cover.

12) Reattach the power cable and network cable to the RC Gate.

13) When the RC Gate fully boots up, make sure that only the green and orange LEDs are lit.
If they are not, redo this procedure from Step 5).

14) From the RC Gate GUI, log in as Registrant.
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15) From inside the RC Gate Registration Wizard, do the regular installation procedure.
® For the Request Number, use the serial number with “#” before it.
Example:
Serial number: J77 12345678
Request number: #J77 12345678
® For further details, see the Operating Instructions or Service Manual.

16) After you finish the installation procedure:
® Make sure only the green LED is lit.

® Make sure that all devices for this RC Gate (from before you did this procedure) have
been restored to the RC Gate’s Registered Device List.
Compare with the screenshot you took in Step 4 above.

® Make sure you can perform a Service Test Call with normal results.

3. If Action #2 cannot correct the symptom, replace the RC Gate with a new one.



RICOH Technical Bulletin PAGE: 1/1

Reissued: 16-Apr-08

Model: RC Gate (Basil) Date: 25-Jan-08 No.: RA768007a

RTB Reissue

The items in bold italics have been added.

Subject: When rewriting the firmware version Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.
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Overview:

This RTB contains the procedure for rewriting the RC Gate firmware.
® Use this procedure when you upgrade or downgrade the firmware.

® Use this procedure when you go from a standard version to a customized
version, or vice-versa.

Examples:
- Downgrading from ver3.46 or ver3.50 (standard) to ver3.39 (customized)
- Upgrading from ver3.39 (customized) to ver3.46 or ver3.50 (standard)
Important Notes:
® |[f the target RC Gate is to be newly-installed:
Do the procedure below before you do the new RC Gate registration procedure.

® |[f the target RC Gate is already installed:

Do the procedure below, and then do an RC Gate A-to-A replacement (see RTB
RA768006 for this procedure).

Procedure:
1. Unplug the power cable and network cable from the RC Gate.

2. Open the cover on the RC Gate.

3. Remove the SD card from the RC Gate.

4. |Insert the SD card into the SD card slot on the PC, or SD card reader connected to the PC.

5. Delete all files on the SD card EXCEPT “profile”. In other words, keep the “profile” file on the
SD card, and delete everything else.

6. Save the two target firmware files to the SD card (for ver3.39: basil.tgz, vmlinux.bin).

7. Reinsert the SD card back into the RC Gate, and then reattach the RC Gate cover.

8. Reattach the power cable and network cable to the RC Gate.

9. Lastly, as mentioned above:

- If the target RC Gate is to be newly-installed: Do the new RC Gate registration procedure

- If the target RC Gate is already installed: Do an RC Gate A-to-A replacement
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RTB Reissue

The items in bold italics have been added.

Subject: Firmware Release History

Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.

Classification:

[] Troubleshooting

[] Mechanical
[] Paper path
X] Other (

)

] Action required
[] Service manual revision
[] Retrofit information

[] Part information
] Electrical
] Transmit/receive

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date

3.57-1.15 A7685233D May 2008 production

3.50-1.15 A7685233C December 2007 production

3.46-1.14 A7685233B October 2007 production

3.39-1.12A A7685233A March 2007 production

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12 and later versions, only remote update from @Remote
center is available, but the firmware file for local update is not available.
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Version

Symptom Corrected

3.57-1.15

Symptom corrected:

1. When performing a device search, RC Gate only includes the first
Community Name (see GFPR RC07120001).

2. If the Device Connect Check fails, following this, all other data
acquisition functions (counter data collection, device status
acquisition, etc.) do not work.

Other changes:

1. The capacity of the RC Gate SD card was increased from 32MB to
64MB.

Note: Due to this change, it is possible to perform RFU for a
firmware file that is larger than 16MB (e.g. LCDC firmware
for the AT-C1). See RTB RGene023 for details.

2. The Ping command can now be enabled/disabled.

3. If the same SC/supply call occurrence is declared by more than
one primary function of a MIB device (Copier, Printer, etc.), RC
Gate will regard this as one occurrence and log it accordingly.

Note: This is to eliminate unnecessary logging of the same
SC/supply call from a MIB device.

4. Itis now possible to specify an IP address range for Auto
Discovery (in addition to the subnet mask range).

5. Itis now possible to import a CSV file when performing the IP
address/subnet mask settings for Device Registration and Auto
Discovery, instead of manually typing in this information.

6. Itis now possible to perform the search at Device Registration
using the host name. (Previously, only the IP address could be
used).

Notes:

1. When using the host name to perform the search, this
information must be imported from a CSV file.

2. For all communication with the device following Device
Registration, RC Gate uses only the IP address (and not
the host name).

7. Itis now possible to set the reboot function to a weekly or
monthly cycle (default: every Sunday).

8. Itis now possible to adjust the inter-device polling interval at
Auto Discovery (0 — 60000ms).

Note: This is to reduce network traffic caused by continuous
access to devices.

3.50-1.15

Symptom corrected:

1. RC Gate cannot reboot due to a defective sector on the SD card
(permanent solution).

2. RC Gate freezes and changes to a "disconnected" status under the
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Version Symptom Corrected

following conditions:

- The RC Gate firmware is upgraded to ver3.46 by RFU

- Windows Authentication (ISA proxy server) is enabled on the
user's machine

— The user's network environment uses a domain controller
Note: In such environments, the domain name is required at the
head of the user name (e.g. domain\userid )

3. RC Gate freezes (red and orange LEDs blinking) and a “Disconnect

Call” is sent to the @Remote Center under the following conditions:

- RC Gate (internal SD card) already contains a device System
firmware file at least 9.3MB in size for one of the products listed
below, AND

- The RC Gate firmware is then updated by RFU to ver3.46-1.14 or
older (see RTB RA768006 for more details).

Note: In addition, this RC Gate will be displayed in the Disconnect
List in the center GUI.

MFP: MT-C2.5, TH-C1, V-C1, J-C2, A-C4, R-C4, At-C1, Ap-C1,
PG-C1, B-C3, MT-C3, A-C4.5, R-C4.5, K-C3, N-C2, PR-C1, S-C3,
all future models

LP: G-P2, all future models

Other changes:

1. Supports the change in the Rescue function made to 2007 mainframe
products (error code 53 was added).

3.46-1.14 | Symptom corrected:

1. From this firmware version, if RC Gate is in Sleep mode, it will not
accept Supply Calls from the device. (Previously, supply call was
stored in the RC Gate when the RC Gate was in Sleep mode.)

Note: This is to ensure that Supply Calls resent from the same device
while RC Gate is in Sleep mode are not misinterpreted at the
@Remote Center as separate calls.

2. If RC Gate receives many device alarm calls and cannot extract them,
a memory leak and Appliance (RC Gate) SC occur.

3. The System Log stored in the RC Gate cannot be updated properly.

4. RC Gate cannot reboot, due to a defective sector on the SD card (an
SD card sector check was added).

Other changes:

1. Information obtained by the @Remote Center from a MIB device will
be checked to make sure it does not contain invalid text code (i.e. text
code other than displayable ASCII).

2. The "hourly" setting for AutoDiscovery was deleted (AutoDiscovery
cannot be set in hourly cycles).
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3. The MIB device search logic was changed so that RC Gate can
search for Samsung and other OEM products.

4. An IP masking feature was added, which allows the operator to mask
the IP address sent from the RC Gate to the @Remote Center.

5. To test the response of an RC Gate in Sleep mode to a
communication from the @Remote Center, the Center will initiate a
polling session instead of generating a Test Call.

6. The maximum number of retries and retry interval for obtaining
"errlog.txt" can now be changed from the Web interface.

Setting range and default values:
-Retry interval: 1-99 sec (default: 30 sec)
-Max. number of retries: 0-9 times (default: 3 times)

7. Supports the new SP mode added to MFP/LPs that can enable RFU
to be performed only when the device is in Energy Saver mode (see
the Release Notes for each MFP/LP).

8. The warm-up time was reduced by about 30 seconds.

9. RC Gate does not need to reboot after changes are made to the IP
address or other network settings.

10.Supports the ISA proxy server (NTLMv2 Authentication).

3.39-1.12A | Symptom corrected:

1. Sometimes RC Gate shuts down if a problem occurs while it is
rebooting (once a week).
Note: From this firmware version onward, RC Gate will trigger an SC
and try the reboot again if a problem occurs during reboot.

2. A communication failure occurs while RC Gate is reading the device
data via S-SENSE.

3. If the RC Gate power is turned off while managing the device's status
from "Monitored" to "Managed", following this, the operation cannot
be retried.

Other changes:
1. New feature:

RC Gate can capture the MIB serial number from both standard and

non-GW private MIB devices, and then use this data at Auto

Discovery or when changing the device's registration status to

"Managed".

In accordance with this change, the following changes were made to

the RC Gate GUI:

— A "Serial Number Setting" menu was added to CE mode. Here,
the operator inputs the OID for capturing the MIB S/N from a
private MIB.

- This new menu includes a [MIB OID Test] button, which is used to
test the OID of the private MIB before actual registration.
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3.34-1.12

Other changes:
To conform to the 1ISO15408 standard:
1.

. If RC Gate finds over 100 devices to newly register, an error occurs

. The timing for the System Log Backup (RAM to SD card) was

while the user selects which 100 they wish to register.

Note: By specification, up to 100 devices can be registered.
Sometimes, RC Gate does not do a retry if it cannot get the counter
data from the device, and the old counter data is sent to the Center.
Sometimes, a memory overflow occurs (Appliance SC) when a large
amount of data is received from a CSS-connected device.

Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.

Remote Firmware Update fails when RC Gate logs in to the Center
more than once without logging out.

Note: The firmware was changed so that RC Gate must log out before
it logs in a second time.

The Shutdown function was added to RC Gate:

[Maintenance] — [Shut Down RC Gate]

Note:

- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).

— The Shutdown function prevents damage to the SD card and
data inside RC Gate.

The firmware was changed so that the user must input the proxy

server I[P address in the HTTP Proxy Settings screen.

The 3DES encryption algorithm was added for HTTPS.

Note: From this firmware version, RC Gate supports the 3DES, DES

and RC2 encryption algorithms for HTTPS.

changed as follows:
Old: At shutdown and once a week
New: At shutdown and every hour

3.21-1.12

W N

No o

. Changed the default privilege of “perform remote firmware update”

from “Disabled” to “Enabled”.

Supports the PCMCIA driver.

Changed the idle-time interval for entering RC Gate sleep mode from
“7days” to “3 hours”.

Changed the RC Gate recovery check interval from sleep mode from
“24 hours” to “1 hour”.

Wording changed from “Proxy Address” to “Proxy IP Address”.
Changed the SSID for wireless LAN from “30 digits” to “32 digits”.
Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

RC Gate cannot register device IP Addresses more than once.
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9. SSL communication between RC Gate and the device works properly
(bug fix).
3.20-1.12 | Correct the communication error between RC Gate and Device to change
the obtaining way for MIB OID information.
3.18-1.11 | Changed CE mode password from “service” to “rst107C/S”

3.16-1.11

1st Mass Production
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Important Information about the Release of a 64MB SD Card for RC Gate

Overview

® RC Gates with firmware version v3.57-1.15 or newer can use a 64MB SD card.

® With this 64MB SD card, you can do an RFU for device firmware files larger than
16MB (e.g. LCDC firmware for the At-C1). See|RTB RGene023 for more details.

® Before you replace the 32MB card with the 64MB card, you must format the 64MB
card. The Format Procedure and Replacement Procedure are shown below.

Service Parts Information
P/N: B6455010
Part Name: SD-CARD:ASS'Y
Note: This is the same SD card that is used to update device firmware in the field.

Format Procedure
1. Connect the SD card to the PC (via an SD card R/W, if necessary).
2. Right-click on “My Computer”, and click [Manage].

Explore
Search,..

4 T
Map Network Drive. ..
Dizconnect Network Drive. ..

Zhow on Desktop
Rename

& Properties

-— ]
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3. Click on “Disk Management”, and make sure that the SD card appears in the right area
of the “Computer Management” window.

% Fumputer Managemenkt s ;I.QIEI

=) Fle Action Vew ‘Window Help | =181 x|

&= | B@m @ E

1= Computer Management (Local) Yolume | Layout | Type | File System | Status | capacity | Fre

= i, System Tools = (e Partition _Basic MTFS Healthr (Svstem) 7450 GE 69
Bl Event Viewer (% (E:) Partition Basic FAT Healthy 61MB 29
& gl Shared Folders M USB_STICK (F:) Partition Basic FAT Healthy (Active) 249ME 18

[+#] .@ Performance Logs and Alert:
| B Device Manager

= &g storage
¥} Removable Storage

i |
<Ppisk 0 :
Basic | {C3)
74.50 GB 74,50 5B NTFS
Online | Healthy (System)
Hpisk 1
Removable | {E)
g:-ﬂMB 61 MB FAT
ine Healthy _._J

J | ] |8 Primesy pestdis
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4. Right click on the SD card icon under the “Volume” header (in this case, the “E:” drive),

and click “Format”.

10/
=) File Action View Window Help =8| =]
= | O 20 D&«
Q Computer Management (Local) Yolurme | Layout | Type | File System | Status | capacity | Fre
= ﬁ System Tools = (s} Partition Basic NTFS Healthy (System) 74.50GE 69
[#-{g]] Event Viewer m Partitinn  Rasic  FAT Healthy &1 ME 29
(¢ gd Shared Folders M Cpen Healthy (Active) 249MEB 18
[+ Performance Logs and Alert: Explore
s, Device Manager :
= % Storage Mark Fartition as Active
[ €3 Removable Storage Change Drive Letter and Paths..,
} Disk Defragmenter [ Fomat. ]
Disk Management 2
- plete Partit
[+ }ﬁ Services and Applicabions ﬂ_ . I LI
I~ Properties Al
Basi Help
74.50GH 74,50 GB NTFS
Cnline | Healthy (System)
4 | »] ﬂ

5. Change the default value of the “Allocation unit size” to 4096.

Formate: 21
Volume labek |N ew Yolume
File system: [FAT |
Allocation urit size: Default |
Default
512

I En

e file and folo

I~ Perform a quick for 1004
£ rabls fle and folder | 2048

8132
16K,
32K
B4k
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6. Make sure the following values have been set, and then click “OK”.

Volume label:

File system:

Allocation unit size:
Perform a quick format: (This box should be unchecked)

New Volume

FAT
4096

Formate: 2| x|
Volume lsbel |Hew Wolume
File spstem;

Allocation unit size:

(I_ Peiform a quick fnlmal]
r .:.“- e file and falder .

]9

Cancel l

7. Click “OK” when the following message appears. The SD card format will begin.

' WARNING: Formatting will erase all data on this volume,
. To Format the volume, click Ok, To quit, click Cancel.

X
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8. Make sure the SD card shows a status of “Healthy” in the area shown below (this

means that the format was completed successfully).

-lojx]
= Fle Action Wiew Window Help | =18 ]
&= AW 2E DS &=
Q Computer Management (Local) Yolurme | Layout | Type | File System | Status | capacity | Fre
=y System Tools () Partition Basic NTFS Healthy (System) 74.50GE 69
=-{1] Event Viewer SUEW YOLLM...,  Partition Basic FAT Healthey &1 MB &1
+| gz] Shared Folders HUSB_STICK (F:) Partition Basic FAT Healthy (Active) 249MB 18
+ @ Performance Logs and Alert:
E-g Device Manager
= :l_j Storage
+|j2¥ Removable Storage
Disk, Defragmenter
Disk, Managerment
[+ =__';ﬁ Services and Applications 4 | LI
| Y
E9pisk 0 !_
Basic {C:)
?‘L_EEI el 74.50 GE NTFS
Online Healthy (System)
Hbisk 1 I
Removable NEW YOLUME (E:
g:_dMB 61 MB FAT
e Healthy
L LI
4 | _p_i B Frimary partibion

9. Single click on the Unplug or Eject Hardware icon in the task tray.

Stop USE Mass Starage Device - DrivelF:)

Stop USE Mass Storage Device - Drive(E:)

12:44 PM

10.Select “Stop the SD drive” (in this case, the “E:” drive).

Safe To Remove Hardware

B

@ The 'USE Mass Storage Device' device can now be safely removed From the system.

11.When “The device can now be safely removed from the system” is displayed, click

“OK™.
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Replacement Procedure (32MB to 64MB SD Card)

© © N o gk~ N~

Make sure the RC Gate firmware version is v3.57 or higher.

Unplug the power cable and network cable from the RC Gate.
Remove the cover on the RC Gate, and remove the 32MB SD card.

Insert the 32MB SD card into the SD card slot on the PC (or SD card R/W).
Copy all of the files in the 32MB card onto to the 64MB card.
Insert the 64MB card into the RC Gate, and then reattach the RC Gate cover.
Reattach the power cable and network cable to the RC Gate.
Login to the RC Gate Ul (CE mode), and access the “Basic” menu.

Make sure to format the new 64MB SD card as shown in the procedure above.

10. Make sure that the “SD card size” is about 64MB (see the screenshot below).

Change setting(z), then click [Apply].

BC Gate ID

Model name

EC Gate location
Application version
Application last vpdated
O3 version

O3 last updated
Languzgs

Time zone

Service depot

Service depot contact
Log max. capacity
Log collection level
Auth key version

Permit s=nding [P addreszes :

 J764 1000012

:1.15

: English
D (GMT+09:00)0saka, Sapporo, Tokyo

- 64EKB
: Information
o1

Permit (default)

3D card =ize

: 63320768Byte
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Prepared by: A. Ishiyama

From: 1st Tech. Support Sec. Service Support Dept.

Classification: |[] Troubleshooting ] Part information X1 Action required
[] Mechanical [] Electrical [] Service manual revision
[] Paper path L] Transmit/receive [] Retrofit information
[] Product Safety [] Other ( )

Important Information Regarding the @Remote Feature

1. Concerning remote firmware update (RFU) via @Remote:

the release notes of system firmware in some products listed states the following:
“SC819 occurs if the power is turned OFF/ON during a remote firmware update (RFU).”

However, before performing the RFU via @Remote, please perform any necessary
objective system firmware updating first. This avoids firmware update errors related to
other firmware updating.

. When a product is connected to an external RC Gate and when performing RFU
via @Remote;

If the firmware size exceeds 16MB, the update may fail.

Therefore, please do not select the objective firmware from the list.

[Reason]
The physical memory capacity of the external RC Gate is 16 MB.

[Objective Firmware and Product]

Firmware Part No. Product
LCDC B2381491A, B2381492A, B2381457 Model At-C1
B2381459, B2381493
LCDC B2231491A, B2231492A, B2231457 Model Ap-C1
B2231459, B2231493A
LCDC B2345321, B2345322 Model B-C3
LCDC B2461491, B2461492A Model M-C3
Notes:
a. This is as of Dec 2006.
b. The listed LCDC is for the products which have XVGA display.
c. If XVGA display is used for future products, it will have the same limitation.
d. If the product is connected to an embedded type RC Gate (Cumin), there is
no size limit, as the HDD in the product is used for firmware download.
e. If local RFU by ftp command is performed with the above firmware, there is

no size limit, as the HDD in the product is used for firmware download.
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Subject: New Features in version 3.57-1.15 Prepared by: A. Ishiyama
From: 1st Tech. Support Sec. Service Support Dept.
Classification: [] Troubleshooting [] Part information [] Action required
] Mechanical ] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[X] Other ( ) [ Tier2

Some new features were added from firmware version 3.57-1.15 (see RTB RA768001g
for details). This RTB contains instructions about how to use these new features.

1 The capacity of the SD card was increased from 32MB to 64MB.
The RC Gate will detect the memory capacity automatically, and displays the SD Card
Size in the Basic menu in CE mode.

@ RG Gate Monitor - Windows Internet Explorer E]@
@ + [ &) https/#192.168101 /CE Anebsys fsetuphtml v|d SEREDTS— |44 X - yeais
FrOLE REE #TW BREAE YWD ALTE I
Google [Gi vz G DB WS O B~ {3 foovby B70vbs P Fmd - |28 - (@ F:=4
w 33?:@&. * | @com. "g;w e 'géﬁﬂ." @t | @JoB. | @Myl | - B -GS - G-l - @ =

Intslligarnt Farnote Managsmant Sysisrm [ Top Paee

Change setting(s). then chick [Apply].

»» RC Gats Settings ‘(‘l.—’l_ppl}-' /x Rastors
#» Auto Discovery ® RC Gat=1D - 17641000012

® DNodel name -
2% Device Management ® RC Gate location

® Application version

5 MMaintenance ® Application last updated
® OFS version o

¥ Security ® O3 last updated

) ® Language : English

2 SerialNumber Setting ® Time zons :| (GMT+09:00)Osaka. Sappore. Takyo v
® Service depot
® Service depot contact
@ Log max. capacity - (4KB

® Tog collection level : Information
® Auth key version I
® Poroi ki
® 5D card sizs

: 63520768Byte

R-SfETENELE &3 0l A kSdet H100% -
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2 You can enable or disable the Ping command.
You can now enable (default) or disable the Ping command when you search for
devices in CE mode. When this setting is disabled, SNMP is used for the device
search instead of Ping.

Note: The search performance is better with the Ping command, but this setting is
useful for cases in which the customer’s network environment prohibits the use
of the Ping command.

Intalligerit Remots Managsrmarnt Systarn [ Top Page
Network security setup Change setting(s), then click [Apply].

27 BC Gats Settings {\ Apply ﬁRestc&re

#» Auto Discovery MNetwork Access Permission Setting

® Use of Ping command : (3) Permit () Do not permit
7 Devics Managament

3 Mzintenancs If you prohibit Ping, RC Gate uses SNMP for device searching.

¥ Security

» Password

rork Security Setup

#¥ SeriaNumber Setting

2.1 Procedure for this setting:
1) Login to the RC Gate Ul in CE mode.
2) Select “RC Gate and Device Settings”.

Device Registration YWizard

RC Gate and Device Settings
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3) Expand the “Security” menu, and click Network Security Setup.

Network security setup Change setting(s). then

## RC Gats Settings

3 suoDisorery I

@ Use of Ping command © (¥) Permit (O Do not permit

## Device Management
5 Maintenance If you prohibit Ping, R.C Gate uses SNMP for device searching.
R Security

# Password

>
B

2 SerialNumber Setting

4) Choose [Permit] to enable the Ping command, or [Do not permit] to disable
the Ping command. Then, click [Apply].

Network security setup Change setting(s), then click [Apply].

|. Use of Ping command : (%) Permit () Do not permit |

If you prohibit Ping, RC Gate uses SNMP for device searching.

5) Click OK to apply the setting.
Windows Internet Explorer

\:\!f) fre vou sure you want to apply the new setting(z?

T

Network security setup

@ Confirmation

The sstting(z) have besn updated.
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3 You can specify an IP address range for Auto Discovery (AD).

In addition to the subnet mask range setting, you can also specify an IP address
range for AutoDiscovery.

3.1 Procedure for this setting:
Open the Auto Discovery Setting Wizard.

VT

Auto Discovery Setting VWizard

LAT

Device Registration VWizard

RC Gate and Device Settings

The following screen will be displayed. Select either “Subnetmask ranges” or “IP
address ranges” (default).

Auto Discovery Sattings by Specifying Range Choose a method of specifying range for

& Seaich method of device(s) ©  (3) Subnstmask ranges () IP address ranges

See the Operating instructions for other details about this setting.

3.2 Conditions and remarks
1) Both the subnet mask and IP address ranges can be set to a maximum of 256
digits.
2) From the @Remote Center GUI, there is no way to check which of these
settings has been selected.

3) The above screen will not be displayed if AutoDiscovery is already enabled on
the RC Gate, and the firmware is already at ver3.57. In these cases, to change
the range setting, do the following procedure:

<Displaying the range setting screen>
1. Open “RC Gate and Device Settings”.

Auto Discaovery Setting VWizard

Device Registration YWizard

RC Gate and Device Settings



RICOH Technical Bulletin PAGE: 517

Model: RC Gate (Basil) Date: 23-Jun-08 No.: RA768009

2. Expand the Auto Discovery menu, and click “Auto Discovery Setting by
Specifying Range.”

L

Choose a method of specifying range for
Auto Discovery, then click [Apply].

Auto Discovery Settings by Specifying Range

#» RO Gate Settings {‘l Apply !xl Restore
% Auto Discovery _| @ Search method of devica(s) : (3) Subnetmask ranges (O) IP address ranges

# Auto Discovery Settin

# Edit Auto Dizcovery F

I # Huto Discovery Ssttin I

##  Device Managsment

s Nisintanancs b

3. Choose the method you wish to use, and click [Apply.].

: . - Choose a method of specifying range for
Auto Discovery Settings by Specifying Range . e
e very ¥ VI8 T At Dhscovery, then chek [Apply]

® Szarch method of device(z) : (5) Subpetmask ranses () IP address ranzes

Note: When you change the setting from “Subnet mask ranges” to “IP address
ranges” (or vice-versa), the current range data will be cleared.
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4 CSV import when setting the IP range for Device Registration and Auto

Discovery

It is now possible to import a CSV file when performing the IP address/subnet mask
settings for Auto Discovery, and IP address setting for Device Registration, instead of
manually typing in this information.

4.1 Auto Discovery
4.1.1 IP Address Range

4.1.1.1 Format examples
a) CSV format

Lo I IR T Ry IR O o Y e T e

o

A
182.168.01
18216811
182168.21
182168.5.1
182168.41
18216851

b) Text format

B
182168.0254
182.165.1.254
1821682254
182168.5.2584
182168.4.254
1821685254

C
erable
enakle
enakle
enakle
erable
enakle

182.168.01
18216811
182168.21
182168.5.1
182168.41
18216851

D E

_.:-E. AD - IP ranege txt.csv - 2T ¥

BEX]

192.168.3.1,200.205.250.0, enable, 192,
192.168.4.1,250.255.200 .0, enable, 192,
192.168.5.1,200.255.200 .0, enab e, 192,

B REE FINO RO ALTHH

192.168.0.1,255.255.255.0, enable, 192168,
192.168.1.1,255.255.255.0, enable, 192168,
192.168.2.1,205.205.250.0, enable, 192,168,
B8,
6S.
68.

0.
1

2.
3.
4.
h.

1
1
]
1
1
1
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4.1.1.2 Format definitions
Column Input Iltems Format Remarks
A Start IP address XX XX * Input 0 to 255 digits.
* Cannot begin with 0, 127, 240
(or higher number, class E).
This is so that the number can
be recognized as an IP address.
* Cannot be omitted.
B End IP address X.X.X.X * Same as above.
* This address must be a higher
number than the Start IP
address.
* Cannot be omitted.
C Enable/Disable | Enable or
disable
D Range Name Text: 20 to 7E | * Can be omitted.
text codes * Up to 60 bytes.
E Comment Text: 20 to 7E | * Can be omitted.
text codes * Up to 60 bytes.
F and - - Any data in the F column and
after following are ignored.
4.1.2 Subnet Mask Range
4.1.2.1 Format examples
a) CSV format
A B C
1 1158216801 2552502500
2 18216811 (25525025500
3 18216821 |Z55E25L25L0
4 19216531 2552552550
o 18216841 (2552502500
6 19216851 2552552550
7
i
2]

o
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b) Text format

.\ Subnetmask_txt.csv - AT g@-\

B REE FINO FrmQL  ALTHH

192.168.0.1,255.255.255.0
192.168.1.1,255.255.255.0
192.168.2.1,255.255.25%5.0
192.168.3.1,2505.255.255.0
192.168.4.1,255.255.255.0
192.168.5.1,250.250.255.0

4.1.2.2 Format definitions

Column Input Items Format Remarks
A Network X.X.X.X * Input O to 255 digits.
segment * Cannot begin with 0, 127, 240
(or higher number, class E).
This is so that the number can
be recognized as an IP address.
* Cannot be omitted.
B Network subnet X.X.X.X * This value must be input in
mask IPv4 format.
* Cannot be omitted.
C Enable/Disable | enable or
disable
D Range Name | Text: 20 to 7E | * Can be omitted.
text codes * Up to 60 byteS.
E Comment Text: 20 to 7E | * Can be omitted.
text codes * Up to 60 byteS.
F and - - Any data in the “F” column and
after following are ignored.
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4.1.3 Other Conditions, Remarks

1) When a CSV file is imported, the previous data is overwritten.

2) A maximum of 256 data items (fields) can be imported from a CSV file.

This is also true when the data is manually input. If a CSV file is imported
that contains more than this limit, the following error message is
displayed. In such cases, you need to do the CSV import over again,
making sure the file contains a maximum of 256 items (fields).

@ Error

Exceaded the available registering data volumes.

3) An error message will also be displayed if the CSV data contains any

4)

illegal values, or data that does not conform to pre-defined format (e.g. a
number with too many digits). In such cases, you need to do the CSV
import over again, making sure the file contains only valid data.

If two or more fields in the CSV file contain the same IP address, they will
be imported as is (no error message, no consolidation).

4.2 Device Registration

4.2.1 Format examples: IP Address Range
a) CSV format

o

el I R I Ry [ SO o ) e T

A = C
182168.01 192188.0.254
18216811 1921881 254
18216821 1921582254
18216851 [1921658.3.254
18216841 192186584254
18216851 1921885254
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b) Text format

. IP range_txt.csy — AT g@ﬁ

rHE REE

192.168.0.1,192.168.0.254
192.168.1.1,192.168.1.254
192.168.2.1,192.168.2. 254
192.168.3.1,192.168.3.204
192.168.4.1,192.168.4.204
192.168.5.1,192.168.5.254

Fr0 FTh ANTH

4.2.2 Format conditions

Column

Input ltems

Format

Remarks

A Start IP address

X. XXX

* Input 0 to 255 digits.

* Cannot begin with 0, 127, 240 (or
higher number, class E). This is so
that the number can be recognized
as an IP address.

B End IP address

X.X.X. X

* Same as above.
* This address must be a higher
number than the Start IP address.

C and
after

Any data in the “C” column and
following are ignored.

4.2.3 Other Conditions, Remarks

1) When a CSV file is imported, the previous data is overwritten.

2) A maximum of 10 data items (fields) can be imported from a CSV file.
This is also true when the data is manually input. If a CSV file is
imported that contains more than this limit, the following error message
is displayed. In such cases, you need to do the CSV import over again,
making

sure the file contains a maximum of 10 items (fields).

@ Error

Expeadad the availablz ragistaring data voluma.
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3) An error message will also be displayed if the CSV data contains any
illegal values, or data that does not conform to pre-defined format (e.g.
a number with too many digits). In such cases, you need to do the CSV
import over again, making sure the file contains only valid data.

4) If two or more fields in the CSV file contain the same IP address, they
will be imported as is (no error message, no consolidation).

5) Imported IP addresses are used only when searching for devices at

Device Registration, and not for any other purpose.

6) The imported IP addresses will be cleared when any of the following

happen:

a. Another CSV file is imported

b. A periodical reboot is performed
b. The RC Gate shuts down, or power is turned off/cut off

Device registration using the host name

It is now possible to perform the device search at Device Registration using the host
name imported from a CSV file. (Previously, only the IP address could be used).

5.1 Format example

A

hostC1 .domain.com
host02 domain.com
hiost03.domain com
13313815761

host04 domain.com
hostO5 domain.com
hiost06.do main com

Lo w I I ) T o T e

o

Notes:

1. The imported hostname must be an FQDN name and contain a domain name.

2. It is possible to type IP addresses together with hostnames in the CSV file.
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5.2 Import Results
After you import hostnames via a CSV file, the import results will be displayed.
The system is then ready to perform a device search using these hostnames.

Confirm results.
To start searching device(s), chick [Next].

Dewice Registration Wizand: Import Result

£ | Back ﬂNﬁxt

Total host name : 7

host01.domain.com
2 host02. domain.com
3 host03 . domain.com
4 133.132.157.61
3 host04 domain.com
f host03 . domain.com
] host06.domain.com

5.3 Results of search using hostnames
After the RC Gate performs a Device Search using the hostnames, the search
results will be displayed as follows. To view results which failed (devices could
not be located using a hostname), click “Search Error List”.
The following device(s) have been found on the network. Select device

Device Registration Wizard: Search Results (s) to manage, then click [Next].
To zearch other IP address ranges, click [Additional Search].

< | agsitionat mm‘ Search Error List || Machine ID ErrorList | Next

[<1 <3 11> o> Displayitems:| 10| v| [ ClearAll_| [ Selectall |

Device total : 1

N

= T AAALAI TITAATT % ST 78 SAN L8 I H ; T ART TTTTT
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Device Registration Wizard: Search Error List Confirm the device(z) which were not found.

|refiest X cose
|]<:] <::| 11 E:> [:>[| Display items :

Total host name : 6

=

4 |
hozt01 domain.com
hozt02 domain.com
hozt03 domain.com
hozt04 domain.com
hozt03 domain.com
hozt06.domain.com

5.4 Format conditions

Input Items Condition Remarks
Number of digits | Max. 126 digits | Quotation marks are not counted as
digits.
Valid data Text code: 20 to | Characters and symbols allowed:

/E codes - Alphabetic characters that conform to

the RFC-952 standards (A to 2Z),
- Numerals 0-9

- All symbols supported by the operation
panel input system of the device (e.qg.
hyphens, underbars, etc.)

5.5 Other Condition and Remarks

1) After you import the CSV file, you cannot edit the file contents. If you need
to edit these contents, edit them and then import the file again.

2) A maximum of 100 data items (fields) can be imported from a CSV file. If a
CSV file is imported that contains more than this limit, the following error
message is displayed. In such cases, you need to do the CSV import over
again, making sure the file contains a maximum of 100 items (fields).

Excezded the available registering data volums.
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3) An error message will also be displayed if the CSV data contains any illegal
values, or data that does not conform to pre-defined format (e.g. a number
with too many digits). In such cases, you need to do the CSV import over
again, making sure the file contains only valid data.

4) If two or more fields in the CSV file contain the same hostname, the system
will recognize this and consolidate them into one field when importing the
data.

5) The imported IP addresses are only used to search for devices at Device
Registration (and not for any other purpose).

6) The imported hostnames are cleared if any of the following happen:
a. Another CSV file is imported.
b. A periodical reboot is performed.
b. The RC Gate shuts down, or the power is turned off/cut off.

Note: For all communication with the device following Device Registration, RC Gate
uses only the IP address (and not the hostname).

6 You can change the timing of the Periodical Reboot
It is now possible to set the reboot function timing to a weekly or monthly cycle in CE
mode (default: every Sunday at 5AM).

6.1 Procedure for this setting
1) Login to the RC Gate Ul in CE mode.
2) Select “RC Gate and Device Settings”.
Auto Discovery Setting VWizard

Device Registration YWizard
RC Gate and Device Settings

3) Expand the Maintenance menu, and click “Periodical Reboot Time Setting”.
ladl Periodical Reboot Time Setting Change setting(s), then click [Apphy].

»»  RC Gate Sattings ‘{?fl Apply "xl Restors

3 Auto Discovery ® Rehoot scheduls -

() Monthly |1 Day 05 : 23 (hh:mm)

() Weskly |Sunday || |05 : 23 (hh:mm)

# Shut Down RC Gate

2 Communication Servar

77 Log
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4) Select either Monthly or Weekly.

5) Set the day and hour for the Monthly setting, or the day of the week and
hour for the Weekly setting.
Note: Time is expressed in local time.

Periodical Reboot Time Setting Change setting(=), then chick [Apply].

{'* Apply "Fx Eestora

® R=boot schaduls =
it i 'C:} }kiﬂﬂ[m}' 1 Da}' |:|':I =23 ﬂﬂhﬂ]ﬂl}

(=) Weskly :_SL||‘|I:|E|'_-,r Vr 05 : 23 (hh:mm)

6) Click [Apply].
7) Click OK to apply the settings.
Windows Internet Explorer

:{) fre vou sure you want to apply the new setting(z?

T

Network secunty setup

CD Confirmation

The satting(s) have bean updated.

6.2 Remarks

1) Setting range for the “Monthly” setting:
Day: 1 to 31
Time: 00 to 23 hours

Note: If “31” is set as the day for a calendar month that does not have 31 days,
the reboot is performed on the last day of that month.

2) Setting range for the “Weekly” setting:
Day of the week: Sunday to Saturday
Time: 00 to 23 hours

Note: You cannot set the time down to the minute, because the minute is randomly
set when the RC Gate is installed.
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7 You can adjust the inter-device polling interval for Auto Discovery
It is now possible to adjust the inter-device polling interval for Auto Discovery in CE
mode. This is to reduce network traffic caused by continuous access (default: 0 ms).

7.1 Procedure for this setting
1) Login to the RC Gate Ul in CE mode.
2) Select “RC Gate and Device Settings”.
Auto Discovery Setting VWizard

AT

Device Registration YWizard

RC Gate and Device Settings

3) Expand the Auto Discovery menu, and click “Auto Discovery Settings”.

Anto Discovery Settings Change setting(s), then click [Apply].

#»  BC Gate Ssttings ‘{‘* Apply ,x! Restore

® Anto Discovery : Use

Auto Discovery Settings
® Auto Discovery server address © https:/210.173.216.40/Auto/ AS
® “yuip Discovery stari schedule : i o -
U SASCOEY Start schecy () Monthly |5 Day | 16 -150 (hh:mm)
() Weskly 'Sundag-' »| |16 - &0
© (hhmm)
(@ Daily 16 : 60 (hh:mm)
# Pericdical Reboot Tin @ Device polling interval 20 00mzec (0 - 600)
# Shut Down RC Gate & SNMP community name ;| public

&7 Communication Serve

2> Log »

@ SNMP community name

T B
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4) Input the appropriate value in the field.
Note: The actual polling interval = Input value x 100.

Anto Discovery Settings Change zetting(=), then click [Apply].

® Anto Discovery : Use

Auto Discovery Settings
® Aunto Discovery server address : hitps//210.173.216 40/ Anto/AS
® Anio Discovery start schedule

) Weekdy | Sunday ~| 16 |50
(hh:mm})
{(#) Daily 16 -0 (hh:mm)
@ Device polling interval =[] 00msac (0 - 600)
& SNMP community name Cpublic

@ SNAAP community nams

5) Click [Apply].
6) Click OK to apply the setting.
Windows Internet Explorer

x_?/. fire wou sure you want to apply the new setting (=37

T T

Network security setup

@ Confirmation

The sstting(z) have besn updated.

7.2 Remarks
1) The setting range for this polling interval is: 0 to 60000ms (= 0 to 60 sec).

2) If a value of 1 or more is input, this will reduce network traffic. However, it will
take more time to complete Auto Discovery.
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Subject: Service Manual Correction (E-mail)

From: 1st Tech. Support Sec. Service Support Dept.

Prepared by: A. Ishiyama

Classification: [] Troubleshooting [] Part information [] Action required
] Mechanical ] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[X] Other ( ) [ Tier2
The Service Manual was corrected as follows.
Section 5.3.5 (pg. 61)
5.3.5 E-mail
SMTP/HTTPS
O: Adjustable A: Displayed only  —: Not displayed
@: Adjustable (value displayed as “*”)
Items Description Admin | Registrant | CE
RC Gate E- An E-mail address for the equipment. “rc_gate”
mail address is set to default. In the “E-mail (SMTP)” method,
(for sender) the E-mail address is used to send the collected
information to Communication Server. In the
“Internet encryption communication (HTTPS)”
method, the E-mail address is used to send E-
mail to the RC Gate admin's E-mail address o o o

when events occur (i.e. the device is
disconnected, or communication is
suspended/restored due to
suspension/recovery of the Communication
Server). Set the E-mail address within 126
characters.
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From: 1st Tech. Support Sec. Service Support Dept.
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[] Paper path L] Transmit/receive [] Retrofit information
[] Other ( ) [ Tier2

Important Information: RAC (USA) Only

SYMPTOM

Error code —2392 occurs at RC Gate installation.

CAUSE

The Gateway URL was incorrectly programmed.
e Correct URL: httpsi//........... /102/AS
e Incorrect URL: https://........... /i01/AS

Note: For information security reasons, only the relevant parts of the actual address are
mentioned in this RTB.

SOLUTION

Production line:
The URL was changed to the correct address.

In the Field:
For the affected units listed below, change the URL manually to the correct address in CE
mode from the RC Gate GUI.

See the procedure on the next page

Affected units:

- RC Gate Type BN1 (A768-17, EDP: 429500)

- Serial numbers: J7781000001 to J7781000038 (produced in October 2008)
- Total number of units: 38

See the attached list for details and shipping information.

=)

ShippingInfo(EDP#4
29500) xIs
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Model: RC Gate (Basil) Date: 30-Jan-09 No.: RA768011

Procedure for changing the URL to the correct address in CE mode (RC Gate GUI)

Remove the RC Gate from the box.
Plug in the power cable and connect your PC to the RC Gate with a Crossover Cable.
Boot up the RC Gate.
From the RC Gate Ul, Login via CE mode.
Address: https://192.168.10.1/CE
Password: "rst107C/S"
Select “RC Gate and Device Settings”.

RC Gate and Device Settings

_oOn =

6. Access the Communication Method Page under the RC Gate Settings navigation menu

on the left.

ﬁf BC Gate S=ttings
# Basic
_ ® RC Gate ID s
# Datz/Tims ® 1lodel ame
# Network ® RC Gate location
# E-mail @ Application version :3.37
() Commuication 3-.25[1:1::1-] ® “pplication last updated
W Nar fremantinm Sattinme ® 05 version :1.13
7. Confirm that the Communication Server Address is as follows: https://................ [i02/AS
e & Communication Server address | hitps -/ AVIWKERRVIAAGL 0 2/AS
# E-mail _ _
# Communication Method @ foterval fms to Sleep shin (604800 R

Whomr L e © o m e & TInierval me fo Slesn reinrn defection =13RON P



PO Month PO No.

Bill to Company Code Customer's PO No.

Ricoh EDP Code Delivery Point Code Delivery Address Code Delivery Address

Description of Mode

Alloc Qty Shipping Qty

Invoice# S/l Date

ETD

Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08
Oct-08

367141 RC

367141 RC

367141 RC

367141 RC

367141 RC

367141 RC

367141 RC

367141 RC

367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD
367144 RC_GES_LAD

40856
40856
40856
40856
40856
40856
40856
40856
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23264
23287
23287
23287
23287
23287

429500 RC

429500 RC

429500 RC

429500 RC

429500 RC

429500 RC

429500 RC

429500 RC

429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD
429500 RC_GES_LAD

20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
20 RAC FONTANA/CA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
01 RSADC PANAMA
03 RSADC URUGUAY
03 RSADC URUGUAY
03 RSADC URUGUAY
03 RSADC URUGUAY
03 RSADC URUGUAY

SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA
SEA

8 F80111
8 F80111
8 F80111
8 F80111
8 F80111
8 F80111
8 F80111
8 F80111
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
25 F80143
5 F80093
5 F80093
5 F80093
5 F80093
5 F80093

10/15/2008
10/15/2008
10/15/2008
10/15/2008
10/15/2008
10/15/2008
10/15/2008
10/15/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/17/2008
10/14/2008
10/14/2008
10/14/2008
10/14/2008
10/14/2008

Gl

10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
10/23/2008
10/23/2008
10/23/2008
10/23/2008
10/23/2008


O'Brien
For additional columns to the right, go to the next page


BL Date
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
10/25/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
11/2/2008
10/23/2008
10/23/2008
10/23/2008
10/23/2008
10/23/2008

ETA1(Port) ETA2

11/4/2008

11/4/2008

11/4/2008

11/4/2008

11/4/2008

11/4/2008

11/4/2008

11/4/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/18/2008
11/28/2008
11/28/2008
11/28/2008
11/28/2008
11/28/2008

Place of Delivery
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR
11/5/2008 FONTANA DOOR

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/21/2008 MANZANILLO CY

11/29/2008 MONTEVIDEO CY

11/29/2008 MONTEVIDEO CY

11/29/2008 MONTEVIDEO CY

11/29/2008 MONTEVIDEO CY

11/29/2008 MONTEVIDEO CY

Serial Number List

J7781000036
J7781000037
J7781000021
J7781000022
J7781000023
J7781000024
J7781000025
J7781000038
J7781000001
J7781000002
J7781000003
J7781000004
J7781000005
J7781000006
J7781000007
J7781000008
J7781000009
J7781000010
J7781000011
J7781000012
J7781000013
J7781000014
J7781000015
J7781000016
J7781000017
J7781000018
J7781000019
J7781000020
J7781000026
J7781000027
J7781000028
J7781000029
J7781000030
J7781000031
J7781000032
J7781000033
J7781000034
J7781000035

Container Number

OOLU7370787
OOLU7370787
OOLU7736639
OOLU7736639
OOLU7736639
OOLU7736639
OOLU7736639
OOLU7736639
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
PONU1509791
MOFU0613872
MOFU0613872
MOFU0613872
MOFU0613872
MOFU0613872
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Model: RC Gate (Basil) Date: 5-Jun-09 No.: RA768012

Subject: Authentication Error with Sun Java System Web Proxy Server 4.0 |Prepared by: A. Ishiyama

From: Service BPR Promotion Sec. Service Support Dept.

Classification: |[_] Troubleshooting [ ] Part information X Action required
[ ] Mechanical [ ] Electrical [] Service manual revision
[] Paper path [] Transmit/receive [] Retrofit information
[] Other ( )

Symptom

“Unable to connect to the Communication Server” is displayed on the operation panel
under the following conditions:

- RC Gate is connected to the @Remote Center via Sun Java Web Proxy Server 4.0.
- RC Gate is set for Basic Authentication

Note: This error means that RC Gate cannot communicate with the @Remote Gateway,
and appears in the System Log as “-2605;part headers:-14(-22)”.

Cause
Authentication error between RC Gate and the Sun Java Web Proxy Server 4.0.

RC Gate does not recognize the “Proxy-Authenticate” response sent from this proxy server.

[{pegi)

Instead, RC Gate only supports “Proxy-authenticate” (i.e. “a@” is in the lower case). As a
result, authentication cannot be successfully completed.

Action
If this symptom is reported, install firmware version 3.57-TC080550.

Note: This firmware is not an official release. It is available only for individual cases
reported from the field.
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Reissued: 18-June-10

Model: Basil Date: 28-Oct-05 No.: RA768001h |
RTB Reissue

The items in bold italics have been added.

Subject: Firmware Release History

Prepared by: A. Ishiyama

From: 2nd Overseas Tech Support Sec., 2nd PQM Dept.

[] Troubleshooting
] Mechanical

[] Paper path

X] Other ( )

Classification:

[] Action required
[] Service manual revision
[] Retrofit information

[ ] Part information
] Electrical
[] Transmit/receive

This RTB has been issued to announce the firmware release information.

Version Program No. Effective Date
V3.57-

TST00957" | A7685233D_TS100457 | Available only for RFU

TS100457

3.57-1.15 A7685233D May 2008 production

3.50-1.15 A7685233C December 2007 production

3.46-1.14 A7685233B October 2007 production

3.39-1.12A A7685233A March 2007 production

3.34-1.12 A7685233 May 2006 production

3.21-1.12 A7685226D October 2005 production
A7685221B

3.20-1.12 A7685226C May 2005 Production
A7685221B

3.18-1.11 A7685226B February 2005 Production
A7685221A

3.16-1.11 A7685226A Mass Production
A7685221A

Note: For the firmware v3.34-1.12 and later versions, only remote update from @Remote
center is available, but the firmware file for local update is not available.
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Reissued: 18-June-10

Model: Basil Date: 28-Oct-05 No.: RA768001h I
Version Symptom Corrected
V3.57-
TS100457- Important:
1.15- As soon as you install this firmware version, the RC Gate will no
TS100457 longer be ISO 15408 compliant.
This is because this firmware version is not being released as a
standard version, but rather as an individual countermeasure for
this specific symptom.
Symptom corrected:
1. Sometimes, it is not possible to register 100 devices with one
RC Gate (even though this is supported by the specifications).
Note:

This is because with recent devices and firmware versions, the
internal memory of the RC Gate was not large enough to handle
the larger file sizes. With this firmware, the size of the files being
stored has been decreased by changing the file format.

3.57-1.15 | Symptom corrected:

1. When performing a device search, RC Gate only includes the first
Community Name (see GFPR RC07120001).

2. If the Device Connect Check fails, following this, all other data
acquisition functions (counter data collection, device status acquisition,
etc.) do not work.

Other changes:

1. The capacity of the RC Gate SD card was increased from 32MB to
64MB.

Note: Due to this change, it is possible to perform RFU for a firmware
file that is larger than 16MB (e.g. LCDC firmware for the AT-
C1). See RTB RGene023 for details.

2. The Ping command can now be enabled/disabled.

3. If the same SC/supply call occurrence is declared by more than one
primary function of a MIB device (Copier, Printer, etc.), RC Gate will
regard this as one occurrence and log it accordingly.

Note: This is to eliminate unnecessary logging of the same SC/supply
call from a MIB device.

4. ltis now possible to specify an IP address range for Auto Discovery (in
addition to the subnet mask range).

5. ltis now possible to import a CSV file when performing the IP
address/subnet mask settings for Device Registration and Auto
Discovery, instead of manually typing in this information.

6. Itis now possible to perform the search at Device Registration using
the host name. (Previously, only the IP address could be used).
Notes:
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Reissued: 18-June-10
Model: Basil Date: 28-Oct-05 No.: RA768001h I

Version Symptom Corrected

1. When using the host name to perform the search, this
information must be imported from a CSV file.

2. For all communication with the device following Device
Registration, RC Gate uses only the IP address (and not the
host name).

7. ltis now possible to set the reboot function to a weekly or monthly
cycle (default: every Sunday).
8. Itis now possible to adjust the inter-device polling interval at Auto
Discovery (0 — 60000ms).
Note: This is to reduce network traffic caused by continuous access
to devices.

3.50-1.15 | Symptom corrected:
1. RC Gate cannot reboot due to a defective sector on the SD card

(permanent solution).

2. RC Gate freezes and changes to a "disconnected" status under the
following conditions:

- The RC Gate firmware is upgraded to ver3.46 by RFU

- Windows Authentication (ISA proxy server) is enabled on the
user's machine

- The user's network environment uses a domain controller
Note: In such environments, the domain name is required at the
head of the user name (e.g. domain\userid )

3. RC Gate freezes (red and orange LEDs blinking) and a “Disconnect

Call” is sent to the @Remote Center under the following conditions:

- RC Gate (internal SD card) already contains a device System
firmware file at least 9.3MB in size for one of the products listed
below, AND

- The RC Gate firmware is then updated by RFU to ver3.46-1.14 or
older (see RTB RA768006 for more details).

Note: In addition, this RC Gate will be displayed in the Disconnect
List in the center GUI.

MFP: MT-C2.5, TH-C1, V-C1, J-C2, A-C4, R-C4, At-C1, Ap-C1,
PG-C1, B-C3, MT-C3, A-C4.5, R-C4.5, K-C3, N-C2, PR-C1, S-C3,
all future models

LP: G-P2, all future models

Other changes:

1. Supports the change in the Rescue function made to 2007 mainframe
products (error code 53 was added).

3.46-1.14 | Symptom corrected:

1. From this firmware version, if RC Gate is in Sleep mode, it will not
accept Supply Calls from the device. (Previously, supply call was
stored in the RC Gate when the RC Gate was in Sleep mode.)
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Reissued: 18-June-10
Model: Basil Date: 28-Oct-05 No.: RA768001h I

Version Symptom Corrected

Note: This is to ensure that Supply Calls resent from the same device
while RC Gate is in Sleep mode are not misinterpreted at the
@Remote Center as separate calls.

2. If RC Gate receives many device alarm calls and cannot extract them,
a memory leak and Appliance (RC Gate) SC occur.

3. The System Log stored in the RC Gate cannot be updated properly.

4. RC Gate cannot reboot, due to a defective sector on the SD card (an
SD card sector check was added).

Other changes:

1. Information obtained by the @Remote Center from a MIB device will
be checked to make sure it does not contain invalid text code (i.e. text
code other than displayable ASCII).

2. The "hourly" setting for AutoDiscovery was deleted (AutoDiscovery
cannot be set in hourly cycles).

3. The MIB device search logic was changed so that RC Gate can
search for Samsung and other OEM products.

4. An IP masking feature was added, which allows the operator to mask
the IP address sent from the RC Gate to the @Remote Center.

5. To test the response of an RC Gate in Sleep mode to a
communication from the @Remote Center, the Center will initiate a
polling session instead of generating a Test Call.

6. The maximum number of retries and retry interval for obtaining
"errlog.txt" can now be changed from the Web interface.

Setting range and default values:
-Retry interval: 1-99 sec (default: 30 sec)
-Max. number of retries: 0-9 times (default: 3 times)

7. Supports the new SP mode added to MFP/LPs that can enable RFU
to be performed only when the device is in Energy Saver mode (see
the Release Notes for each MFP/LP).

8. The warm-up time was reduced by about 30 seconds.

9. RC Gate does not need to reboot after changes are made to the IP
address or other network settings.

10. Supports the ISA proxy server (NTLMv2 Authentication).

3.39-1.12A | Symptom corrected:

1. Sometimes RC Gate shuts down if a problem occurs while it is
rebooting (once a week).
Note: From this firmware version onward, RC Gate will trigger an SC
and try the reboot again if a problem occurs during reboot.

2. A communication failure occurs while RC Gate is reading the device
data via S-SENSE.

3. If the RC Gate power is turned off while managing the device's status
from "Monitored" to "Managed", following this, the operation cannot
be retried.
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Reissued: 18-June-10

Model: Basil

Date: 28-Oct-05 No.: RA768001h I

Version

Symptom Corrected

Other changes:
1. New feature:

RC Gate can capture the MIB serial number from both standard and

non-GW private MIB devices, and then use this data at Auto

Discovery or when changing the device's registration status to

"Managed".

In accordance with this change, the following changes were made to

the RC Gate GUI:

- A "Serial Number Setting" menu was added to CE mode. Here,
the operator inputs the OID for capturing the MIB S/N from a
private MIB.

— This new menu includes a [MIB OID Test] button, which is used to
test the OID of the private MIB before actual registration.

3.34-1.12

1. If RC Gate finds over 100 devices to newly register, an error occurs
while the user selects which 100 they wish to register.
Note: By specification, up to 100 devices can be registered.

2. Sometimes, RC Gate does not do a retry if it cannot get the counter
data from the device, and the old counter data is sent to the Center.

3. Sometimes, a memory overflow occurs (Appliance SC) when a large
amount of data is received from a CSS-connected device.
Note: The firmware was changed so that RC Gate accepts a
maximum of 8K of data.

4. Remote Firmware Update fails when RC Gate logs in to the Center
more than once without logging out.
Note: The firmware was changed so that RC Gate must log out before
it logs in a second time.

Other changes:
To conform to the ISO15408 standard:
1. The Shutdown function was added to RC Gate:

[Maintenance] — [Shut Down RC Gate]

Note:

- If the RC Gate main power switch is turned OFF without the
Shutdown function, the log data stored since the last update will
be erased (maximum 1 hour’s worth of log data).

— The Shutdown function prevents damage to the SD card and
data inside RC Gate.

2. The firmware was changed so that the user must input the proxy
server |IP address in the HTTP Proxy Settings screen.
3. The 3DES encryption algorithm was added for HTTPS.

Note: From this firmware version, RC Gate supports the 3DES, DES

and RC2 encryption algorithms for HTTPS.

4. The timing for the System Log Backup (RAM to SD card) was
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Version Symptom Corrected

changed as follows:

Old: At shutdown and once a week

New: At shutdown and every hour

3.21-1.12 | 1. Changed the default privilege of “perform remote firmware update”
from “Disabled” to “Enabled”.

2. Supports the PCMCIA driver.

3. Changed the idle-time interval for entering RC Gate sleep mode from
“7days” to “3 hours”.

4. Changed the RC Gate recovery check interval from sleep mode from
“24 hours” to “1 hour”.

5. Wording changed from “Proxy Address” to “Proxy IP Address”.

6. Changed the SSID for wireless LAN from “30 digits” to “32 digits”.

7. Added a debug screen that can be used to monitor communication
status between RC Gate and the device.

8. RC Gate cannot register device IP Addresses more than once.

9. SSL communication between RC Gate and the device works properly
(bug fix).

3.20-1.12 | Correct the communication error between RC Gate and Device to change

the obtaining way for MIB OID information.

3.18-1.11 | Changed CE mode password from “service” to “rst107C/S”

3.16-1.11 | 1st Mass Production
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Model: RC Gate A (Basil) Date: 28-March-12 | No.: RA768013 |
Subject: Default Setting Change of Alarm Call Notification Prepared by: T. Takahashi
From: : 1st Tech. Service Sec. MFP/P Technical Service Dep
Classification: |[] Troubleshooting [] Part information [] Action required
] Mechanical [] Electrical [] Service manual revision
[] Paper path [] Transmit/receive ] Retrofit information
[] Product Safety X Other (Installation) X Tier 2

Important Information:
Default for Alarm Call Notification will be Changed to “No Send”

Overview

® The default setting of the Alarm Call notification will be changed from “Every Date” to
“No Send” for all appliances newly registered on March 29, 2012 onward. The
setting for appliances registered before this date will not change.

® This is because the large volume of Alarm Calls is taxing the Center system. Currently,
Alarm Calls make up 25% of the total call volume. If this continues, soon the Center
system will be overloaded with high network traffic. In addition, 95% of all Alarm Calls
are automatically closed, which means that most Alarm Calls are unnecessary.

ACTION

® |f you want to use Alarm Call notifications on appliances newly registered on or after
March 29, change the Alarm setting when you register the appliance.
See the procedure below.

» Examples of when Alarm Call notifications are needed:
- To remind you about periodic PM visits (PM alarm)
- To inform you of problems anticipated on PP products (error prediction)
- To continue using Error Alarms

® If you do not need to use Alarm Call notifications on appliances already installed in
the field, change the setting back to "No Send".
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Old default setting (before March 29, 2012):
Appliance Information For Admn

Uedate )

& Information [El Server [H Center [ Network Bl @Remote Service

B Auto Discovery Bl Common B Notification Bl Device Auto Allocation Bl User Code Counter

Item Name Timing Type Day Week |Hour Minute | Second
Alarm Fixed Time of Every Date 14 30

Counter Information | Fixed Time of Eveny Month 1 16 34

Device Status Fixed Time of Ewvery Date 1 45

hIB FEC COn Time

MIB Supply OnTime

SCCT On Time

Supmaly CnTime

- .

New default setting (from March 29, 2012):
Appliance Information For Admin

UE date )

= Information [El Server [H Center Network B @Remote Service

Bl Auto Discovery B Common | E| Notification Bl Device Auto Allocation B User Code Counter

ltem Name Timing Type Day Week |Hour Minute | Second
Alarm Mo Send

Counter Information | Fixed Time of Ewvery bonth 1 16 38

Device Status Fixed Time of Every Date 1 45

MIB FSC On Time

MIE Supply On Time

SCICT On Time

Supply On Time
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Procedure
Do the following if you want to enable the Alarm Notification when you register a new
appliance on or after March 29, 2012.

Note: Although you can see the Alarm Notification setting from the Appliance GUI, this is read only.
To change the setting, you must access the Admin menu on the Center GUI.

1. Register the new Appliance on-site with the Center System.

2. Login to the Center GUI and access the Admin menu.

3. Select the appliance from the list displayed.

4. Click on the “Notification” box.

5. Double-click on the “Alarm” row listed under “Notification Timing”.

Appliance Information For Admin

Ued'ate )

= Information [El Server [E Center  [E Networl E| @Remote Service

B Auto Discovery Bl Common | E| Notification Bl Dewice Auto Allocation Bl User Code Counter

Item Mame Timing Type Day Week Hour Minute | Second
Alarm Mo Send

Counter Infarmation | Fixed Time of Every Month 1 16 38

Dewvice Status Fied Time aof Every Date 1 48

MIB FSC On Tirme

MIB Supplhy On Time

SCiCC On Tirme

Supply On Time

3-4. Select the “Notification Timing Type” and “Notification Date/Interval”.

Alarm — Setting Notification Timing

* Notification Timing Type

* Notification Date/Interval

Fixed Time of Every kaonth
Fixed Time of Eveny Week
Fixed Time of Every Date Ok CAMNCEL

3-5. Click [OK] to complete the procedure.



RICOH Technical Bulletin PAGE: 1/6

Model: Basil (RC Gate) Date: 24-Sep-12 No.: RA768014

Subject: Security concern after Microsoft Update Prepared by: T. Takahashi
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SYMPTOM

RC Gate series appliances (RC Gate, RC Gate A, RC Gate S pro @Remote) cannot
be accessed from the Web Ul.

Note: This has no effect on @Remote functionality. Acquisition of counter data, Auto
Call Notification, and all other features are completely unaffected.

CAUSE

The following update released by Microsoft blocks RSA certificates with security keys
that are less than 1024 bits long:
http://support.microsoft.com/kb/2661254

The RC Gate series (RC Gate/ RC Gate A/ RC Gate S pro @Remote) uses RSA
certificates with a security key that is 512 bits long. As a result, after the Microsoft

update is applied, the user will not be able to access an RC Gate series appliance from
the Web browser.

Note: This update was released by Microsoft on August 14, 2012, and will be
included in Windows Updates from October 9.

SOLUTION

Temporary/permanent solution:
Modify the size of the keys that are blocked by the PC.
See procedure below.
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Procedure
Do the following.

Windows 7/Vista:

1. Access the DOS command prompt.

2. Type the following command, and then press Enter:
Certutil -setreg chain\minRSAPubKeyBitLength 512

3. Type the following command, and then press Enter:
Certutil -setreg chain\EnableWeakSignatureFlag 2

[z] Administrator: C:¥Windows¥system32¥CMD.exe

]

ation. All rights

t I ficateChain

Cr¥llzers¥idninist rators
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Windows XP

1. Click [Start], then [Run].
2. Type “regeit”, and then click [OK].
=i Run |

e Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you.

Oper: | R =l

';!-'," This task will be created with adrninistrative privileges,

(0] Cancel Browse... |

3. Right-click on the “Encoding Type 0" folder, select “New”, and then select “Key”.
Location of this folder:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\EncodingType 0

4. Add the key, “CertDIICreateCertificateChainEngine”.

% Pegistry Editor

File Edit Wiew Favoribes Help

(L] Conferencing P — — —
o S ey || [2B]¢Defaul) REG_SZ (walue nok set)
-] Calais
[ CatalogDB
([ CatDBETempFiles
-1 Defaulks
[_7) IEDirtyFlags
[L1] Machine Settings
=1 ol
(|
-] EncodingTyp Expand
(-] Protect
-2 Providers Fird...

akring value

a P‘NG_ Delete Binary Yalus
2 L services Rename DWORD Walue
I+\ Qcr | Multi-String Value
[+ Cl Dakafccess Export .
-] DataFactary N — Expandable String value
[ DevDiv
#-] DeviceManager Copy Key Mame
-] Dfrg
-] Direct3D

-] DirectDraw

-] DirectInput

-] DireckMusic

#-{_] DirectPlay

-] DirectPlayd

-2 DirectPlayMaTHelp v |

My ComputeriHEEY _LOCAL_MACHIMEYSOFT w AR E Microsoft) Cryplographyy OIDEncoding Type O
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\OID\EncodingTyp

Right click anywhere inside the right part of the window (where files are displayed).

5. In the same way, add the key “Config” under:
e 0\CertDlICreateCertificateChainEngine”

6.

7. Select “New”, and then select “REG DWORD?”.

8. Create by the following file by inputting its name:
EnableWeakSignatureFlags

9. Repeat Steps 6-8, creating the following file in Step 8:

minRSAPubKeyBitLength

% Repistry Editor

File Edit View Favorites Help

] Conferencing
=-[Z3 Cryptography
-] Calais
[C] CatalogDE
[ CatDBTempFiles
[0 Defauls
[ IEDirtyFlags
[Z1 Machine Settings
=] oD
=23 EncodingType 0
#-[] CertDlopenstoreProy
CryptSIPDICreateIndirectData
CryptSIPDIGetSignedDataisg
CryptSIPDIIsMyFileTypez
CryptSIPDIPULSignedDatatMsg
CryptSIPDIRemovesSignedhatak
CryptSIPDIVeriFvIndirectData
=[] CertDlCreatechainEngine
£ Canfig
=23 EncodingType 1
-] Prokect
- [ Providers
[ RMG
[:l Services
[ cTF
[:l Datafccess

[ DataFactory

[+

= D
[+ D
= D
[+ D
= D
[+ D

o e e e e A N T B

=]

£ >

Type [ata

|| Mame
! REG_SZ {walue not set)
Skring value

Binary Walue

DWIORD Yalue

Multi-Skring Walue
Expandable String Yalus

b
=!Il

HIE:

My ComputeriHEKEY _LOCAL_MACHIMEY, SOFTWARE\Microsofth Cryptographe QIDEnRcoding Type O CertDllCreateChainEnginelConfig
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10. Single-click on the first file you created (“EnableWeakSignatureFlags”), and then

select “Modify” from the Edit menu.
Note: This can also be done by right-clicking on either file and then selecting “Modify”.

Registry Editor

EBX

= N Yiew Faworites Help
A0 Name Twpe Daka
Modify Binary Data (Default) RE_S2 {walue nat set)
N ; 7 e, REG_DWORD 0x00000000 (0
[R¥] minRSAPUBKeyBitLength REG_['WORD D%00000000 (0}
Permissions. .. fles
Delete Deel
Rename [ngs
Copy Key Mame iType 0 M
Find. .. ChHF DlliopensStoreProw
Find Mesxt F3 |tSIPDICreateIndirectData
: oy =yt SIPDIGetSignedDat atsg
- CryptSIPDIIsMyFileType
#-3 CryptsIPDIPUtSignedDatalsg
#- [ CryptsSIPDIRemoveSignedDatan
#-27 CryptsIFDIVerifyIndirectData
=1 CertDliCreateChainEngine
£ Config
-] EncodingType 1
-] Proteck
-7 Providers
[ rRuG
[:l Services
3 cTF
[C] Datanccess
[:l DataFactory b
2t | 8 a3 %
Modifies the value's data. I

11. Set the “Value data” to: 2 (Hexadecimal or D

Edit DWWORD ¥alue

Walue name:

| Enableteak SignatureFlags |

Walue data: Baze
| 4 | {(*) Hevadecimal
) Decimal
[ ] l [ Cancel

ecimal).
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12. Repeat Steps 10 and 11 for the second file you created
(“minRSAPubKeyBitLength”), setting “Value data” to: 512 (decimal).

Edit DWORD ¥alue

Walue name:
minASAPubK.evBitLenath

Walue data: Baze
() Hexadecimal
(%) Decimal

[ 1] l [ Canicel
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