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Safety Information in this manual before using the equipment.



Introduction

This manual contains detailed instructions and notes on the operation and use of this equipment. For
your safety and benefit, read this manual carefully before using the equipment. Keep this manual in a
handy place for quick reference.

Important

Contents of this manual are subject to change without prior notice. In no event will the company be li-
able for direct, indirect, special, incidental, or consequential damages as a result of handling or oper-
ating the equipment.

Caution

Certain options might not be available in some countries. For details, please contact your local dealer.
Some illustrations in this manual might be slightly different from the equipment.

The supplier shall not be responsible for any damage or expense that might result from the use of parts
other than genuine parts from the supplier with your office products.

Power Source

220 - 240V, 50Hz, 5A or more
Please be sure to connect the power cord to a power source as above.

Trademarks

MS®, Microsoft®, Windows®, Windows NT® and Windows Server® are registered trademarks of Micro-
soft Corporation in the United States and/or other countries.

Other product names used herein are for identification purposes only and might be trademarks of their
respective companies. We disclaim any and all rights to those marks.

The proper name of the Windows operating systems are as follows:

* The product names of Windows® 2000 are as follows:
Microsoft® Windows® 2000 Professional
Microsoft® Windows® 2000 Server
Microsoft® Windows® 2000 Advanced Server

» The product names of Windows® XP are as follows:
Microsoft® Windows® XP Home Edition
Microsoft® Windows® XP Professional

» The product names of Windows Server® 2003 are as follows:
Microsoft® Windows Server® 2003 Standard Edition
Microsoft® Windows Server® 2003 Enterprise Edition
Microsoft® Windows Server® 2003 Web Edition

» The product names of Windows NT® 4.0 are as follows:
Microsoft® Windows NT® Workstation 4.0
Microsoft® Windows NT® Server 4.0



Safety Information

When using this equipment, the following safety precautions should always be
followed.

Safety During Operation

In this manual, the following important symbols are used:

/\ WARNING:
Indicates a potentially hazardous situation which, if instructions

are not followed, could result in death or serious injury.

/\ CAUTION:
Indicates a potentially hazardous situation which, if instructions are not

followed, may result in minor or moderate injury or damage to property.




/\ WARNING:

Confirm that the wall outlet is near the equipment and freely accessi-
ble, so that in event of an emergency, it can be unplugged easily.

Disconnect the power plug (by pulling the plug, not the cable) if the
power cable or plug becomes frayed or otherwise damaged.

Disconnect the power plug (by pulling the plug, not the cable) if any of
the following occurs:

e You spill something into the equipment.
* You suspect that your equipment needs service or repair.

e The external housing of your equipment has been damaged.
Disposal can take place at our authorized dealer.

Use the AC adapter supplied with the equipment. Otherwise, a fire, an
electric shock, a equipment failure might occur.

Connect the equipment only to the power source described on the in-
side front cover of this manual. Connect the power cord directly into a
wall outlet and do not use an extension cord.

Do not damage, break or make any modifications to the power cord.
Do not place heavy objects on it. Do not pull it hard nor bend it more
than necessary. These actions could cause an electric shock or fire.

Do not plug in or out with wet hands.

While thundering nearby, do not touch this equipment (Type BM1) to
avoid a possible electric shock.

For the Type BM1, please connect the telephone line after the power is
on, and disconnect the telephone line before the power is off. If you do
not follow the procedures, you might get an electric shock.

The supplied power cord is for use with this equipment only. Do not
use with other appliances. Doing so may result in fire, electric shock,
or injury.




/\ CAUTION:

Protect the equipment from dampness or wet weather, such as rain and
snow.

Unplug the power cord from the wall outlet before you move the equipment.
While moving the equipment, you should take care that the power cord will
not be damaged.

When you disconnect the power plug from the wall outlet, always pull the
plug (not the cable).

Do not allow paper clips, staples, or other small metallic objects to fall inside
the equipment.

Keep the equipment away from humidity and dust. Otherwise a fire or an
electric shock might occur.

Do not place the equipment on an unstable or tilted surface. If it topples
over, an injury might occur.

Clean the plug end of the power cable at least once a year so as to avoid a
possible fire.




Grounding

In order to prevent potentially hazardous electrical shock, provide means of
connecting to the protective grounding conductor in the building, wiring those
grounding conductors of power cable.



Manuals for This EQuipment

The following manuals describe procedures to operate and maintain this equip-
ment.

For safe and efficient operation of this equipment, all users should read and fol-
low the instructions carefully.

% Setup Guide
Describes how to install the equipment.

% Operating Instructions (this manual)
Provides all of the information on how to install, set up, and use the equip-
ment. This manual is provided as a PDF file.

& Note

O You need not perform the installation and registration procedures explained
in this manual if a customer engineer has already installed and registered
your equipment. However, in order to operate and maintain the equipment,
you must read this manual carefully.



Vi

How to Read This Manual

Symbols

The following set of symbols is used in this manual.

/\ WARNING:

This symbol indicates a potentially hazardous situation that might result in
death or serious injury when you misuse the equipment without following the
instructions under this symbol. Be sure to read the instructions, all of which are
described in the Safety Information section.

N\ CAUTION:

This symbol indicates a potentially hazardous situation that might result in mi-
nor or moderate injury or property damage that does not involve personal injury
when you misuse the equipment without following the instructions under this
symbol. Be sure to read the instructions, all of which are described in the Safety
Information section.

* The statements above are notes for your safety.

ﬂlmportant
If this instruction is not followed, paper might be misfed, originals might be

damaged, or data might be lost. Be sure to read this.

5] Preparation
This symbol indicates information or preparations required prior to operating.

& Note
This symbol indicates precautions for operation, or actions to take after abnor-
mal operation.

? Limitation

This symbol indicates numerical limits, functions that cannot be used together,
or conditions in which a particular function cannot be used.

[ 1]
Keys and buttons that appear on the computer's display.

About the Abbreviation

In these sheets, we sometimes use the term “RC Gate” as an abbreviation of Re-
mote Communication Gate.
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1. About the Remote

Communication Gate

Outline of the System

There are 2 methods of communication between the equipment and the Com-
munication Server. They are the E-mail (SMTP) method and the Internet encryp-
tion communication (HTTPS) method. The following describes the outline of the
system for each method.

E-mail (SMTP) Method

In this method, collected information is sent to the Communication Server auto-
matically by E-mail. To use this method, an environment which enables to send
E-mail with the SMTP protocol is required.

With “E-mail (SMTP)” method, the equipment will search the image I/O devic-
es on the network. This is called “Auto Discovery. ” The searched information
will be sent to the Communication Server. You are able to receive our advice ac-
cording to the sent information. For example, for a better image I/O device lay-
out.

E-mail is encrypted by S/MIME for secure communication.

TCP/IP

5 AAA319S
1. Communication Server 2. SMTP Server
Information sent from the equipment by SMTP Server for E-mail. You are able to
E-mail will be aggregated to this server. use the system if your environment is

able to use E-mail with the SMTP Proto-
col. This server can be the server of your
ISP, and does not have to be the server on
your local network.



About the Remote Communication Gate

3. Image I/O Devices on the Network
This equipment can collect information
from digital MFPs and printers by Auto
Discovery. The Auto Discovery enables
you to control information of as many as
500 devices. The equipment may not be
able to collect information from some de-

4. Computer for Setting

The equipment is set by RC Gate Monitor.
For example, Auto Discovery settings.

5. This Equipment (Remote Com-
munication Gate Type BN1)
This Equipment manages and sends var-

ious information from other devices to
the Communication Server.

vices.

Internet encryption communication (HTTPS) Method

In this method, the equipment communicates with the Communication Server
by HTTPS. This method allows the equipment to communicate with the Com-
munication Server by HTTPS using mutual authentication. Communication is
secured with this protocol. The Communication Server works as the HTTPS
server, and the equipment works as the HTTPS client, to exchange information.

In addition to the periodical detection (Auto Discovery function) of the image
I/O devices on the network, the Internet encryption communication (HTTPS)
enables you to receive remote control services and to collect more detailed infor-
mation from the Communication Server, taking advantage of its interactive
communications.

Your system will be “Always connected” method or “Dial-up” method accord-
ing to your connection to the internet.



Outline of the System

Always Connected Method

If your network is connected to the internet, the equipment will communicate
with the Communication Server using that environment. Here, we call it the “Al-

ways connected” method.

When you use the “Always connected” method, the following two items must
be cleared: 1. Your environment is arranged to be able to access websites outside
of your network; and 2. When using proxy certification, the account and pass-

word for the equipment is available.

TCP/IP

1. Communication Server

Information sent for various services will
be aggregated to this server.

2. Proxy Server and/or Firewalls

You are able to use your proxy server and
firewalls. When using proxy, Basic au-
thentication, Digest authentication and
Windows authentication (only NTLMv2
authentication available) can be used
with this equipment.

3. Registered Image I/O Devices on
the Network

This equipment can manage digital MFPs
and printers by communicating with the
Communication Server. The equipment
can manage a maximum of 100 devices,
including “7. Image I/O Devices Regis-
tered without the Network.” The “Auto
Discovery” function works with these
devices as well. Ask your service repre-
sentative for the compliant devices, as the
equipment cannot manage some devices.
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4. Non Registered Image I/O Devic-
es on the Network

This equipment can collect information
from non-registered digital MFPs and
printers and send it to the Communica-
tion Server by using the “Auto Discov-
ery” function. The equipment cannot
collect information from some devices.
The Auto Discovery enables you to control
information of as many as 500 devices.

5. Computer for Administration

This computer is to administer the equip-
ment by use of the RC Gate Monitor.

6. This Equipment (Remote Com-
munication Gate Type BN1)
Intermediates managed image 1/0O de-
vices and the Communication Server.
Sends various information from other de-
vices to the Communication Server, and
receives software to update the devices.

7. Image I/O Devices Registered
without the Network

Regarding the digital MFPs and copy
machines unconnected to the Network,
you can control them by directly connect-
ing to this equipment using the RS-485
modular cable (black). The image I/O de-
vices on the Network can also be control-
led by the modular cable connection for
more detailed services. (For the devices
unconnected to the Network, however,
you cannot use the Auto Discovery). A
total of 5 devices can be connected to the
Network. There are some devices, how-
ever, that cannot be connected with the
modular cable. Please contact your main-
tenance service representative and ask
about the compliant devices. The actual
connection operation is to be conducted
by your service representative.



Outline of the System

Dial-up Method

If your network environment is not suitable for the “Always connected” method
(For example, you cannot connect to a website on the internet), connect the
equipment to the Communication Server with the modem installed in Type
BM1. This is called the “Dial-up” method. For this method, you can use the fac-
simile line or telephone line exclusively prepared for this equipment.

TCP/IP

1. Communication Server

Information sent for various services will
be aggregated to this server.

2. Access Point

You can make a setting by selecting a
country name from among [Access point]
list in [RC Gate Registration Wizard].

3. Registered Image 1/O Devices on
the Network

This equipment can manage digital MFPs
and printers by communicating with the
Communication Server. The equipment
can manage a maximum of 100 devices,
including “7. Image I/O Devices Regis-
tered without the Network.” The “Auto
Discovery” function works with these
devices as well. Ask your service repre-
sentative for compliant devices, as the
equipment cannot manage some devices.

AAA318S

4. Non Registered Image 1/0 Devic-
es on the Network

This equipment can collect information
from non-registered digital MFPs and
printers and send it to the Communica-
tion Server by using the “Auto Discov-
ery” function. The equipment cannot
collect information from some devices.
The Auto Discovery enables you to control
information of as many as 500 devices.

5. Computer for Administration

This computer administers the equip-
ment by use of the RC Gate Monitor.

6. This equipment (Remote Com-
munication Gate Type BM1)

Various information concerning the im-
age 1/0 devices managed by this equip-
ment are sent to the Communication
Server. It communicates with the Com-
munication Server via the modem in-
stalled in this equipment.
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7. Image 1/O Devices Registered
without the Network

Regarding the digital MFPs and copy
machines unconnected to the Network,
you can control them by directly connect-
ing to this equipment using the RS-485
modular cable (black). The image I/O de-
vices on the Network can also be control-
led by the modular cable connection for
more detailed services. (For the devices
unconnected to the Network, however,
you cannot use the Auto Discovery). A
total of 5 devices can be connected to the
Network. There are some devices, how-
ever, that cannot be connected with the
modular cable. Please contact your main-
tenance service representative and ask
about the compliant devices. The actual
connection operation is to be conducted
by your service representative.



Guide to the Equipment

Guide to the Equipment

Top/Front

1. @ Power
Lights green while the equipment is op-

erating.
2. ¥ Call Maintenance

OFF when correctly the equipment started.
Lights red when an error occurs. In this
case, contact your service representative.

& Note

AAA302S

3. 4 Communication Error

OFF when correctly communicating with
the Communication Server. Lights or-
ange when access to the Communication
Server fails. Check the LAN cable is cor-
rectly connected. Then turn the power of
this equipment off and turn it on again.
Connect the power cable if it not connect-
ed. Contact your service representative if
the problem persists.

O When re-booted and started, the LEDs blink for a while.

O If the equipment stops functioning due to error, the red and orange LEDs
flash rapidly and alternately. Call your service representative if this happens.
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Back

Remote Communication Gate Type BN1

LAN1 LAN2 OA I/F DC5V

IS

—

1. LAN1 Port

The network (Ethernet) interface port for
maintenance. The IP address of the port
is set to 192.168.10.1 as the factory de-
fault, but you can change the address to
192.168.1.1 or 192.168.250.1. This is used
by the service engineer for the mainte-
nance of this equipment, and also used
for the first LAN2 port IP address setting.

2. LAN2 Port

The network (Ethernet) interface port to
connect this equipment to the network.
The default IP address is 192.168.0.2, but
it can be changed.

6 AAA022S

3. OAI/F

This is an RS-485 interface port to be con-
nected to the image I/O devices to collect
information without connection setting
via Network. The modular cable (black)
is used for the connection. Contact your
service representative for the connection
service. The actual connection operation
is to be conducted by your service repre-
sentative.

4. Power Socket
Connect to the power cable.

5. Screw Hole
A hole for a screw to set the bracket.

6. A port for Wireless LAN Card
(Option)

An optional wireless LAN card interface
for the network connection of this equip-
ment.



Guide to the Equipment

Remote Communication Gate Type BM1

LAN1 LAN2 OA I/F DC5V

@ ;

1

N
(X
D
(3]

1. LAN1 Port

The network (Ethernet) interface port for
maintenance. The IP address of the port
is set to 192.168.10.1 as the factory de-
fault, but you can change the address to
192.168.1.1 or 192.168.250.1. This is used
by the service engineer for the mainte-
nance of this equipment, and also used
for the first LAN2 port IP address setting.

2. LAN2 Port

The network (Ethernet) interface port to
connect this equipment to the network.
The default IP address is 192.168.0.2, but
it can be changed.

6 7 AAA015S

3. OAI/F

This is an RS-485 interface port to be con-
nected to the image I/O devices to collect
information without connection setting
via Network. The modular cable (black)
is used for the connection. Contact your
service representative for the connection
service. The actual connection operation
is to be conducted by your service repre-
sentative.

4. Power Socket
Connect to the power cable.

5. Screw Hole
A hole for a screw to set the bracket.

6. LINE

Interface port to connect the telephone
line.

7. FAX

Interface port to connect the FAX line
when using the same line with your FAX.

LAN Port Indicator

You can check the connection condition of the LAN1 port and the LAN2 port.

2

1. Orange

This colour lights on when connected to
the 100 Mbps network. Lights off when
connected to the 10Mbps network or is
not connected to the network.

AAAD17S

2. Green

This colour lights on while transmitting
data.
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2. Setup and Connection

This chapter will describe how to setup and connect the equipment to the network.

Checking the Setup Environment

A\ WARNING:
e Confirm that the wall outlet is near the equipment and easily accessi-
ble so as to be unplugged quickly in an emergency.

A\ CAUTION:
* Keep the equipment away from humidity and dust. Otherwise a fire or an
electric shock might occur.

* Do not place the equipment on an unstable or tilted surface. If it topples
over, an injury might occur.

Place the equipment on a level and vibration free surface.

Place the equipment on a location that guarantees a space of 1cm (0.4inch) or
more from the front/back/left/right sides of the equipment.

i@klmportant
O Do not locate the equipment where it is exposed to:

e direct sunlight
e air conditioner, heater, or humidifier emission

¢ electronic/magnetic interference from radios, televisions, or other electri-
cal equipments

* Areas excessively cold, hot, or humid

* extreme heat, cold, or humidity
O Locate this equipment in a secure environment such as an enclosed office.
O This equipment supports manufacturer genuine I/O devices only.

O Connect this equipment and the image I/O devices to a responsibly adminis-
trated network that is protected by a firewall or a similar Internet security / vi-
rus protection facility.

O Choose appropriate persons as the administrator and registrant. The admin-
istrator is responsible for management and operation of the equipment; the
registrant is responsible for registering the equipment on the Communication
Server. Both must read the “Operating Instructions” and “Setup Guide” carefully.

11
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Setup and Connection

Place the equipment in the recommended temperature and humidity shown below:

%RH  10°C 80% 27°C 80% %RH  50°F80% 80.6°F 80%
80 80
| 32°C | 89.6°F
60 60
40 40
20| 20
10! 20! 30! °C 50 60! 70! 80! 90! °F
- Allowable range :l Recommended range AAAG23S
*E*Important

O When the equipment is moved from a cold to a warm location, or vice versa,
internal dew condensation can occur. In this case, leave the equipment in the
new environment for at least one hour.

O Keep the equipment's power on during normal operation.



Connecting the Power Cable

Connecting the Power Cable

This procedure shows you how to connect the power cable to the equipment.

A\ WARNING:

e The supplied power cord is for use with this equipment only. Do not
use with other appliances. Doing so may result in fire, electric shock,
or injury.

e Use the AC adapter supplied with the equipment. Otherwise, a fire, an
electric shock, a equipment failure might occur.

e Connect the equipment only to the power source described on the in-
side front cover of this manual. Connect the power cord directly into a
wall outlet and do not use an extension cord.

* Do not damage, break or make any modifications to the power cord.
Do not place heavy objects on it. Do not pull it hard nor bend it more
than necessary. These actions could cause an electric shock or fire.

ﬂ Connect the AC adapter to the power cable.

ﬂ Connect the AC adapter securely to the power socket of the equipment.

(0906 ]

|

AAA001S

B Secure the cable with the bracket and fix it with the screw.

AAA002S

& Note
O Use a coin when you fix the screw.

13
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4] Plug the power cable into the wall outlet.

& Note

O The LED blinks when the equipment is warming up or in maintenance
mode, and then the orange and green LEDs are lit.

O For details about the shutdown procedure, see p.123 “Shut Down RC
Gate”.

A\ WARNING:
e Do not plug in or out with wet hands.

A\ CAUTION:
* When you disconnect the power plug from the wall outlet, always pull the
plug (not the cable).

A CAUTION:
* Clean the plug end of the power cable at least once a year so as to avoid a
possible fire.

&

ZGDH700J




Connecting Telephone Line to Type BM1

Connecting Telephone Line to Type BM1

The procedures here show how to connect a telephone line to the Remote Com-
munication Gate Type BMI.

& Note

O Skip this procedure when you are setting up the Remote Communication
Type BNI.

N\ WARNING:

* Forthe Type BM1, please connect the telephone line after the power is
on, and disconnect the telephone line before the power is off. If you do
not follow the procedures, you might get an electric shock.

A\ WARNING:

e While thundering nearby, do not touch this equipment to avoid a pos-
sible electric shock.

Telephone Line Shared with Facsimile

Follow the telephone line connection procedure below, when you use your fac-
simile line to communicate with the Communication Server.

A Reference
See p.5 “Dial-up Method” for details.

ﬂ Disconnect the telephone line cable from the LINE port of the facsimile.

ﬂ Connect the telephone line cable thus disconnected, to the LINE port of this
equipment.

W[ [l 00 J0 |

AZQO001S
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B Connect the supplied white telephone line cable to the FAX port of this
equipment.

]

BE0q e [

—. [

AZQ002S

ﬂ Connect the other end of the white telephone line cable to the LINE port of
the facsimile.

Telephone Line Exclusively Used for the Remote Communication
Gate

The following instructions describe the connection procedures of the telephone
line, when the telephone line is used exclusively for this equipment.

ﬂ Connect the telephone line cable to the telephone line socket exclusively
prepared for this equipment.

ﬂ Connect the other end of the telephone line cable to the LINE port of this
equipment.

EIE0G e

AZQ001S

& Note
O The FAX port will not be used.



Changing the IP Address (LAN2 Port)

Changing the IP Address (LAN2 Port)

The IP address of LAN2 port is set to 192.168.0.2, and the Subnet mask is set to
255. 255.255.0 as the factory default. If you cannot use 192.168.0.2 as the IP ad-
dress of this equipment, use LAN1 port to change the IP address of LAN2 port.

5] Preparation
Depending on the OS of your computer, login as a member of the Adminis-
trators group is required.

When you can use 192.168.0.2 as the IP address of this equipment, please skip
this procedure.

When you use an optional wireless LAN card, a wireless LAN setting is neces-
sary according to the procedures below.

% Cases to follow this procedure:
e The subnet in use is not 192.168.0.xxx.

* When the subnet is 192.168.0.xxx, but 192.168.0.2 is already in use, and the
address cannot be used for this equipment.

¢ When the subnet is 192.168.0.xxx, but the IP address is given dynamically
by the DHCP server.

* When an optional wireless LAN card is used for this equipment.

iﬁklmportant
O If the subnet is 192.168.10.xxx but the IP address 192.168.10.1 is unavailable
for the LAN1 port of this equipment, please contact your service representative.

O Connect the equipment and the network by the supplied network cable. You
can use 10BASE-T or category5 100BASE-TX network cable instead of the
supplied network cable.

O In the following cases, connect this equipment and the computer directly by
a cross network cable available on the market, and follow the procedures
from Step H.

* In your network, only a wireless LAN is available but a wired LAN is un-
available.

¢ All the ports of the network devices such as HUB are occupied.

¢ The segment of this equipment and the computer to set this equipment are
different.

The flow below shows the way to setup the IP address of the LAN2 port by ac-
cessing from the LAN1 port with the computer on the network. The computer
must have web browsers confirmed on p.29 “System Requirements for the RC
Gate Monitor”.

& Note

O In this document, we show the description and screen illustration, using Win-
dows 2000 and Internet Explorer 6.0. Procedures may be different depending
on your hardware/software environment.

17
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ﬂ Connect the supplied network cable to the LAN1 port.

FIEI06

=l

AZQ003S

g Connect the other end of the network cable to the network HUB or other
network devices.

B Write down the current network setting information of the computer, such
as the IP address, etc.

P Note

O On the next procedure, temporarily the IP address of the PC is changed.
Write down the PC network setting information to restore the setting after
the operation is completed.

O You can add an IP address to your PC depending on the OS of the PC. In
this case, you do not need to write down the IP address.

ﬂ Set the IP address of the PC to 192.168.10.x (x can be any number between 2
and 254), and the Subnet mask to 255.255.255.0.

Internet Protocol (TCP/IP) Properties 2x|

General |

T'ou can get IP settings azsigned automatically if pour netwark supports
thiz capahbility. Othenwise, you need to ask your network administrator for
the appropriate IP settings.

= Obtain an IP address automatically
—{* Lze the following IP addiess

|P addiess I 192 168 . 10 . &
Subnet magk: I 285,286 .256. 0
Default gateway: I . . .

! Wbtain DM server address automatizally

—{* Usg the following DNS server addiesses

Preferred DMS server: I

Alernate DNS server: I . . .
Advanced... |
Corce_|
& Note

O The screen varies by operating system used.

B Follow the instructions on the screen.
The IP address of the PC will be set to 192.168.10.x.



Changing the IP Address (LAN2 Port)

E Open your web browser of the computer.

ﬂ Enter “https://192.168.10.1/index.html” in [address] box of the web browser.
An SSL certification warning screen will appear.

& Note
O SSL certification warning screen may differ according to your web browser.

B Confirm the issuer is “Ricoh Remote Service CA”, and then agree to the
conditions.

& Note
O An example of Internet Explorer 6.0: Click [Yes].
i

Information you exchange with this site cannot be viewed ar
changed by athers. Howewver, there is a problem with the site's
secunty certificate.

A The security certficate was issusd by & company you have
not chosen to trust. View the certificate to determine whether
you want to tust the certifying suthority

o The security certificate date is walid

& The name on the security certificate is invalid or does not
match the name of the: site

Do pou want to procesd?

JARC Gate Monitor - Micro
Fle Edb View ols  Help
GBak - S - @[3 & | Qoeach Garevorites B[ EN- & = -

Adshess [] https:[/152.168.10.1findex bl r| @G0 |Links >

soft Internet Explorer

Intelligent Remote Management System

Remote Communication Gate

51115

RC Gate administrator x

&)0one T | | B armmann 7

& Note

O The RC Gate Monitor is the software to register, make settings, and config-
ure equipment, devices, and Auto Discovery. The software is pre-installed
in the equipment, and therefore, it is not necessary to install it to your com-
puter. To start the RC Gate Monitor, access “https://(IP address of the
LANT1 port or LAN2 port)/index.html” with the web browser.

O The LANI1 port's default IP address is “192.168.10.1”.

19



Setup and Connection

g Select your language from [Language]. Select “RC Gate registrant” from [Us-
er type]. Enter the password for the RC Gate registrant to [Password]. Click

[Login].

A Reference
Regarding the default password, please refer to the “Setup Guide.”

ﬂlmportant
O Do not use the factory default password as it is, and never fail to change it.
See p.129 “Password” for details.

& Note

O If an invalid password is entered, the login page will appear again. In this
case, make sure [User type] indicates “RC Gate registrant”, and enter the
correct password.

Top Page for the RC Gate registrant appears.

Intelligent Remote Management System

Remote Communication Gate

[E] Click [RC Gate Registration Wizard].
[RC Gate Registration Wizard: Communication Method] screen appears.

® Commuication method : & Enall (SMTF) ¢ Inferet encryption commuioation (HTTES)
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[i] Select either [E-mail (SMTP)] or [Internet encryption communication (HTTPS)], and
click [Next].

& Note

O Select your contracted communication method. Please contact and ask
your service representative if you do not identify the communication
method.

[RC Gate Registration Wizard: RC Gate Information] screen appears.
¢ When the “E-mail (SMTP)” method is selected

Intslligant Famots Manz

srmant S

il || Top Page

nforraation iteras, then click [Mext]

& |Buck [ Chases IP Adess Send Pemmision > | ext
® Raquust o, J

® RCGateID 2911.999930
® [Viods] naree B
® Timezone | (GMT+01.00)Amsterdarn,Berlin Bem Rorme Stockholm Vienna |
@ RC Gate registrant E-mmail address

® Permit sending [P addresses Perit (defirult)

* When the “Internet encryption communication (HTTPS)” method is selected

Intslligant Remots Managsment Systsm | Top Pege

il Change IP Address Send Perission | Next

® Request o 111

® RC Gate [D 8911-999930

& Tlodel nare

@ Tire zone [ (GMT-+01:00)Amsterdam Berlin Bern Rome Stockholm Vienna x|

# Peruit sending [P addresses : Permit (default)

[B Enter [Request No.]. Select your time zone from [Time zone] list. Click [Next].

& Note

O [Request No.] is required to enter. This number will identify your RC Gate
with the Communication Server.

O At this moment, [RC Gate registrant E-mail address] is not required to enter.
The [RC Gate Registration Wizard: Date/Time] screen appears.

[ Top Pege

ﬂ Back ﬂ Neat

® Setdate © |30 Day |1 MMonth 2006 Vear
® Settime: [12 2 gteny

2]
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[ set [Set date] and [Set time] and click [Next].
[RC Gate Registration Wizard: Confirm Network Settings] screen appears.

i@klmportant
O Check the date and time periodically, and correct them if necessary.

& Note
O The clock starts to count when you click [Next].

/O Reference
p-93 “Date/Time”

¢ Type BN1 (without an optional wireless LAN card) or Type BM1

Intslligarit Famots Iy

garnsni ETir] [ Top Pags

i
&k | chng ¥Rt > |Wet

@ [Paddress 102162101
® MACaddress:
® Subret sk : 255.255.255.0

® DHCP Disshle
® [P adinss FEENECT Y

® NAC addross e . w=
® Subnct rask 255.255.255.0

® Defuult gateway address - o 1194

® Ethemet speed : Auto select

® Ilain DNS server
@ Sub DNS server

e With an optional wireless LAN card

Intslligerit Remots Managsmant Sysism [ Top Pege

hange]
ﬂ Back LI Change ﬂ Reftesh l‘ Mext

@ [Paddress 102162101
® MACadrss:
® Subret sk : 255.255.255.0

® il type Wired
® DHCP  Disahle

® [P ainss T 11991

® B1AC addre e e
® Subnet mask 3552552550

® Defult guteway aldess © . 1194

® Ethomot speed Auto select

® BIAC address
® Transmission speed : Auto Select
® VEP (eucryption) : Dischle
® Wircless LAN signal : Good

@ Wlain DNS server
® Sub DNS server
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0 click [Change].

& Note

3 To return to the [RC Gate Registration Wizard: Date/Time] screen, click [Back]
instead of [Change].

3 Do not click [Next] on this screen. If this button is clicked, the [RC Gate Reg-
istration Wizard: E-mail Settings] screen appears and you cannot set the IP ad-

dress. g

The [RC Gate Registration Wizard: Change Network Settings] screen appears.
* Type BN1 (without an optional wireless LAN card) or Type BM1

Intslligarii Flarnots Managamant Sysism [Top Pz

iIBm:k | appiy

® [Paddress  :|192168.10.1
® MACaddwss:
® Subnetmask : 2532352530

& DHCP & Disthle (" Endble
® [P address *.120.200
® MAC adress - et =

® Subnet mask [255.255.255.0
® Default gaicway address %1201
® Ethemet speed Auto select B

@ IMain DIVS server
@ Sub DNS server

* With an optional wireless LAN card

5

Intslligart Flermots Managsme i) [ Tap Poge

estarted.

<l

Back 4| Apply

® 1P addess 192.168.101 =
® MACaddress: 0
® Subnetmask © 2552552550

® Lal type & Wied € Wieless
® DHCP @ Disale ( Exable
® 1P addess 120200

® MAC address -— ..

® Stbmet mask 255 266.256.0
® Default gateway address ».120.1
® Ethermet speed Auto select B

® MAC acddress
® ssID e
® Trarswmissionspeed : | Auto Select  ~

® WEP (encryption) : & Dissble ( Evable

® WEP Iy [

® Witeless LA signal : Unavailsble

Check Wirsless LAN Signal

@ Wain DNS server
® Sth DNSserver

23
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iE Enter each item in the “LAN Port” group, “DNS Server” group, and “Wire-
less LAN” group (When an optional wireless LAN card installed).

& Note

O When using DHCP, select “Enable” for the [DHCP], and do not enter any-
thing in [IP address], [Subnet mask] and [Default gateway address]. These val-
ues are automatically given from the DHCP Server. Make the same
settings when you give the static IP address by the DHCP Server.

O When [DHCP] is “Disable”, enter appropriate numbers (for example, x.x.x.x
with x representing 0 to 255), in [IP address], [Subnet mask] and [Default gate-
way address].

O Enter the IP address for [Main DNS server] and [Sub DNS server] (Leave the
box blank if it does not exist) when entering the proxy server name and/or
the SMTP server name instead of the IP address. Enter appropriate num-
bers for [Main DNS server] and [Sub DNS server] (for example, x.x.x.x with x
representing 0 to 255).

O If you have installed an optional Wireless LAN card, select “Wired” or
“Wireless” from [LAN type]. If you select “Wireless”, enter all items from
[SSID] to [WEP key].

O Do not change the items in the “Maintenance Port” group.

A Reference
See p.94 “Network” for the details of each item.

0 click [Apply].

& Note

O If you click [Back] instead of [Apply], the [RC Gate Registration Wizard: Confirm
Network Settings] screen appears. Entered values are not retained.

W crick [ox.
The screen below appears.

In a few seconds, [RC Gate Registration Wizard: Confirm Network Settings] screen
which is shown at Step [f re-appears.

et Systarn

If you selected “Enable” for [DHCP], confirm the IP address given by the
DHCP server. To confirm the IP address, access the RC Gate Monitor from the
LAN1 port according to the following procedure.

@ Connect the equipment with the network from the LAN2 port to obtain
an IP address from the DHCP server.

@ Follow the Steps 3 to [}l using the computer connected to the LAN1 port.
Then make a note of the IP address of the “LAN Port” group at Step {B.

© Click [Top Page] at Step [B, and proceed from Step [).



Changing the IP Address (LAN2 Port)

[E] Click [Top Page] on the upper right of the screen.
Login screen appears.

[ﬂ Click [ %] on the web browser.
The web browser closes.

4 Note

O Procedures to close web browser may differ according to your Operating
System and web browser. Proceed according to your environment.

m Restore the network settings of your computer according to the setting in-
formation in Step F] of this section.

ﬁlmportant
O If you change the equipment's IP address, this step is essential for re-estab-
lishing connection with the equipment.

ﬂ] Disconnect the network cable from the LAN1 port of this equipment.

25
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Connecting the Network Cable

The procedures here show how to connect a network cable to the equipment.

iﬁklmportant

O Connect the equipment and the network by the supplied network cable. If
you do not use the supplied cable, use a 10BASE-T or 100BASE-TX network
cable. For the 100BASE-TX, use a category-5 product.

O The IP address of the LAN2 port is set to 192.168.0.2, and the subnet mask is
set to 255.255.255.0 as the factory default. If you cannot use 192.168.0.2 as the
IP address of this equipment, change the IP address of the LAN2 port and
then connect to your network. Please refer to p.17 “Changing the IP Address
(LAN2 Port)” for details.

ﬂ Twist the network cable in a loop and fix the supplied ferrite core at about
10cm (4inch, ) from the end of the cable.

& Note
O The ferrite core is clipped when supplied. Open the core before clipping it
to the network cable.

ﬂ Connect the network cable to the LAN2 port of this equipment.

) §

HEIEI0Q = i

t
5

B Connect the other end of the cable to network devices, such as HUB, etc.

AZQ004S



Installing the RC Gate

Installing the RC Gate

Make sure the environment where you want to install the equipment meets the
conditions listed on p.11 “Checking the Setup Environment”, and then begin the
installation procedure.

Setting the Equipment Horizontally

Lay the equipment on a flat surface, its LEDs upward.

ARF001S

Setting the Equipment Upright

You can set the equipment vertically to minimize its footprint.

ﬂ Lift the equipment, tilt vertically (LAN1 port downward) and then slot it
fully into the supplied stand, as shown below.

AZQ005S
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D
3. About the RC Gate Monitor

System Requirements for the RC Gate
Monitor

The RC Gate Monitor is the software used to register, make settings, and config-
ure the equipment, devices, and Auto Discovery. The software is pre-installed in
the equipment, and therefore, it is not necessary to install it to your computer.

Access RC Gate Monitor in the equipment from the web browser in the compu-
ter. The computer must be on the same network as the equipment.

< Applicable Operating System
Use operating systems which support the recommended web browsers below.

% Web Browsers Recommended
* Netscape Navigator 7.1 or higher
* Microsoft Internet Explorer 6.0 or higher

i@klmportant
O Use a browser that can display disguised characters (such as asterisks)
during password entry.

® Limitation

O Some failure in operation or in displaying might occur if you use web
browsers lower than the recommended version.

O Some failure in operation or in displaying might occur if JavaScript is not
set to valid.

O Some failure in operation or in displaying might occur if Cookie is not set
to valid.

O Some failure in operation or in displaying might occur if you set to show
cache in the web browser.

O Page layout may be out of shape depending on the font size settings. We
recommend to set it to “Medium” or smaller.

O Some letter deterioration may occur if you use languages that do not cor-
respond to the web browser.

29
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Starting and Closing the RC Gate Monitor

To Start the RC Gate Monitor

ﬂ Start the web browser of the computer, which is on the same network with
the equipment.

ﬂ Enter “https://(IP address of the LAN2 port)/index.html” in the [address] box
of the web browser.

An SSL certification warning screen appears.

& Note
O If you cannot access the RC Gate Monitor, check the proxy settings.

Proxy Settings (for Internet Explorer 6.0)

@ On your web browser's [Tools] menu, select [Internet Options].
The [Internet Options] screen appears.

@ Click the [Connections] tab.

@ Click the [LAN Settings] button.

O Click the [Advanced] button.

@ Under [Exceptions], after [Do not use proxy server for addresses beginning with],
enter the IP address of the equipment's LAN2 port.

—Servers
Type Prosy address to use Part:
9 % HTTP: Iproxy.abc.co.jp 8 ISDSD
Secure: Iproxy.abc.co.jp B ISDSD
ETP: Iproxy.abc.co.jp g ISDSD
Gopher: Iproxy.abc.co.jp B ISDSD

Socks: I 8 I

¥ Use the same proxy server For all protocols

— Exceptions

(i Do pot use proxy server for addresses beginning with:
izl
G

| 3

Use semicolons § ; ) to separate entries.

0K I Cancel |

O Click the [OK] button three times.
The setting is activated.



Starting and Closing the RC Gate Monitor

B Accept the new certificate.

& Note
O The SSL certification warning screen may differ according to your web browser.

With Internet Explorer 6.0
@ Click [OK].

Security Alert x|

‘ou are about to view pages ower a secure connection,

Any information you exchange with this site cannot be
viewed by angone ekse on the \Wweb

I I the future, do not show this warring

| Morelnfo

@ Click [Yes].
|

Information you exchange with this site cannot be viewed or
changed by athers. However, there is & prablam with the site's
secuity cartificate

& The security certificate was issued by a company you have
nat chosen to trust. Visw the certificate to determine whether
you want ta tiust the certifying authority

a The security certificate date is valid

/B The name on the secuiy certiicate s invalid or doss not
match the name of the sie

D you want to procesd?

] view Cariicate |

The SSL certification is accepted. The SSL certification will be valid till you
disconnect the equipment, for example, close the web browser.

The RC Gate Monitor Login screen appears.
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ﬂ Select your language in [Language]. Select “RC Gate registrant” or “RC Gate
administrator” from [User type]. Enter your password for each user.

Bk - S - @ & | @earch GiFavorites ¢4 | BY- &b 5 -
agress [£] 168, 10,1 findes k| | @eo |

Intelligent Remote Management System

Remote Communication Gate

+« RC Gate registrant
Use this to setup and register the equipment. The RC Gate registrant can
register the equipment, setup Auto Discovery, register image I/O devices
(When using Internet encryption communication (HTTPS) method).

iﬁklmportant

O Change the password. Do not use the factory default password for ac-
tual operation. See p.129 “Password” for details.

% RC Gate administrator
User to administrate the equipment. The RC Gate administrator can
change and configure the necessary settings for operating the equipment
and confirm the settings of the managed devices.

iiklmportant

O Change the password. Do not use the factory default password for ac-
tual operation. See p.129 “Password” for details.

ﬁlmportant
O Access logs can be configured. See p.131 “Access Log” for details.

O For security, further login attempts are rejected if you fail to login three
times within five minutes. Wait one minute before attempting to login
again.

B ciick [Login].
The Top Page (menu screen) for the selected user appears.

According to the communication method (E-mail (SMTP)/Internet encryp-
tion communication (HTTPS)) or user (RC Gate registrant/RC Gate adminis-
trator), the Top Page (menu screen) will be different due to the operating
purview for each user.
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< RC Gate registrant

¢ Before the [RC Gate Registration Wizard] is completed
Top Page with [RC Gate Registration Wizard] and [RC Gate and Device Set-
tings] will appear.

Intelligent Remote Management System

Remote Communication Gate

RC Gate Registration Wizard

e When the [RC Gate Registration Wizard] of the “E-mail (SMTP)” method is
completed
[Auto Discovery Setting Wizard] will appear as well as the buttons above.

Intelligent Remote Management System

Remote Communication Gate

* When [RC Gate Registration Wizard] of the “Internet encryption communi-
cation (HTTPS)” is completed
[RC Gate Registration Wizard] will not appear. [Auto Discovery Setting Wiz-
ard], [Device Registration Wizard], and [RC Gate and Device Settings] will ap-
pear.

Intelligent Remote Management System

Remote Communication Gate

< RC Gate administrator
Top Page with [RC Gate and Device Settings] for both E-mail (SMTP) and In-
ternet encryption communication (HTTPS) method will appear.

Intelligent Remote Management System

Remote Communication Gate

RG Gate and Device Settings

33
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About the Menu Buttons

R
%

R
*o*

2
**

RC Gate Registration Wizard

Use the wizard to register the equipment to the Communication Server.

It will appear when you login as “RC Gate registrant.” In the “Internet en-
cryption communication (HTTPS)” method, it will disappear after you have
completed the wizard for the first time.

In the “E-mail (SMTP)” method, the settings will be maintained after you
have completed the wizard. You can change the settings anytime.

p Reference

See p.39 “Registering the Equipment” for the details of [RC Gate Registration
Wizard].

Auto Discovery Setting Wizard

Make settings for network range and period of time to execute “Auto Discov-
ery.” “Auto Discovery” is a function to search image I/O devices on the net-
work over a period of time and send the collected information of the devices
to the Communication Server.

It will appear when you login as “RC Gate registrant” and [RC Gate Registration
Wizard] is completed.

p Reference

See p.61 “Setting the Auto Discovery” for the details of [Auto Discovery Set-
ting Wizard].

Device Registration Wizard

Starts the wizard for registering the image I/O devices to manage in the Com-
munication Server.

Appears when the “RC Gate registrant” logins, and when registration using
the [RC Gate Registration Wizard] is complete.

p Reference

See p.75 “Registering Image 1/0O Devices to the Communication Server”
for details of [Device Registration Wizard].

RC Gate and Device Settings

You can change and configure the details of the settings made with the above
wizards. Also, you can reboot the equipment and confirm communication log
(this is available only when you use the “Internet encryption communication
(HTTPS)” method) from this button.

This button appears whenever you login as “RC Gate registrant”, or “RC Gate
administrator.” Then details may differ according to the login user (RC Gate
registrant or RC Gate administrator) and communication method (E-mail
(SMTP) or Internet encryption communication (HTTPS)).

p Reference

See p.87 “Configuring the Details of the Registered Information” for the
details of [RC Gate and Device Settings].



Starting and Closing the RC Gate Monitor

To Close the RC Gate Monitor

B Click [Top Page] in the Header Area.

A Reference
See p.36 “Header Area”
See p.37 “Header Area”
Top Page will appear.

8 Click [Logout].

Intelligent Remote Management System

Remote Communication Gate

RC Gate Registration Wizard

Auto Discovary Setting Wizard

RC Gate and Device Settings

& Note
O The illustration shows the screen when you use the “E-mail (SMTP)” meth-

od and login as the RC Gate registrant. The Top Page will differ according
to the communication method and login user.

Login screen appears.

B Click [ %] of the web browser.

soft Internet Explorer
ook Help
+ D[ A Qeearch Garavoites (8| By S = -

Adshess [] https:[/152.168.10.1findex bl r| @G0 |Links >

Intelligent Remote Management System

Remote Communication Gate

ki

RC Gate administrator ¥

[REY:: 7
ﬂlmportant
O Be sure to click [Logout] in the Step |} before [xI]
& Note

O The operation to close the web browser differs according to the operating
system and the web browser. Operate according to your environment.
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About the RC Gate Monitor

RC Gate Monitor Wizard Screen and

Operation

1 Intelligernt Ramots Managsrmant Systsrr [ Tp Page
® Reguest No I'Iﬂ
® EC Gate [D 8011-900030
# Nvlodel narae 5

@ Time zone

® Permit sending [P addresses : Permmut (defaulty

I(GMT+D‘1 00jAmsterdam Berlin, Bern Rome Stockholm Vienna j

1. Header Area

A link button with the Top Page is here
on every page. You can return to the Top
Page by clicking this button.

& Note
O To quit the wizard, click [Top Page].

2. Screen Title
Name of the current screen is shown.

3. Guidance

A guide for current operations is shown.

4. Command Buttons

Click to show the next/previous screen,
and to update values.

«» Next
Proceeds to the next screen.

< Back

Returns to the previous screen, in gen-
eral. When an error occurs during
confirmation or registration to the
Communication Server with the “In-
ternet encryption communication
(HTTPS)” method, click [Back] to re-
turn to the [RC Gate Registration Wizard:
RC Gate Information] screen and restart
the wizard from the beginning.

+« Change
Moves to the screen to change the settings.

< Apply
Applies the changes.

AZR003S

«» Selected Device List
The Selected Device List screen will
appear in another window.

+ Additional Search
Returns the [Device Registration Wizard:
Search Range Settings] screen to allow
device searching by more detailed
search conditions.

« Stop searching
Stops the device search and returns
the previous screen.

Machine ID Error List

Displays the [Machine ID Error List]
screen in a different window.

R
**

R
**

Refresh
Updates the screen.

«» Close
Closes the screen appearing in anoth-
er window.

« Finish
Finishes the wizard and returns to the
Top Page.

5. Work Area

Name of the menu items are shown in the left
and contents of the items are shown in the right.
You can enter the white, 3-D effected item box.

/O Reference

See p.38 “About the Chart Screen”
for the details of the chart screen.



About the RC Gate and Device Settings

About the RC Gate and Device Settings

£

gl Apply ﬁl Restore

1 Inieglligent Femoie Managsment Sysism
2 % RC Gate Settings
 Basic
2 Date/Time
® RC Gate [D : 8911-009930
# Network ® Modsl name .
# E-mail ® R Gate location 2
77 Het Conmection Settir ® Application version 1335
® Application st updated
3_ % &uto Discovery —1 | ® OS5 version 1113

¥ Auto Discovery Settin ® 05 last updated

> Edit Auto Discoverg B | | & 103 20m

® Service dapot

w

% Device Maragement ® Service depot contact

® Log max capasity 64KE
® Log collestion level
® Fernit sending IP addresses : Permit {default)

# Common Managerment

» Registered Device List =
4 »

Information

I(GMT+O1 00jAmsterdam Eerlin,Bern Rome Stockholm Vienna j

1. Header Area

A link button to Top Page is shown in this
area. You can exit from [RC Gate and De-
vice Settings] and jump to the Top Page
anywhere on the setting screen.

2. Screen Title
The title of the screen is shown here.

3. Menu Area

The menu is shown with hyperlinks. A
Work Area will appear when you click
the bottom layer of the menu.
-
This graphic indicates that the sub
menus are folded and hidden. Click it
to open and show the sub menus.
< A
This graphic indicates that the sub
menus are open and shown. Click it to
fold and hide the sub menus.

DI
The menu with this graphic is in the
bottom layer. Click to show the Work
Area of the menu.

AZR005S

4. Guidance

Outline of the current operation on the
screen is shown here.

5. Command Buttons

Button to apply and cancel the changes
are shown here.

< Apply
Applies the changes.

«» Restore
Cancel the current settings and re-
turns to the previous applied settings.

% Refresh
Shows the latest applied settings. (If
you click this button while entering
the values, the screen returns to the
previous applied settings.)

6. Work Area

Items will be shown according to the se-
lected menu in the Menu Area. You can
change the white, 3-D effected item.

/O Reference

See p.38 “About the Chart Screen”
for the contents of the chart screen.
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About the RC Gate Monitor

About the Chart Screen

information.

@@ Display items :|1D 'l

Diewvice total : 6

Afligio 12320
Afligio 22320

1. 04

Click to move to the top page. The button
appears pale and it will be unable to click
if there is only one page or if the current
page is the top page.

2. ¢

Click to move to the previous page. The
button appears pale and it will be unable
to click if there is only one page or if the
current page is the top page.

3. Current Page/Total Page

Shows the current page number and the
total page number.

4.

Click to move to the next page. The but-
ton appears pale and it will be unable to
click if there is only one page or if the cur-
rent page is the last page.

Power on
Power on
Power on
Power on
Power on
Power on

7 7 ARA326S

5.0l

Click to move to the last page. The button
appears pale and it will be unable to click
if there is only one page or if the current
page is the last page.

6. Display items

This sets the number of the shown items
in one page.

7. AV

Click [A] to arrange the records in as-
cending order. Click [V] to arrange the
records in descending order.



This chapter shows the procedure to register the equipment using [RC Gate Reg-
istration Wizard].

Settings in [RC Gate Registration Wizard] differ according to the communication
method (E-mail (SMTP) or Internet encryption communication (HTTPS)).

[RC Gate Registration Wizard] button appears when you logged in as RC Gate reg-
istrant.
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Registering the Equipment

When Registering with the E-mail (SMTP)
Method

Outline of the RC Gate Registration Wizard

In this method, enter E-mail information for the equipment. The equipment will
send an E-mail to the Communication Server when the equipment is connected
in the network. If you enter [RC Gate registrant E-mail address], you will receive a
registration result E-mail from the Communication Server.

5] Preparation
Ask your network administrator for the necessary e-mail settings.

Login as RC Gate registrant (login screen)
Select the RC Gate Registration Wizard (Top Page)

‘

‘

Enter Request No. for enquiry

.

| J
| X
[ seeEnaomen )
[ |
[ |

Set the clock of the equipment

.

Confirm the network settings

.

[ Set the E-mail environment ]

.

: Operation

screen

I Confirmation
screen

An E-mail is sent to Communication Server

.

Confirm the result of the sent E-mail

.

Returns to the Top Page (menu screen)

AAA320S




When Registering with the E-mail (SMTP) Method

Operating the RC Gate Registration Wizard

ﬂ Start the web browser. Access the RC Gate Monitor and login as “RC Gate
registrant.”

A Reference
p-30 “To Start the RC Gate Monitor”

The Top Page for the “RC Gate registrant” will appear.
8 Click [RC Gate Registration Wizard].

Intelligent Remote Management System

Remote Communication Gate

RC Gate Registration ‘Wizard

& Note

O [RC Gate Registration Wizard] will not appear if you login as the “RC Gate ad-
ministrator.”

The [RC Gate Registration Wizard: Communication Method] screen appears.

8 Confirm that [E-mail (SMTP)] is selected. Click [Next].

Intslligart Famots Man

et Sysism [TorPaz

® Comumication method © & E-esil (SMTE) ( Internet encryption covrenmication (HTTES)

The [RC Gate Registration Wizard: RC Gate Information] screen will appear.
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Registering the Equipment

ﬂ Confirm [Request No.] and [Time zone]. Enter [RC Gate registrant E-mail address]
if necessary.

[ Top Page

n Gate [nforvaation iteras, then click [Next]
& | Bk g 1 bittess Sene o 3 [ et

® Request No 11

® RC Gate ID 18911999930
@ Ivlodel name

® Timezone [ (@T+01:00)Amsterdam Berlin,Bem Rome Stockholm, Vienna x|

@ RC Gate egistrant E-anail address

@ Perit sending IP adresses Permit (default)

& Note

O Confirm the values. The values that you entered when you set the IP ad-
dress for the equipment are shown.

% Request No.
This is a required item to be entered.

<% Time zone
Select your region. The value shows the standard time for the region (dif-
ference from the Greenwich mean time) where the equipment is set.

& Note

O The region that you selected when setting the IP address for the equip-
ment is shown.

+« RC Gate registrant E-mail address
This item is optional. The Communication Server will send a result of reg-
istration completion by E-mail to this address. By this E-mail, the RC Gate
registrant can confirm that the setting is done.

B Confirm that [Permit sending IP addresses] is set to [Permit (default)].

If you need to change the setting to [Do not permit], see p.57 “When Forbidding
Sending IP Addresses to the Communication Server”.

+« Permit sending IP addresses
When [Permit (default)] is selected, the IP addresses of the equipment and
registered devices are sent to the Communication Server.
When [Do not permit] is selected, the IP addresses of the equipment and reg-
istered devices are not sent to the Communication Server. In this case, a
part of the services will be unavailable. For details, see p.57 “When Forbid-
ding Sending IP Addresses to the Communication Server”.

p Reference

p-57 “When Forbidding Sending IP Addresses to the Communication
Server”

(3 click (Next).
[RC Gate Registration Wizard: Date/Time] screen will appear.



When Registering with the E-mail (SMTP) Method

ﬂ Enter the date and time. Click [Next].

EIIETIES)

Intslligerii Fisrnote M [Tep Pz

ﬂ Back ﬂ Next

® Setdate - 3] Day|! Month|2006  Vear
® Settime : [12 42

(hborar)

& Note
O Entered time starts to count when you click [Next].

[RC Gate Registration Wizard: Confirm Network Settings] screen will appear.

8 Confirm the network settings. Click [Next].
* When connected by Ethernet cable

Intelligert Aemots Meanagsmarn

ETup Page

]
il Back LI Change g Reftesh ll Next

® [Paddress  : 192.168.10.
® WACaddress: =
® Subret mack : 255.255.255.0

® DHCP  Disable

® [P adiess L]

® W1AC address - ..
® Sunet mask 2552552550

® Defult guteway addiess © 0 1194

® Ethemet speed Auto select

@ Nlain DNS server
® Sub DNS server

¢ When connected by the Wireless LAN (option)

Intelligerit Remote Managsrsni Sysi

3

2111 [ Top Prge

5 ]
ﬁ Back. LI Charge ﬂ Reftesh ll Next

192.168.10.1
® WAC address : -
® Subret rmack : 255.255.255.0

® Lo type  Wired

® DHCP Discbls

® [P adiress 11981

® HAC address - m-
® Subnct russk + 2552552550

® Defuult uteway address - .+ 119.4

® Ethemet speed Auto select

® NAC address
® Transmission speed : Auto Select
® WEP (encryption) - Disshle
® Virsless LAN signal : Good

® [lain DNS server
® Sub DNS server

[RC Gate Registration Wizard: E-mail Settings] screen will appear.
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Registering the Equipment

Changing the Network Settings

@ Click [Change] instead of [Next].
The [RC Gate Registration Wizard: Change Network Settings] screen appears.
@ Follow the Steps [{ to {f in p.17 “Changing the IP Address (LAN2 Port)”.

& Note

O The screen below appears when the IP address of the LAN2 port has
been changed. In this case, follow the procedures below.

Intelligen Rermote M

garnant Sysisrm [ Top Page

Confirmation

‘The Netwonk Settings have been applisd

TP address of Rerute Cornisation Gate has besn chinged.
Click the link below to continus
IF you canmot access to the link, check the network settings of your FC.

Htps:ir Sinehtral

@ Click the URL link on the screen.
The login screen of the RC Gate Monitor appears.

® Login the RC Gate Monitor again as the RC Gate registrant and start
from the Step B.

O When [DHCP] is set to “Enable”, the following screen appears. Follow
the procedures below to confirm the IP address given by the DHCP
server and proceed to the Step [].

Intslligari Ramots M

gernant Sysisin [ Tor Pae

The Network Settings have been applisd.

DHCE is set to [Exble]
Loginvia the ruainterance port to confirm IP ackdress of Remote Communication Gate

@ Click [x%I] on the web browser to close the web browser.
Procedures to close the web browser may differ according to your
operating system and web browser. Proceed according to your envi-
ronment.

@ Disconnect the network cable connecting the LAN2 port of the equip-
ment and the network device such as a HUB.

® Follow the Steps ] to [ of p.17 “Changing the IP Address (LAN2
Port)”.
Confirm the IP address of the “LAN Port” group and write it down.

@ Follow the Steps [ to [ of p.17 “Changing the IP Address (LAN2
Port)”.

® Connect the network cable to the LAN2 port of the equipment to con-
nect with the network device such as a HUB.

® Follow the Steps [ to B of p.30 “To Start the RC Gate Monitor”.
Start the RC Gate Monitor using the IP address written down at (3.

@ Follow the Steps ] to ] of p.41 “Operating the RC Gate Registration
Wizard”.



When Registering with the E-mail (SMTP) Method

g Enter items from [RC Gate E-mail address (for sender)] to [SMTP server port].

Intslligjarit Asmots Managsmearnt Sysisim [ Tom Page

il Back ll Mext

® RO Gate Broadl eddvess (for senden) : [rc_gate

® RC Gate E-mail address (for receiver) |

® RC Gate admir's B-mail address |

SMTP Server

® SMTP server address Jtest
® SMTP server part :Jos
® SMTP_AUTH .  Disable (" Exable

® SMTP_AUTH authentication method © | Auto -

® Userame :

® Fassword —

POP Server

® POP hefore SMTP (¢ Disabls ¢ Enable

® FOP server address |

® FOP server port o

® User rame |

® Password [

@ Wait time after authentication : [1 second(s)

/O Reference

See p.97 “E-mail” for the details of each item. [RC Gate E-mail address (for
sender)] and [SMTP server address] are required items to be entered.

[[D Set the security authentication of your SMTP server.

% For “SMTP_AUTH” Authentication
Set [SMTP_AUTH] to “Enable.” Enter items from [SMTP_AUTH authentication
method] to [Password].

«+ For “POP before SMTP” Authentication
Set [POP before SMTP] to “Enable.” Enter items from [POP server address] to
[Wait time after authentication].

« No Authentication
Set [SMTP_AUTH] and [POP before SMTP] to “Disable.”

A Reference
See p.97 “E-mail” for details of each item.

0 Click [Next].

The equipment will send an E-mail to let the Communication Server know
that the registration wizard has finished. [RC Gate Registration Wizard: Sending
E-mail Result] screen will appear.
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Registering the Equipment

[B Confirm that “E-mail information was successfully sent.” is shown in
“Send result.” Click [OK].

Intzlligsni Flemote Managsment Sysism [ Ton Peze

lIFaﬂed QIOK

® Send result : E-rail information was successfully sent

& Note

O If the equipment fails to send an E-mail to the SMTP server, [OK] button
will not appear. Click [Failed]. Return to the [RC Gate Registration Wizard: E-
mail Settings] screen and then set the values again.

O If you entered [RC Gate registrant E-mail address], the Communication Server
will send an E-mail to the [RC Gate registrant E-mail address] to notice that the
Communication Server has received the E-mail from the equipment. Con-
firm the E-mail.

O If you want to change [RC Gate registrant E-mail address], click [Failed] instead
of [OK]. Return to the [RC Gate Registration Wizard: E-mail Settings] screen, and
then set the values again.

The [RC Gate Registration Wizard: Confirmation Result] screen appears.

[B Confirm that “Registration was successfully completed.” is shown. Click
[Finish].

Inislligart Fsmota Managsmarni il [ Top Peze

R Gate Registration Wizurd: Registrstion Result

ﬁl Finish

® Registration 2esult : Registration ws surcessfully completedl.

RC Gate Registration Wizard finishes and returns to the Top Page.



When Registering with the Internet encryption communication (HTTPS) Method

When Registering with the Internet
encryption communication (HTTPS)
Method

Outline of the RC Gate Registration Wizard

This section describes how to make the settings, to register and confirm the
equipment to the Communication Server.

[ Login as RC Gate registrant (login screen)

.

Select the RC Gate Registration Wizard (Top Page)

.

‘

Enter Request No. for enquiry

‘

)
[ X
[ ————————
[ )
[ )

Set the clock of the equipment

‘

Confirm the network settings

.

[ Set the E-mail environment ]

*

[ Set HTTP proxy ] [ Make dial-up settings ]

*

Confirm the setting

.

(| Operation

Entered information is sent to Communication Server screen

|:| Confirmation

screen

.

The registered result is shown

.

Returns to the Top Page (menu screen) AAA324S
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Registering the Equipment

Operating the RC Gate Registration Wizard

ﬂ Start the web browser. Access the RC Gate Monitor and login as “RC Gate
registrant.”

A Reference
p-30 “To Start the RC Gate Monitor”

Top Page for the “RC Gate registrant” will appear.
8 Click [RC Gate Registration Wizard].

Intelligent Remote Management System

Remote Communication Gate

RC Gate Registration ‘Wizard

& Note
O [RC Gate Registration Wizard] will not appear if you login as the “RC Gate ad-
ministrator.”

O If [RC Gate Registration Wizard] does not appear even if you logined as “RC
Gate registrant”, the equipment is already registered to Communication
Server.

[RC Gate Registration Wizard: Communication Method] screen will appear.

B Select [Internet encryption communication (HTTPS)]. Click [Next].

Inislligeni Flermots | EIfIE} 741} [ Top Peee

RC Gate Reg : cation Ilethod Select & retha cate with the Con

® Commmication method :  E-mail(SMTE) & Interet encryption communization (HTTPS)

The [RC Gate Registration Wizard: RC Gate Information] screen will appear.



When Registering with the Internet encryption communication (HTTPS) Method

ﬂ Confirm [Request No.] and [Time zone].

Intslligant Mamots Meanagsmsnt Systam [ Tor P

i‘ Changs IP Address Send Permission ll Hext

® Request o o

® RCGate [D 8011-999930

@ Dvlodel rares

® Tirw zone [ (GMT-+01:003Am sterdam, Berlin Berm, Rome Stockholm Vienna |
@ Perruit sending [P addresses : Permut (default)

& Note

O Confirm the values. The values that you entered when setting the IP ad-
dress for the equipment are shown.

% Request No.
[Request No.] is required to enter. This number will identify your RC Gate
at the Communication Server.

% Time zone
Select your region. The value shows the standard time for the region (dif-
ferent from the Greenwich mean time) where the equipment is set.

B Confirm that [Permit sending IP addresses] is set to [Permit (default)].

If you need to change the setting to [Do not permit], see p.57 “When Forbidding
Sending IP Addresses to the Communication Server”.

« Permit sending IP addresses
When [Permit (default)] is selected, the IP addresses of the equipment and
registered devices are sent to the Communication Server.
When [Do not permit] is selected, the IP addresses of the equipment and reg-
istered devices are not sent to the Communication Server. In this case, a
part of the services will be unavailable. For details, see p.57 “When Forbid-
ding Sending IP Addresses to the Communication Server”.

/O Reference

p-57 “When Forbidding Sending IP Addresses to the Communication
Server”

(3 click (Next).
The [RC Gate Registration Wizard: Date/Time] screen will appear.

ﬂ Enter the date and time. Click [Next].

[ Top Pege

ﬂ Bock ﬂ Hext
® Setdate © |30 Day |1 MMonth 2006 Vear
® Settime: [12 2 gteny
& Note

O Entered time starts to count when you click [Next].

The [RC Gate Registration Wizard: Confirm Network Settings] screen will appear.
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Registering the Equipment

B Confirm the network settings. Click [Next].
¢ When connected by Ethernet cable

Intelligsnt Rarmots Meanagsmsni Iif}

iTup Page

il Back. i‘ Change ﬂ Refresh l‘ Next

® [Poddress 192168101
® MECaddess:
@ Subret mask : 2552552550

® [¥lain DNS server
® Sub DNS server

® DHCP Discbls

® [P adiress L]

® WAC address . m-
® Subnct ruash 12552532550

® Default goteway address -+ 119.4

® Ethemet speed Auto select

¢ When connected by the Wireless LAN (option)

Intelligent Ramots Meanagsmsni S 11}

iTup Page

ge]
ﬁ Back. i‘ Charge ﬂ Refresh l‘ Next

192.168.10.1

® MECaddees:
® Subret mask 2352352550

® LoN type

® DHCP Disable

@ IF address REL]

® WAC address D .-
® Subret rask 2552552550

Wired

® Defuult gateway address - .+ 1194
® Ethomet speed  Auto select

® NAC addross
® Transmission speed : Auto Select
® VWEP (encryption) - Disshle
® izeless LAN signal : Good

® Ilain DNS server
@ Sub DNS server

[RC Gate Registration Wizard: E-mail Settings] screen will appear.



When Registering with the Internet encryption communication (HTTPS) Method

Changing the Network Settings

@ Click [Change] instead of [Next].
The [RC Gate Registration Wizard: Change Network Settings] screen will appear.
@ Follow the Steps [{ to {f in p.17 “Changing the IP Address (LAN2 Port)”.

& Note

O The screen below appears when the IP address of the LAN2 port has
been changed. In this case, follow the procedures below.

Intelliger

[Tup Page

Confirmation

‘The Netwonk Settings have been applisd

TP address of Rerute Cornisation Gate has besn chinged.
Click the link below to continus
IF you canmot access to the link, check the network settings of your FC.

Htps:ir Sinehtral

@ Click the URL link on the screen.
The login screen of the RC Gate Monitor appears.

® Login the RC Gate Monitor again as the RC Gate registrant and start
from the Step B.

O When [DHCP] is set to “Enable”, the following screen appears. Follow
the procedures below to confirm the IP address given by the DHCP
server and proceed to the Step [].

Intslligart Rarmots v nsnt Systsm [ Top Pege

Conf

The Network Settings have been applisd.

DHCE is set to [Exble]
Loginvia the ruainterance port to confirm IP ackdress of Remote Communication Gate

@ Click [x%I] on the web browser to close the web browser.
Procedures to close the web browser may differ according to your
operating system and web browser. Proceed according to your envi-
ronment.

@ Disconnect the network cable connecting the LAN2 port of the equip-
ment and the network device such as a HUB.

® Follow the Steps ] to [ of p.17 “Changing the IP Address (LAN2
Port)”.
Confirm the IP address of the “LAN Port” group and write it down.

@ Follow the Steps [ to [ of p.17 “Changing the IP Address (LAN2
Port)”.

® Connect the network cable to the LAN2 port of the equipment to con-
nect with the network device such as a HUB.

® Follow the Steps [ to B of p.30 “To Start the RC Gate Monitor”.
Start the RC Gate Monitor using the IP address written down at (3.

@ Follow the Steps J to [} of p.48 “Operating the RC Gate Registration
Wizard”.

51




52

Registering the Equipment

g Enter items from [RC Gate E-mail address (for sender)] to [SMTP server port].

Intslligerit Mamote Manzagsmasnt Systam

Wizard: E-toail Settings Enter E-roail infl

[Tup Page

e, then click [Next]

ﬁ Back. ﬂ HNext

® RC Gate Evual adivess (forvsendsr)  [ro_gate

® EC Gate B mail adivess (for eceiver o
SMTP Server

® SMIP sorver addss fost

@ SMTP server port I

® SMTP_AUTH  Dissble  Enble

® SMIP_AUTH ouhenticstimmetiod : [At0 =]

® Username

® Pascorond f

POP Server

® POP befors TP & Dissble C Eable

® POP serveradiess T
® POP serverport 110

® Usernase T ]

® Faewrond ]

® Wait time aftex authentication : 1 ]

P Note

O Entering the items on this screen is optional.

O The following E-mails will be sent to the RC Gate administrator if the items
on this screen are entered.

* Notice: Suspended Device

This E-mail is sent when the communication between the equipment
and registered devices has been suspended.

Notice: Connection to the Communication Server Suspended
This E-mail is sent when the communication between the equipment
and the Communication Server has been suspended.

Notice: Reconnected to the Communication Server
This E-mail is sent when the communication between the equipment
and the Communication Server is restored after a suspension.

Notice: Update Device Firmware

This E-mail is sent when the firmware of the registered devices is updat-
ed and the administrator’s check is required.

O The [RC Gate E-mail address (for receiver)] specifies the destination address to
reply to the E-mails from the [RC Gate E-mail address (for sender)].

A Reference
See p.97 “E-mail” for the details of each item.



When Registering with the Internet encryption communication (HTTPS) Method

[E] Set the security authentication of your SMTP server.

< For “SMTP_AUTH” Authentication
Set [SMTP_AUTH] to “Enable.” Enter items from [SMTP_AUTH authentication
method] to [Password].

% For “POP before SMTP” Authentication
Set [POP before SMTP] to “Enable.” Enter items from [POP server address] to
[Wait time after authentication].

< No Authentication
Set [SMTP_AUTH] and [POP before SMTP] to “Disable.”

A Reference
See p.97 “E-mail” for details of each item.

0 click [Next].

When using Always connected on Type BN1

The [RC Gate Registration Wizard: HTTP Proxy Settings] screen will appear if you
are using your network environment to access the Communication Server.

@ If your environment uses a proxy server, set “Enable” for [Proxy server]
and enter from [Proxy IP address] to [Proxy password]. If your environment
does not use a proxy server, set “Disable” for [Proxy server]. If you use
Windows authentication, enter [Proxy domain name] as well. Only
NTLMv2 authentication is available.

il Back il Next

® Progy server ¢ Disthle & Enahle

® Proxy [P address : [abecom

® Proxy poit g0s0

® Proxywernane |

® Proxy password [

® Proxy doruain rece : [abecom
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When using Dial-up on Type BM1

The [RC Gate Registration Wizard: Dial-up Settings] screen will appear if you are
using a modem board installed on Remote Communication Gate Type BM1.

Intsiligart Remote Managsrmarnt Systern [ Top Poee

up items, then click [ex]

<o [ven

Phone No. Settings
® Acoess point - -]
® ECGate phone No. ©

® Linecomection < [RC Gate exclusive line =l

Dialing Lire Settings

@ Pulse/Tons dialinglie - [Tone dialing phone [

® Outside access No,

@ Enter [Access point], [RC Gate phone No.] and [Line connection].

% Access point
Click [¥] and select your country or region from the list.

« RC Gate phone No.
Enter the telephone number for the equipment, starting with your coun-
try code number. You can enter the values using numbers, -, #, and *.
Enter the telephone numbers in the following format: (country code)-
(telephone number).
Example:
The Netherlands: 31-12-3456789
France: 33-1-23-45-67-89

& Note

O Enter the telephone number of the equipment, not of the access point.
This number is required to make calls from the Communication Serv-
er to the equipment.

% Line connection
If the equipment shares a telephone line with a fax, select “RC Gate and
fax shared line (RC Gate priority)” or “RC Gate and fax shared line (Fax
priority).” If the equipment exclusively uses a telephone line, select “RC
Gate exclusive line.”

& Note

O “FAX” interface on the modem board will be enabled when “RC Gate
and fax shared line (RC Gate priority)” or “RC Gate and fax shared
line (Fax priority)” is selected.

O With “RC Gate and fax shared line (RC Gate priority)”, the telephone
line is not switched to the fax even if fax transmission occurs during
communication of the equipment.

O With “RC Gate and fax shared line (Fax priority)”, the telephone line is switched
to the fax if fax transmission occurs during communication of the equipment.

O You must enable the dial-tone detection of the fax when you select
“RC Gate and fax shared line (Fax priority).”



When Registering with the Internet encryption communication (HTTPS) Method

@ Set [Pulse/Tone dialing line] and [Outside access No.].

+ Pulse/Tone dialing line
Select your line type.

¢ Tone dialing phone
¢ Pulse dialing phone (20PPS)
¢ Pulse dialing phone (10PPS)

« Outside access No.

When the line is connected to the PBX, enter the numbers and symbols
for the external line. If the input is not required, leave it blank.

& Note

O If a pause is needed between outside access number and the phone
number, enter a comma (,). One comma will give a pause for two sec-
onds.

[ Click [Next].

@ Note

O If you click [Back] instead of [Next], entered values will be cleared and you
will return to the [RC Gate Registration Wizard: E-mail Settings] screen.

The [RC Gate Registration Wizard: Confirm Settings] screen will appear.

[B Confirm the entered values. Click [Next].
¢ When using Always connected

Ink

ﬂ Back l‘ Next

Conrection Conditions
® Intomst comnection method : Always conested
® Froxy sexver Exnahle
® Progy port 8030
® Froxy [F address 19216312
® Prozy domai name ahecom

The following Resquest No. vl be sent to the Corrumication Server.
® Reguest o 1

* When using Dial-up

Inislligani Flsmots Managsmant Systarm [ Top Pege

il Bk ll Next

Connection Conditions

® Dutemet conmectionsthod : Dislup

® RC Gate phone Ho.

® PulsefTore dislinglne  : Tone disling phone

® Outside socess Mo,

® Line connection RC Gate exclusive line

The following Request No. will be sent to the Comarication Server
® Request Mo, - 111
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& Note

O Click [Back] to make changes. Returns to the [RC Gate Registration Wizard: RC
Gate Information] screen in [.

The [RC Gate Registration Wizard: Confirmation] screen will appear. The equip-

ment will confirm the entered settings to the Communication Server.

The [RC Gate Registration Wizard: Confirmation Result] screen will appear when
the confirmation finished.

& Note

O Confirmation of the Communication Server takes a few minutes. When us-
ing “Dial-up”, confirmation will take time because the equipment is test-
ing the communication (making and receiving the phone call). Wait until
the [RC Gate Registration Wizard: Confirmation Result] screen appears.

ﬂ] Confirm that “Request No. confirmation was successfully completed.” is
shown in [Confirmation Result]. Click [Next].

Intslligent Flamots Managsmarnt Sysisin

ETUF Page

Ras failed, Click [Back] to

® Confimation result  Request No. confimation was sucsessfilly conuplstee
® Request Mo, 11
® RC Gate location

The [RC Gate Registration Wizard: Registration] screen will appear. Settings are
registered to the Communication Server.

The [RC Gate Registration Wizard: Registration Result] screen will appear when
the registration is finished.

& Note
O [Back] will appear when the confirmation fails. Click [Back] and start the
wizard again from [RC Gate Registration Wizard: RC Gate Information] in [J.

[B Confirm that “Registration was successfully completed.” is shown in [Reg-
istration result]. Click [Finish].

i‘ Finish.

® Registration zesalt  Registration was successfully completed.

RC Gate Registration Wizard closes and returns to Top Page.

@ Note

O If the confirmation fails, for example, due to the communication error,

[Back] appears. Click [Back] and start again from [RC Gate Registration Wiz-
ard: RC Gate Information] in [J.



When Forbidding Sending IP Addresses to the Communication Server

When Forbidding Sending IP Addresses to
the Communication Server

If you forbid sending the IP addresses of the equipment and registered devices
to the Communication Server, read carefully and understand the following im-
portant information before you change the setting.

iﬁklmportant

O If [Permit sending IP addresses] is set to [Do not permit], the data of the equipment
and the registered devices can not be migrated. In the event of replacing the
equipment due to troubles, you need to register the equipment and the devic-
es again.

O If [Permit sending IP addresses] is set to [Do not permit], a part of Auto Discovery
function with the “Internet encryption communication (HTTPS)” method
will be limited. The Communication Server can not automatically register the
device found by Auto Discovery to the equipment even if [Permit setting of Auto
Discovery from Communication Server] is set to [Permit] because the IP addresses
are not provided. For details about Auto Discovery, see p.61 “Setting the
Auto Discovery” and p.105 “Auto Discovery Settings”.

O You can change the setting of [Permit sending IP addresses] before completing
the registration of the equipment. Once you complete the registration of the
equipment, you can not change it.

A Reference
p.61 “Setting the Auto Discovery”
p-105 “Auto Discovery Settings”

When using the “E-mail (SMTP)” Method

ﬂ Follow the Steps ] to |] of p.41 “Operating the RC Gate Registration Wiz-
ard”.

The [RC Gate Registration Wizard: RC Gate Information] screen will appear.
ﬂ Click [Change IP Address Send Permission] button.

garnent Sys

Intslligant Famots & | [ Top Pege

i S e o
& |Bock | Chare IP Ackies Send Permision 3 | Next

® Request No 111

® RC Gate ID 2911999930

® Iiods] nae

@ Time zone [ (GMT+01:00)Amsterdam Berlin,Bem Rome Stockholm, Vienna =

@ RC Gate registrant E-nail address

® Pernit sending [P addresses Permit (defit)

The [RC Gate Registration Wizard:IP Addrss. Send Permission] screen will appear.
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B Select [Do not permit] for [Permit sending IP addresses].

1l [ Top Pags

ﬂ Bark é‘ Apply

setting s set 1o [Permit (defanlt]] sending [P addresses of the Remote Coraauniation Grate and devices fo the

becore unavailsble in the Operating Instructions before changing this seting

ation Server

Penit Sending IP Addtesses to the Con
@ Pemit sending P addresses © = Permit (defiult) Do ot permit

& Note

3 Click [Back] to return to the [RC Gate Registration Wizard: RC Gate Information]
screen without changing the setting.

O ciick [Apply].
The [RC Gate Registration Wizard: RC Gate Information] screen will appear.

B Follow the Steps [ to (B of p.41 “Operating the RC Gate Registration Wiz-
ard”.

A Reference
p-41 “Operating the RC Gate Registration Wizard”

When using the “Internet encryption communication (HTTPS)”
Method

ﬂ Follow the Steps ] to F] of p.48 “Operating the RC Gate Registration Wiz-
ard”.

The [RC Gate Registration Wizard: RC Gate Information] screen will appear.

EI Click [Change IP Address Send Permission] button.

nt Systerm  Tor Peee

e Infozmatio

T
& |Bock | Chare IP Ackies Send Permision 3 | Next
o Rt —

® RC Gate ID 2911999930

® Iiods] nae

@ Time zone [ (GMT+01:00)Amsterdam Berlin,Bem Rome Stockholm, Vienna =
@ RC Gate registrant E-moail address

® Pernit sending [P addresses Permit (defit)

The [RC Gate Registration Wizard:IP Addrss. Send Permission] screen will appear.



When Forbidding Sending IP Addresses to the Communication Server

B Select [Do not permit] for [Permit sending IP addresses].

Intslligsrii Rsmots Managsmani Sysism [Top Pege

< | B %] apmy

Wating
The default (recommended) setting s set to [Permt (defeult)] sencling [P acdhesses of the Remate Cormmization Gate and devices to the
Conmumication Server

‘Whe (Do not pemit] is set, sorus servies will besorts unavailshls
Flease confirm which services will becors unavailsble in the Operating Instructions before changing this seting
Pennit Sending IP Ackdresses to the Cormniration Server

@ Pemit sending P addresses © = Permit (defiult) Do ot permit

& Note

3 Click [Back] to return to the [RC Gate Registration Wizard: RC Gate Information]
screen without changing the setting.

O cick [Apply].
The [RC Gate Registration Wizard: RC Gate Information] screen will appear.

B Follow the Steps [ to [§ of p.48 “Operating the RC Gate Registration Wiz-
ard”.

A Reference
p-48 “Operating the RC Gate Registration Wizard”
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This chapter shows the procedures to set the equipment to search and collect in-
formation of the devices on the network and send it to the Communication Serv-
er over a period of time. This is called “Auto Discovery.” Make settings for Auto
Discovery with [Auto Discovery Setting Wizard].

[Auto Discovery Setting Wizard] appears when you login as the RC Gate registrant,
and when [RC Gate Registration Wizard] is finished.

Outline of the Auto Discovery Setting
Wizard

Login as RC Gate registrant (login screen)

Select the Auto Discovery Setting Wizard (Top Page)

Set the start schedules and SNMP Community Name

Select how to specify the search range '

The network range is acquired

. B

Edit the search range for Auto Discovery

Confirmation
screen

Confirm the settings

: Operation
screen
1

. B

Returns to the Top Page (menu screen)

BLB001S
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Setting the Auto Discovery

Operating the Auto Discovery Setting
Wizard

When Specifying Auto Discovery Range by Subnet Mask

ﬂ Click [Auto Discovery Setting Wizard] from Top Page of RC Gate registrant.

Intelligent Remote Management System

Remote Communication Gate

RC Gate Registration Wizard

Auto Discovery Setting Wizard

& Note
O If Top Page for RC Gate registrant is not shown, follow the procedures
from J to B of p.30 “To Start the RC Gate Monitor”.

3 The illustration shows the screens of the “E-mail (SMTP)” method. Screens
differ when in the “Internet encryption communication (HTTPS)” method.

O [Auto Discovery Setting Wizard] will not be shown if [RC Gate Registration Wiz-
ard] is not finished.

O If you login as RC Gate administrator, [Auto Discovery Setting Wizard] will
not be shown.

[Auto Discovery Setting Wizard: Basic Settings] screen will appear.

ﬂ Select “Use” for [Auto Discovery], and enter and select the items of the “Auto
Discovery Settings” group.

Intslligarit Farnots

[ Top Page

® fufo Discovery : % Damotuse ¢ Use

Aute Discovery Settings

® [ylax, E-yoail size m

® AuoDimovrystat et - gy [ 3 B0 (e
Cowerly [Sunday 7] [z 0
Gy [z [0 (o

® SHMP cornununity rame [puoic

® SNMP cornunity rame

® SNMP comnunity veme

® SNMP commumity vane

® SNIVE comenumity vare

@ SNME compnunity varee

® SHMP comnunity rame

® SHMP cornunity rame

® SHMP cornunity rame

® SNMP cornunity rame
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Operating the Auto Discovery Setting Wizard

& Note
O See p.105 “Auto Discovery Settings” for the details of each item.

O Input [SNMP community name] in the order of higher usage frequency.
O Remove [SNMP community name] you do not use.

( The illustration shows the screens of the “E-mail (SMTP)” method. Screens
differ when in the “Internet encryption communication (HTTPS)” method.

Disabling Auto Discovery

@ Select “Do not use” for [Auto Discovery].
@ Click [Next].

The [Auto Discovery Setting Wizard: Setting Result] screen will appear.
@ Click [Finish].

Intslligeri 7

3 Meanagsrmarnt

[ Top Page

il Finish

Preparstion to finish settings complete.

O SRR G vt o ey s it

Top Page appears.

) Click [Next).
The [Auto Discovery Setting Wizard: Specifying Range Settings] screen will appear.

ﬂ Select [Subnetmask ranges], and click [Next].

Intslligeri &

lenagsrmart

i‘ Back l‘ Hext

@ Searchmethod of device(s) : ¢ Subretmask ranges P address anges

The equipment starts to obtain the address information of the network. The
[Auto Discovery Setting Wizard: Edit Range] screen will appear when acquisition
finishes.

B Add the range which the equipment could not automatically obtain, or edit
the obtained information.

il Back il et

Tmport CSV fil
® File nae ;| Browss
Impart CBY/
Edit Auto Discovery Range
ul Display itews - | 10 ¥ Add| Delete

Total : 2

wazmaau 255255255EI E able wzmsan
[192.168.6.0 [255.285 255.0 [Enable J|1921E8BD
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2
*»*

2
*»*

R
**

K7
*o*

Range and Subnet Mask

The IP address of the network will be calculated from the AND operation
of [Range] and [Subnet Mask].

For example, if [Range] is set to “192.168.5.0” and [Subnet Mask] is set to
255.255.255.192”, the search range for Auto Discovery will be 192.168.5.1
to 192.168.5.63.

Discovery
If you set “Disable” for this item, information within the search range of
the line will not be collected.

Range Name

The IP address for [Range] is shown when the information is automatically
obtained. Enter the range name, for example, the workgroup name, do-
main name, or the name of your section. You can enter up to 61 characters.

Comment
You can enter comments for up to 61 characters.

Example of Editing

This is an example of editing the screen shown on Step . Procedures below
show how to change, add and delete the search range.

@ Edit the line for the “192.168.5.0” directly to change the search range.

In this example, change the [Subnet Mask] from “255.255.255.0” to
“255.255.255.192.”

_I Back _I Hext
Import CSV fils
® Filonare : | Browse...
Import CSY
Edit Auto Discovery Range
" Display ites :[ 10 > Add| Delete

Total: 2

1921EEED 256 265 266,192 Enable 1-63

—_

[152.168.6.0 [2s5.255.255.0 [Enable Jhazmsan

The search range is changed from 192.168.5.1 - 192.168.5.254 to 192.168.5.1
-192.168.5.63.

@ To add a new search range to Auto Discovery, click [Add].

The [Auto Discovery Setting Wizard: Add Range] screen will appear.



Operating the Auto Discovery Setting Wizard

© Add the new search range.
See Step [ for the detail of each item.

Intelligent Aemots Managsmant System [ Top Paee

iIBu:k | sppiy

! | |
[lo2168564 [562s5256192 | [Dismble = [oef a1z
[192.168.5.128 [255.255 255192 [Enable =] [ghi [r8-191

[le216651%2  [pse2s5.256.102 | [Enable =] [kim [iez-254

[poon [pnoo [Enable =] [ [

jpoon [pnoo [Enable =] [

jpoon [pnoo [Enable =] [

[

[

[ooon [pnoo Enable ] [ [
[Enable =] [ [
[

[

[poon [pnoo
jpoon [pnoo [Enable =] [
jpoon [pnoo [Enable =] [

O You can add 10 ranges at a time.
O If [Range] is “0.0.0.0.”, the search range will not be added.
O Click [Apply].
The entered search range will be added. The new [Auto Discovery Setting Wiz-
ard: Add Range] screen will appear.

& Note
O To add another 10 search ranges, repeat from @.

O You cannot enter the search ranges which are already registered.

O The remaining number of search range that you can add is shown in [Re-
maining].

@ Click [Back].

Intelligent Ramots Manzgsmsant Systarm [ Top Foge

< |puk %] appty

[oooa oo [Enable =] [ [
[poon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
[oooa oo [Enable =] [ [
[poon [pnoo [Enable =] [ [
jooon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
[oooa pooo [Enable =] [ [

Returns to the [Auto Discovery Setting Wizard: Edit Range] screen.
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O To delete a search range of Auto Discovery, click [Delete].

® Fie e _Browe.. |
Impart CEY/
ey e e S
10 a0 0] Displayitems:[10 +] (Add | Delete
Total : 5
Range S 5y e
=~ iy _lavy 4> 1>
[ize850  [seess2ssi92 | [Enable <f fbe e
[192.168.5.64 [255.255 266,192 [Disable =] [def [pa-127
[le21665.128  [pse2ss.26.102 | [Enable =] [ahi 28151
[192.168.5.192 [255.255 255192 [Enable =] [kim [192-254
[152.168.6.0 [es5.255.255.0 [Enable -] [192.168.6.0 [

The [Auto Discovery Setting Wizard: Delete Range] screen will appear.

@ Select the line which you want to delete by checking the [Delete] check-
box.

Intslligant Ramots Managsmant Systsm [Tep Pz

Wizaxd: Delete Renge Delete &

iIBu:k L | hpply

| o o 0| Displayiters:[10 v ClearAll | SelectAl

Total: §

e a1

19216250 255255255192 Enahle abe 163
10216260 2552552550 Exshle 19216260
1521625128 255255255192 Enahls chi 128-191
1921625192 255255255192 Enshle K 182-254

Rlislisiklsl | -

192.168.5.64 255233235192 Disable def 64127

& Note
3 Click [Clear All] to clear [Delete] checkmark of all lines.

3 Click [Select All] to check [Delete] checkbox for all of the lines.
@ Click [Apply].
The selected line will be deleted.

& Note
O If you have more lines to delete, repeat from @.

© Click [Back].
Returns to the [Auto Discovery Setting Wizard: Edit Range] screen.

Importing search ranges from a CSV file

To import search ranges from a CSV file stored on your computer, use the
screen shown in Step .

To create the CSV file: enter the relevant items of information for [Range],
[Subnet mask], [Discovery], [Range Name], and [Comment]. You can enter multi-
ple search ranges if necessary. Be sure to separate each item with a comma.



Operating the Auto Discovery Setting Wizard

+« Example:

192.168.5.0,255.255.255.192,Enable,abc,1-63
192.168.5.64,255.255.255.192,Disable,def,64-127
192.168.5.128,255.255.255.192,Enable,ghi,128-191
192.168.5.192,255.255.255.192,Enable, kim,192-254
192.168.6.1,255.255.255.0,Enable, 192.168.6.0,

BLB003S

@ Click [Browse], locate your CSV file, and then click [Open]. Alternatively,
enter the path to your CSV file directly in [File name].

@ Click [Import CSV].

The search ranges will be imported from the CSV file. All previously spec-
ified ranges will be deleted.

(3 click (Next).

Intslligant Rermots Managsrmant Syste

@ e | [Eme. |
Import G5V
e e s
[0 0w Display tems <[ 10 +] _Add| Delete
Total: 4

e D o Conment
S S S 7 2 . A
192 166.5.0 pezszmaiez [Erable o] e [ies
[192.168.5.64 [255.255 255192 [Disabie =] [def [ga127
[192.168.5.128 [255.255 255192 [Enable =] [ghi [r28-191
[192.168.5.192 [255.255 266,192 [Enable =] [kim [192-254

The [Auto Discovery Setting Wizard: Setting Result] screen will appear.
U click [Finish].

Intelligent Aemots Managsmant System

[Tup Page

lick [Finisk] to apply the settings, this will elso exdt the wizard,

il Back il Finish.

Total : 4 Humber of enchled ranges : 3

192.162.5.0 255.255.255.192 ahe 163
102.168.5.128 255.255.255.192 ghi 128191

192.168.5.192 255.255.255.192 K, 192254

Returns to the Top Page of the RC Gate registrant.

/O Reference

To close the RC Gate Monitor, see p.35 “To Close the RC Gate Monitor” for
details.
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Setting the Auto Discovery

When Specifying Auto Discovery Range by IP address

ﬂ Click [Auto Discovery Setting Wizard] from Top Page of RC Gate registrant.

Intelligent Remote Management System

Remote Communication Gate

& Note
O If Top Page for RC Gate registrant is not shown, follow the procedures
from fJ to { of p.30 “To Start the RC Gate Monitor”.

( The illustration shows the screens of the “E-mail (SMTP)” method. Screens
differ when in the “Internet encryption communication (HTTPS)” method.

O [Auto Discovery Setting Wizard] will not be shown if [RC Gate Registration Wiz-
ard] is not finished.

O If you login as RC Gate administrator, [Auto Discovery Setting Wizard] will
not be shown.

[Auto Discovery Setting Wizard: Basic Settings] screen will appear.

ﬂ Select “Use” for [Auto Discovery], and enter and select the items of the “Auto
Discovery Settings” group.

® AutoDissovery: & Domotuse © Use

#uto Discovery Settings

® Ilax E-mail size m

® puto Discovery start schedule  Monthly l1_Day ,12_ lUU_(hh )
C Wy [Sunday =] 2 0 ey
Dy 127 0 naes

® SNMPcomumityvewe - fouslic
® SNMP comumity vane
@ SNIME compnumity vare
@ SNME compnunity varee
® SHMP comnunity rame
® SHMP cornunty rame
& SHMP cornunity rame
® SNMP cornunity rame
® SNMP comnunity reme
® SNMP commumity vane




Operating the Auto Discovery Setting Wizard

& Note
O See p.105 “Auto Discovery Settings” for the details of each item.

O Input [SNMP community name] in the order of higher usage frequency.
O Remove [SNMP community name] you do not use.

( The illustration shows the screens of the “E-mail (SMTP)” method. Screens
differ when in the “Internet encryption communication (HTTPS)” method.

Disabling Auto Discovery

@ Select “Do not use” for [Auto Discovery].
@ Click [Next].

The [Auto Discovery Setting Wizard: Setting Result] screen will appear.
@ Click [Finish].

Intslligeri 7

3 Meanagsrmarnt

[ Top Page

il Finish

Preparstion to finish settings complete.

O SRR G vt o ey s it

Top Page appears.

) Click [Next).
The [Auto Discovery Setting Wizard: Specifying Range Settings] screen will appear.

ﬂ Select [IP address ranges], and click [Next].

Intslligeri &

lenagsrmart

i‘ Back l‘ Hext

@ Searchmethod of device(s) : ¢ Subretmask ranges P address anges

The equipment starts to obtain the address information of the network. The
[Auto Discovery Setting Wizard: Edit Range] screen will appear when acquisition
finishes.

B Add the range which the equipment could not automatically obtain, or edit
the obtained information.

il Back il et

Tmport CSV fils
® File e : | Browss
Impart C8Y/
Edit Auto Discovery Range
ul Display itews : |10 ¥ Add| Delete

Total : 2

19215551 19215552&1 E able 19215351
[192.168.6.1 [192.168 8254 [Enable J|1921E8E1
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« Start IP Address and End IP Address

Enter the IP address to start and finish in “x.x.x.x” format (“x
any number between 0 to 255).

" _rm

stands for

% Discovery
If you set “Disable” for this item, information within the search range of
the line will not be collected.

+ Range Name
The IP address for [Start IP Address] is shown when the information is auto-
matically obtained. Enter the range name, for example, the workgroup
name, domain name, or the name of your section. You can enter up to 61
characters.

< Comment
You can enter comments for up to 61 characters.

Example of Editing

This is an example of editing the screen shown on Step . Procedures below
show how to change, add and delete the search range.

@ Edit the line for the “192.168.5.1” directly to change the search range.

In this example, change the [End IP Address] from “192.168.5.254" to
“192.168.5.63.”

Intslligant Rermots Managsrmant

® File nae : | Browse
Import GSY
<0 <t o 0] Displayiters :[10 ¥ Add| Delete

Total: 2

]:. o Co
1921!3551 1921EEEE3 E able

[192.168.6.1 [192.188 5,254 [Enable Jhazwﬁaaw

The search range is changed from 192.168.5.1 - 192.168.5.254 to 192.168.5.1 -
192.168.5.63.

@ To add a new search range to Auto Discovery, click [Add].
The [Auto Discovery Setting Wizard: Add Range] screen will appear.



Operating the Auto Discovery Setting Wizard

© Add the new search range.
See Step [ for the detail of each item.

Intelligent Aemots Managsmant System [ Top Paee

iIBu:k | sppiy

1 1 1 |
192.168.5.64 1921685127 Disable >| |def Ba-127

[192.168.5.128 [152.188.5.191 [Enable =] [ghi [ra8-191
102.168.5.152 [152.168.5.254 [Ensble ] [im [iez-254
[poon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
[oooa oo [Enable =] [ [
[poon [pnoo [Enable =] [ [
[poon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
& Note

O You can add 10 ranges at a time.
O If [Start IP Address] is “0.0.0.0.”, the search range will not be added.
O Click [Apply].
The entered search range will be added. The new [Auto Discovery Setting Wiz-
ard: Add Range] screen will appear.

& Note
O To add another 10 search ranges, repeat from @.

O You cannot enter the search ranges which are already registered.

O The remaining number of search range that you can add is shown in [Re-
maining].

@ Click [Back].

Intelligent Ramots Manzgsmant Systam [ Top Foge

< |puk %] appty

Start IP fuddress

1
[pooo pooo[Enabe -

[noon [pnoo Enable ] [ [
[poon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
jooon [pnoo [Enable =] [ [
[noon [pnoo Enable ] [ [
[poon [pnoo [Enable =] [ [
jpoon [pnoo [Enable =] [ [
[poon [pnoo [Enable =] [ [
[noon [pnoo Enable ] [ I

Returns to the [Auto Discovery Setting Wizard: Edit Range] screen.
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O To delete a search range of Auto Discovery, click [Delete].

Intslligent Femote Managsment Systsrm [ Top Poge
lick:
il Back i‘ Hext
® File naee ;| Browss
Impart CBY/
[[<3 o ) 0] Displayitens:[10 Add| Delete
Total : 5
v | Range Hae
S S 2 P N N 2 N A
192.168.5.1 12.158.5.63 Enable =] [abc =
[192.168.5.64 [192.168 5127 [Disable =] [def [pa-127
192.168.5.128 [152.188 8191 Enable ] [ghi [r28-191
[192.168.5.192 [192.168.5.254 [Enable =] [kim [192-254
[192.168.6.1 [152.188 6.63 [Enable -] [192.168.6.1 [

The [Auto Discovery Setting Wizard: Delete Range] screen will appear.

@ Select the line which you want to delete by checking the [Delete] check-
box.

Intslligert Ramots Men

[Tap Page

iIBu:k L | hpply

|0 o 0] Displayitens:[10 v ClearAll | SelectAl
Total: 5
Start IF Addrecs clste
A~ |

1921685.1 192168563 Erable abe 163 =l
1021685128 1921635191 Erable ghi 12101 (=l
1921685152 1921635254 Enable K 192-254 =i
15216861 192168663 Erable 19216860 ~
192168564 192.168.5.127 Disdlle def 64121 =i

3 Click [Clear All] to clear [Delete] checkmark of all lines.

3 Click [Select All] to check [Delete] checkbox for all of the lines.
@ Click [Apply].

The selected line will be deleted.

& Note
O If you have more lines to delete, repeat from @.
© Click [Back].
Returns to the [Auto Discovery Setting Wizard: Edit Range] screen.

Importing search ranges from a CSV file

To import search ranges from a CSV file stored on your computer, use the
screen shown in Step .

To create the CSV file: enter the relevant items of information for [Start IP Ad-
dress], [End IP Address], [Discovery], [Range Name], and [Comment]. You can enter
multiple search ranges if necessary. Be sure to separate each item with a comma.
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+« Example:

192.168.5.1,192.168.5.63,Enable,abc,1-63
192.168.5.128,192.168.5.191,Enable,ghi,128-191
192.168.5.192,192.168.5.254,Enable, kim,192-254
192.168.6.1,192.168.6.63,Enable,192.168.6.0,
192.168.5.64,192.168.5.127 Disable,def,64-127

BLB004S

@ Click [Browse], locate your CSV file, and then click [Open]. Alternatively,
enter the path to your CSV file directly in [File name].

@ Click [Import CSV].

The search ranges will be imported from the CSV file. All previously spec-
ified ranges will be deleted.

(3 click (Next).

Intslligant Rarmots Managsmaent Syste

® File nae - | Browse
Import G5V
<5< 1 & &) Displayitems:[10 ~ _Add| _Delete
Total: 4
i ange Mame Comment
I VS 52 7 A
192.168.5.1 182,168 5.63 Enable =] [abc =
[192.168.5.64 [182.168. 5127 [Disable =] [def [fa-127
[192.168.5.128 [152.188.5.191 [Enable =] [ghi [r28-191
[192.168.5.192 [192.168.5.254 [Enable =] [kim [r92-254

The [Auto Discovery Setting Wizard: Setting Result] screen will appear.
U click [Finish].

Intelligent Aemots Managsmant System [ Top Paee

Tlick [Finisk] to apply the settings, this will elso exdt the wizard,

il Back il Finish.

Total : 4 Humber of enchled ranges : 3

Start IF Address

192.162.5.1 190162563 e 163
1021685122 102162.5.191 ghi 122-191
192.168.5.192 192.168.5.254 K 192254

Returns to the Top Page of the RC Gate registrant.

/O Reference

To close the RC Gate Monitor, see p.35 “To Close the RC Gate Monitor” for
details.
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D
6. Registering Image /O Devices
to the Communication Server

When in the “Internet encryption communication (HTTPS)” method, use [Device
Registration Wizard] to register and confirm the managing image I/0O devices to
the Communication Server.

[Device Registration Wizard] will appear when you login as the RC Gate registrant,
and [RC Gate Registration Wizard] is finished with the “Internet encryption com-
munication (HTTPS)” method.

Outline of the Device Registration Wizard

Login as RC Gate registrant ' (login screen)
Select the Device Registration Wizard ' (Top Page)

Select the search method

Set the search range '

Select the devices to manage from the search result

Enter the Request No. '

The devices are registered to Communication Server E_B Operation
1

Confirmation
screen

screen

Confirm the registered result

i B

Returns to the Top Page (menu screen)

BLB002S
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Operating the Device Registration Wizard

Searching for Devices by IP Address

ﬂ Click [Device Registration Wizard] from the Top Page of the RC Gate registrant.

Intelligent Remote Management System

Remote Communication Gate

Auto Discovery Setting Wizard

& Note

O If the Top Page of the RC Gate registrant does not appear, follow the Steps
@ to B of p.30 “To Start the RC Gate Monitor”.

n O [Device Registration Wizard] will not be shown if [RC Gate Registration Wizard]

is not finished.

O If you login as the RC Gate administrator, [Device Registration Wizard] will
not be shown.

The [Device Registration Wizard: Search Method Settings] screen will appear.

Ed seclect [IP address ranges], and then click [Next].

Intslligant Farmot

® Searchmethod of device(s) : (% IP address ranges (' Host name

The [Device Registration Wizard: Search Range Settings] screen will appear.
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B To find the image I/O devices to manage, enter [IP address search range] or
[SNMP community name].

Intslli

[ Top Page

k

k.
ﬂ Back [Z]] Selected Device List l‘ HNext

Tmport CSV file
® Filo s | Browse
Irpott CSY-

Search Flange Settings
& P ks seaxchrange < [152.168.5.1 -[192 1685200

® IP address semmchrarge :[0.0.00 -jpooo

® IP addess seamchrarge :[0.0.00 -jpooo

® IP s sewcdaage (0000 -jpooo

® [P s sewcdaage (0000 -jpooo

® IF s serchrange :[0.0.00 -jn.ooo

® IP s seanchrarge 2 [0.0.00 B T

® [P addess senchrange :[0.0.00 -jopooo

& IP addess semchrarge :[0.0.00 -jpooo

® IP addess seamchrrge :[0.0.00 -jpooo

® SNMP community neme - [public
@ SNV consmounity nasae :
@ SNIME comunity zame :
® SME cormmity e :[
® SUMP commmity e - [
& SNMP connuity e
& SNMP cornunity e
® SNMP cornuity e
® SNIVP conamunity nace :
® SHMP comanmity e :

+ IP address search range
Enter to set the managing image I/O devices connected to network. Enter
the IP address to start and finish in “x.x.x.x” format (“x” stands for any
number between 0 to 255).

& Note

O The image I/0O devices connected by RS-485 are searched regardless of
the entered IP address range.

O If the IP address of the managing image I/O devices connected to the
network is already defined, enter the IP address on both starting (the
left side box) and finishing (the right side box) IP address box. This will
shorten the search time.

O Enter larger values for finishing the IP address (the right side box) than
the starting (the left side box) IP address. An error will occur if you enter
a larger value for starting the IP address than finishing the IP address.

O If you set “0.0.0.0” for the finishing address, the range of IP address on
the line will not be searched.

O An error will occur if you set values other than “0.0.0.0” to the finishing
IP address, and “0.0.0.0” for the starting IP address.

< SNMP community name
Enter SNMP community name within thirty characters to search for SNMP
correspondent devices with [IP address search range].
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& Note
O Leave the item blank if the managing devices are only HTTP corre-
spondent devices and RS-485 connected devices.

O The SNMP community name works as a “password” when the equip-
ment tries to access the SNMP correspondent devices. See the operating
instructions for each device for details.

O Input [SNMP community name] in the order of higher usage frequency.
O Remove [SNMP community name] you do not use.

? Limitation

O You can set 10 search ranges at a time. To search for more than 10 ranges,
click [Additional Search] in [§ and repeat the searching and selecting. Click
[Selected Device List] to show devices which have already been searched
and selected.

O The equipment can manage a maximum of 100 devices.

Importing search ranges from a CSV file

To import search ranges from a CSV file stored on your computer, use the
screen shown in Step B.

To create the CSV file: enter the starting IP address and the finishing IP ad-
dress. You can enter multiple search ranges if necessary. Be sure to separate
each address with a comma.

+ Example:

192.168.5.1,192.168.5.200
192.168.6.1,192.168.6.2

@ Click [Browse], locate your CSV file, and then click [Open]. Alternatively,
enter the path to your CSV file directly in [File name].
@ Click [Import CSV].

The search ranges will be imported from the CSV file. All previously spec-
ified ranges will be deleted.
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O click [Next].

& Note
O [Selected Device List] window will be closed automatically.

[Device Registration Wizard: Search Results] will appear after the [Device Registra-
tion Wizard: Search] screen and the completion of searching.

B Check the [Select] checkbox of the line for the device you want to manage.

Intslligant Farmots Managsmsnt il [ Top Page

i‘AadnmmlSemh h Error List Machme ID Error List lINext

GlearAll | SelectAll

e~ i~ [~ _ |
34199950001 Afieio 2035 192162510 LAN (HTTF)
3419-9990002 Afisio 551 192168 5.11 LAN (SNMP)
34195990003 Aificio 850 R5-485
3419-9990004 Afiein 12520 192.168.5.13 LAN (HTTP)
34199990005 Aficio 22320 192168514 LAN (HTTP)
3419-5990006 CL7100 192.168.5.15 LAN (SNMP)

& Note

O The [Select] checkbox masked in grey indicates that the device has been al-
ready registered to the Communication Server.

O When you search and select more than one time and the current search
range includes the previous search range, the devices checked in the pre-
vious search will appear with checked in [Select] checkbox. Clear the
checkmark if you do not want to manage the device.

O Click [Select All] to select all devices including the devices which are not on
the current page.

O Click [Clear All] to clear the selection of all devices including the devices
which are not on the current page.

O Click [Machine ID Error List] to display the [Device Registration Wizard: Machine
ID Error List] screen on another window. This screen shows the IP Address,
MAC Address, Model Name, Connection Type of the devices for which
the equipment could not identify the Machine ID.

(3 click (Next).

& Note

O To repeat searching and selecting of devices, click [Additional Search] in-
stead of [Next]. The screen returns to [Device Registration Wizard: Search Range
Settings], and you can search for the devices by changing the values.

The [Device Registration Wizard: Prepare Registration] screen will appear. When
the equipment is ready, the [Device Registration Wizard: Enter Request No.] screen
will appear.
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1 click [Obtain Request No.].

In

WENIE] i| [ Top Foge

i‘ Back l‘ Hext
in Display iters :[10 + Obtain Request No
Deviee totel 6
chie iodel Hazoe m Type

la~ | oo~ o> |
34195990001 Afico M3 192163510  LAN (HTTF)
3419-0000002 Afiein 551 192168 5.11 LA&HN (SHIF)
3419.9500003 Aficia 830 FS-435
34199990004 [3419 9900004 Aficn 12320 192163513 L&N (HTTP)
34199990005 [3419 9990005 Afien2232C 192163514 LAN (HTTP)
34105000008 2418 5990005 LI 102163515 LA&N (SNMP)

O [Request No.] are set for all devices controlled, including the pages not be-
ing displayed on the screen. There is no re-setting of the number for the de-
vices for which the numbers are already set.

B click [Next).

A [Device Registration Wizard: Registration Results] screen will appear after the
devices are registered to the Communication Server.

g Confirm the registered items.

11 Display iters : [ 10~/
Deviee totel : 6
o~ s~ |
34199900001  3A15.9990001  Aficio203% 192468510  LAN(HTTE) OK
34199090002 34100990002 Adivio 551 192162511 | LAN (SNMF) 0K
34199990003 IA19.9990003  Adicia 850 ES. OK
34190000004 3£19-0000004 Aficio 1232C 102.162.5.13 L&N (HTTF) OK
34199990005 34190990005 Afioin2232C 192168514 LAN(HTTF) 0K
34199990006 34199990006 CLTIOO 192.163515  LAHN (SHMP) OK

& Note

3 Click [A] under [Registration Result] to sort in order of “Failed” and “OK.”

O If “Failed” is displayed in the [Registration Result], device registration has
failed. Click [Machine ID] of a device whose result is “Failed”. The [Device
Registration Wizard: Details] screen appears in a separate window, and a so-
lution is displayed in the [Registration result]. Alternatively, you can find in-
structions by referring to the error code.

O The device with the “OK” hyperlink in the [Confirmation Result] is the one which
has succeeded to register. Click Machine ID to open the [Device Registration Wizard:
Details] screen on another window. After checking, click the [Close] button,
and then return to the [RC Gate Registration Wizard: Registration Result] screen.

0 click [Finish].
Returns to the Top Page of RC Gate registrant.

/O Reference

To close the RC Gate Monitor, see p.35 “To Close the RC Gate Monitor” for
details.



Operating the Device Registration Wizard

Searching for Devices by Host Name

E Preparation

To search for devices by specifying host names, you must save the host names
in a CSV file beforehand.

To create the CSV file: enter the host names you want to use for searches. Be
sure to separate each host name with a comma.

« Example:

host01.abc.com,host02.abc.com,host03.abc.com,
host04.abc.com,host05.abc.com,host06.abc.com

BLB006S

ﬂ Click [Device Registration Wizard] from the Top Page of the RC Gate registrant.

Intelligent Remote Management System

Remote Communication Gate

Auto Discovery Setting Wizard

& Note

O If the Top Page of the RC Gate registrant does not appear, follow the Steps
@ to B of p.30 “To Start the RC Gate Monitor”.

3 [Device Registration Wizard] will not be shown if [RC Gate Registration Wizard]
is not finished.

O If you login as the RC Gate administrator, [Device Registration Wizard] will
not be shown.

The [Device Registration Wizard: Search Method Settings] screen will appear.
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Ed select [Host name], and then click [Next].

Intslligent Femote Managsment Systsarn [opre

Device Registration Wizard: Search ch ruethad of devicets) on the network, then olick [Nexd]

@ Search method of device(s) : (& IP eddress zanges ( Host name

The [Device Registration Wizard: Search Range Settings] screen will appear.

8 Click [Browse], locate your CSV file, and then click [Open]. Alternatively, en-
ter the path to your CSYV file directly in [File name].

Intelligent Ramots Meanagsrmsr. s [TopPege

ook,

et
il Back [i7]| Selested Device List il Next

Import CSV fle

® File nae ;| Browss

SHIMP coruruurity raras lit
® SNMP community neme - [public
® SNIMP conamnunity nace :
@ SNIMP conamounity nasae :
® SME cormmity e :[
® SUMP commmity e - [
® SNMP connuity e
& SNMP connuity e
® SNMP cornuity e
® SNMP cornuity mae
® SNIMP conamounity nasae :

ﬂ Enter [SNMP community name] if required, and then click [Next].
A list of host names imported from the CSV file appears.

& Note

O The image I/O devices connected by RS-485 are searched regardless of the
entered host names.

+« SNMP community name
Enter SNMP community name within thirty characters.

& Note
O Leave the item blank if the managing devices are only HTTP corre-
spondent devices and RS-485 connected devices.

O The SNMP community name works as a “password” when the equip-
ment tries to access the SNMP correspondent devices. See the operating
instructions for each device for details.

O Input [SNMP community name] in the order of higher usage frequency.
O Remove [SNMP community name] you do not use.

® Limitation

O The equipment can manage a maximum of 100 devices.
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B crick Next).

Intslligent Asmote Marn

srnent Systam [ Top Poge

il Back il Next

& Note
O [Selected Device List] window will be closed automatically.

[Device Registration Wizard: Search Results] will appear after the [Device Registra-
tion Wizard: Search] screen and the completion of searching.

B Check the [Select] checkbox of the line for the device you want to manage.

Intslliger g Managsrnsnt [ Top Poge

I [Next]

i‘ Additional Search [ Search Exror List Maching ID Exror List l‘ et
GlearAll | SelectAll

|75 2 . S 7 2|
hastOl dbe.core 3A19-0990001 Afizio 2035 192.168.5.10 L& (HTTP)
host02 abe corn 3A19.9990002 Aficio 551 192168 511 L&N (SHMP)
- 34.10.099000% Aficio 850 RS-425
host04abs sor 3A19-9990004 Afisio 12320 192.168.5.13 L&N (HTTP)
host05 abe corn 34199990005 Afiio 2232C 192,168 514 LA&HN (HTTF)
hostO6 dbe.cor 3A19-0990006 CLIL00 192.168.5.13 LAN (SHMP)

‘I‘I‘I‘I‘I‘IIE

& Note

O The [Select] checkbox masked in grey indicates that the device has been al-
ready registered to the Communication Server.

O When you search and select more than one time and the current search
range includes the previous search range, the devices checked in the pre-
vious search will appear with checked in [Select] checkbox. Clear the
checkmark if you do not want to manage the device.

O Click [Select All] to select all devices including the devices which are not on
the current page.

O Click [Clear All] to clear the selection of all devices including the devices
which are not on the current page.

O Click [Machine ID Error List] to display the [Device Registration Wizard: Machine
ID Error List] screen on another window. This screen shows the IP Address,
MAC Address, Model Name, Connection Type of the devices for which
the equipment could not identify the Machine ID.

O Click [Search Error List] to display the [Device Registration Wizard: Search Error
List] screen in another window. This screen shows the host names that
were not found.
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U crick Next).

& Note

O To repeat searching and selecting of devices, click [Additional Search] in-
stead of [Next]. The screen returns to [Device Registration Wizard: Search Range
Settings], and you can search for the devices by changing the values.

The [Device Registration Wizard: Prepare Registration] screen will appear. When

the equipment is ready, the [Device Registration Wizard: Enter Request No.] screen
will appear.

B Click [obtain Request No.J.

Intslliger EIIETI

[Tup Page

i‘ Back l‘ Hext
Obtain Request No

S . S lav o> |
hostll dhecor. 3419-0990001 [ sbams 192168510 LAN(HTIP)
host2Zabceom  3419-9990002 [ ammss 192162511 LA (SHME)
34195900003 st 5425
hostl4dbecon 34100990004 Frigommons | ASw 12X 192168503 LAN(HTTR)
hostDSdbecon.  3419-9990005 [AI99000s | AG©2320 192168514 LAN (HTTP)
bostfabecom 34199990006 paigommooe o 192168515  LAN (SHMEP)
& Note

O [Request No.] are set for all devices controlled, including the pages not be-

ing displayed on the screen. There is no re-setting of the number for the de-
vices for which the numbers are already set.

B Click [Next).

A [Device Registration Wizard: Registration Results] screen will appear after the
devices are registered to the Communication Server.
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0 confirm the registered items.

[av __Ja~v i~ |
host01 gbe cor 34190000001 3419-9990001 Aficio 2035e 102.162 5.10 LA&N (HTTF) OK
host02.abe cor 3419 9990002 3419-9990002 Aficin 351 192.168.3.11 LAH (SHMP) 0K
- 34199990003 34199990003 Aficio 850 - RS-485 OK
host04.gbe corm 3419 0000004 3419-0000004 Aficio 1232C 102.162 513 LA&N (HTTF) OK
host05.abe com. 3419 9990005 3419-9990005 Aficio 2232C 192.168.5.14 LA&N (HTTE) 0K
host06.she corm. 3419 9990008 3419-9990006 CL7100 192.168.5.15 LM (SNMP) OK

3 Click [A] under [Registration Result] to sort in order of “Failed” and “OK.”

O If “Failed” is displayed in the [Registration Result], device registration has
failed. Click [Machine ID] of a device whose result is “Failed”. The [Device
Registration Wizard: Details] screen appears in a separate window, and a so-
lution is displayed in the [Registration result]. Alternatively, you can find in-
structions by referring to the error code.

O The device with the “OK” hyperlink in the [Confirmation Result] is the one
which has succeeded to register. Click Machine ID to open the [Device Reg-
istration Wizard: Details] screen on another window. After checking, click the
[Close] button, and then return to the [RC Gate Registration Wizard: Registra-
tion Result] screen.

B click [Finish].
Returns to the Top Page of RC Gate registrant.

/O Reference

To close the RC Gate Monitor, see p.35 “To Close the RC Gate Monitor” for
details.
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e
/. Configuring the Details of

the Registered Information

You can change and confirm the settings from [RC Gate and Device Settings] on the
Top Page. Also, you can configure the information of each of the managed de-
vices. You can reboot, confirm access and communication logs from this button.

Menus and the screens for [RC Gate and Device Settings] differ when you select E-
mail (SMTP) or Internet encryption communication (HTTPS) as the Communi-
cation method. Menus and the screens also differ depending on whether are has
logged in as “RC Gate administrator” or “RC Gate registrant.”

RC Gate and Device Settings Screen and
Access Authority

When using the “E-mail (SMTP)” method

The list below shows the menu and the access authority when you click [RC Gate
and Device Settings]. This list shows the case when the Communication method
used is “E-mail (SMTP).”

Consider “RC Gate administrator” as “Admin”, “RC Gate registrant” as “Regis-
trant” in the list below.

Main Menus Screen Names Outline Admin Regis-
trant
RC Gate Settings | Basic Shows the details of the equip- y y

ment.

Date/Time Adjusts the clock inside the y y
equipment.

Network Sets the network for the equip- y y
ment.

E-mail Sets the E-mail for the equip- v y
ment.

Communication Shows the method to send the

Method collected information to the v v
Communication Server.

Auto Discovery | Auto Discovery Sets basic items for Auto Discov- v v

Settings ery. e.g.; performing period

Edit Auto Discov- | Sets the range for performing y y

ery Range Auto Discovery.

Auto Discovery Sets the method for specifying

Settings by Speci- | the Auto Discovery range. v v

fying Range
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Main Menus Screen Names Outline Admin Regis-
trant
Maintenance Restart RC Gate Rebooting the equipment. - v
Shut Down RC Shuts down the equipment. y y
Gate
Service Call Shows the substance of the er- y y
rors.
Security Password Changing the password for log- y y
ging on the RC Gate Monitor.
Permissions Limits the login of the customer y )
engineer.
Access Log Shows the access logs to the RC y y
Gate Monitor.
Format RC Gate Deletes all of the settings and re-
v -

turns the equipment to the facto-
ry default value.

v: Shown -: Not Shown




RC Gate and Device Settings Screen and Access Authority

When using the “Internet encryption communication (HTTPS)”

Method

The list below shows the menu and the access authority when you click [RC Gate
and Device Settings]. This list shows the case when the Communication method

used is “Internet encryption communication (HTTPS).”

Consider “RC Gate administrator” as “Admin”, “RC Gate registrant” as “Regis-

trant” in the list below.

Main Menus Sub Screen Names Outline Admin Regis-
Menus trant
RC Gate Set- Basic Shows the details of the y y
tings equipment.
Date/Time Adjusts the clock inside v v
the equipment.
Network Sets the network for the v v
equipment.
E-mail Sets the E-mail for the y y
equipment.
Communication | Shows the method to
Method send the collected infor- y y
mation to the Communi-
cation Server.
Net Con- | Connection De- | Sets HTTP proxy on
nection tails Type BNI1. Sets Dial-up v v
Settings for Type BM1.
Auto Discovery Auto Discovery | Sets basic items for Auto
Settings Discovery, e.g.; perform- v v
ing period
Edit Auto Dis- | Sets the range for per-
covery Range forming Auto Discov- v v
ery.
Auto Discovery | Sets the method for spec-
Settings by Spec- | ifying the Auto Discov- v v
ifying Range ery range.
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RC Gate Monitor.

Main Menus Sub Screen Names Outline Admin Regis-
Menus trant
Device Manage- Common Man- | Shows settings common
ment agement to all devices managed v v
by the equipment.
Registered De- Displays the information
vice List of the devices managed
by the.: equipment. Click y y
[Machine ID] of the dis-
played device. The [De-
tails] screen appears.
Update Device When a notice comes
Firmware from the Communica-
tion Server, updates the v v
firmware of the devices
managed by the equip-
ment.
Maintenance Restart RC Gate | Reboots the equipment. - v
Shut Down RC | Shuts down the equip- y y
Gate ment.
Communi- | Service Test Call | Tests communications
cation with the Communica- ) y
Server tion Server.
Calls
Device Check Tests communications
Req. Call with the Communica-
tion Server and sends v v
the results to the Com-
munication Server.
Communication | Shows the communica-
Log tion log with the Com- v v
munication Server.
Service Call Shows the substances of y y
the errors.
System Status Shows the system status y y
of the equipment.
Security Password Changes the password
for logging on the RC v v
Gate Monitor.
Permissions Limits the login of the
customer engineer and
updates the device v -
firmware from the Com-
munication Server.
Access Log Shows the access logs to y y

v: Shown -: Not Shown




Basic

Basic

When using the “E-mail (SMTP)” Method

You can confirm the basic information of the equipment. Click [RC Gate Settings]
- [Basic] to show the screen.

en click [Apply]

A mpply /xl Restors

® Time zone

® R Gate ID - 2013-111376
® Ilodel name :

® Lpplication version 2351

® OSversion 115

'|(GMT+U1 DD)Amslerdam,Berlm,EemRome,Smckhu\m,\/iennaj
® Logmax caparity : 64KB

® Log eollection lesel : Infornation

® Fermit sending IF addresses : Permit (default)

Items

Descriptions

Admin

Registrant

RC Gate ID

A serial number to identify the equip-
ment. A unique ID is set to each equip-
ment.

Model name

A model name for the equipment.

Application version

The current application version of the
equipment.

OS version

The current operating system version of
the equipment.

Time zone

The standard time of the place where the
equipment is set. (Time difference from
the Greenwich mean time is set.)

Log max. capacity

The maximum value of the log file which
the equipment collects.

Log collection level

The log level which the equipment col-
lects. Levels are; Errors, Warnings, Oper-
ation, Information

Permit sending IP ad-
dresses

The current condition if sending the IP
addresses of the equipment and the reg-
istered devices to the Communication
Server is permitted or not.

-: Not Shown 1: Confirmation Only O: Able to change
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Configuring the Details of the Registered Information

When using the “Internet encryption communication (HTTPS)”
Method

You can confirm the basic information of the equipment. Click [RC Gate Settings] -
[Basic] to show the screen.

él Apply ﬁl Restore

® RC Gate [D D BR13-111376

® IModel name g

® RC Gate location g

® fipplication version J35l

® Application last updated

® O3 version (115

® O last updated 3

® Time zone I(GMT+U1 DD)Amsterdam,Elerhn‘Elem,Hume,Stuckhulm‘Vlennaj
® Service depot g

® Service depot contact

® Loz max. capacity : 64KE

® Log collection Jevel : Information

® Permit sending IP addresses : Pennit (default)

Items Descriptions Admin Registrant

RC Gate ID A serial number to identify the equip-
ment. A unique ID is set to each equip- t t
ment.

Model name A model name for the equipment. t t

RC Gate location A place/section where the equipment is set. t t

Application version | Software that is built into the equipment. t t

Application last up- | The date the built-in software was most
dated recently updated.

OS version The current operating system version of
the equipment.

OS last updated The latest date and time of the operating
system update for the equipment.

Time zone The standard time of the place where the
equipment is set. (Time difference from O O
the Greenwich mean time is set.)

Service depot The service depot of the equipment. t t

Service depot contact | The phone number of the service depot. t t

Log max. capacity The maximum value of the log file which
the equipment collects.

Log collection level | The log level which the equipment col-
lects. Levels are Errors, Warnings, Oper- - t
ation, Information

Permit sending IP ad- | The current condition if sending the IP
dresses addresses of the equipment and the reg-
istered devices to the Communication
Server is permitted or not.
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Date/Time

Date/Time

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can confirm and change the clock of the equipment. Click [RC Gate Settings]
- [Date/Time] to show the screen. The confirmation dialog appears when you click
[Apply]. The clock starts to count when you click [OK].

ﬁlmportant
O Check the time and date regularly, and correct these if necessary.

Change setting(s), then click [Apply]

ﬂ Apply ﬁ Restore
® Setdste |1 Day 11 Month 2006 Your
o Sttime: 18 11 ()
Items Descriptions Admin Registrant
Set date Set the current date of the place where o o

the equipment is set. Set it to today.

Set time Set the current time of the place where o o
the equipment is set. Set it to now.

O Able to Change
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Configuring the Details of the Registered Information

Network

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can change and confirm the network settings for the equipment. Click [RC
Gate Settings] - [Network] to show the screen. After changing the values, click [Ap-
ply]. A confirmation dialog to change the settings will appear. Click [OK] to
change the settings. (The illustration shows the screen with the wireless LAN
option.)

il Apply il Restore

Maintenance Port

@ [P address 192.166.10.1 =

® DNAC address
® Subnet mask 2552552550

LAN Port
® LA type & Wired ¢ Wirless
& DHCP " Disable ¢ Enable
® TP address [ sz
® DNMAC address

@ Subnet mask I255.255.255 0
® Default gateway address I 12001
@ Ethemet speed IAuto select 'I

Wireless LAN
® MAC address
® S50 -

® Trnsraission speed : [ Auto Select =

® WEF (encryption) : (¢ Disshle ( Enshle

® WEF key
® Wircless LAN signal : Unavailablz
CheckWireless LAN Signal |

DHNS Server

® Iilain DS server
@ Sub DHS server




Network

Groups

Items

Descriptions

Admin

Regis-
trant

Maintenance
Port

IP address

An IP address for the LAN1 port. If
you cannot use 192.168.10.1 for the
LAN1 port in your environment, it is
possible to change it to 192.168.1.1 or
192.168.250.1.

MAC address

A MAC address for the LAN1 port.

Subnet mask

A subnet mask for the LAN1 port.

LAN Port

LAN type

Select Wired or Wireless when using
the optional Wireless LAN board.

DHCP

Select “Enable” for the environment
using the DHCP server.

IP address

An IP address for the equipment
(LAN2 port). If “Enable” is selected
for the DHCP, an IP address which
the DHCP server assigned will be
shown.

MAC address

A MAC address of the equipment
(LAN2 port).

Subnet mask

A subnet mask for the equipment. If
“Enable” is selected for the DHCP, a
subnet mask which the DHCP server
assigned will be shown.

Default gateway
address

A gateway address for the equip-
ment. If “Enable” is selected for the
DHCP, an IP address which the
DHCP server assigned will be
shown.

Ethernet speed

Select the Ethernet speed for the
equipment's LAN2 port.

Wireless LAN

*1

MAC address "

The MAC address of the wireless
LAN card.

SSID !

Enter SSID for wireless LANs within
30 characters.

Transmission
speed ™

Select the communication speed of
wireless LANs from among Auto Se-
lect, 1 Mbps Only, 2 Mbps Only, 5.5
Mbps Only and 11 Mbps Only.

WEP (encryption)
*1

Select “Enable” to encrypt the com-
munication data.
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Configuring the Details of the Registered Information

Groups

Items

Descriptions

Admin

Regis-
trant

*1

Wireless LAN

WEP key !

A encryption key when you set “En-
able” for WEP (encryption).

If you use 40 bit data (64 bit WEP),
enter 5 characters or 10 digits as a
hexadecimal number. Enter 13 char-
acters or 26 digits as a hexadecimal
number for 128 bit WEP.

Wireless LAN sig-
nal !

This shows the conditions of the
wireless LAN signals.

e Good: -40dBm or more

¢ Fair: from —-80 to -61dBm

e Poor: from -100 to -81dBm

e Unavailable: -101dBm or under

Check Wireless
LAN Signal
(button) ™

Refreshes [Wireless LAN signal].

DNS Server

Main DNS server

Enter the IP address of the DNS serv-
er which the equipment mainly uses.
Enter the IP address in “x.x.x.x” for-

mat (“x” stands for a number from 0
to 255).

This is not required when you enter
the proxy server or SMTP server by
its IP address and not by its name.

Sub DNS server

Enter the IP address of the Sub DNS
server, if you have a secondary DNS
server, a server to use where the [Main
DNS server] cannot be used for some
reason. Enter the IP address in
“x.x.x.x” format (“x” stands for a

number from 0 to 255).

t: Confirmation Only O: Able to click/change

"I This item will be shown with the optional wireless LAN card for Type BN1.




E-mail

E-mail

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

ﬂlmportant

O Do not use the RC Gate administrator’s E-mail function in environments
where security is a concern. Although E-mail to the Communication Server is
encrypted, E-mail sent to the administrator is in plain text.

You can change and confirm the E-mail settings for the equipment. Click [RC
Gate Settings] - [E-mail] to show the relevant screen. (The illustration shows the
screen for the RC Gate administrator when using the “E-mail (SMTP)” method.)

en click [Apply]

Send Test E-mail | él.‘\pply e | Restore

® RO Gate E-ruail address (for sexder) - [rc_gate

@& R Gate E-mail address {for recefver) : I

® FC Oate admin's E-mail address |

& MNurmber of times to resend E-mail |3—t1.me(s)
® Resend B il interval tiras [i5 secona
SMTP Server
® SIITE server address :Jest
® SKITP server port : |25—
& SMTP_AUTH : ¥ Disable (" Enable
® SMTP_AUTH suthentication wethod : [Auts ~]
@ User narae : I
® Password : I’"“""”
FOP Server
® FPOP hefore SNMITP : (% Disshle ¢ Enable

@ POP server address : I

@ POP server port :|110
@ User narae :I
® Password :I”““

@& Wait tirae after authentication : |1 second(s)

97




98

Configuring the Details of the Registered Information

Groups

Items

Description

Admin

Regis-
trant

Send Test E-mail
(button)

A button to send a test E-mail to
check the settings. The equipment
will send a test mail to [RC Gate ad-
min's E-mail address] when you click
this button.

RC Gate E-mail
address
(for sender)

An E-mail address for the equip-
ment. “rc_gate” is set to default.

In the “E-mail (SMTP)” method,
the E-mail address is used to send
the collected information to Com-
munication Server. In the “Internet
encryption communication (HT-
TPS)” method, the E-mail address
is used to send E-mail to the RC
Gate admin's E-mail address when
events (for example, error, updat-
ing firmware of the devices,
stop/recovery of the Communica-
tion Server) occurs.

Set the E-mail address within 126
characters.

RC Gate E-mail
address
(for receiver)

An E-mail address to send a reply E-
mail to the equipment. You can set a
different E-mail address from the RC
Gate E-mail address (for sender). You
can set multiple addresses by divid-

ing each E-mail address with a com-

ma (,). Set them within 255 characters.

RC Gate admin's
E-mail address

In the “E-mail (SMTP)” method, device
information found by Auto Discovery
will be sent to this address as well as to
the Communication Server. You can
set multiple addresses by dividing
each E-mail address with a comma (,).
Set them within 255 characters.

In the “Internet encryption commu-
nication (HTTPS)” method, an E-mail
is sent to this address when an event
(for example, error) occurs. When in
the “Internet encryption communica-
tion (HTTPS)” method, this button
will not appear before the registra-
tion of the equipment completes.

Number of times
to resend E-mail

Set the number of retries to the
SMTP server when an E-mail trans-
mission fails. Set it from 1 to 10.

Resend E-mail in-
terval time

Set the period of retries to the SMTP
server when an E-mail transmission
fails. Set it from 1 to 60 seconds.




E-mail

Groups

Items

Description

Admin

Regis-
trant

SMTP Server

SMTP server ad-
dress

This is the IP address or name of
the SMTP server (a server to send
E-mails). It is required to enter this
when using the “E-mail (SMTP)”
method.

SMTP server port

This is a port number for the SMTP
server. Usually set to 25.

SMTP_AUTH

Select “Enable” if your SMTP Serv-
er uses SMTP authentication. Select
“Disable” if your SMTP does not
use SMTP authentication or uses
POP before SMTP authentication.

SMTP_AUTH au-
thentication meth-
od

Set this item when [SMTP_AUTH] is
set to “Enable”. Select from among
Auto, DIGEST-MD5, CRAM-MDS5,
LOGIN and PLAIN.

User name

This is the user name (User ID)
used for SMTP_AUTH authentica-
tion. Usually, the same E-mail ad-
dress with [RC Gate E-mail address
(for sender)] is applied, but it may be
different for security reasons.

Password

A password for [User name] used
for SMTP_AUTH authentication.
Usually, the same password for
[RC Gate E-mail address (for sender)] is
applied, but it may be different for
security reasons.

POP Server

POP before SMTP

Select “Enable” if your SMTP uses
POP before SMTP authentication.
Select “Disable” if your server does
not use SMTP authentication or
uses SMTP_AUTH authentication.

POP server ad-
dress

This is the IP address or the name
of the POP server when using
“POP before SMTP” authentica-
tion.

POP server port

This is the number of the POP serv-
er port when using “POP before
SMTP” authentication. Usually set
to 110.

User name

This is the user name (User ID)
used for POP before SMTP authen-
tication. Usually, the same E-mail
address with [RC Gate E-mail address
(for sender)] is applied, but it may be
different for security reasons.
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Regis-

Groups Items Description Admin trant

POP Server Password This is the password used for [User
name] when using POP before
SMTP authentication. Usually, the
same E-mail address with [RC Gate O O
E-mail address (for sender)] is ap-
plied, but it may be different for se-
curity reasons.

Wait time after au- | Set the wait time longer if an error
thentication occurs with POP before SMTP au-
thentication. Set the time at 0 to 30
seconds.

-: Not Shown O: Able to click/change

: Able to change when using the “E-mail (SMTP)” method. Confirmation only
when using the “Internet encryption communication (HTTPS)” method.

Check the Settings with the Test E-mail

Follow the procedure to check if the E-mail is sent correctly.

4 Note

O Ask your system administrator for your authentication of the SMTP server
before settings.

B click [send Test E-mail].

B Check if the RC Gate administrator has received the test E-mail.
If the test E-mail has been received, operate with the current settings.

B If the test E-mail has not been received, enter settings f] and f] again or enter
the E-mail address for the RC Gate administrator to [RC Gate E-mail address
(for sender)].

& Note

O Make settings according to your E-mail environment. For example, enter
the characters that follow the “@” of the E-mail address.

(3 When an error occurs with POP before SMTP authentication, set the [Wait
time after authentication] longer.

ﬂ Ask your service representative if the E-mail has not been received in spite
of the correction of the settings above.



Communication Method

Communication Method

When using the “E-mail (SMTP)” Method

You can confirm the method to connect Communication Server. Click [RC Gate
Settings] - [Communication Method] to show the screen.

Corarnurication Iethod Check the corumuriration method to the Corarvuriration Sexver.

® Cormrourication method : E-meil (SMTF)

Items Description Admin Registrant

Communication Shows the communication method. + +
method

t: Confirmation Only
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Connection Details

When using the “Internet encryption communication (HTTPS)”

Method

You can confirm and change the details of the internet connection. Click [RC Gate
Settings] - [Net Connection Settings] - [Connection Details] to show the screen. The
screen will be different according to the method of the internet connection,
whether it is “Always connected” or “Dial-up.”

When with Type BN1 (Always connected)

You can confirm and change the HTTP settings with Type BN1.

® Limitation

Connection Details
o | spply /le.estcue
# Intermet conmection method : Always connected
# FProxy server : {* Disshle ¢ Enable
@ Procy IP address 'Iahc.cum
® Proxy port : 8080

® Proxy user name H I

® Proxy password H I"‘“‘“‘*

@ Proxy domain name 3 Iabc.cum

O If your environment changes the HTTP proxy password periodically, the
equipment cannot communicate with Communication Server correctly.

thentication, within 30 characters.

Items Descriptions Admin Registrant
Internet connection This shows that “Always connected” is
t t
method selected.
Proxy server This can be set to enable the HTTP proxy
or not. Set the items below when “Ena- o o
ble” is selected. If “Disable” is selected,
there is no need to set the items below.
Proxy IP address Enter the HTTP proxy server name. If the
domain name is specified by HTTP o o
proxy server, make DNS server settings
as described on p.94 “Network”.
Proxy port Enter the port number of the HTTP o o
proxy.
Proxy user name Enter the user name for HTTP proxy au- o o




Connection Details

Items Descriptions Admin Registrant

Proxy password Enter the password for HTTP proxy au-

thentication, within the 30 characters. o o

Proxy domain name | When using Windows authentication,
enter the proxy domain name, within 255
characters. Only NTLMv2 authentication
is available.

t: Confirmation Only O: Able to Change

When with Type BM1 (Dial-up)

This screen appears with Type BM1, the equipment with the modem. You can
confirm and change the settings for Dial-up.

ﬂ Apply il Restare

® [nternet connection method © Dial-up

® ZAccess point T -

® RO Gate phone HNo I

@ Line connection |RC Gate exclusive line j
® Pulse/Tone dialing line :|Tnne dialing phone j

® Outside access No. I

Groups Items Descriptions Admin | Resis-
trant
Phone No. Set- | Internet connec- | This shows that “Dial-up” is se-
. . t t
tings tion method lected.
Access point Select the access point from the + o
list.
RC Gate phone | Thisis the telephone number for
No. the equipment. Enter the tele-
phone number from the country
code with numerals, -, # and *. t O
Do not use ().
For example: 810312345678
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Regis-

Groups Items Descriptions Admin trant

Phone No. Set- | Line connection | Select a telephone line type for
tings the equipment.

If the equipment exclusively
uses a telephone line, select “RC
Gate exclusive line.”

If the equipment shares a tele-
phone line with a fax, select “RC
Gate and fax shared line (RC
Gate priority)” or “RC Gate and

78|

fax shared line (Fax priority). + o

You must enable the dial-tone
detection of the fax when you se-
lect “RC Gate and fax shared
line (Fax priority).”

The “FAX” interface on the mo-
dem board will be enabled when
“RC Gate and fax shared line
(RC Gate priority)” or “RC Gate
and fax shared line (Fax priori-
ty)” is selected.

Dialing Line Set- | Pulse/Tone dial- | Select the dial type of the tele-
tings ing line phone line. Select from “Tone
dialing phone”, “Pulse dialing t O
phone (10PPS)” and “Pulse dial-

ing phone (20PPS).”

Outside access The numbers or characters (#, *
No. or comma) to connect outside. If
a pause is needed after the out-
side accessnumber, add comma.
A comma gives a 2 second
pause.

t: Confirmation Only O: Able to Change

1 To grioritize the communication of the equipment over the fax transmission, select
“RC Gate and fax shared line (RC Gate priority).” To prioritize the fax transmission
over the communication of the equipment, select “RC Gate and fax shared line (Fax

priority).”
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Auto Discovery Settings

Auto Discovery Settings

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

Make settings for Auto Discovery. Click [Auto Discovery] - [Auto Discovery Settings]

to show the screen. (The illustration shows the screen for the “E-mail (SMTP)”
method.)

thing(s), then click [Appls].

2' Apply ﬁl Restore

® Auto Discovery © Use

Auto Discovery Settings

® Max E-roail size
® Ao Discovery start schedule :

® SHMP corprmity name

S| TWB 'l

' Monthly [1 Day |12 Joo e

 Weary |Sundsy x| iz o0
{Bhnun)

+ Daily 12 IDD {hbton)

: [public

@ SNMP community name
# SHMP corammunity name
@ SNMP corprmity name

@ SNMKP cormunity narae

® SNMMP corpmity name
@ SNMWFP community naree
& SHMP corprmity name
@ SHNLIP corprmity name

@ SNMP corammnity name

Items Descriptions Admin Registrant

Auto Discovery Shows whether to use Auto Discovery, or

not.

t t

Permit setting of Auto | This is shown only with the “Internet en-
Discovery from Com- | cryption communication (HTTPS)”
munication Server method.

If you select “Permit”, the Communica- ) o)
tion Server will automatically register the
device found by Auto Discovery to the
equipment. To make this function
invalid, select “Do not permit.”

Max. E-mail size This is shown only with the “E-mail

(SMTP)” method.

Select the maximum capacity for each E- ) O
mail from the Communication Server.
The E-mail contains the results of Auto
Discovery.
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Items Descriptions Admin Registrant

Auto Discovery start | Set the period of time to run Auto Dis- o o
schedule covery.
SNMP community Enter an SNMP community name within
name 30 characters if there are SNMP corre-

spondent devices in the target devices of

Auto Discovery.

O O

Input [SNMP community name] in the order
of higher usage frequency.

Remove [SNMP community name] you do
not use.

t: Confirmation Only O: Able to Change




Edit Auto Discovery Range

Edit Auto Discovery Range

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

Set the range of devices on the network to use Auto Discovery. Click [Auto Dis-
covery] - [Edit Auto Discovery Range] to show the screen.

When “Subnetmask ranges” is selected on the [Auto Discovery Settings by Specifying
Range] screen

o perform fouto Disc

£|Rgfresh | apply

Add| Delete

Corraent

Submet Wask

avy ] o> ———  lavw
192.168.20.9 265.255.265.285 Enable = IAﬂciD 551 192.168.20.9

192.168.10.0 (265256285240 [Enable x| [ab 115
[192.168.10.224 [285.258285.224  [Enatle =] [cd [224-254
[192.168.8.0 [285.258285.224  [Enable =] [efy [1-31
[192.168.9.64 [285.288285.240 [Enable ] |hig [e5-20

Items Descriptions Admin Registrant

Total Shows the total of the registered Range. t +

Range The network address to use Auto Discov-
ery. Enter the IP address in “x.x.x.x” for-
mat (“x” stands for a number from 0 to
255).

Subnet Mask The subnet mask to determine the enable
range for the Range. Enter the subnet
mask in “x.x.x.x” format (“x” stands for a
number from 0 to 255).

Discovery Select to set Auto Discovery enable for
the device or not.

Range Name The network address name entered for
the IP address in [Range].

Comment You can enter comments for each [Range]
within 61 characters.
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Items

Descriptions

Admin

Registrant

Add(button)

Adds new [Range].

[Add Auto Discovery Range] appears when
you click [Add]. See p.110 “Add Auto Dis-
covery Range” for details.

Delete(button)

Deletes [Range].

[Delete Auto Discovery Range] appears
when you click [Delete]. See p.112 “Delete
Auto Discovery Range” for details.

t: Confirmation Only O: Able to Click/Change




Edit Auto Discovery Range

When “IP address ranges” is selected on the [Auto Discovery Settings by Specifying
Range] screen

£|Refres}\ Ao | apply

[« <1 0] Displayiters [ 10 7| Add| Delete

Corment

Ay |
192.168.20.8 192.168.20.8 Enable =] [Aficio 551 192.168.20.8
[192.168.10.1 [192.168.10.15 [Enable =] [b [1-15
[192.168.10.224 [192.168.10.254 [Enable =] [cd [224-254
[192.168.9.1 [192.168.9.31 [Enable =] [efy [1-31
[192.160.9.65 [192.168.9.80 [Enable x| [nig |Bs-80
Items Descriptions Admin Registrant
Total Shows the total of the registered Range. t +
Start IP Address Beginning of the IP address range. Enter
the IP address in “x.x.x.x” format (“x” O O
stands for a number from 0 to 255).
End IP Address End of the IP address range. Enter the IP
address in “x.x.x.x” format (“x” stands @) @)
for a number from 0 to 255).
Discovery Select whether or not to use the IP ad-
. O O
dress range for Auto Discovery.
Range Name You can enter a name for each range, us-
) O ©]
ing up to 61 characters.
Comment You can enter a comment for each range,
. O ©]
using up to 61 characters.
Add(button) Adds new ranges.
[Add Auto Discovery Range] appears when o o
you click [Add]. See p.110 “Add Auto Dis-
covery Range” for details.
Delete(button) Deletes ranges.
[Delete Auto Discovery Range] appears o o

when you click [Delete]. See p.112 “Delete
Auto Discovery Range” for details.

t: Confirmation Only O: Able to Click/Change
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Add Auto Discovery Range

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

Add the range of devices on the network to use Auto Discovery. Click [Add] in
the [Auto Discovery] - [Edit Auto Discovery Range] to show the screen. Entered Range
will be added when you click [Apply].

When “Subnetmask ranges” is selected on the [Auto Discovery Settings by Specifying
Range] screen

Add Auto Disco

iIBack -(‘ Apply
Subnet Iask
EIEIEIEI EIEIEIEI Enable = I
[p.000 [o.000 [Enable =] | |
jp.000 jp.o0o |Enatle =] | |
[0.000 [0.000 |Enatle =] | |
[0.000 [0.000 |Enale =] | |
[o:0oa [o:0oa [Enable =] | [
[o:0oa [o:0oa [Enable =] | [
[o.0oa [o.0oa [Enable =] | [
[o:0oa [o.0oa [Enable =] | |
j0.0.00 j0.0.00 [Enatle =] | |
Items Description Admin Registrant
Remaining Shows the remaining amount of Range + +
which you can register.
Range The network address to use Auto Discov-
ery. Enter the IP address in “x.x.x.x” format O O
(“x” stands for a number from 0 to 255).
Subnet Mask The subnet mask to determine the enable
range for Range Enter the subnet mask o o
in “x.x.x.x” format (“x” stands for a
number from 0 to 255).
Discovery Select to set Auto Discovery enable for
. ©) O
the device or not.
Range Name The network address name entered for
. ©) ©]
the IP address in [Range].
Comment You can enter comments within 61 char- o o
acters.

t: Confirmation Only O: Able to Change
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Add Auto Discovery Range

When “IP address ranges” is selected on the [Auto Discovery Settings by Specifying
Range] screen

iIBack -(‘ Apply
Rermaining : 256
Start [P Addres: End IF fddres: z
e, o L ——
EIEIEIEI n.o0.oo Enable = I
[p.000 [o.000 [Enable =] | |
jp.000 jp.o0o |Enatle =] | |
[0.000 [0.000 |Enatle =] | |
[0.000 [0.000 |Enale =] | |
[o:0oa [o:0oa [Enable =] | [
[o:0oa [o:0oa [Enable =] | [
[o.0oa [o.0oa [Enable =] | [
[o:0oa [o.0oa [Enable =] | |
j0.0.00 j0.0.00 [Enatle =] | |
Items Description Admin Registrant
Remaining Shows the remaining amount of Range + +
which you can register.
Start IP Address Beginning of the IP address range. Enter
the IP address in “x.x.x.x” format (“x” O O
stands for a number from 0 to 255).
End IP Address End of the IP address range. Enter the IP
address in “x.x.x.x” format (“x” stands @) @)
for a number from 0 to 255).
Discovery Select whether or not to use the IP ad- o o
dress range for Auto Discovery.
Range Name You can enter a name for each range, us- o o
ing up to 61 characters.
Comment You can enter a comment for each range, o o
using up to 61 characters.

t: Confirmation Only O: Able to Change
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Delete Auto Discovery Range

Common to the “E-mail (SMTP)” and “Internet encryption

communication (HTTPS)” Method

Delete the range of devices on the network to use Auto Discovery. Click [Delete]
in [Auto Discovery] - [Edit Auto Discovery Range] to show the screen. Click [Apply] to

delete the Range with a check in the [Delete] row.

When “Subnetmask ranges” is selected on the [Auto Discovery Settings by Specifying

Range] screen

Delete Auto Disce

iIBack -(‘ Apply

Clear All | Select Al

Suhmnet Iask Coranent

—
19216810 255255255128 Enhle HNO 1-127 [l
192.168.1.128 255255255128 Enhle o 128-254 -
192.168.101.0 2552552550 Enhle 2l
19218850 255255255192 Enzble dhe 1-63 -
1921685128 255255255192 Enzble ghi 128191 [l
192.168.5.192 255255255192 Enzble jkl 192254 [l
192168 564 255255255192 Disahle def’ 6127 [l
Items Description Admin Registrant
Total Shows all of the registered Range. t t
Range The network address permitted to use + +
Auto Discovery.
Subnet Mask The subnet mask used to determine the + +
enable range for Range.
Discovery Shows Auto Discovery is enabled for the + +
device or not.
Range Name The network address name entered for
. t t
the IP address in [Range].
Comment This is a comment for the [Range]. t t
Delete Select and make the check on for the line o o
you want to delete.




Delete Auto Discovery Range

Items Description Admin Registrant
Clear All (button) Click to clear all of the checks on [Delete]
including devices not shown on the cur- O O
rent page.
Select All (button) Click to make a check for every item af-
fected by of the [Delete] including devices O O
not shown on the current page.

t: Confirmation Only O: Able to Change/Click

When “IP address ranges” is selected on the [Auto Discovery Settings by Specifying
Range] screen

Delete Auto D

iIBack £ spply

J<0 <5t o 0] Displayitews:[10 =] Claar Al | Select Al
Tatal : 7
Start [P Address
laxro I
19218811 1921681127 Enshle Tono 1-127 -
192.1828.1.128 192.168.1.254 Enshle pgr 122254 [
1921821011 192168 101 254 Enshle =
19216851 192168 563 Enshle ahe 1-63 [
192 168 5128 192168 5191 Enahle ghi 128-191 [
192 168 5192 192168 5254 Enahle jLal 192-254 [
192.168.5.64 192168 5.127 Disable def’ 64127 |
Items Description Admin Registrant
Total Shows all of the registered Range. t T
Start IP Address Beginning of the IP address range. t t
End IP Address End of the IP address range. t +
Discovery Shows Auto Discovery is enabled for the + +
device or not.
Range Name The name entered for the range. t t
Comment The comment entered for the range. t t
Delete Select and make the check on for the line
O O
you want to delete.
Clear All (button) Click to deselect all selected ranges, in-
cluding selected ranges not shown on the O O
current page.
Select All (button) Click to select all ranges, including rang- o o
es not shown on the current page.

t: Confirmation Only O: Able to Change/Click
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Auto Discovery Settings by Specifying
Range

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can select the method for specifying the Auto Discovery range.

gl Apply ﬁl Restore
@ Search method of device(s) :  + Submetmask ranges & IP address ranges
Items Description Admin Registrant
Search method of de- | Sets the method for specifying the Auto o o
vice(s) Discovery range.
O: Able to Change




Common Management

Common Management

When using the “Internet encryption communication (HTTPS)”
Method

You can confirm the settings to manage the registered devices. Click [Device Man-
agement] - [Common Management] to show the screen. (The illustration shows the
screen for RC Gate administrator)

(»l Lpply #i| Restore

Infbrmation Retrieval Manageraent

® Interval tine to retreve device mibrmation : B6400second(s)
® Interval time to re-retrieve device mdormation : 3600second(s)
® Number of times to re-retrieve device mformation : Stirme(s)

@ Interval time to retrieve device counter information 26400secand(s)

® Interval tims to re-rstrisvs dsvice comntsr information  © 3600second(s)
® Humber of timss to e retrisve devics counter information : Stims(s)

HNetwork Connection Manageraent

® Interval tivee to refresh device cormection (HTTF) : 43200second(s)
® Interval tive to refresh device cormection (SHIME) + 43200second(s)
® Interval tive to detect device warming (SHIVIP) : 180secondis)
® Interval tivas to start repeat search function for devices (HTTP and SHIVIF) : 43200second(s)
® Interval tivs to start repeat search devices (HTTP and SHMP) : 3600second(s)
® Time lapse before devices are considered temporarily suspended (HTTP and SHIVIF) : 86400second(s)
® Time lapss before devices arve considered suspended (HTTP and SHMP) : 172800second(s)
® Devices to repeat search (HTTP and SHIMP) 1 (¢ Ouly auto-obtained (DHCP) IP address(es) Auto-cbhtained (DHCP) and specified IP address(es)
5485 Connestion Mansgerent
® Interval tive to refresh device connection (R5-485) : 43200second(s)
® Titne lepise befiore devices are considered tempararily suspended (R5-485) : 86400second(s)
® Time lapse before desices are considered suspended (RS-435) : 172800seconds)
® Time lapse before devices are considered disconnected (R5-425) 1 259200secondis)
. .| Regis-
Groups Items Descriptions Admin 8
trant
Information Interval time to re- The period of time to receive the
Retrieval trieve device informa- | information from devices. t t
Management | tion
Interval time to re-re- | The period of time to retry when
trieve device informa- | the equipment could not receive t t
tion information from devices.
Number of times to | The number of times to retry when
re-retrieve device in- | the equipment could not receive t t
formation information from devices.
Interval time to re- The period of time to receive coun-
trieve device counter | ter data from devices. t t
information
Interval time to re-re- | The period of time to retry when
trieve device counter | the equipment could not receive t t
information counter information from devices.
Number of times to | The number of times to retry when
re-retrieve device the equipment could not receive t t
counter information | counter information from devices.
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Configuring the Details of the Registered Information

Groups Items Descriptions Admin Regis-
trant
Network Con- | Interval time to re- The period of time to check the
nection Man- | fresh device connec- | connection to devices communi- t -
agement tion (HTTP) cated to with HTTP protocol.
Interval time to re- The period of time to check the
fresh device connec- | connection to devices communi- t -
tion (SNMP) cated to with SNMP protocol.
Interval time to detect | The period of time to detect the
device warning warnings from devices communi- t -
(SNMP) cated to with SNMP protocol.
Interval time to start | The period of time to start search-
repeatsearch function | ing again for lost devices connect- + .
for devices (HTTP ed to the network.
and SNMP)
Interval time to start | The period of time to start search-
repeat search devices | ing again for lost devices connect- t -
(HTTP and SNMP) ed to the network.
Time lapse before de- | The period of time to decide on
vices are considered | lost devices connected to the net- + )
temporarily suspend- | work being temporarily suspend-
ed (HTTP and SNMP) | ed.
Time lapse before de- | The period of time to decide on
vices are considered | lost devices connected to the net- + )
suspended (HTTP work being suspended.
and SNMP)
Devices to repeat Select the target device on the net-
search (HTTP and work on which to repeat searching
SNMP) from “Only auto-obtained (DHCP) o1 )
IP address(es)” and “Auto-ob-
tained (DHCP) and specified IP
address(es).”
RS-485 Con- | Interval time to re- The period of time to start search-
nection Man- | fresh device connec- | ing again for devices connected to t -
agement tion (RS-485) the RS-485.
Time lapse before de- | The period of time to decide on
vices are considered | lost devices connected to the RS- + .
temporarily suspend- | 485 being suspended for a short
ed (RS-485) time.
Time lapse before de- | The period of time to decide on
vices are considered | lost devices connected to the RS- t -
suspended (RS-485) | 485 being suspended.
Time lapse before de- | The period of time to decide on
vices are considered | lost devices connected to the RS- + )
disconnected 485 being disconnected.
(RS-485)

-: Not Shown t: Confirmation Only O: Able to change
"I Ask your service representative to change.
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Registered Device List

Registered Device List

When using the “Internet encryption communication (HTTPS)”
Method

This is the list of image I/O devices managed by the equipment. Click [Device
Management] - [Registered Device List] to show the screen. Click [Refresh] to show
the latest information.

11 Diisplay iterms : | 10 'I

Dievice total : 6

34519-9990001 A fTicin 2035 192.168.5.10 LAN (HTTF) Power on
345109000002 A flicin 551 192.162.5.11 LA (SHLEF) Power on
34109000003 A flicin 850 — R3-485 Power on
34109000004 A fTiein 12320 192.162.513 LLH (HTTF} Power on
34195900005 A fhicin 22320 192168 5 14 LA&N (HTTP) Power on
344192000006 CL7100 192168515 0 0 0 LA (SHMEF) Power on
Items Descriptions Admin Registrant
Machine ID The machine ID for the device. O O
Model Name The model name of the device. If the
equipment could not collect the model t t
name, it will be shown with “---.”
IP Address The IP address for the device. “---" will
be shown for the devices connected by t t
RS-485.
MAC Address The device's MAC address. “---" is dis- + +

played for devices connected by RS-485.

Connection Type The connecting type of the device.

e LAN (HTTP): Devices connected on a
network from which information is
collected by the HTTP protocol.

e LAN (SNMP): Devices connected on t t
the network from which information
is collected by the SNMP protocol.

e RS-485: Devices connected to OAI/F
by RS-485 cable.

Status Shows the current status of the devices.
e Poweron

e Disconnected t t
e Power off

* Suspended
t: Confirmation Only O: Able to Click
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Details

When using the “Internet encryption communication (HTTPS)”
Method

You can confirm and change the information details of image I/O devices man-
aged by the equipment. Click [Device Management] - [Registered Device List] to
show the screen. Click [Machine ID] of the device you want to confirm and change.

118

él Apply ﬁl Restore

® Tiachine ID 54100090001

® Device name I

® Niodel name Afiicio 2035

® IP address [iozeasi0
® DLIAC address " - N

® Deter Reading Date (Time) 3110

® Connection type LANCHTTE)

® Dieviee 1D (R5-483) ]

® Method to assign IF address & Specify  Auto-Obtain (DHCF)

——

® Device location I

@ SHNMP conmunity name

® Ilachine adhwivistrators E-voail addrees - |

® Supply ordening person's E-mail address I

® Service depot

® Service depot contact
® Supply order from

® Supply order phone Na

® Status Poweron

Items

Descriptions Admin

Registrant

Machine ID

This is the machine ID of the device. t

.I.

Device name

This is the name for the device. Enter the
name within 30 characters.

O

Model Name

This is the model name of the device. t

IP Address

This is the IP address of the device. @)

MAC address

This is the MAC address of the device. T

Meter Reading Date

(Time)

This is the date and time when the equip-
ment reads the counter of the device.

Connection Type

This shows the connection type of the de-

vice.

e LAN (HTTP): Devices connected on
the network from which information
is collected by the HTTP protocol.

e LAN (SNMP): Devices connected on
the network from which information
is collected by the SNMP protocol.

e RS-485: Devices connected to OAI/F
by RS-485 cable.




Details

Items

Descriptions

Admin

Registrant

Device ID (RS-485)

The ID for the device which is connected
by RS-485. “0” will be shown for the de-
vices on the network.

Method to assign IP
address

The method to assign IP address for the
devices on the network. Select from
“Specify” and “Auto-Obtain (DHCP).”

SNMP community
name

The community name for SNMP corre-
spondent devices. Enter within 30 char-
acters.

Device location

The name of the place where the device is
located. Enter within 30 characters.

Machine administra-
tor's E-mail address

The E-mail address for the device admin-
istrator. Notice E-mails such as “Updat-
ing device firmware” and “device
suspension” are sent to this address. En-
ter within 120 characters.

Supply ordering per-
son's E-mail address

The E-mail address for the person re-
sponsible for keeping supplies. Enter
within 120 characters.

Depending on the area and service avail-
ability, the address might not be dis-
played.

Service depot

Your service representative.

Service depot contact

The phone number of your service repre-
sentative.

Supply order from

Your supply representative.

Depending on the area and service avail-
ability, the address might not be dis-
played.

Supply order phone
No.

The phone number of your supply repre-
sentative.

Depending on the area and service avail-
ability, the address might not be dis-
played.

Status

This shows the status of the device.
e Power on

e Disconnected

e Power off

* Suspended

-: Not Shown t: Confirmation Only O: Able to change
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Update Device Firmware

When using the “Internet encryption communication (HTTPS)”

Method

When a notice comes from the Communication Server you can update the

firmware of the device. And you can confirm the updating schedule.

Click [Device Management] - [Update Device Firmware] to show the screen. Also the
screen appears when the RC Gate administrator logins the RC Gate monitor
from a URL link contained in the e-mail titled “Notice: Update Device

Firmware.”

Upadate Device Firwrare ice “lick [Update].

pdating. .

[ Previous Update Details ] [ List of Device(s) to Update ]
® TUpdate allowable from

® Update allowsble perind  : Oday(s)

® UBL to download firmware(s) © hitps:/f

& Wessaze

Items Descriptions

Admin

Registrant

Update (button) Click to update the firmware.

The button will not appear when there is
no update scheduled, when the schedule
update is running, or before the update is
scheduled.

Previous Update De- | Click to show the results of the latest up-
tails (button) date. Click [Previous Update Device List] to

show the information of the previous up-
date such as the ID, status, date, and the

latest result of the updated devices.

If there is no previous update, only [Back]
will be shown.

List of Device(s) to Click to show the ID of the device which
Update (button) one is able to update, and the updating
status (For example, Preparing to update
and Updated). If updating is finished, the
date and results of the update will be
shown.

The button will not appear if there is no
updating scheduled.

Update allowable Shows the date and time when the device

from will be able to update.




Update Device Firmware

Items Descriptions Admin Registrant

Update allowable pe- | Shows the time period when the
riod firmware can be updated, starting from
the first day when the firmware is able to

update. If the update is not executed in T T
this period, it will be considered that the
update has failed.
URL to download Shows where the firmware is download- + +
firmware(s) ed from.
Message Shows the message from the Communi- + +

cation Server.

t: Confirmation Only O: Able to Click
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Restart RC Gate

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can reboot the equipment during operation. Click [Maintenance] - [Restart RC
Gate] to show the screen.

To restart Fetaote Comraunication Gate, click [Restart].
Restart |
Items Descriptions Admin Registrant
Restart (button) Click to reboot the equipment. It will take
a few minutes to complete. Before re-
starting your operation, confirm that the } o

red and orange LEDs on the equipment
have stopped flashing and the red LED is
off.

-: Not Shown O: Able to Click

& Note

O When “RC Gate and fax shared line (RC Gate priority)” has been selected
with the dial-up connection method, the equipment does not start rebooting
while the fax is in off-hook state. The equipment will start rebooting after the
fax is in on-hook state. During the rebooting, the red and orange LEDs of the
equipment flash. If the red and orange LEDs of the equipment do not start
flashing or continue flashing, confirm if the fax is in on-hook state.



Shut Down RC Gate

Shut Down RC Gate

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

Perform the following procedure to shut down the equipment. Do not turn off
the power before completing the following procedure. To shutdown the equip-
ment, first select [Maintenance], and then [Shut Down RC Gate].

Shut Down RC Gate To ghut down Rermote Cormmunication Grate, click [Shut Dow].

Items Description Admin Registrant

Shut Down Click the [Shut Down] button to shut down
(button) the RC Gate.

Shut Down Click the [Shut Down] button to display
(dialog box) the Shut Down dialog box. Click the [OK]
button to begin shutdown. Then [Shutting
down RC Gate...] screen will appear. Before
you turn the power of the equipment off,
confirm that the red and orange LEDs on
the equipment stop flashing and the
green, red and orange LED:s are lit.

O ©]

O The button can be clicked, or the dialog box is displayed.

iiklmportant
O Turning off the power without shutdown can damage the equipment's hard

drive and result in loss of logs up to the most recent one hour.

4 Note

O When “RC Gate and fax shared line (RC Gate priority)” has been selected
with the dial-up connection method, the equipment does not start shutdown
while the fax is in off-hook state. The equipment will start shutdown after the
fax is in on-hook state. When shutdown is completed, the green, red and or-
ange LEDs of the equipment will be lit. If the shutdown is not completed, con-
firm if the fax is in on-hook state.

123



124

Configuring the Details of the Registered Information

Service Test Call

When using the “Internet encryption communication (HTTPS)”
Method

You can test the connection between the equipment and Communication Server.
Click [Maintenance] - [Communication Server Calls] - [Service Test Call] to show the
screen.

Tse this fimetion only when the service requests.

Orperation - Recuest to send test call - Weh T
Recefve W MSG : test end

ﬂlmportant

O Execute [Service Test Call] only when there is a request from your service rep-
resentative.

Items Description Admin Registrant
Start (button) Click to start a test call to the Communi- } o
cation Server.
Log Shows the status message from the Com-
munication Server for the results of the - t
test call.

-: Not Shown *1: Confirmation Only O: Able to click

& Note

3 The results of [Service Test Call] (The contents of [Log]) will not be sent to the
Communication Server. This is a communication test only for the equipment.



Device check request call

Device check request call

When using the “Internet encryption communication (HTTPS)”
Method

You can test the connection between the equipment and Communication Server.
The result will be sent to the Communication Server. Click [Maintenance] - [Com-
munication Server Calls] - [Device Check Req. Call] to show the screen.

Dievice check request call Use this function only when the service requests.

Btartl

i@klmportant
O Execute [Device check request call] only when there is a request from your serv-
ice representative.

O When you make a test call with [Device check request call], the status of the
equipment will be sent to the Communication Server.

Items Descriptions Admin Registrant

Start (button) Click to start a test call to the Communi-

. O O
cation Server.

O: Able to Click
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Communication Log

When using the “Internet encryption communication (HTTPS)”
Method

You can confirm the communication log with the Communication Server. Click
[Maintenance] - [Communication Log] to show the screen.

Click [Refresh] to show the latest communication log.

Cormunication Log C comrmmication &

t" Fefresh

210,173 216 402004-09-01 TO0:36: 132 ROV RO, 2004-09-01 TOD:36:40Z,801 1 999930 00001
210.173 216 40;2004-09-01 TO0 36:46 2 SHND;BOX,2004-09-01 TO0:36:38 72,8911 999930 00002
210,173 216 402004-09-01 TOO:37:352 ROV BOX,2004-09-01 TOD:36:38 2,801 990930 00002
210,173 216 40;2004-09-01 TO0:537:352 ROV NGW,2004-09-01 TO0:36:532, 8911 999930 00741
210,173 216 402004-09-01 TOO- 37432 SNDNGW.2004-09-01 TO0:36:53Z,8911 990030 00741
2100173 216 40,2004-09-01 TO0 57:452 RCV EMFPTY

210,173 216 402004-09-01 TO3:03:03Z ROV EMFTY

210,173 216 40,2004-09-07T08 36:492 SND RO, 2004-09-07T08:34:36 Z,8911 999930 00001
210,173 216 402004-09-07T08 37: 132 ROV RO, 2004-09-07T08:36: 36,8011 999930 ,00001
210,173 216 402004-09-07T08 37:132 RCV NCGW 2004-00.07T02:36:552,8011 090030 00032
210,173 216 402004-09-07T08 37:30 2 SHDNGW 2004-00-07T0S:36:5352,8011 090030 00052
210,173 216 40,2004-09-07T08 32:002 RCV EMFTY

Items Descriptions Admin Registrant

Log The log is shown sorted by time. The con-
tents are in the order of; IP address, com-
munication date and time, sent or
received and communication contents.
Date and time will be shown by UTC,
similar to Greenwich mean time.

t: Confirmation Only
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Service Call

Service Call

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can confirm the error codes and other information with this screen. Click [Main-
tenance] - [Service Call] to show the screen. Also, the screen will be automatically
shown when an error occurs on operating [RC Gate and Device Settings]. When an error
message appears on operating the RC Gate Monitor, click [Back] to show this screen.

Check error inforation,

® 5Cecode
® Detail code -1390

® Occurrence datelitime

Errors) have ocourred.

200

Dec 2, 2005 4:49:10 PIv

® Communication Server notification : Notifying
® Service depot
® Service depot contact

Items Descriptions Admin Registrant
(The Status of the If the error occurs with the equipment,
equipment) “Error(s) have occurred.” is shown. Dur-
ing a normal operation, “No error has oc- t t
curred.” is shown and items below will
not appear.
SC code Error codes for this equipment. t t
Detail code This displays the service call type by code. t t
Occurrence date/time | This shows the date and time when the + +
error has occurred.
Communication Serv- | This shows the status of the notification
er notification to the Communication Server.
¢ Unnecessary
o t t
* Notifying
* Notified
¢ Failed
Service depot ™ Your service representative. t +
Service depot contact | The telephone number of your service + +
1 representative.

t: Confirmation Only

"I This item does not appear when using the “E-mail (SMTP)” method.

1When an error occurs

Contact your service representative.
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System Status

When using the “Internet encryption communication (HTTPS)”
Method

You can confirm the system status of the equipment. Click [Maintenance] - [System
Status] to show the screen. The “connection suspension” E-mail will be sent to
the RC Gate administrator when the equipment is suspended. Also, click hyper-
link to the URL in the E-mail which is sent to device administrator. The login
page for the RC Gate Monitor will appear and the screen will appear right after
the login page.

The systern has been suspended.

. Carmot connect to the Comrmunication Server.
If the same error oceurs, please call service for mstructions.
® DatelTime of suspension : 10/2/2004 13:17:37

® Reason

Items Descriptions Admin Registrant
(Status of the equip- | Shows if the equipment is in operation or
ment) in suspension. If the equipment is operat- t t
ing, the items below will not be shown.
Reason Shows the major reason of suspension + +
and action.
Date/Time of suspen- | Shows the date and time when the sus- + +

sion pension has occurred.

t: Confirmation Only

£*When the system has suspended

Check the items below:

e Confirm that the proxy settings, such as the password, have not changed.
¢ Confirm that the Ethernet cable of the equipment has not been pulled out.
¢ Confirm that the network devices, such as the power of the HUB is not off.

If the items above have no problem, contact your service representative.



Password

Password

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

The RC Gate Monitor login password can be changed any time. Select [Security]
- [Password] to open the dialog box shown below.

Enter password, then click [Apply]

éIApply /x Restore

® Cunent password :
® Hew password -
@ Confirm password :

#Himportant

O Never use the factory default password for the actual operation. Change it by
considering the followings. Specify a new password using 8 to 13 alphanu-
meric and symbolic characters.

O You can use the following single-byte characters: space ! "#$ % & ' () * +, -
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUYV
WXYZ[\]"_abcdefghijklmnopqrstuvwxyz

O Change the password regularly. We recommend you change it at least once
in every six months.

O Avoid using well known words or phrases, or repeated characters that can
easily be guessed.

O Do not leave passwords written where they can be seen.

& Note

O Only passwords of users who are currently logged in can be changed. If you
login as “RC Gate registrant”, you cannot change the “RC Gate administrator”
password. If you login as the “RC Gate administrator”, you cannot change the
“RC Gate registrant” password.

O Changed passwords become valid at next login.

Items Descriptions Admin Registrant
Current password Enter the password you are currently us- o o
ing.
New password Enter a new password. O O
Confirm password Reenter the new password to confirm it. O O
O: Able to Enter/Change
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Permissions

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method
You can permit or deny service access by the customer engineer and firmware

updates from the Communication Sever. Select [Security] - [Permissions] to open
the dialog box shown below.

Penmissions Set permission(s) to access Remote Comraunication Cate

4\' Apply ,x Restore

@ Pemit access by service : () Donot permait (+) Permit

@ Pemat updating of Firrware from Coneurication Server : () Do not perat () Permt

Items Description Admin Registrant

Permit access by serv- | To deny service access to the equipment,
ice select “Do not permit”. To permit service O -
access, select “Permit”.

Permit updating of To deny RC Gate firmware updates from
Firmware from Com- | the Communication Server, select “Do o }
munication Server not permit”. To permit RC Gate firmware

updates, select “Permit”.

-: Not Shown O: Able to change

ﬂlmportant

O You can permit or deny the customer engineer's inspection and repair access
to the equipment. If you select “Do not permit”, customer engineer access is
denied until the “RC Gate administrator” sets [Permit access by service] to “Per-
mit”. If you deny service access, the equipment may not be properly serviced.
For thorough maintenance, contact a maintenance-specialist customer engi-
neer.

O To receive the latest RC Gate firmware updates from the Communication
Server, set [Permit updating of Firmware from Communication Server] to “Permit”.
To use the original, factory-installed version, select “Do not permit”.
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Access Log

Access Log

Common to the “E-mail (SMTP)” and “Internet encryption
communication (HTTPS)” Method

You can confirm the access log to the equipment. Click [Security] - [Access Log] to
show the screen.

[ ] Log : ANUANSE TS 2T T T User Type| SETvICe (L USIOTOET EE@EEE[’E Egmwas ~

prohiited.

20040906 042634 ] User Type[Service (Customer Engineer)] Logged in
20040906 042656 ] User Type[Service (Customer Engineer)] Logged in.
2004006 0428 08 ] User Type[RC Jate Registrant] Login failed.
20040M06 04:29:35 ] User Type[RC Gate Registrant] Logged in.
200409106 04:31.59 ] User Type[R.C Cate Registrant] Logged in.
20040M06 04:36 35 1 User Type[RC Gate Registrant] Logged in.

200409107 05:12.08
200409107 07:12:51
200409107 07:13.02
200409107 07:13:19
20040907 071332
prohiited.
200409107 07:15:02
200409107 07:16:30
restricted.
20040907 073237
200409102 00:34:01
200501730 10:56:21

] User Type[RC CGate Admiristrator] Logged in.
] User Type[RC Gate Administratoe] Login failed.
] User Type[RiC Gate Administrator] Login failed.
] User Type[RC Gate Administratoe] Login failed.
] User Type[RiZ Gate Administrator] Login was

] User Type[RiC Gate Registrant] Logged in.
] User Type[Service (Customer Engineer]] Login was

] User Type[RC Gate Registrant] Logged in
1 User Type[RC Gate Registrant] Logged in.
1 User Type[RC Gate Registrant] Logged i

L

Items Descriptions Admin Registrant

Log Access time (in UTC), IP address, User
(permission name), and login results will
be shown.

When access has been forbidden, the log t t
will be shown in red.

When access has been restricted, the log
will be shown in blue.

t: Confirmation Only
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Configuring the Details of the Registered Information

Format RC Gate

When using the “E-mail (SMTP)” Method

You can format and initialize the registered information and change the settings
when using the “E-mail (SMTP)” method. Click [Security] - [Format RC Gate] to

show the screen.

Use this function only when the

Faormat |
Items Descriptions Admin Registrant
Format (button) Initializes all of the information regis- o )

tered with the “E-mail (SMTP)” method.

-: Not Shown O: Able to click



Troubleshooting

8. Appendix

When Error Messages Appear

Message

Reason and Action

Some item(s) have not
been selected.

Click [Back] to return
the previous screen, then
select the item(s).

Clicked [Next] without making a check to [Select] in the
[Device Registration Wizard: Search Results] screen. Click
[Back] and return to [Device Registration Wizard: Search Re-
sults] and check [Select] of the device(s) to register.

Internal errors

System error(s) have oc-
curred. Please call serv-
ice for instructions.

- (error code of four digits)

An error has occurred in the system. Contact your serv-
ice representative with the error code.

Processing was incom-
plete as the line was
busy. Retry later.

If the same error occurs,
please call service for
instructions.

An error such as a database error or a program malfunc-
tion has occurred in the Communication Server. If the
Communication Server does not recover after while,
contact your service representative.

Check Request No.

If the same error occurs,
call service for instruc-
tions.

If this error occurs even if you entered the correct Re-
quest No., the error might be caused by a mismatch of
registered information between the registered informa-
tion in the Communication Server and entered informa-
tion. Mismatch may occur when you entered the device
having already been registered, not registering as a
managing device, or registering as a device in a different
group. Contact your service representative.

Invalid access.
again.

Log in

Other than invalid access, this error occurs when you
open multiple windows by a web browser and make set-
tings with one window and give a request on the other.
Do not open multiple windows with a web browser.

You do not have privileg-
es to use this function.
Contact Remote Communi-
cation Gate administra-
tor to check the
settings.

Access will be forbidden for a minute because there was
3 login failures within 5 minutes. Wait for 1 minute and
the access lock will automatically be released.
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Appendix

If Problems Described in Error Messages Persist

Contact your service representative if problems described in error messages persist.

When the Office or Devices are Moved

Registration to the Communication Server is required in the following cases.
Contact your service representative.

* When your office has moved (The equipment has moved)

¢ When managed devices are moved (Except Auto Discovery)

¢ When managed devices are newly connected (Except Auto Discovery)

* When managed devices are deleted (Except Auto Discovery)

To Return the RC Gate

Contact your service representative when you no longer require the equipment.
Your service representative will collect it and, for security purposes, will erase
all information it has stored.

Error Codes

device selections made.

Web UI

Error Cause Solution

Code

-1703 Cannot register RC Gate. | Check whether or not the RC Gate is already regis-
tered. If the “Auto Discovery Setting Wizard” button
is displayed on the Top screen of RC Gate wizard, it is
already registered.

-2202 Cannot locate device. Check the OA I/F (RS-485) cable is connected.

-2303 Internal application error | Repeat the operation. If the problem persists, reboot
(disconnect and then reconnect RC Gate's power
cord), and then repeat the operation. Contact your
service representative for details.

-2320 Cannot register device. Check the number of registered devices does not ex-
ceed the maximum. Up to 100 devices can be regis-
tered per RC Gate.

-2323 No search range entered | Enter the search range before proceeding to the next

when searching for the page.
managing devices.

-2324 Nodevice selectionsmade | Make selections and register the device.

when device information
requested.
-2325 Device registered with no | Make selections and register the device.




Troubleshooting

Web Ul

Error Cause Solution

Code

-2340 RC Gate cannot connect to | Check the RC Gate to Communication Server connec-

Communication Server. tion (supplied LAN cable).

-2341 RC Gate Wizard does not | Set the computer's Cookie to “Enable Cookies.”

appear.

-2343 Cannot log in to RC Gate. | Check whether login has already been performed. If it
has, check the entered password is correct. Contact
your service representative for details.

-2385 Cannot connect via dial- | Check the entered country code is correct. Contact

up. your service representative for details.

-2391 Cannot register device. The device is already registered to another RC Gate.
To register, it is necessary to return the device. Contact
your service representative for details.

-2398 Cannot register RC Gate. | Check the entered Request No. is correct. Contact your
service representative for details.

-2603 RC Gate cannot connect to | Check the RC Gate to Communication Server connec-

Communication Server tion (supplied LAN cable).
(connection error).
-2604 RC Gate cannot connect to | Check the RC Gate to Communication Server connec-
Communication Server tion (supplied LAN cable).
(server command recep-
tion error).
-2605 RC Gate cannot connect to | Check the RC Gate to Communication Server connec-
Communication Server tion (supplied LAN cable).
(server command recep-
tion error).
-2620 Proxy authentication er- Check the Proxy setting is correct.
ror.

-2670 PPP communication error. | Check the telephone line is connected

-2671 PPP authentication error. | Check the telephone line is connected

-5309 RC Gate cannot connect to | Check the mail server setting is correct.

Communication Server /
Unable to send e-mail to
administrator from RC
Gate.
-5310 Processing - cannot begin | Another communication is being processed. Wait a

new operation.

short while, and then try again.
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where the equipment is used.

Default Settings

Item Default Value Remarks

Permit sending IP addresses | Permit (default)

LAN type Wired

DHCP Disable

Subnet Mask 255.255.255.0 See the network setup screens

Ethernet speed Auto select

Proxy server Disable

Proxy port 8080

RC Gate E-mail address rc_gate

(for sender)

Number of times to resend E- | 3 times

mail

Resend E-mail interval time | 15 seconds

SMTP server port 25

SMTP_AUTH Disable

POP before SMTP Disable

PQOP server port 110

Transmission speed Auto select If using wireless LAN

WEP (encryption) Disable If using wireless LAN

Line connection RC Gate and fax shared line | Dial-up only

(RC Gate priority)

Pulse/Tone dialing line Tone dialing phone Dial-up only

Permit access by service Permit

Permit updating of Firmware | Permit

from Communication Server

IP address search range 0.0.0.0 t0 0.0.0.0 If using [RC Gate Registration
Wizard]

SNMP Community Name public If using [RC Gate Registration
Wizard]

Display items 10 addresses If using [RC Gate Registration
Wizard]

& Note

O The default display language and time zone settings vary depending on




Information about Installed Software

Information about Installed Software

The following is a list of the software included in this equipment:

GPL/LGPL applicable software

ash

OpenSSL toolkit

zlib

Apache

Expat

Sablotron

net-snmp

Software for Digest Access Authentication
mod_ssl

You can check the information about license and copyright of each software, by
clicking a button linked to [License and Copyright Information] in the “RC Gate
Monitor Login” page.

A RC Gate Monitor - Micro:
aoks  Help
- DB A Qscarch [HFavortes (B - & A -

agdress [ ] hitps:i7192.168 .10.1index. el =| @0 |unks >

Intelligent Remote Management System

Remote Communication Gate
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Appendix

Specifications

Model name

Remote Communication Gate Remote Communication Gate

Type BN1 Type BM1 ™

Type Box type
Interface Ethernet interface x2 (10BASE-T or 100BASE-TX)

OAI/Fx1

— Modular interface x2 (LINE/FAX)

Modem — ITU-T V.34 (max. 33,600bps)
Option Wireless LAN Card

(PCMCIA type Il interface x2, —

IEEE 802.11b card x1)
Indicator LED %3
Protocols TCP/IP, SNMP, HTTPS, SOAP, SMTP, DHCP

Managing devices

Digital MFPs, copiers, and printers correspondent to the service

Maximum number
of devices to be con-
nected

¢ Internet encryption communication (HTTPS) Method

¢ Controlled devices registered to the Communication Server
100 devices (including a maximum of 5 devices connected to the
RS-485 interface)

¢ Auto Discovery
500 devices (including the devices registered to the Communica-
tion Server on the Network)

e E-mail (SMTP) Method

¢ Auto Discovery
500 devices

Environment

10-32°C (50-89.6°F), 15-80%RH

Power

AC 220-240V, 50Hz

Power Consump-
tion

20W or less

DC resistance

350Q2

Dimensions

Width 203mm (8") /Depth 145mm (5.8") /Height 31.5mm (1.2")

Weight

Under 1kg (2.21bs)

1 You may not be able to use the equipment according to your telephone line environ-
ment and for regional reasons.
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Changing the IP Address, 17
Common Management, 115
Communication Log, 126
Communication Method, 101
Communication Server, 1
Connecting

Network Cable, 26

Power Cable, 13

Telephone line, 15
Connection Details, 102

D

LAN1 Port, 8
LAN2 Port, 8,17
LINE, 9

Moving, 134

N

Date/Time, 93

Delete Auto Discovery Range, 112

Details, 118

Device check request call, 125

Device Registration Wizard, 34, 75
E-mail (SMTP) Method, 87
Internet encryption communication

(HTTPS) Method, 89
Dial-up Method, 5

E

Network, 94

0

OAI/F, 8

P

Password, 129
Permissions, 130
Power Socket, 8

R

Edit Auto Discovery Range, 107
E-mail, 97

E-mail (SMTP) Method, 1

Error Codes, 134

Error Messages, 133

F

FAX, 9
Format RC Gate, 132

RC Gate administrator, 32
RC Gate and Device Settings, 34
RC Gate Monitor
Closing, 35
Screen and Operation, 36
Starting, 30
RC Gate registrant, 32
RC Gate Registration Wizard, 34
E-mail (SMTP) Method, 40
Internet encryption communication
(HTTPS) Method, 47
Registered Device List, 117
Restart RC Gate, 122
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Service Call, 127

Service Test Call, 124
Setup Guide, v

Shut Down RC Gate, 123
SMTP Server, 1
Specifications, 138
Stand, 27

System Status, 128
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Troubleshooting, 133
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