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@REMOTE BASIC TRAINING

Outline Of The Course

This training course is for people who are not familiar with @Remote.
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Outline of the Course - 1

Overview

This section explains what @Remote is, and why 

customers need it.

Services Provided by @Remote

This section explains what @Remote does.

Components of an @Remote System

This section explains the main components of an 
@Remote network, and the most important 

terminology that is used.

Security

How Secure is @Remote?

No additional notes
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Outline of the Course - 2

Installation

This section explains in detail how to install an @Remote 
appliance at a customer site. 
It is based on the installation procedure for the RC Gate, 
with additional information on installing the Embedded RC 
Gate.

An Introduction to Operation

This section explains how to operate the @Remote system, 
at the customers site and from the @Remote Center
This section only explains a general outline. Detailed 
operations are covered in other sections of the course.

» We will have seen some already in the Installation section.
This section also explains how to shut down an appliance 
correctly, so that data is not damaged.

An Introduction to Center GUI Operations

This section briefly explains the operations that can be 
carried out from the Center GUI.
Details of various operations will be explained in various 
sections of the course.

No additional notes
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Outline of the Course - 3

Center GUI Maintenance Menu

This section explains the features in the Maintenance Menu 
of the Center GUI.

Changing the Parameter Settings

In this section, we study how to change parameter settings 
in an @Remote Appliance, either from the Center GUI, or 
from the appliance UI.

Downloading CSV Files

This section will briefly explain how to download CSV files 
using the Center GUI. 
It also explains what CSV files are made by the @Remote 
Center and what data is sent to the Reporting site.

Handling Calls and Making Calls

This section will briefly explain how to see what calls are 
still open for a customer site, and how to close the calls.
It will also explain how to read a device’s current settings, 
change them, or execute a process remotely (such as 
forced toner supply).

No additional notes
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Outline of the Course - 4

Remote Firmware Update (RFU)

In this section, we study how @Remote can update the 

firmware in the customer’s machines.

Checking for Disconnected Appliances and Devices

This section will briefly explain how the @Remote system 

detects when devices or appliances have been 

disconnected, and how this is reported on the Center GUI.

Replacing an @Remote Appliance

This section explains the steps to be taken if an @Remote 

Appliance needs to be replaced at a customer site.

Changing the NVRAM, Engine Board, or GW Controller

This section explains what we need to know when we 

replace a GW Controller Board, Engine Board, or NVRAM 

in a device that is connected to @Remote.

No additional notes
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Outline of the Course - 5

Timing

This section explains the timing for @Remote 

various processes, such as Auto Discovery, 
counter data collection, and forwarding data from 
the @Remote Center to the Reporting site.

Communication Protocols

In this section, we take a closer look at 
communication protocol between the various 

components of the @Remote system.

No additional notes
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@REMOTE BASIC TRAINING

Section 1. Overview

In this section, we ask, ‘What is @Remote?’
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WHAT IS @REMOTE?

No additional notes
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Today’s Business Environment

Business is under pressure to improve the 
quality and decrease the turnaround time of their 
products and services. 

Weak maintenance and lack of intelligent system 
management can cancel the advantages of 
quality equipment and staff. 

As competition intensifies, business system 
costs have grown in significance and are now a 
major management priority. 

Business is under pressure to improve the quality and decrease the turnaround 
time of their products and services. 

Although potential for growth has never been larger, this is a challenging time for 

companies everywhere –– worldwide opportunities mean global competition, and 

businesses that want to stay ahead face complex tasks. Not the least of which is 
how to cut costs while staying abreast with the relentless pace of changing 

technology.

Weak maintenance and lack of intelligent system management can cancel the 
advantages of quality equipment and staff. 

Much of the success or failure of a business depends directly on the quality of 

the equipment and services at its disposal. In big businesses especially, system 

control and administration is becoming more and more important. 

As competition intensifies, business system costs have grown in significance and 
are now a major management priority.

Add to this the fact that the IT manager’s workload is increasingly complex, as 

administration duties and IT development expands. Pressure to get the 
maximum from a network has never been greater. Control over devices is an 

elemental factor of network efficiency, since this is key to TCO (Total Cost of 
Ownership – the sum of three costs: start up, control/administration, and 

operation).
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Demands from Customers

Common Requests from Customers

How can we minimize downtime?

Can you suggest the most suitable model for our 
requirements?

No additional notes
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The Challenge for Technicians

To reduce time lost on equipment maintenance

Servicing, supplying, and monitoring.

To overcome human interface issues

We need to reduce dependency on users for 
reports on device status or malfunctions
Reports from users always come after the 
problem has occurred and often lack the technical 
detail necessary for a prompt assessment and 

solution.

No additional notes
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The Solution

To counter these obstacles, an ideal remote servicing 

system would be capable of the following:

Detecting problems before users will become aware of 

them – to tackle firmware and reboot remotely, with minimal 

user intervention.

Identifying and pre-diagnosing potential breakdowns or 

shortages. Technicians could then be dispatched, fully 

equipped with the necessary parts.

Monitoring device performance, and making whatever 

modifications necessary to optimize productivity and 

efficiency.

Watching over supply consumption, and sending out 

replenishments before they run out.

Providing TCO-relevant data to the administrator.

Establishing an automated, usage-based billing system to 

streamline running costs.

No additional notes
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@Remote

@Remote is Internet-based support for remote 
management of network-connected devices, including 

those made by other manufacturers.

@Remote was previously known as NRS (New Remote Service). ‘NRS’ has now 
been replaced in all software messages, error codes, etc with ‘@Remote’.
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Basic Concept

An administrator at the customer site can use 
@Remote to monitor the machines on their 
network. Also, the service center can use 
@Remote to check the machines at the customer 
site.

The status of devices on the network can be 
monitored in real time, required services can be 
delivered rapidly, breakdowns prevented, and 
downtime shortened.
The automatic meter reading and toner ordering 
functions also raise the efficiency of day-to-day 
device management. 
The detailed device information that is read from 
the devices enables more efficient management 
of the customer’s fleet.

All this allows customers to spend more time on creative work, rather than 

looking after their machines.
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Uses of @Remote
Reduced Device Downtime

Remote maintenance avoids time spent on service calls 
and firmware upgrades

@Remote can receive device failure calls automatically, 

carry out remote diagnostics, and perform remote updates.

Remote maintenance cuts downtime by sending service 
calls automatically to the technician. 

Also, these services are made possible through connection 

to the Internet. 

This means users can operate the machines without 

worrying about incomplete jobs or being tied to 

maintenance or repairs; customers are freed from time-

consuming duties and additional downtime expenses.

No additional notes
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Uses of @Remote
Automated Counter Checking

This means the user does not need to manually 
report counter figures.

@Remote carries out meter reading periodically, 
without requiring user intervention.

No additional notes
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Uses of @Remote
Ordering Toner

A report is issued automatically when toner 
reaches 'near end‘ or when it is ‘replaced’.

@Remote automatically reports toner level (near 

end/end/replaced) data to the service company.

Device downtime is reduced, because the user 
does not have to worry about re-ordering new 
supplies and monitoring stocks.

No additional notes
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Uses of @Remote
Device Monitoring

The device’s operational status can be remotely 
ascertained, production efficiency assessed, and 
potential problems pre-diagnosed. 

TCO supervision / administration is provided 
also. 

@Remote can monitor not only Ricoh family 
group devices but also those of other 
companies, and finds new devices automatically.

No additional notes
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@REMOTE BASIC TRAINING

Section 2. Services Provided by @Remote

In this section, we ask, ‘What does @Remote do?’
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Main Functions

Features Related to Marketing 

Auto Meter Reading & Billing

Auto Toner Replenishment
Fleet Management
Market Analysis Tool (ICMS)
Green Report

Features Related to Service 

Regular Device Information

Reception of Auto Service Calls
Remote Firmware Update (RFU)

We will study these functions briefly on the next few slides.
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Auto Meter Reading & Billing

@Remote can carry out meter reading automatically at a set 
interval.

Customers do not have to check counters manually

Traditional Process

1) The sales company must send post cards/faxes (monthly) to customers for 
meter reading/billing.

2) Customers need to check the meters of the devices.

3) Then the customers must send that meter information back to the sales 

company.

4) The sales company will manually input the meter information into the billing 
system. 

5) The sales company will send invoices to customers after checking whether 
the meter information is reliable or not.

Automatic Process with @Remote

1) The @Remote appliance at the customer site can automatically inform the 
meter information of the @Remote-connected devices to the @Remote Center 

System.

2) Meter information will be automatically transferred to the billing system 

(system integration is required).

3) The sales company can issue the invoices to the customers.

Improvement points

No need to mail, telephone, or in some cases visit customers

Able to obtain the precise total counter for billing (avoid incorrect billing)
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Auto Toner Replenishment

@Remote can obtain information about remaining toner (near 
end, end) from machines automatically.

When toner gets low, @Remote contacts the service company 
and tells which type and color of toner must be sent to the 
customer.

The order is sent to the logistics department, which delivers the 
correct toner to the customer.

Traditional Process

1) Customers recognize that the device ran out of toner.

2) Customers contact the Call Center to order toner. 

3) The Call Center must inform the Logistics Division after checking the 
customer’s service contract, shipment history, address, etc.

4) The Logistics Division will instruct the warehouse to deliver toner to the 

customer.

Automatic Process with @Remote

1) The @Remote appliance at the customer site will automatically inform “Toner 
near end/end” information to the @Remote Center.

2) Supply Call information will be transferred to the Logistics department.

3) The Logistics department will instruct the warehouse to deliver toner to the 

customer.

Improvement points

Automatic ordering and delivery

Able to keep appropriate amounts of supplies at the customer site
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Fleet Management

@Remote.net is a web-based fleet reporting site.

Customers can see their fleet metrics (including monthly output 
trend information, device usage by vendor and type, and more).

This information is derived from counter data.

This will help them make better decisions about how to deploy 
their machines, and what additional machines they need.

Demo Site
URL : https:/ / atremote.net/ ricoh-usa/
Username   : sample
Password    : password

Ricoh
Non-Ricoh

Ricoh
Non-Ricoh

By Vendor
By Device
By Life t im e
By Monthly
By PV/ CV ( Ricoh)
By BW / Color  ( Ricoh)
By User  ( Ricoh, planning)

By Vendor
By Device
By Life t im e
By Monthly
By PV/ CV ( Ricoh)
By BW / Color  ( Ricoh)
By User  ( Ricoh, planning)

Reporting Web Portal Site (@Remote.net) – also called the Reporting Center

IT managers want to manage their machines correctly. However, if they have 
machines from different vendors, they have to use each vendor’s management 

software. 

@Remote can manage not only RFG (Ricoh Family Group) Ricoh machines but 
also competitor models. @Remote can also find new machines automatically 

(including the model name, counter and device status) by using the Auto 
Discovery function. 

Besides the total pages printed by each printer, the service reports contain 
detailed machine use information, such as use of each page size, double-

sided printing rate, color/monochrome breakdown, and use in each mode 

(copier, printer etc.).

Periodic monitoring of each machine on the network keeps track of the 

connection status and use of each machine .

That information can be employed in the user's machine management, and 

we can also provide the user with proposals on how to use the machines, 
based on the environment in which they operate

Also, using this information, sales reps can propose the most suitable 
machine to meet any gaps in the customer’s needs, and this should 

increase sales.
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Fleet Management

There are two ways to do this to use the counter data for 

fleet management

CSV file 

Reporting tool

Reporting

Center GUI

CSV file

Report

Macro

Sales company Customer

2. Reporting tool

Report tool

RCL Customer

Presentation

Data
Base

1. CSV file

Reporting

Center GUI

CSV file

Report

Macro

Sales company Customer

2. Reporting tool

Report tool

RCL Customer

Presentation

Data
Base
Data
Base

1. CSV file

No additional notes
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Fleet Management – CSV File
Vendor Total Units %(Ratio) Total Counter %(Ratio) Print Copy Fax

RFG 204 84.65% 188,923,692 99.20% 120,496,891 69,066,696 60,043,211

HP 7 2.90% 1,307,086 0.69% 0 0 0

Lexmark 1 0.41% 822 0.00% 0 0 0

Others 29 12.03% 207,054 0.11% 0 0 0

Total 241 190,438,654 120,496,891 69,066,696 60,043,211

As of 2004/9/30 00:20

RFG
85%

HP
3%

Lexmark
0%

Others
12%

RFG HP Lexmark Others

Total Unirs

RFG
99%

HP
1%

Lexmark
0%

Others
0%

RFG HP Lexmark Others

Total Counter

Ricoh has prepared an application that can be used to convert 

counter data from CSV files (exported by the Center GUI) to a 
graphic report.

Sales companies can make the report based on customer’s 
requests. 

No additional notes
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Fleet Management – Reporting Tool

Ricoh has prepared a reporting site that uses MIB and 

SOAP protocol. The customer can access this site, and the 
customer’s data is protected by ID and Password.  

Customers can get a report at any time.

SOAP protocol is only used for Ricoh devices. A wider range of counter data is 

available with SOAP than with MIB.

MIB protocol is used for competitors’ devices.
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Market Analysis

Field machine usage data is useful for Marketing analysis. 

Ricoh is developing a tool as illustrated above.

Example (Athena C1)Example (Athena C1)

ACVACV Color Ratio vs BW Ratio 

(within ACV)

(Compare among  all regions)

Color Ratio vs BW Ratio 

(within ACV)

(Compare among  all regions)

TDV vs CV vs PVTDV vs CV vs PV

Target Devices：Athena C1 connected to @Remote 

globally (12,770 units by 8/31/08）
Target Period：13 months data（Aug 07- Aug 08）
Quickly understand information such as：

1. ACV : 3,844

2. CV Ratio vs PV Ratio:  38.4% vs 58.2%

3. Color Ratio vs BW Ratio：28.5% vs 71.5%

4. Duplex Ratio:  10.8%

Target Devices：Athena C1 connected to @Remote 

globally (12,770 units by 8/31/08）
Target Period：13 months data（Aug 07- Aug 08）
Quickly understand information such as：

1. ACV : 3,844

2. CV Ratio vs PV Ratio:  38.4% vs 58.2%

3. Color Ratio vs BW Ratio：28.5% vs 71.5%

4. Duplex Ratio:  10.8%

•Less time and cost to 
analyze market data 

•Less time and cost  to 
review usage of devices 

(e.g: against hypothesis)

•Less time and cost to 
analyze market data 

•Less time and cost  to 
review usage of devices 

(e.g: against hypothesis)

@Remote Marketing Analysis Tool

1.By Output/Input/Job type 2. By Model, By Region, By Sales Company, 

By Branches 3. Compare among Regions 4. By Competitor Model and 

so on

No additional notes
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Green Report

Before sales:  This tool can offer an energy saving comparison by 
replacing existing machines with new Ricoh machines. 

After sales:  @Remote can capture actual data of operating time,
energy save mode time, low power mode time, use of paper 
saving modes, and make a report of energy and paper 
consumption by the fleet. 

For pre-sales proposals, the Green Calculator can offer an energy saving

comparison by replacing existing machines with new Ricoh machines. An 

environmental proposal will be offered to customers together with a TCO 
proposal to reduce both costs and environmental burden. 

TCO: Total Cost of Operation

After sales,  @Remote can capture actual data of operating time, energy save 

mode time, low power mode time, etc. and make a report of energy consumption 
for the fleet. Also, Duplex and Combine image use can be reported by using the 

actual counters from the fleet.  

The after sales monitoring tool will be available on @Remote.net.
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Auto Service Call

@Remote can receive a Service Call from the machine 
automatically, and carry out remote diagnostics, so that a 
technician can be dispatched with the correct parts to repair the 
machine.

Traditional Process

1) Customers recognize that the machine is down for some reason.

2) Customers call the Call Center for help.

3) The Call Center transfers the problem to the Help Desk.

4) The Help Desk dispatches a CE to the customer site.

5) The CE will visit the customer to see what the problem is.

Automatic Process with @Remote system

1) The @Remote appliance at the customer site informs the machine’s failure to 
the @Remote Center, with the detailed diagnostic data.

2) The Call Center/Help Desk can try to fix the problem remotely (such as by 

firmware update), or dispatches a CE to the customer site with the diagnostic 
data previously obtained.

3) The CE will visit the customer with the appropriate parts.

Improvement points

Able to reduce CE visits by:

Knowing what the problem is in advance by remote monitoring of the 

machine condition (so that the CE can bring the correct parts)  

Reducing downtime
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Updating Firmware

Firmware can be updated remotely from the 
@Remote center

Traditionally, service reps bring firmware with 
them on SD cards when they visit the customer 
and update each machine.
With @Remote, the @Remote center system can 
obtain the firmware versions of machines in the 
field, and can update selected modules of 
firmware remotely in batches for selected 

machines.
This feature is known as Remote Firmware 
Update (RFU)

No additional notes
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Future Tools

@Remote captures much more information than 
just the counter data. 

Technical data such as machine settings and log 
data are captured every day.

This data is known as ‘Regular Device 
Information’.

These tools will be developed in the near future, 
to exploit this ‘Regular Device Information’.

Weekly Report for Error Prediction
PM Prediction Report
Error Prediction Report

We will study these functions on the next few slides.

‘Regular Device Information’ can be viewed using the Center GUI, and can be 
used to create reports. 
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Regular Device Information

@Remote Center@Remote Center

InternetInternet InternetInternet

Center 
System

Customer

定時通知情報

G/ W

Sales Company

定時通知情報Reg. Device Info

Regular Device Information Example (AP-C2)

Machine status: 75 items

Jam history: 108 items

Counters: 484 items

Time: 1 item

SC history: 221 items

Others: 402 items

:

保守サービスへの
活用・展開

Customized Maintenance 
Applications

Auto Call
(SC, Toner) Auto Call

Reporting
Site

@Remote.net

カウンタ情報Counter Data

Center GUI

RC Gate

Reg. Device Info

For the contents of Regular Device Information for the AP-C2, see the following 

file in the Reference Material directory.

AP-C2 Regular Device Information.xls
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Weekly Report for Error Prediction

@Remote captures SMC data from the machines in the 

field every day.

This data can be used by field technicians to understand 
the condition of the machines.

For example, it can be seen if the occurrence of certain 

types of jams or SCs has been increasing recently.

It may then be decided that a certain part may need 

replacing, or that maintenance must be done.

The technician can understand the condition of the machine 

before visiting the customer, and can take the required 

parts to improve the condition of the machine.

The technician can also check whether the firmware needs 

to be updated.

No additional notes
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PM Prediction Report

This uses the PM counters to estimate when a 
PM visit is required.

It can be used to estimate a periodical visit 
schedule for a customer.

No additional notes
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Error Prediction Report

This uses alarm calls to predict the occurrence of 
a problem with a machine.

Then, technical staff can prepare for the problem, 
(for example, by allocating spare parts for the 
work).

No additional notes
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@REMOTE BASIC TRAINING

Section 3. Components of an @Remote 
System

This section explains the main components of an @Remote network, and the 
most important terminology that is used.
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OUTLINE

No additional notes
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Outline of an @Remote system

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

Reporting  Server
@Remote.net

CenterGatewayFirewall

Internet

Firewall

Customer

RC Gate, RC Gate A

Embedded 
RC Gate

RC Gate 
S Pro

Ricoh USA

This shows the basic structure of an @Remote System.

In the next few slides, we will try to explain the functions of the main components 
in this system.

@Remote Target Device, or @Remote Device (copiers and printers on the 

customers network)

@Remote Appliance (such as RC Gate, RC Gate A)

@Remote Gateway

@Remote Center

Center GUI

Reporting Server
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Outline of an @Remote system

These are the main components of an @Remote system.

@Remote Target Device: This is another term for a copier, 
printer, etc connected to the customers network.
@Remote Appliance: This is a small device that is installed 
at the customer’s site. It allows the @Remote Center to 
collect the data from all the machines on the network.
@Remote Gateway: This is part of the equipment at the 
@Remote center. It is a communication server that uses 
secure internet protocols to gather the information sent from 
the @Remote Appliances in the field.
@Remote Center: This stores all the data that is collected 
by the @Remote Gateway
Center GUI: This is used to view and manipulate the data 
stored at the @Remote Center
Reporting Server: Data is copied here every day from the 
@Remote Center. Customers and sales reps can use web 
applications on this server to manipulate the data stored 
here.

In some documentation, the term ‘Communication Server’ also appears. This 

refers to either the @Remote Gateway or the @Remote Center, or both of these.
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@REMOTE TARGET DEVICES

No additional notes
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@Remote Target Device

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

‘@Remote Target Device’ is another term for a copier, printer, etc connected to 

the customers network.

Shown in the green boxes in the above diagram.

@Remote Target Devices are classified into several categories, based on how 

they can connect to the @Remote system. We will look at that in more detail 
later.
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@Remote Target Device

Internet

Firewall

Customer

Copier with built-in 

Appliance (Embedded 

RC Gate) activated

RC Gate 
S Pro

RC Gate, RC Gate A

Here is an expanded view of the equipment at the customer’s premises.
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Network

Network Device Local Connected Device CSS Connected Device

USB

CSS

@Remote Compatible

@Remote NOT Compatible

@Remote Compatible,

But not existing in the field.

What Types of Devices are there?

Device: When we are talking about @Remote, ‘device’ means 
‘copier’ or ‘printer’.

If the device cannot be connected to a network, it is not 
compatible with @Remote.

CSS is another way to connect this type of machine, but this is not 
seen outside Japan.

No additional notes
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How @Remote Classifies Target Devices

For the purpose of @Remote, devices are 
classified as shown below.

Local connection devices are not considered.

There are three basic types.

@Remote Devices (also called HTTPS 
devices): Devices that are connected to a 
network (LAN) and support the transfer of the full 
set of @Remote data in XML format.
MIB Devices (also called SNMP devices): 
Devices that are connected to a network (LAN) 
but do not support @Remote XML data transfer.
CSS Devices: Devices that are connected to the 
@Remote appliance through a PI Board (RS485 
connection) – Not seen outside Japan

If a device supports more than one protocol, the device is classified by the 

protocol used by the device to actually connect to the @Remote Appliance.  

The order of preference is HTTPS first, then MIB.

When the connection is established, the device is defined as a device within the 

network.  

If the device contains more than one controller and/or NIC boards, then the 

device is handled as multiple devices.

Note that special conditions apply if one of these is an EFI controller. This 

will be explained later in this section.
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@Remote Devices

@Remote Devices (also called HTTPS devices): 
Devices that are connected to the customer’s 
network and support @Remote XML data 
transfer.

This class contains most recent Ricoh products 
with GW controllers.
These devices support the full range of @Remote 
data communication, in a Ricoh original format, 
using XML. 
@Remote uses one of the following protocols to 
collect data from these devices:

» REST protocol (for machines with Cosmos controllers)
» SOAP protocol (for machines with GW controllers)
» SSL authentication is also used 

– HTTPS = HTTP + SSL

The MIB data (such as application counters, and coverage information) is held in 

the machine as SP mode values. The controller collects these SP values and 

sends them out in an XML format.

HTTPS devices were previously known as NRS devices.
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MIB Devices

MIB Devices (also called SNMP devices): Devices 
that are connected to the customer’s network but 
do not support @Remote XML data transfer.

@Remote uses MIB protocol (SNMP) to collect 
data from these devices.

» No SSL authentication

There are two types
» GW-MIB devices: Used by older Ricoh products with 

early GW controllers, but without NRS and DESS 
modules. 

– These devices do not support the Ricoh original 
@Remote XML format. Standard MIB and Private 
MIB are used.

» Competitive MIB devices: These include competitor’s 
models. 

– These devices only support Standard MIB.

HTTPS devices - Machines with a GW controller 04s or newer:

The controller contains the NRS and DESS modules. This means that the 
HTTPS protocol can be used.

NRS: New Remote Service – this module allows the machine to use 

@Remote

DESS: Data Encryption Standard Service (also called the Network Data 

Protection Unit)

GW-MIB devices - Machines with a GW controller older than the 04s-version:

The controller does not contain the NRS or DESS module. This means that the 
more secure HTTPS protocol cannot be used. SNMP is used instead.

MIB data can be sent to the @Remote center. The number of data items that are 
available depends on the type of model.

The amount of data that can be collected from MIB devices is less than from 
HTTPS devices.

GW-MIB devices also have SP modes but no NRS module, so the data 
cannot be sent directly to the @Remote Center like for an HTTPS device. 

Also, it is not sent by XML, but by e-mail

The additional security of HTTPS devices is a secondary consideration, 
because communications between the device and the @Remote Appliance 

are all done behind the customer’s firewall.

There are two types of MIB:

Standard MIB: This is industry standard. The data items for other manufacturer’s 
products are the same as for Ricoh machines.

@Remote can read this data from Ricoh machines and other 
manufacturer’s machines.

Private MIB: The contents of this data area does not have to be the same for 
each manufacturer.

@Remote can only read this data from Ricoh machines.
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CSS Devices

CSS Devices: Devices that are connected to the @Remote 
appliance through a PI Board (RS485 connection)

@Remote uses CSS protocol to collect data from these devices.
Serial RS485 protocol is used.
RC Gate has a connector for RS485. Up to 5 devices can be 
connected to this in series (in a ‘daisy chain’).
If an @Remote Device or a MIB device is connected to @Remote 
in this way, it’s class changes to ‘CSS Device’.
These types of devices are not used outside Japan.

Connect the daisy chain to the socket on the RC Gate marked ‘OA IF’, shown in 

the red square in the diagram on the slide.

PI Boards are also known as CSS boards, or RSS boards.

We will not discuss CSS devices in this training course, because there are none 

installed outside Japan.

They were available for 40ppm or higher models as options (not built-in), 

but they have not been made since 2005 models.

In addition, Embedded RC Gate (a built-in @Remote appliance) was 

developed as an alternative way to connect a non-networked device to 
@Remote, reducing the need for CSS. We will see more about Embedded 

RC Gate later.
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Network Device: 1 x LAN

Network

Standard Wireless LAN

Wireless LAN

Ethernet connection (wired connection) is standard connection.

Wireless LAN (IEEE 802.11x) connection can also be used for @Remote.

Network Devices

Some older devices need SP settings to make @Remote work with IEEE 

802.11x. However, if you install the latest firmware, these SP settings are not 

needed.
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Network Device: 2 x LAN

Network

2 Network Cables: Networked Device + 3rd Party Controller

EFI Controller

If you wish to connect a device with an EFI controller to @Remote, 2 x LAN 

connections are required in order to connect as an @Remote Device.

If connected through the LAN cable from the EFI controller, the device can only be 

connected as a MIB Device.

Network Devices

Normally, when using Auto Discovery, the appliance finds devices by looking for 

the printer module of the GW controller. But, if an EFI controller is installed, the 

printer module of GW is deleted, so the appliance cannot find the device using 
Auto Discovery. This means that Remote Registration is not possible. But, using 

SOAP protocol, the appliance can find the devices using the Device Registration 
Wizard.

Auto Discovery, Device Registration: These are ways to register devices, as 
part of the installation procedure for a new @Remote system. We will study 

them in more detail later.

In the RC Gate A (but not the RC Gate S Pro), there is a new feature called 

Extended Device Search that uses a different process to find devices. During 

Auto Discovery, this process looks for a different area of GW, so it can find 
devices that have EFI controllers (the process can take twice as long to find 

machines with EFI controllers, because it looks for the printer area first, then this 
other area, but it can find the devices with EFI controllers).
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USB

USB Connection

This is not compatible with @Remote.

Local Connection Devices

No additional notes
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CSS

CSS Connected Device with PI Board

PI Board

This is a device connected by CSS through a PI board.

This was used overseas previously as “Concord”, but no CSS devices are 

connected to @Remote any more. (However, there are still three hundred thousand 

CSS devices registered in Japan.)

Devices Connected with CSS

No additional notes
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MIB

XML

Format

RC Gate 
checks 
device 

regularly 
and sends 

notifications

(Device can’t 
generate 

notification 
by itself)

Device 
sends 

notification 
on its own

Auto call

/Supply call

SNMP

HTTPS

Comm.  
protocol with 

Appliance

- Total

- Total
- Printer Total
- Fax Total

- B&W Total
- Color Total
- Copier etc.

@Remote 
devices can 
acquire about 
800 data items 
maximum.

- G/W-MIB data
- Paper Size
-Paper Type etc.

Counter data

Standard
MIB

Private 
MIB 

(Ricoh 
original)

Ricoh 
original

Data 

table

NoNo

MIB device
[SNMP Device]

- Competitors 
devices

- OEM devices

NoYes

G/W-MIB 
device

[SNMP Device]

1999-2003  
Ricoh devices

YesYes

@Remote 
device

[HTTPS 
Device]

2003 Ricoh 
devices

NRS 

Module 
on 

board

G/W

@Remote vs MIB Devices – Summary 

No additional notes
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GW Controller Board: @Remote device

GW Controller Board

MIB

Private
MIB

Standard
MIB

NRS 
Module

DESS 
Module

GW Controller Board

MIB

Private
MIB

Standard
MIB

GW Controller Board: GW MIB device

RICOH Own Controller Board: 

Non GW device
3rd Party Controller Board: 

Competitive device

3rd Party Controller Board

MIB

Standard MIB

RICOH Own Controller Board

MIB

Private
MIB

Standard
MIB

Four Classes of Controller Board

We will take a closer look at these on the next few slides.

NRS: New Remote Service – this module allows the machine to use 
@Remote

DESS: Data Encryption Standard Service (also called the Network Data 

Protection Unit)
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@Remote Full-compatible device (HTTPS Device)

GW Controller Board

MIB

Private

MIB

Standard
MIB

NRS Module

DESS Module

GW Controller Board: @Remote Device

Machines with a GW controller 04s or newer:

The controller contains the NRS and DESS modules. 

NRS: New Remote Service – this module allows the machine to use 

@Remote

DESS: Data Encryption Standard Service (also called the Network Data 

Protection Unit)

This means that the HTTPS protocol can be used.

@Remote can read Standard and Private MIB data.
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GW MIB device (SNMP Device)

GW Controller Board

MIB

Private

MIB

Standard
MIB

GW Controller Board: GW MIB Device

Machines with a GW controller older than the 04s-version:

The controller does not contain the NRS or DESS module.

This means that the more secure HTTPS protocol cannot be used.

SNMP protocol is used instead.

@Remote can read Standard and Private MIB data. The number of data items 

that are available depends on the type of model.
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A-C4

Pre-installed 

TC-C1 JC-2 V-C1 MC-2.5 R-C4S-C2

Pre-installedNRS 
module

A-C3 R-C3

Pre-installed *

J-C1

DESS 
module

K-C2NRS 

Device

* Before March 05 production, DESS is not pre-installed. So, please install DESS.

(DESS can be downloaded from the Global Server)

Ares-P2

Pre-installed

G-P1b J-P4G-P1aC-P2K-P4

Need to upgrade *

PL-P1M-P1

Pre-installed

Pre-installed

J-P3

NRS 
module

DESS 
module

NRS 
Device

MFPs

LPs

* DESS is not pre-installed. So, please install DESS.

(DESS is provided as an option)

GW Controller Models of Intermediate Status

These models fall in between the ‘GW Controller - @Remote device’ status and 
the ‘GW Controller Board: GW MIB Device’ status.

In some of the MFPs (J-C1, A-C3, R-C3, K-C2, S-C2), DESS was not ready for 

the early production runs. It must be installed as a firmware update.

In some of the LPs (PL-P1, K-P4, C-P2, Ares-P2, G-P1a), a DESS module must 
be installed from an SD card. The customer must purchase this as an option, 

because it provides other features (such as secure PDF), in addition to 
@Remote.

Ricoh machines newer than this have all necessary modules built into the GW 
controller board.
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Ricoh Controller: Non GW (SNMP Device)

Ricoh Own Controller Board

MIB

Private

MIB

Standard
MIB

Ricoh Controller Board – Non-GW

The situation here is the same as for the early GW controller boards.
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3rd Party Controller Board: Competitive device (SNMP Device)

3rd Party Controller Board

MIB

Standard MIB

3rd Party Controller Board

@Remote can read Standard MIB data only.

SNMP protocol is used.
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Which Machines are Compatible?

To find out what compatibility a particular model has, you 

can look at the following files.

@Remote Compatibility Nov30_2 2009.xls: This shows the 

compatibility of each model, using a color code.
» Grey: Not compatible (for example, no Ethernet connection)

» Pale Green: Can read standard MIB area only (total counter)

» Blue: Can read from private MIB area

» Bright Green: Full @Remote support, but must use external 

@Remote appliance (such as RC Gate A or RC Gate)

» Purple: Full compatibility. Embedded @Remote appliances 

(Embedded RC Gate) can also be used.

Similar information can be obtained from the following file 

also: @Remote Road Map (Devices) 08A.xls

Also, see the Product Category List tab in the following file: 

Master for @Remote_20100329.xls

These files can be found in the ‘Reference Material’ directory.

Some older Ricoh models must be upgraded before they are @Remote
compatible.

A-C3, R-C3, J-C1, K-C2, S-C2: As we saw earlier, models from production runs 

before April 2005 need to be upgraded with a security (DESS module)
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@REMOTE APPLIANCES

No additional notes
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@Remote Appliance

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

The @Remote Appliance is software or a small device that is installed at the 

customer’s site to collect the data from all the machines on the network. It acts 

as a relay unit through which the data is sent between all the customer’s devices 
(multifunction products, network printers, copiers) and the @Remote Center are 

connected.

There are three types:

External appliance (RC Gate, RC Gate A)

Embedded appliance (Embedded RC Gate)

PC software (RC Gate S Pro)
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Embedded Appliance

GW Controller 
Board

Emb.
RC Gate

NRS 
Module

DESS 
Module

External Appliance

Box Type

Server Type

External Appliance

External Appliance

There are the following types of appliance.
• External Appliance (box type)

• Embedded Appliance

Types of @Remote Appliance

• External Appliance (server type)

Emb. RC Gate: Embedded RC Gate
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Types of @Remote Appliance

RC Gate A, RC Gate: External appliance (box type)

Placed at customer sites to gather information from the 

connected devices through a network (or an RS485 

connection for CSS devices - RC Gate only).

RC Gate A is the successor to RC Gate.

RC Gate S Pro: External appliance (server type) 

This is PC software.

When installed on a PC, this software allows the PC to be 

used to monitor devices on the same network, in the same 

way as an RC Gate or RC Gate A.

Embedded RC Gate: Embedded type 

A circuit and software inside a GW copier or printer. It can 

only monitor the machine in which it is installed.
» All 05s or later GW products have the Embedded RC Gate 

circuits and software built in.

RC Gate: Remote Communication Gate
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RC Gate

Can monitor up to 500 network devices and 5 CSS devices.

There are some limitations when monitoring non-@Remote 
supported devices. 

Two types of RC Gate:

RC Gate-S1 (also known as Type BN1): Installed if the 
communication method between the customer site (RC Gate) and 
the @Remote Gateway is Internet. Basically, this is the only type 
in the field.
RC Gate-S1M (Modem version, also known as type BM1): 
Installed if the connection is PSTN (Public Switched Telephone 
Network).

» There are only a few pre-production models of this type in the field.

RC Gate Hardware Specifications

Platform: Linux MVL PE2.1/MIPS (Monta Vista Linux) 

Processor Type: MIPS RISC CPU

Processor Speed: 200 MHz

Memory: 

Flash ROM: 4MB

RAM :  32MB

SD Card: 32MB

RC Gate does not have a HDD
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RC Gate A

Can monitor up to 600 network devices (up to 1500 with 

optional memory)

Has an LCD that shows the status of the RC Gate A on the 
top line and the IP address on the bottom line.

The Shutdown button must be used when turning the 

power off, or the memory could be damaged. 

Correct shutdown also requires operation at the user interface when logged into 

the RC Gate A from a PC. The training materials for the RC Gate A have more 

details.

RC Gate A: Improvements over the RC Gate

If optional memory is installed, up to 1000 devices can be managed (RC Gate: 
500). Without memory, only 100 devices can be managed.

Support for products with the Cosmos controller, using REST protocol. (Not 
available at the first product launch; to be made available in a later version)

The RC Gate A can capture User code counters from the managed Ricoh 
devices (an optional memory must be installed in the RC Gate A) and transmit 

the data to @Remote.net (Fleet reporting web portal, on the Reporting Server) 
through the @Remote Center. @Remote.net will provide the reports in a fixed 

format as a priced service.

This feature will help customers recover costs from various departments or 
users.

This feature is not available for the first production run of RC Gate A.

The installation process is simplified.

The RC Gate A has an LCD, so it is easier to check the assigned IP 
address and status during the registration process.

Remote Function Update: There are some new features available for this:

a. Time shift setting for starting the update 

b. Prohibition interval setting, to disable updates at set times such as during 
working hours
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Embedded RC Gate

Embedded RC Gate is a circuit and software 
inside an MFP device.

All 05s or later GW products have the Embedded 
RC Gate circuit and software.

There are two types:

Embedded RC Gate-N: Built into the machine. 
Can be used if the communication method 
between the customer site (Embedded RC Gate) 
and the @Remote Gateway is Internet
Embedded RC Gate-M (Modem version): This 
board is installed if the connection is PSTN (dial-
up access via Public Switched Telephone 
Network).

» There are none of these in the field outside Japan.

Communication between Embedded RC Gate and Gateway

Uses HTTPS to communicate between Embedded RC Gate and Gateway.

SSL encrypted communication employs mutual authentication, to prevent any 

masquerading of the RC-Gate and/or Gateway. 
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Embedded RC Gate or RC Gate?

If each GW machine has this built-in @Remote capability, 

why do we need the RC Gate?

The RC Gate allows non-Ricoh products to communicate 

with @Remote.

Also, if each GW device in a customer’s office uses 

Embedded RC Gate to communicate with @Remote, each 

device will be doing its own individual communication with 

@Remote over the internet, causing heavy network traffic. 

The RC Gate collects these communications all into one 

box, reducing network traffic.

Recommendations to customers

If you have less than 5 devices to connect to @Remote, 

use Embedded RC Gate

If you have 5 or more devices to connect to @Remote, use 

a RC Gate, RC Gate A, or RC Gate S Pro

No additional notes
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RC Gate S Pro

RC Gate S Pro is a PC application

Used to control devices connected to the same 

network.
» Up to 5000 devices can be controlled.

Requires Internet Explorer.
Priced software application

– RC Gate S Pro contains the function of @Remote 

connector. Successor to Forest. 

RC Gate S Pro: Maximum number of devices is 5000

This is a theoretical specification, but in practice the RC Gate S Pro can probably 
handle many more devices than this
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Product Names

RC Gate

RC Gate-S1: Remote Communication Gate Type 

BN1
RC Gate-S1M: Remote Communication Gate 
Type BM1

Embedded RC Gate

Embedded RC Gate-N: Remote Communication 
Gate Type CN1

Embedded RC Gate-M: Remote Communication 
Gate Type CM1

Successor series to RC Gate

RC Gate S Pro: Remote Communication Gate S
RC Gate A: Remote Communication Gate A

No additional notes
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@REMOTE GATEWAY
@REMOTE CENTER

CENTER GUI
REPORTING SERVER

No additional notes
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@Remote Gateway

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

The @Remote Gateway is part of the equipment at the @Remote center. It is a 

communication server that uses secure internet protocols to gather the 

information sent from the @Remote Appliances in the field.

The @Remote Gateway receives information from devices at the customer sites 

via the @Remote Appliance over the internet.  

It can also initialize the devices at the customer sites over the internet.  

It follows instructions from the @Remote Center to operate remote devices at 
customer sites via the @Remote Appliance.

In some documentation, the term ‘Communication Server’ also appears. This 
refers to either the @Remote Gateway or the @Remote Center, or both of 

these.
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@Remote Center

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

The @Remote Center stores all the data that is collected from devices at 

customer sites by the @Remote Gateway.

It can also operate devices at the customer sites via the @Remote Appliances.

The @Remote Gateway and @Remote Center are located in Japan. 

Overseas users can access the @Remote Center using a web browser.

Must be Internet Explorer version 6 or later.
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Center GUI

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

The workstations that operate the @Remote Center are referred to as the 

‘Center GUI’.

This includes workstations that access the @Remote Center from outside 

Japan.
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Reporting Server

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

Ricoh USA

Reporting  Server
@Remote.net

RC Gate, RC Gate A

RC Gate 
S Pro

The Reporting Server is at Ricoh Corporation in the USA.

This is more commonly known as @Remote.net. Customers can access 
this site to get information on their fleet of copiers.

The @Remote Center in Japan transfers all data captured from the field to the 

reporting server once a day.

The reporting server contains web applications that customers and sales reps 

can use (such as @Remote.net).

The Center GUI accesses the data in the @Remote Center, not the data at the 

reporting server.

Operations on the data in the reporting server will not be covered in this course.
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COMMUNICATION PROTOCOLS

No additional notes
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Communication Protocols – An Outline

Two stages to consider:

Between the @Remote Target Device and the @Remote 

Appliance, inside the company’s network

Between the @Remote Appliance and the @Remote 

Gateway, via the Internet

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:
1. HTTPS

2. SNMP

Internet

Either:
1. HTTPS

2. SMTP

The next few slides will explain the basic points about communication between 
the components of the @Remote system.

More details will be provided in a later section of the course.
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Communication Protocols between 
Device and Appliance

Two types:

HTTPS: Communication is made using HTTPS protocol, in a 
Ricoh-original XML format.

» Much more data can be sent than using Standard + Private MIB.
» There is also additional security (this is a secondary advantage, 

because communications between the device and the appliance are 
all done behind the customer’s firewall).

SNMP: Communication is made using SNMP, using MIB data. 
The device cannot initiate communication with the appliance.

The type of communication that is used depends on how 
compatible the device is with @Remote.

HTTPS is the most desirable method, because more data can be 
communicated. But, MIB devices must use SNMP.

Device Appliance Firewall Firewall
@Remote 

Center

LAN

Either:
1. HTTPS

2. SNMP

Internet
Either:

1. HTTPS
2. SMTP

No additional notes
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Communication Protocols between 
Appliance and Gateway - 1

Two types:

HTTPS: Communication is made using HTTPS protocol.
» SSL authentication is used, which gives the same level of data 

security as financial transactions on the internet.

SMTP (e-mail): Communication is made by e-mail (RC Gate only).
» The e-mail is encrypted with S/MIME.

» Only MIB data can be sent, even if the customer’s machines are 

HTTPS devices.

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:

1. HTTPS
2. SNMP

Internet

Either:
1. HTTPS
2. SMTP

Don’t get confused!

HTTPS is mentioned on the previous slide also, for communication between the 
customer’s copiers and the @Remote Appliance. You can have SNMP between 

a device and the appliance, and HTTPS at the same time between the appliance 

and the internet.

All four combinations are possible. But the best way is HTTPS for each 

phase. This is only possible for @Remote (HTTPS) devices.

SNMP is used for sending MIB data over the customer’s network. SMTP is used 

for sending data by e-mail over the internet.

Note that, if SMTP (e-mail) is selected for communication between appliance and 
gateway, then the system can make no distinction between HTTPS devices and 
MIB devices. Only MIB data will be transmitted by email to the gateway, even for 
an HTTPS device.

HTTPS: The Server at the @Remote center acts at the HTTPS server, and the 
appliance acts as an HTTPS client.
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Communication Protocols between 
Appliance and Gateway - 2

Normally, HTTPS should be selected. 

With the E-mail setting (SMTP), communication can only go one-
way (from Appliance to Gateway). The Appliance cannot receive 
changes from the @Remote Center. The Appliance can find 
machines on the customers network using the ‘Auto Discovery’
process), and can send counter data to the gateway. 

» With HTTPS, Auto Discovery is also possible, but in addition the
customer can receive remote control services and the @Remote 
Center can collect more detailed information on the machines, and not 
just counter data.

Customers who want meter reading only and no other 
communication can use the E-mail setting.
SMTP mode is not available for the RC Gate A or RC Gate S Pro.

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:

1. HTTPS
2. SNMP

Internet

Either:
1. HTTPS
2. SMTP

No additional notes



@Remote Basic Training

1

Slide 1

@REMOTE BASIC TRAINING

Section 4. Security

In this section, we ask, ‘What security does @Remote provide?’
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Security - Overview

There are three basic components

Customer trigger: Data exchange does not occur unless 
asked for by the customer. The service company does not 
initiate acquisition of customer data

» In practise, this means that the customer’s machine does not 
send data whenever asked. It only sends data at pre-arranged 
polling intervals (default: 1 hour)

SSL (Secure Socket layer) protocol and mutual 
authentication: The @Remote gateway at the service 
center uses SSL to communicate with @Remote 
customers. Mutual authentication must be established 
before data can be exchanged.
Encryption: When mutual authentication is established, 
encrypted data is exchanged

SSL/mutual authentication/encryption: This is the same 
method as used on most web sites providing financial 
transaction services.

The @Remote Appliance never acquires any image data 
that has been scanned or output by the devices.

On the customer’s LAN, SSL is used for communication between the customer’s 

machines and @Remote, and encrypted data is exchanged only after mutual 
authentication.
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ISO 15408 Certification

September 2005: Remote Communication Gate 
(RC Gate) obtained ISO 15408 certification 
(Common Criteria)

This is the international standard to evaluate IT 
security of a product or system.

ISO/IEC15408 is the only international standard in the world with respect to IT 

products and systems which provides the way in which security measures are to 
be laid out in order to prevent any occurrence of security issues, and how 

guarantee methods should be put in place.  

It is a standard to evaluate if security functions of products and systems are 

implemented “correctly”, “sufficiently” and “compatibly”.  Evaluations of products 

by third party organizations are emphasized in the IT security industry.  

Since it is difficult to visually check if security functions are working correctly in 

many cases, it is important to have a third party guarantee that the products are 
implemented properly according to the specifications. 

In Europe and North America, independent criteria for evaluations had been 
used to conduct such security evaluations since more than a decade ago.  In 

1998, evaluation criteria called TCSEC in the United States, CTCPEC in Canada 

and ITSEC in Europe were integrated as CC (Common Criteria).  It was later 
issued as an international standard, ISO/IEC 15408 in 1999.

The Certification Report of Remote Communication Gate is available at the 
following website.

https://www.secure.trusted-site.de/certuvit/pdf/9240BE.pdf

The Certificate of Remote Communication Gate is available at the following 

website.

https://www.secure.trusted-site.de/certuvit/pdf/9240UE.pdf

Which level of ISO 15408 Common Criteria Certification does Ricoh have?

Ricoh has received an EAL 3 certification, the highest level a COTS-platform 

(Commercial Off-the-Shelf) can achieve. Levels 1 - 4 certifications apply to 
technology designed for civilian applications. Levels 5 - 7 certifications apply to 

technology designed for military applications.

For more about ISO15408, please see the following in the Reference Material 
directory

CC=ISO15408.pdf
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Communication Security

SSL is used for communications between the 
@Remote Appliance and the @Remote Center.

SSL is also used for communications between 
HTTPS (@Remote) devices and the @Remote 
Appliance.

MIB devices use SNMP for communication with 
the @Remote Appliance, so this is not secure.

No additional notes
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Communication Between Devices 
and Appliance

This shows the situation for @Remote Devices.

For MIB and CSS devices, there is no encryption.

Encrypted (56 bits)

Session key: RSA 512 bits

Digital Certification

Device
Appliance

No additional notes
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Communication Between 
Appliance and @Remote Center

This shows the situation for HTTPS communication.

Encrypted (56 bits)

Session key: RSA 512 bits

SSL Authentication (HTTPS)

Appliance Proxy 
Server

Firewall Firewall @Remote 

Center

SMTP mode is rare, and will not be discussed here.
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Communication Between 
Appliance and @Remote Center

Communication can only be initiated by the Appliance.

Requests from the @Remote Center are stopped at the 

customer’s firewall.

If the Center contacts the Appliance (for example, to 

update firmware in the customer’s machines), it must wait 

until the next time that the Appliance polls the center. This 
is normally done every hour.

Appliance Proxy 
Server

Firewall Firewall @Remote 

Center

More detail follows on the next slide.
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Communication Procedure - Polling

Every one hour, the RC Gate 

polls the @Remote Center to 
report its operational status, 

and to verify any instructions 

that were sent by the 
@Remote Center since the 
previous polling. 

Between polling, the 

@Remote Center may try 

to access the devices, for 

example to update 

firmware. 

But communication is only 

enabled after the next time 

that the RC Gate polls the 

@Remote Center. 

The @Remote Center will 

never initiate an RC Gate 

action over the Internet.

No additional notes
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Communication Procedure -
Authentication

The @Remote Appliance 

(RC Gate) and @Remote 

Center and each device on 

the customer’s network 

has an electronic 
certificate.

These certificates are 

exchanged before every 

transaction, 
authenticating each party 

before using public key 

encryption for 

communication.

No additional notes
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Other Communications Initiated 
by the Appliance

The appliance makes automatic reports at the 
following times (not done when the appliance is 
polled).

During device and appliance registration
After maintenance
Meter/counter reporting (automatic meter/counter 
reading)
Automatic notification of a breakdown or alarm 
information

Calls for toner or other supplies

No additional notes
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Security Concerns

Attack from outside the customer network

Not possible, because there is no HTTPS or 

SMTP server

Customer data security (Unauthorized access,  
Malicious data interference, Illicit network 
monitoring)

Not possible, because all data is encrypted.
HTTPS devices: In addition, mutual 

authentication is used
SMTP devices: E-mails are all encrypted

No additional notes
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@REMOTE BASIC TRAINING

Section 5. Installation

In this section, we study the installation procedures.

 We will start with the RC Gate, and cover the Embedded RC Gate, 
based on the knowledge that we gained from studying the RC Gate.

Installation of the RC Gate A and RC Gate S Pro is covered in the TTPs for 

these two models.
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RC Gate

Overview

This section will explain the main points about installing an RC Gate at a 
customer site.

For a detailed explanation of the installation procedure, see the following 

presentation, which is provided in the Reference Material folder:

Install_Flow_Ver4.1a.ppt
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A Summary of the Steps - 1

Step 1. Customer Pre-Survey

To gather the necessary information for the 

installation
Will the machines be ‘Monitored’ or ‘Managed’?
How many RC Gates will be needed?

Step 2. Pre-Register the RC Gate, using the 
Center GUI

To issue a Request Number for the RC Gate

Step 3. Device Configuration

To check that the machines can be connected to 
@Remote.

The center GUI is the software used at various service stations throughout the 

world to access the @Remote Center in Japan.

Monitored vs Managed: 

Monitored devices can do meter reading and reporting, but only data in the 

Standard MIB is reported.

Managed devices can also do this (reporting is more detailed), but also 

toner replenishment, call handling, and remote firmware update.

Any device can be set up as ‘managed’. But for MIB devices, the full range 

of data is not available. Also, for customers who only want the simple meter 
reading, ‘monitored’ is the setting to use.
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A Summary of the Steps - 2

Step 4. Install the RC Gate at the Customer Site

Connect the RC Gate to a PC, so that you can 

make settings on the RC Gate.
Connect the RC Gate to the customers LAN and 
set up the network settings
Connect the RC Gate to the @Remote Gateway, 
to register the RC Gate with the @Remote Center

Step 5. Register the devices that are connected 
to the RC Gate(s) that you just installed

In the RC Gate UI, use the Device Registration 
Wizard or the Auto Discovery Wizard
It will be necessary in some cases to also register 
the machines with the Center GUI

No additional notes
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RC Gate

Step 1. Customer Pre-Survey

No additional notes
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Overview of Step 1

The purpose of this survey is as follows:

To collect enough information to find out how 

many RC Gates are needed
To collect enough information to register the RC 
Gate(s) at the @Remote Center

» Customer name, site code, Service Depot, etc

To collect enough information to be able to 
configure the RC Gate(s) at the customer site

» IP address for the RC Gates

» Network segments and IP addresses for the devices

» Types of devices: Ricoh devices – HTTPS or SNMP 

devices, non-GW products, competitor’s products

» Are the devices Managed or Monitored?

» How many RC Gates will be needed?

An example survey sheet is provided in the Reference Material folder.

RC Gate External Type Installation (Pre-Survey).doc

Site code: Every Ricoh branch and sales company has a site code. In addition, 

some sales companies have more than one service depot. When registering an 

@Remote Appliance at the Center GUI, you must input the site code of the 
location that is responsible for looking after the Appliance.



@Remote Basic Training

7

Slide 7

Managed or Monitored Devices - 1

Managed devices: Registered manually during installation 
of the RC Gate

Monitored devices: A range of IP addresses is registered 
during installation of the RC Gate, and the @Remote 
Center searches periodically (default: once a day) for 
connected machines within these IP addresses.

This search process is known as Auto Discovery (AD)

Monitored devices can do meter reading and reporting, but 
for other makers' machines (even products supplied as 
OEM products from other manufacturers), only data in the 
Standard MIB is reported.

Ricoh products, when set up as ‘monitored’, can also report 
data from Private MIB. 

Managed devices can also do meter reading and reporting 
(reporting is more detailed), but also toner replenishment, 
call handling, and remote firmware update.

This slide explains the difference between the ‘managed’ and ‘monitored’ setting.

Any device can be set up as Managed.

GW controller based machines have ‘self managing’ functions, to notify the 

appliance if a setting is changed, if an SC has occurred, if the power has just 

been turned on, etc.

MIB devices do not have this capability, so the RC Gate checks the status of the 

device every 30 minutes. This is called ‘status polling’. However, it is only done 
for Managed devices, not for Monitored devices.

During status polling, the appliance checks a specified area within the Standard 
MIB, looking for troubleshooting data, whether the machine is out of toner, etc. 

Some devices do not have much information in this MIB area; it depends on the 
model. This works for non-Ricoh models as well as Ricoh models.

For a managed device, a history of the device will be built up at the @Remote 

Center. A daily record of counters, SC codes, toner alerts, etc is kept.

If a MIB device is set up as monitored, it is checked every day with Auto 

Discovery, and the counters are collected. That is all. Counter details are stored 
at the center with IP addresses, so the machine’s history can be reconstructed.

MIB devices cannot do detailed management so should they be ‘monitored’?

If an MIB device is set up as ‘Managed’, the machine's condition can be 

monitored 24 hrs a day. This is not possible if it is set up as ‘Monitored’
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Managed or Monitored Devices - 2

RC Gate

Maximum managed devices - 100
Maximum monitored devices - 500
Maximum total devices - 500

RC Gate A with no optional memory 

Maximum managed devices - 100
Maximum monitored devices - 500
Maximum total devices - 600

RC Gate A with optional memory 

Maximum managed devices - 1000
Maximum monitored devices - 500
Maximum total devices - 1500

RC Gate S Pro

Maximum total devices - 5000 (any mixture of managed 
and monitored)
This is a theoretical specification, but in practice the RC 
Gate S Pro can probably handle many more devices than 
this

This slide shows how many managed or monitored devices can be handled by 

each @Remote Appliance.

For the RC Gate and RC Gate A without memory, the number of managed 

devices is fewer.
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Managed or Monitored Devices - 3

If detailed management of a machine is needed 
(detailed reporting, toner replenishment alerts, 
call handling, remote firmware update), then the 
machine must be registered as ‘managed’.

Non-Ricoh models, and models OEM’d by Ricoh 
(such as from Samsung) can only report 
information from inside the standard MIB.
Even if you register these as ‘managed’, detailed 
information will not be reported.

If detailed management of a machine is not 
needed (if only meter reading is needed), then it 
can be registered as ‘monitored’. However, the 
counters for ‘managed’ mode are more reliable 
than for ‘monitored’ mode.

This slide explains how to decide whether a machine should be registered as 

‘managed’ or ‘monitored’.

Note that for a fully @Remote compatible device, even if ‘monitored’, the private 

MIB can be searched, so detailed information can be reported.

For the differences in report contents between managed and monitored devices, 
please see the following file in the Reference Material directory

MR&ReportingCSV(20090717).xls

The Reporting CSV tab has information about the contents of reports. Other 

tabs in this xls file show information about other CSVs.

Why are the counters for ‘managed’ mode more reliable?

In ‘managed’ mode, the Billing Counters are used. These are more reliable than 
the Normal Counters, which are used by ‘monitored’ mode. This is because 

errors that occur during machine crashes affect the Normal Counters, but not the 
Billing Counters. 

Counters for ‘monitored’ mode should not be used for billing.
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How Many RC Gates do I Need?

Keep in mind that the customer may remove some of these machines or install 

some new ones. So you may need to change the number of RC Gates at the 

location.

We shall see some example set-ups when we explain how to register the 

devices.
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RC Gate

Step 2. Pre-Register the RC Gate, using 
the Center GUI

For this section, we refer to the Center GUI operation manual, which is in the 

Reference Material directory.

@Remote Center GUI V3.0 Op. Manual ver2.0.pdf
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Registering a New Device

Login to the center server. 

Make sure that your PC has the required settings 

to access center GUI.
Make sure that you already have your ID and 
password to login to the following URL: 
https://rcg.support.ricoh.com/atremotecenter/Main
Servlet

In the center GUI, click “New Registration” in the 
Registration menu. 

Input the necessary information.

Click “Register” to obtain a Request Number. 

The technician needs this number to install the 
RC Gate at the customer site.

This slide is an overview of the steps. More details follow on the next few slides.

Setting up your PC to use Center GUI: This is covered in the section of the 
course called @Remote Center GUI.

Filename: @Remote_07_Center GUI.ppt
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Logging In - 1

Access the following URL to log in to the Center GUI:

https://rcg.support.ricoh.com/atremotecenter/MainServlet

Input your user ID and password

Logging In

Center GUI Operation Manual, iv) Log In

After you input your ID and password, if you have never logged into the Center 

GUI before, necessary ActiveX modules will be installed.

Please do not click anything while the screen shows that Active X modules are 

being installed.
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Logging In - 2

Click “Load Site Information” to activate all functions and 
available sites.

No additional notes
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Registering a New @Remote Appliance - 1

This is part of the installation procedure for a new @Remote 
Appliance.

A ‘request number’ must be issued before an @Remote Appliance 
can be installed in the field.

In the Registration menu, click ‘New Registration’.

Center GUI Operation Manual, Section 1-1

Registration menu

New Registration: Register a new @Remote Appliance

Center GUI Operation Manual, Section 1-1

Pre-installed Appliance: Check which appliances have already been registered 

for a particular customer

Center GUI Operation Manual, Section 1-2

Appliance Replacement: Use this before you replace an @Remote Appliance in 

the field.

Center GUI Operation Manual, Section 1-3
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Registering a New @Remote Appliance - 2

Input the information for this customer

Then click ‘Register’

Items with an asterisk must be input.

Number of Registrations: If there is more than one @Remote Appliance to be 
installed at this customer, input the number (up to 100)

Operation Calendar: This setting specifies the calendar that is used for this 

appliance. With the Maintenance menu of the Center GUI, you can specify 
different calendars, to suit different cultural requirements.
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Registering a New @Remote Appliance - 3

Center GUI automatically issues request numbers for each 
@Remote Appliance that you just registered.

In the above example, 4 appliances were registered

To copy these to the clipboard, click Copy.

Then, the request numbers can be pasted to an e-mail for the 
technician who will install these appliances in the field.

The registered request number cannot be deleted manually, but if the number is 

not used, it will automatically be deleted 90 days after being created.
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RC Gate

Step 3. Device Configuration

No additional notes
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Can the Device be Connected to @Remote?

Basically, all devices (Ricoh or other maker) can 
be connected to @Remote, if they have Ethernet 
capability.

However, some models cannot take advantage of 
the full range of features provided by @Remote.

Other company’s models: 
» Only standard MIB can be used. 
» Basically, this means total counter only

Ricoh models 04s and earlier: 
» For Ricoh models, Private MIB can be used. 
» Total counter, color print counter, b/w print counter, and 

maybe a few more counters (depends on the 
specifications of the Private MIB for that model.)

Ricoh models after 04s
» All @Remote functions are available.

A few older Ricoh models do not have a built-in DESS module. These cannot 

make auto calls to the appliance when a problem occurs, so the appliance must 

check them to detect their condition. Also, they cannot do RFU (remote firmware 
update) or make SC calls. There are only a few models like this (Cassis-P2, Kir-

P4, and a few others).

Refer to the presentation ’03 Components.ppt’ for more detail about which 

models do not have built-in DESS.
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RC Gate

Step 4. Install the RC Gate at the Customer 
Site

No additional notes
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Overview

In this section, we will:

Connect the RC Gate to a PC, so that we can 

make settings on the RC Gate.
Connect the RC Gate to the customers LAN and 
set up the network settings
Connect the RC Gate to the @Remote Gateway, 
to register the RC Gate with the @Remote Center

No additional notes
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Hub

LAN 2:

***.***.***.***

Depends on the customer’s 

network 

(LAN Connection)

Customer Network (LAN)

***.***.***.***

Step 1) Connect the RC Gate (LAN 2) to the Hub

Connect the PC to the RC Gate (LAN 1)

Step 2) Change the PC Setting (IP Address/Subnet) as shown 

below, then reboot the PC

Important: Keep a note of your original IP address 

Step2  : Change the settings of the PC, then reboot the PC

IP : 192.168.10.2

Subnet : 255.255.255.0

L
A

N
1

 (F
o

r C
E

)

L
A

N
2

 (F
o

r L
A

N
)

Network Cable

Cross Cable

LAN 1:

192.168.10.1 [Default]

(Local Connection)

Connecting the RC Gate to a PC

RC 

Gate

After you do the above operations, and plug the RC Gate’s power cable in, you 

can make settings in the RC Gate.
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Type 
https://192.168.10.1

Login as “RC Gate registrant”

and input password 
“installation”.

Making Settings on the RC Gate - 1

After you do the steps on the next few slides, you will be able to access the RC 

Gate from anywhere on the customer’s LAN, and the RC Gate can also see what 

is on this LAN.

For more information on the procedures, refer to ‘Changing the IP Address 

(LAN2 Port)’ in the operating instructions for RC Gate (starts at page 17).
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Click 

“RC Gate Registration Wizard”.

Making Settings on the RC Gate - 2

This is the RC Gate user interface. 
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Making Settings on the RC Gate - 3

RC Gate Registration Wizard

Input the required information, then click Next

Communication method between Appliance and @Remote 

Gateway/@Remote Center: HTTPS or E-mail

Normally, HTTPS should be selected. 

With the SMTP E-mail setting, communication can only go one-way (from 

RC Gate to Gateway). The RC Gate cannot receive changes from 
@Remote Center. The RC Gate can do auto discovery to find machines 

on the customers network, and can send counter data to the gateway. 
This data is sent by email encrypted by S/MIME. (With the HTTPS 

setting, data is also sent over the internet in an encrypted format, but it 
allows the machines to be adjusted remotely from the @Remote Center.)

Customers who want meter reading only and no other communication

can use the E-mail setting.

The e-mail setting is not available for the RC Gate A/RC Gate S Pro 

series.

Request Number: This is the number that was issued by the @Remote 

Center during step 2

Prefix, then six spaces, then the serial number.

Time Zone

RC Gate Registrant e-mail address: No need at this time
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Making Settings on the RC Gate - 4

Input the date and time, then click Next.

Set the date and time.

Check these from time to time, and correct if necessary.

When you click ‘Next’, the network settings screen appears. It is time to set 

up the RC Gate to work on the customer’s LAN.
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Connecting the RC Gate to the 
Customer’s LAN - 1

To change these network settings, click Change, and input the 
new settings.

If an optional wireless LAN card is installed, the screen is different 
from this one.

The ‘LAN Port’ settings are for the LAN2 socket, which is for the 
RC Gate to communicate on the customer’s LAN.

When DHCP is enabled, IP address is assigned by DHCP (you will be asked to 

restart the RC Gate before making the proxy server settings).

Make a note of the IP address when DHCP assigns the IP address for the next 

login via LAN 2. 
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Connecting the RC Gate to the 
Customer’s LAN - 2

When you see this screen, you have finished this part of 
the procedure. 

Click ‘Top Page’.

No additional notes
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HUB

RC Gate Interface 

Image

LAN 2:

111.222.333.444 (example)

(LAN Connection)

Customer Network (LAN)

111.222.333.444

L
A

N
2

 (F
o

r L
A

N
)

https://111.222.333.444/user/websys/cgi-bin.cgi

Input 
https://111.222.333.444

and login as
RC Gate registrant  

Click 

“RC Gate Registration Wizard”.

You can access RC 

Gate via network.

Important : Restore 

the original IP address 

on your PC from 

192.168.10.2.

Network Cable

Register the RC Gate with the @Remote Center - 1

In the RC Gate Registration 
Wizard, input the required 

information.

Do this from any PC on the network.

For details of what must be input with this wizard, see “Registering the 
Equipment” in the RC Gate operating instructions (starts at page 40 for SMTP 

devices, or page 47 for HTTPS devices).

Request number: This is the number that we got during ‘Step 2. Pre-
Register the RC Gate, using the Center GUI’. The technician in the field 

must have this number to install the RC Gate.

Time zone

Confirm that [Permit sending IP addresses] is set to [Permit (default)]

Date and time

Network settings

E-mail settings

Proxy or dial-up settings (not required for SMTP mode)

SMTP server settings
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Register the RC Gate with the @Remote Center - 2

Same as explained earlier, with the following additions:

Confirm that [Permit sending IP addresses] is set to [Permit (default)]: This 
setting can only be adjusted at this time; it cannot be changed after 

registration has been done

RCGate Registrant e-mail: This item is optional. The Communication Server 
will send the result of registration by E-mail to this address. 

Network settings: For more details, see the operation manual, as explained 
in the notes for the previous slide.
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“Request No. confirmation was successfully completed.”

will be displayed.

Click “Next”

After you input the required 
information, click ‘Next’. 

The RC Gate then contacts 
the @Remote Center

Register the RC Gate with the @Remote Center - 3

The RC Gate contacts the @Remote Center, with the request number, to 

confirm that it has been installed.
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To register the RC Gate, it is making the actual 

communication with the center server in Japan.

Then, the RC Gate registers 
itself with the @Remote 

Center

Register the RC Gate with the @Remote Center - 4

The RC Gate registers itself with the @Remote Center in Japan.
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“Registration was successfully completed.”

will be displayed if it is all done properly.

Click “Finish”

Register the RC Gate with the @Remote Center - 5

No additional notes
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After the next login as RC Gate registrant, 

you will see this menu.

Login

Register the RC Gate with the @Remote Center - 6

If it is successfully finished, the RC Gate installation procedure at customer site 

is completed. 

RC Gate can now communicate with the @Remote Gateway.



@Remote Basic Training

35

Slide 35

RC Gate

Step 5. Register the Devices that are 
Connected to the RC Gate

No additional notes
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Register the Connected Devices
Overview

To register the devices with the @Remote 
Center, there are two methods:

Remote Registration

Local Device Registration

We will see the procedures in more detail later.
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Register the Connected Devices
Remote Registration

At the RC Gate UI, use the Auto Discovery Registration 
Wizard.

Then, the next day, at the Center GUI, select the devices 
which we want to be managed and click ‘Manage Devices’. 

Select only devices for which ‘Monitored’ is displayed on 

the Device List; if ‘Managed’ is displayed, the device is 

already managed.

You can only select 100 at a time. 
» For the RC Gate, you must wait until the first batch has been 

registered before you can select the next batch. 

» For the RC Gate S Pro/RC Gate A, you can make a queue of 

batches of devices to be registered.

For devices that you wish to be monitored, there is no need 

to do anything, because these are created automatically by 

Auto Discovery.

We will see the procedures in more detail later.

During Auto Discovery, the RC Gate collects the following for each device: 
Device S/N, IP address, MAC address
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Register the Connected Devices
Local Device Registration

At the RC Gate UI, use the Device Registration Wizard. 

Devices found in the IP address ranges set up with the 

Device Registration Wizard will become ‘managed’.

Then, again at the RC Gate UI, use the Auto Discovery 
Registration Wizard.

AD must be on

Devices found in the IP address ranges set up with the Auto 

Discovery Registration Wizard will become ‘monitored’.

Then, at the Center GUI, select all devices that show 

‘Found’ on the device list, and click ‘Register Devices’. 
These will become ‘managed’ devices.

Normally, ‘Found’ devices automatically convert to 

‘Registered’. But if the system is still busy looking for 

devices before a timeout (1 hour) occurs, then the devices 

will still be displayed as ‘Found’.

We will see the procedures in more detail later.
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Register the Connected Devices
Which Procedure to Use?

Remote Registration:

You can leave the customer site very quickly after you set 
up the Auto Discovery operation on the RC Gate UI.
Advantage: The technician can leave the customer site 
quickly.
Disadvantage: The list of devices found is based on Auto 
Discovery. This data is not the latest information, and can 
be up to a day old. Machines may be connected or 
disconnected by the customer, and the device list will not 
reflect these changes.

Local Device Registration:

You must stay at the customer site until the RC Gate has 
found all devices. This is because more operation is 
needed at the RC Gate UI after the devices have been 
found.
Advantage: The data is accurate because the technician 
registers each device while still on site.
Disadvantage: The technician has to stay at the customer 
site for a long time.

MIB and HTTPS devices can both be found by either of these methods.

Auto Discovery data is up to a day old – Timing of Auto Discovery and other 
features is explained in the presentation titled ‘Timing’.

Filename: @Remote_16_Timing.ppt
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Managed Devices: Fewer than 100

Monitored Devices: Fewer than 500

M on ito red

M on ito red

M anagedM anaged

RCGate  A

A uto  D iscove ry  =   O N
IP  R ange  =  A ny

1 RC Gate

How to Set up the RC Gate(s)
Example 1

RC Gate “A”

Whole IP range as necessaryAuto Discovery Setting

Auto Discovery

Device Registration Wizard from RC Gate UIDevice Registration Method 

In this example, we have a mixture of Managed and Monitored devices handled 

by one RC Gate.

We use the Device Registration Wizard to set up the IP address for the 

Managed devices. 

Then with the Auto Discovery Registration Wizard, we enable auto
discovery and set up the IP address range for the Monitored devices.
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OFF

OFF

RC Gate “A” RC Gate “B”

Whole IP rangeAuto Discovery Setting

Auto Discovery

Device Registration 
Method 

ON

Device Registration Wizard from RC Gate UI

Auto Discovery =  OFF

RCGate
 A

Auto Discovery =  ON
IP Range = Any

RCGate
 B

Managed Managed Managed ManagedManagedManaged

Monitored Monitored Monitored

Managed
by RCGate B

Managed Devices: More than 100

Monitored Devices: Fewer than 500
2 RC Gates

How to Set up the RC Gate(s)
Example 2

In this example, we set up RC Gate B to handle Managed and Monitored 

devices, in the same way as the RC Gate on the previous slide.

We use the Device Registration Wizard to set up the IP address for the 

Managed devices. 

Then with the Auto Discovery Registration Wizard, we enable auto
discovery and set up the IP address range for the Monitored devices.

But for RC Gate A, we do not use the Auto Discovery Wizard. 

All devices handled by RC Gate A will be Managed devices.

We use the Device Registration Wizard to set up the IP address for the 
Managed devices. 
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IP Range 1

ON 

Device Registration Wizard
from RC Gate UI

RC Gate “A”

IP Range 2

RC Gate “B”

Auto Discovery Setting

Auto Discovery

Device Registration Method Do not manage devices

Managed Devices: Fewer than 100

Monitored Devices: More than 500

Monitored

RCGate A

Auto Discovery =  ON
IP Range = 2

RCGate B

Managed Managed Managed

Monitored

Auto D iscovery =  ON
IP Range = 1

Monitored

MonitoredMonitored

Monitored Monitored

Monitored
Monitored

Monitored Monitored

IP Range 1

IP Range 2

Managed
by RCGate A

2 RC Gates

How to Set up the RC Gate(s)
Example 3

In this example, we set up RC Gate A to handle Managed and Monitored 

devices.

We use the Device Registration Wizard to set up the IP address for the 

Managed devices. 

Then with the Auto Discovery Registration Wizard, we enable auto
discovery and set up the IP address range for the Monitored devices.

But for RC Gate B, we do not use the Device Registration Wizard. It will handle 
only Monitored devices.

We must make sure that the Auto Discovery search ranges of the two RC 
Gates do not overlap.
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IP Range 1

ON

RC Gate “B” RC Gate “x”RC Gate “A”

IP Range 2--Auto Discovery Setting

Auto Discovery

Device Registration 
Method 

OFF

Do not manage devicesDevice Registration Wizard from RC Gate 
UI

Managed Devices: More than 100

Monitored Devices: More than 500

RCGate
 A

Auto Discovery =  ON
IP Range = 1

RCGate
 B

Auto Discovery =  OFF

Monitored

Monitored

Monitored

Monitored

Monitored

IP Range 1

IP Range 2

Auto Discovery =  ON
IP Range = 2

RCGate
 x

Managed Managed Managed ManagedManagedManaged

Monitored

Monitored

Monitored

Managed
by RCGate B

Managed
by RCGate A

Managed
by RCGate B

3 RC Gates

How to Set up the RC Gate(s)
Example 4

In this example, RC Gates B and X are set up in the same way as the two RC 

Gates on the previous slide.

RC Gate A is only using the Device Registration Wizard, so it will only handle 

Managed devices.
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Examples of how long it takes to complete a device search.

1)  When a class B segment is set and 100 devices are in the network:

(255x255–100)  x 1 sec. =  64925 sec. =  18 hours

2)  When a class A segment is set and 100 devices are in the network:

(255x255x255–100)  x 1 sec. =  16581275 sec. =  4606 hours =  192 days

How to Set up the RC Gate(s)
Caution - 1

During Auto Discovery, please note that it takes 
about 1 second to check each IP address.

If you input a large IP address range, it will take 
too much time to complete the device search.
Our recommendation is to set an IP address 
range within a Class C segment.

1 second is the maximum time to search each address. This is the time-out if no 

device is present at that address.
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How to Set up the RC Gate(s)
Caution - 2

Before enabling Auto Discovery, please note the 
following:

If Auto Discovery is enabled for two or more RC 
Gates within the same network, be careful that 
the IP address ranges do not overlap. 

No additional notes
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Login

Login as ‘RC Gate registrant‘

and Select “ Auto Discovery 

Setting Wizard”

Remote Registration
At the RC Gate UI - 1

For details, see the RC Gate operation manual.

RC Gate operating instructions, section 5. Setting the Auto 
Discovery
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Remote Registration
At the RC Gate UI - 2

1. Enable the Auto 
Discovery function

Select “Use” to 
enable it
Select “Permit”
to allow the 
center GUI to 
change the start 
schedule

2. Select the start 
schedule and the 
interval for Auto 
Discovery.
Interval can be 
daily, weekly, or 
monthly.

3. Input SNMP 
community names 
as necessary

4. Click “Next”

If there are no monitored devices, then you can select ‘Do not use’ for Auto 

Discovery.

The schedule cannot be selected as ‘hourly’, because this causes too much 

network traffic. In the past, this setting was available, but it has been removed 

from the software.
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Remote Registration
At the RC Gate UI - 3

1. Change the IP 

range and subnet 

mask as 
necessary 

2. Choose 

‘enable’ or 

‘disable’.

Auto discovery  

will search only 
the enabled IP 

address ranges.

3. Add/Delete IP 

ranges as 
necessary.

4. Click “Next”.

Step 1. Initially, all IP address ranges that the RC Gate can access are listed.

Note: If two or more RC Gates are installed on the same network and Auto 

Discovery is used on more than two RC Gates, be careful that the IP address 
ranges do not overlap.
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The Registered IP ranges are listed.

Click “Finish” (or click “Back” if you 

need to correct the settings).

Remote Registration
At the RC Gate UI - 4

No additional notes
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Select the Appliance

Remote Registration
At the Center GUI - 1

Center GUI operation manual, page 2-2

Procedure (these first 5 steps are the same as for managed devices)

Click ‘Search - Appliance’.

Input search parameters for the @Remote Appliances that are connected to the 
devices that you wish to register.

Click Search

Select an Appliance from the list that appears.

Click Device List to see a list of devices that are under the control of this 

appliance.
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Select the Device

Remote Registration
At the Center GUI - 2

Center GUI operation manual, page 2-26

A Device List appears. This shows the devices that are being handled by this RC 
Gate. You have to register these, using the following procedure.

In the Installed Condition column, look for devices that are marked as 

“Monitored”.

Procedure

6. In the Device List, select a Device that has an Installed Condition as 
“Monitored”.

7. Click “Manage Devices”. This will change the status from Monitored to 
Managed.
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Items with *: 

Mandatory items

Remote Registration
At the Center GUI - 3

Procedure

8. Input information for this device.

Service depot name

M/R date: Also called the ‘closing date’, this is the day of the month on 
which the counter is read every month for billing.

9. Click “Regist”.

This sends a request to the RC Gate to register these devices on the RC 

Gate. It does not actually register them. (See the next slide for more on 

this.)
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Device RC Gate GW/Center Center GUI

Remote Registration

HTTPSWaiting 
for 

Poling

Poling

AD

HTTPS
Managed

Request

OK

Request
For

Registration

Monitored

HTTPS
Device

Remote Registration
At the Center GUI - 4

The Center GUI requests the @Remote Center to register these 
devices.

However, nothing can be done until the next polling from the RC 
Gate (default polling interval: 1 hour)

After polling from the RC Gate, the @Remote Center tries to 
register the devices on the RC Gate.

If successful, the status of the devices is changed from Monitored 
to Managed.

Managed List

This is a summary of the whole remote registration process.

The RC Gate carries out Auto Discovery.

The devices found are indicated at the Center GUI as Monitored.

The Remote Registration procedure (ending on the previous slide) sends a 
request to register these devices.

This request goes from the Center GUI to the @Remote Center.

However, nothing can be done until the next polling from the RC Gate 

(default polling interval: 1 hour)

The @Remote Center cannot access appliances or devices at the customer 
site without a trigger from the customer site.

So, in the worst case, you have to wait for a hour

4. At one hour intervals, the RC Gate polls the @Remote Center.

5. The RC Gate then processes the request for registration.

6. The RC Gate registers the machines.

7. The @Remote Center changes the status of the devices from Monitored to 
Managed.
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Remote Registration
At the Center GUI - 5

If you do not wish to wait for the next polling from the RC 

Gate, you can go to the RC Gate and make a service test 
call.

This can be done either at the RC Gate or at one of the 
devices connected to the RC Gate. 

A call of this type from a device is known as a Remote 

Diagnostics Call (Manual Call).
» MFP Device: Clear, 0, 0, Stop for 3 seconds, then “Call”

» LP Device with 4-line LCD: Menu > Remote Services > 

Remote Diagnostic, then “Call”

» LP Device with 2-line LCD: “Escape” for 5 seconds,  select 

“Remote Diagnos.”, then “# (Enter)” twice.

» From an RC Gate: See the next few slides

Important: If you make a test call at a time when it is out 

range from the “Calendar” setting of the site in the center 

GUI, the RC Gate/Device will receive an error.

The service call can be done at any time you want to start an operation with the 

RC Gate, without waiting for polling.

But somebody has to start it at the customer site on the RC Gate or one of the 

devices.

A service test call takes a long time to complete. Instead of this, you can do a 
Device Check Request Call.

However, there is no indication when a Device Check Request Call has 
been completed successfully, or if it failed.

A Device Check Request Call cannot be made from a device. It can only be 
made from an appliance.
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Procedure

1. Select “RC Gate and Device Settings”

2. Select [Service Test Call] under Maintenance > 
Communication Server Calls

3. Click “Start”

4. Click “OK”

Remote Registration
Making a Service Test Call from RC Gate - 1

Using this feature, the RC Gate can connect to the @Remote Center.
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Test call is successful if 

“Test Normal Finish (^^)v ”

is displayed.

Showing the 

communication status

Remote Registration
Making a Service Test Call from RC Gate - 2

No additional notes
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Login as
‘RC Gate registrant’ and 

Select ‘Device 

Registration Wizard’

Local Device Registration
At the RC Gate UI - 1

For details, see the RC Gate operation manual.

RC Gate operating instructions, section 6.  Registering Image 
I/O Devices to the Communication Server
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To search for devices which 

you want to register as 
“Managed Devices”, enter the 

IP address search range and/or 

SNMP community name.

Then click Next.

Local Device Registration 
At the RC Gate UI - 2

The example shown above shows an IP address range of two addresses (two 

machines).

In the IP address range, if you only want to select one address (one machine), 

you can input the same address at the start and the end of the range.

Devices found in the IP address ranges set up with the Device Registration 
Wizard will become ‘managed’.

Later, we use the Auto Discovery Registration Wizard to set up detection for the 
‘monitored’ devices.

AD must be on

Devices found in the IP address ranges set up with the Auto Discovery 

Registration Wizard will become ‘monitored’.
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The RC Gate will search 
for devices within the 
selected IP range.

Local Device Registration
At the RC Gate UI - 3

No additional notes
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The results of the search 
will appear.
Tick the check boxes in the 
‘Select’ column for the 
devices that you want to 
manage, then click Next.

Local Device Registration
At the RC Gate UI - 4

Devices already registered will be greyed out in the ‘Select” column. These 

situations can be ignored.

Note that if a device is already registered with Embedded RC Gate, then it is 

shown as SNMP.

See the notes for ‘At the RC Gate UI, Slide 7’ for more about this.
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Click [Obtain Request 
No.] to set a request 
number for each device. 
After the request 
numbers appear as 
shown, click Next.

Local Device Registration 
At the RC Gate UI - 5

Request numbers are also used for managed devices, but not for monitored 

devices.

In the [Connection Type] column above, the connection method between the 

device and the appliance (RC Gate) is shown:

LAN (HTTP) indicates this device is “NRS Device”.

LAN (SNMP) indicates this device is “MIB Device”.

RC Gate can automatically detect if the device is a HTTPS or a MIB device.
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The RC Gate will communicate 
with the @Remote Center to 
register the devices.

Local Device Registration
At the RC Gate UI - 6

No additional notes
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The devices with “OK” in 
the [Registration Result] 
column have been 
registered successfully.
Click “Finish”.

Local Device Registration
At the RC Gate UI - 7

In the [Registration Result] column above, if “Failed” is displayed, device 

registration failed.

Click [Machine ID] and check the solution. You may find an error code.

There are three basic situations in which ‘Failed’ can occur.

If the check box was greyed out (‘At the RC Gate UI, Slide 4), and the 

Connection Type is displayed as HTTPS: The device was already 

registered on this appliance. Please ignore this error.

If the check box was normal (not greyed out), and the Connection Type is 

displayed as HTTPS: The device was already registered at another
appliance. Check that the device was already registered with another 

appliance at the customer.

If the check box was normal, and the Connection Type is displayed as 

SNMP: Embedded RC Gate was enabled for this device. If this is not true, 

then it is possible that the common certificate was not programmed 
correctly.

1. Execute SP5870-003 (initialize the common certificate).

2. Execute SP5870-001 (rewrite the common certificate)

3. Power off/on.

See @Remote_15_Changing NVRAM.ppt for more about certificates. 
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Local Device Registration
At the RC Gate UI - 8

Set up the Auto Discovery Registration Wizard in 
the same way as for ‘Remote Registration At the 
RC Gate UI’ slides 1 to 4.

AD must be on
Devices found in the IP address ranges set up 
with the Auto Discovery Registration Wizard will 
become ‘monitored’.

No additional notes
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Select the Appliance

Local Device Registration
At the Center GUI - 1

Center GUI operation manual, page 2-2

Procedure

1. Click ‘Search - Appliance’.

2. Input search parameters for the @Remote Appliances that are connected to the 
devices that you wish to register.

3. Click Search

4. Select an Appliance from the list that appears.

5. Click Device List to see a list of devices that are under the control of this 

appliance.
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Items with *: Mandatory items

Others : Optional items

Select the Device

Local Device Registration 
At the Center GUI - 2

Center GUI operation manual, page 2-28

A Device List appears. This shows the devices that are handled by this RC Gate.

We must look for devices that are listed as ‘Found’ and register these devices 
manually.

In the Installed Condition column, look for devices that are marked as 

“Managed”.

In the next column to the right, the managed devices will be listed as either 
“Found” or “Registered”.

“Found” means that these devices have been registered at the RC Gate user 
interface and found by the @Remote Center, but not yet registered by the 

@Remote Center.

Continued in the notes for the next slide, which is a duplicate slide of this one.
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Items with *: Mandatory items

Others : Optional items

Select the Device

Local Device Registration 
At the Center GUI - 2

Center GUI operation manual, page 2-28

“Registered” means that they have already been registered at the @Remote Center.

Normally “Found” is converted to Registered automatically, but if there is a network 
problem or many devices are being registered at the same time, they may not have been 
registered yet. It is important to register them as soon as possible, because meter charge 
counting cannot start until they have been registered at the @Remote Center.

When the status changes from Found to Registered, the M/R date (Closing date) 
automatically starts. This is an important event (the day of the month on which the counter 
is read every month for billing), so in the past it was considered that this should be done 
manually in all cases.

However, from Aug. 25, 2008, ‘Found’ devices are automatically converted to ‘registered’
without manual registration. This request is sent from the Gateway through the appliance to 
the device. Depending on the traffic conditions, if the Auto Registration is not processed 
instantaneously, this may be carried over to the next polling. In this case, the device will be 
kept as “Found” for a maximum of one hour.

In some cases, “Pre Registered” will be shown instead of “Found” or “Registered”. These devices 
have been detected by @Remote Center but have not been registered at the RC Gate user 
interface.

Procedure (continued)

6. In the Device List, select a Device that has the “Found” status.

7. Click “Register Devices”.

8. Input information for this device.

Service depot name

M/R date: Also called the ‘closing date’, this is the day of the month on which the counter is 
read every month for billing.

9. Click “Regist”.
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Auto Discovery vs Device Registration
Technical Notes - 1

Auto Discovery allows the technician to identify 
network segments to search for SNMP devices to 
retrieve MIB information. 

The wizard displays all possible segments that 
the RC Gate can search. The technician 
enables/disables the search for each segment as 
necessary.
The technician can set up a schedule for 
monitoring these segments (for example, once a 

day)

With Device Registration, the technician must 
input the IP address range manually, and this 
range is searched one time only (during the 
Device Registration Wizard).

No additional notes
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Auto Discovery vs Device Registration
Technical Notes - 2

Auto Discovery

The RC Gate uses ARP to query all local 

machines. When a machine is discovered, the 
RC Gate initiates an ICMP ping, and then 
receives the SNMP information from the device. 

» Even for an @Remote compatible machine, it receives 

all machine info via SNMP.

» Additionally, if a remote segment is queried, the 

communication method is via ICMP, using a ping sweep 

to query for MIB information. 

» The RC Gate will alternate ARP and PING until all 

devices are found.

ARP: Address Resolution Protocol (The ARP protocol is used to map the MAC 

addresses of the machines on the network to IP addresses)

ICMP: Internet Control Message Protocol
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Auto Discovery vs Device Registration
Technical Notes - 3

Device Registration

The RC Gate uses ARP to query all local 

machines. 
When a machine is discovered, the RC Gate 
does the following:

» 1. Initiates an ICMP ping

» 2. Initiates an SOAP command (receives SOAP 

information from the @Remote compatible devices)

» 3. Initiates an SNMP command (receives SNMP 

information from devices that are not @Remote 

compatible.

No additional notes
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Embedded RC Gate

This section will explain the main points about activating Embedded RC Gate at a 
customer site.

For a detailed explanation of the installation procedure, see the following 

presentation, which is provided in the Reference Material folder:

Installation manual_EmbRCGate_Ver2.1a.ppt
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Overview

The Embedded RC Gate is built-into all GW Ricoh 
products, as a circuit on one of the boards inside 
the machine.

It is included in all GW products from 05s and 
later.

However, it is not active until the registration 
procedure is completed.

The Embedded RC Gate only manages one 
machine, unlike the RC Gate/RC Gate A/RC Gate 
S Pro which can manage many machines on the 
network.

Note that Embedded RC Gate is already installed (it is built-in). But in some 

documents you will read about “Embedded RC Gate installation’. This normally 

means ‘Embedded RC Gate registration”, which will be described in the next few 
slides.
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Before Registering Embedded RC 
Gate - 1

Make sure that the machine is not already 
registered as a device under an RC Gate, RC 
Gate A, RC Gate S Pro, or Embedded RC Gate.

SP5816-201 must be set to 0.
» 0: This device is not registered for @Remote

» 1: Embedded RC Gate is registered but the device is 

not yet registered – for example, due to traffic conditions 

between appliance and GUI, registration is not 

completed yet. 

» 2: Embedded RC Gate and the device are both 

registered

» 3: Registered as a device managed by an RC Gate

» 4: @Remote cannot be used with this machine.

Also, when removing the Embedded RC Gate, if you remove device, this setting 

will automatically go to 1, and when you remove the appliance, it goes to 0.
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Before Registering Embedded RC 
Gate - 2

The Device ID2 must be programmed correctly.

The Device ID2 is the same as the serial number, 
but with six spaces after the 3-digit prefix.

Device ID2: SP5811-003
Serial number: SP5811-001

The ID2 is used to make the individual certificate. Before Embedded RC Gate is 

activated, this certificate does not exist. During registration, the Embedded RC 

Gate calls the @Remote gateway to get an individual certificate.

These SPs cannot be adjusted. Just check that the settings are correct.

If the incorrect ID2 is set (e.g., the NV-RAM was replaced), you have to restore 
or newly assign the correct ID2 using the following procedure.

1. Log into the center GUI

2. Open “Certification/ID2” in the Maintenance menu

3. Create a Certification/ID2 call

4. Open “Call List” in the Service Call menu

5. Select the Certification/ID2 call which you created

6. Input the correct ID2 number which you wish to restore/assign

7. Execute the request to the target device via an appliance 

8. Print out the SMC report to see if the ID2 has been correctly programmed.

An appliance is required to restore/assign the ID2 of the target device. If no 
appliance is available at the location, you have to temporarily install an appliance 

there, or you have to temporarily move the target device to another location 
where an appliance is available. 
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Before Registering Embedded RC 
Gate - 3

Program the proxy information, if a proxy server 
is used for internet connection. Either:

By Web Image Monitor (WIM)
» Open WIM (http://xx.xx.xx.xx)

*: xx.xx.xx.xx is the device IP 
address.

» Login as Administrator
» Configuration -> RC Gate 

Proxy Server

By SP Mode
» SP 5816-063 for Proxy server IP address
» SP 5816-064 for Proxy server Port no.
» SP 5816-065 for Proxy User ID
» SP 5816-066 for Proxy Password

No additional notes



@Remote Basic Training

76

Slide 76

Before Registering Embedded RC 
Gate - 4

With the Center GUI, get a Request Number.

Click [New Registration] in the “Registration 

Menu”.

Center GUI Operation Manual, Section 1-1

We discussed this earlier in this section of the course.
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Registering Embedded RC Gate

First, register the Embedded RC Gate at the 
customer site. You can do this in one of two 
ways:

Web Image Monitor (WIM)
SP mode

Then, register the device at the Center GUI.

This changes the status of the device from 
‘Found’ to ‘Registered’.

We will study how to register the Embedded RC Gate using Web Image Monitor.

For how to use SP modes, see the following presentation in the Reference 
Material folder for this section:

Installation manual_EmbRCGate_Ver2.1a.ppt, slides 16 to 22
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1. Log into the WIM as Administrator

2. Select [Configuration] . 3. Select [Setup RC Gate]  

under “RC Gate”.

Registering Embedded RC Gate 
with WIM - 1

No additional notes
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4. Make sure that the Status shows “Not programmed”.

5. Input the Request No. that you obtained from @Remote Center 

GUI , then click [Confirm]  to confirm the Request No.

6. I f the request number was valid, 

the Confirmation result will be 

shown as “Confirm. Remote 

Communication Gate information 

confirmation was successful.” .

7. Click [OK] .

Registering Embedded RC Gate 
with WIM - 2

No additional notes
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8. Click [Program]  to register the Appliance at the @Remote Center.

9. The Registration result will be shown as “Confirm. Registration is  

successfully complete.” . Click [OK] .

Registering Embedded RC Gate 
with WIM - 3

No additional notes
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10. The Appliance registration process is now complete. 

11. Click [Back]  to return to the top page. 

Registering Embedded RC Gate 
with WIM - 4

No additional notes
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1. After the appliance has been registered, the devices connected to 

that appliance should be registered automatically. To check, log

into the center GUI .

2. Click ‘Device’ in the Search Menu.

Registering at the Center GUI - 1

For how to log in, see ‘Step 2. Pre-Register the RC Gate, using the Center GUI’

earlier in this presentation.
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3. Select “Not specified” for Installed Condition and Device Condition.

4. Input the Service Depot, Appliance S/N, and other search 

conditions, then click ‘Search’.

Registering at the Center GUI - 2

No additional notes
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5.   Make sure that the Installed Status of the devices is Monitored or 

Managed.

Registering at the Center GUI - 3

No additional notes
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RC Gate A

Refer to the RC Gate A Training Materials

The RC Gate A training materials explain the main points about installing an RC 
Gate A at a customer site. Please refer to this material. We shall not study it here.
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RC Gate S Pro

Refer to the RC Gate S Pro Training 
Materials

The RC Gate S Pro training materials explain the main points about installing an 
RC Gate S Pro at a customer site. Please refer to this material. We shall not study 
it here.
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@REMOTE BASIC TRAINING

Section 6. An Introduction to Operation

In this section, we briefly explain what operations are available from the Center
GUI and from the Appliance UI. There are no details of operation; we will do that 
in other sections.
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Where can we Operate @Remote?

There are two locations from which @Remote 
can be operated.

Center GUI
Appliance UI

No additional notes
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CENTER GUI

This section will briefly explain the operations that can be carried out from the 

Center GUI.

For details of the operations, see the operation manual (@Remote Center GUI 

V3.0 Op. Manual ver2.0.pdf or later version, provided in the Reference Material 

folder)
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What is the Center GUI?

@Remote Center

Japan

Center GUI

Reporting 
Server - USA

CenterGatewayFirewall

Internet

Firewall

Customer

Embedded 
RC Gate

RC Gate, RC Gate A

RC Gate 
S Pro

Overseas Ricoh Branch

The @Remote Center stores all the data that is collected by the @Remote 

Gateway.

The @Remote Gateway and @Remote Center are located in Japan. The

Reporting Server is in the USA.

Overseas users can access the @Remote Center using a web browser.

Must be Internet Explorer version 6 or later.

The workstations that operate the @Remote Center are referred to as the 
‘Center GUI’.

This includes workstations that access the @Remote Center from outside 
Japan.
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Center GUI

Overseas users can access the @Remote Center 
using a web browser.

Must be Internet Explorer version 6 or later.

The workstations that operate the @Remote 
Center are referred to as the ‘Center GUI’.

This includes workstations that access the 
@Remote Center from outside Japan.

No additional notes
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Possible Operations from Center GUI - 1

Registration

Registering a new @Remote Appliance

Replacing an existing @Remote Appliance

Searching

Searching for an @Remote Appliance
» Updating the information for an @Remote Appliance

» Removing an @Remote Appliance

Searching for an @Remote Target Device
» Updating the information for an @Remote Target 

Device

» Managing or Registering an @Remote Target Device

» Removing an @Remote Target Device

Checking the status of Appliances or Devices 
(connected or disconnected)

No additional notes
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Possible Operations from Center GUI - 2

Meter Reading and Reporting (Counter CSV)

Meter reading: This option provides only the 

latest meter reading, per device for the period 
selected.
Reporting: This allows you to collect more data 
such as Counter by Printer Driver, Duplex 
Counter, P/J, and Dot coverage info, in addition 
to the Meter Reading data.

Consumable Supplies (Supply CSV)

Toner: Collects information on toner calls.
All Supplies: Collects information on calls for all 
consumables, such as fusing oil and waste toner 
bottles, in addition to toner.

No additional notes
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Possible Operations from Center GUI - 3

Service Calls

Collect information on service calls

Firmware update

Collect information on firmware version status
Update firmware on @Remote Target Devices

Maintenance Menu

A variety of features for higher-level operators

Administrator Functions

Change settings in @Remote Appliances

No additional notes
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Preparing to Use Center GUI - 1

System Requirements 

Windows 2000 Professional, XP Home, or XP 

Professional
Internet Explorer Version 6.0 or 7.0

No additional notes
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Preparing to Use Center GUI - 2

Before logging in to use the Center GUI, make sure to 
do the following (with Internet Explorer closed).

Make sure the access rights for logging in to Windows 
is “Administrator” or “Power User”.
Save the provided batch file (delxxx.bat) to the 
desktop of your PC.

» Download sites for the provided bat file

– For Win 2000 users: 

https://rcg.support.ricoh.com/delbat/delOCX_W2000.bat

– For Win Xp users: 

https://rcg.support.ricoh.com/delbat/delOCX_WXP.bat

Run the batch file.

This is to be done the first time you use Center GUI.
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Preparing to Use Center GUI - 3

Set up Internet Explorer

Security settings must be changed
» Trusted sites

» Privacy settings

» Security level

» Custom security settings

Setting up Internet Explorer

Center GUI Operation Manual, iii) Initial settings
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Logging In - 1

Access the following URL to log in to the Center GUI:

https://rcg.support.ricoh.com/atremotecenter/MainServlet

Input your user ID and password

Logging In

Center GUI Operation Manual, iv) Log In

After you input your ID and password, if you have never logged into the Center 

GUI before, necessary ActiveX modules will be installed.

Please do not click anything while the screen shows that Active X modules are 

being installed.

NOTE: Your existing username and password will work for the new GUI. If you 

have forgotten your Password, you can go to either of the website below. Enter 
your User ID and email Address and a new Password will be sent to you.

https://suid.isd.ricoh.co.jp/index_en.html
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Logging In - 2

When the message in the status bar changes to ‘Done’, click 
“Load Site Information” to activate all functions and available 
sites.

Do not click any menu item while the message is in the status bar of your web 

browser.

Opening page 

https://rcg.support.ricoh.com/atremotecenter/common/empty.jsp......... 

Click "Load Site Information" when your status bar message changes to "Done". 
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Appliance UI

This section will briefly explain the operations that can be carried out from the 

Appliance UI.

For details of the operations, see the operation manuals for RC Gate, RC Gate S 

Pro, and RC Gate A.
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What is the Appliance UI?

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

Reporting 
Server

CenterGatewayFirewall

Internet

Firewall

Customer

Appliances

RC Gate, RC Gate A

RC Gate 
S Pro

Embedded 
RC Gate

The Appliance UI refers to operations that can be made at the operation panel of 

the RC Gate, RC Gate A/RC Gate S Pro. 

There are no operations possible at a device with Embedded RC Gate activated. 

Adjustments are only possible at the Center GUI.
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Appliance UI

RC Gate

No additional notes
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Operating the RC Gate - 1

Operated with an internet browser

Netscape Navigator 7.1 or later

Microsoft Internet Explorer 6.0 or later

Enter “https://(IP address of the LAN2 
port)/index.html” in the web browser.

LAN2 port: This is the port on the RC Gate that is connected to the customer’s 

network – we studied this during the Installation section.
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Operating the RC Gate - 2

Two possible login names

RC Gate registrant: Use this to setup and register the RC Gate. 
The RC Gate registrant can register the equipment, set up Auto 
Discovery, register devices (when using the HTTPS method).
RC Gate administrator: Use this to configure the RC Gate's 
settings, and to confirm the settings of the managed devices.

This is the login screen.
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Operating the RC Gate - 3

If the RC Gate has not been registered yet, the above 
screen will appear after login.

RC Gate Registration Wizard: Use this to register the RC 

Gate

RC Gate Registration Wizard: This disappears after you have registered the RC 

Gate (except if the RC Gate is set up for SMTP communication)
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Operating the RC Gate - 4

After registration, this screen appears if you log on.

Auto Discovery Setting Wizard: Use this to register Monitored 

devices

Device Registration Wizard: Use this to register Managed devices

RC Gate and Device Settings: Use this to change settings that 

were made previously with other wizards. Also, use this to reboot 

or check the communication log.
» The settings that are available depend on whether you logged in as a 

registrant or an administrator.

If the RC Gate is set up for SMTP communication, Device Registration Wizard 

does not appear. However, RC Gate Registration Wizard remains on the screen 

instead.

The use of the Auto Discovery Setting and Device Registration wizards was 

explained already in the Installation section.

If you log on as RC Gate Administrator, only RC Gate and Device Settings 

appears.
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Operating the RC Gate - 5

If you clicked RC Gate and Device Settings, this screen appears.

Select a function from the menu on the left side of the screen.

No additional notes
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Safe Shutdown

If you need to disconnect the RC Gate, use the following safe 
shutdown procedure.

Turning off the power without safe shutdown can damage the RC 
Gate’s hard drive and result in loss of logs up to the most recent 
hour.

In the RC Gate UI menu (on the previous slide), select 
‘Maintenance – Shut Down RC Gate’.

Click Shut Down to shut down the RC Gate.

Before you turn the power of the RC Gate off and unplug it, make
sure that the red and orange LEDs on the RC Gate stop flashing 
and the green, red and orange LEDs are lit.

Shut Down

Click the [Shut Down] button to display the Shut Down dialog box. Then, click the 
[OK] button to begin shutdown. The [Shutting down RC Gate...] screen will 

appear. 

Important 

Before you turn the power of the RC Gate off, make sure that the red and orange 

LEDs on the RC Gate stop flashing and the green, red and orange LEDs are lit.

Turning off the power without shutdown can damage the RC Gate’s hard drive 

and result in loss of logs up to the most recent hour.

When “RC Gate and fax shared line (RC Gate priority)” has been selected with 

the dial-up connection method, the RC Gate does not start shutdown while the 
fax is in the off-hook state. The RC Gate will start shutdown after the fax is in the 

on-hook state. When shutdown is completed, the green, red and orange LEDs of 

the RC Gate will be lit. If the shutdown is not completed, check if the fax is in the 
on-hook state.
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Appliance UI

RC Gate A

No additional notes
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Operating the RC Gate A - 1

Operated with an internet browser

Microsoft Internet Explorer 6.0 or later

Administrator mode login: Enter “https://(IP 
address of the LAN port):9443” in the web 
browser.

CE mode login: Enter “https://(IP address of the 
LAN port):9443/CE” in the web browser.

LAN port: This is the port on the RC Gate A that is connected to the customer’s 

network.
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Operating the RC Gate A – 2
After Administrator Mode Login

You can login either as ‘Administrator’ or ‘General User’.

To do the initial settings, select Initial Settings from the drop box 
menu.
To change settings, select RC Gate Configuration from the drop 
box menu.

Then click Login.

Administrator or 
General User

Initial Settings or RC 
Gate Configuration

No additional notes
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Operating the RC Gate A – 3
After CE Mode Login

This is the CE Mode login screen.

No additional notes
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Operating the RC Gate A – 4
Initial Settings

If the RC Gate A has not been registered yet, the above screen 
will appear after you login and select Initial Settings.

@Remote Service Registration Wizard: Use this to register the RC

Gate A

No additional notes
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Operating the RC Gate A - 5
Initial Settings

After registration, this screen appears if you login and 
select Initial Settings.

Auto Discovery Setting Wizard: Use this to register 

Monitored devices

Device Registration Wizard: Use this to register Managed 

devices

No additional notes
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Operating the RC Gate A - 6
RC Gate Configuration

If you login and select RC Gate Configuration, the menu above 
left appears.

Use this to change settings that were made previously with other
wizards. Also, use this to reboot or check the communication log.

The settings that are available depend on whether you logged in 
as a user or an administrator.

No additional notes
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Safe Shutdown

If you need to disconnect the RC Gate A, use one 
of the following safe shutdown procedures.

Turning off the power without safe shutdown can 
damage the RC Gate’s hard drive and result in 
loss of log data.

There are two procedures. Use one of them to 
shut down the RC Gate A safely.

From the Maintenance menu

Using the Shutdown button

No additional notes
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Safe Shutdown from the 
Maintenance Menu

In the RC Gate UI menu, 

select ‘Maintenance –
Shut Down RC Gate’.

Click Shut Down to shut 
down the RC Gate.

Make sure that 

"Shutdown" is displayed 

on the LCD before you 

unplug the power cord.

There is also a Restart RC Gate function, to reboot the RC Gate. This may help 

to recover the RC Gate when it is not in good condition, such as cannot log in , 

or a memory leak has occurred and the system does not work properly. 
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Safe Shutdown with the 
Shutdown Button

Hold the "Shutdown" button on the front of the RC Gate A 
for 5 seconds or longer.

Make sure that the LCD turns off after displaying the 
"Shutdown" message.

Then, unplug the power cord of the RC Gate A.

No additional notes
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Appliance UI

RC Gate S Pro

No additional notes
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Operating the RC Gate S Pro 
Logging In

In addition to the users login procedures, which 
we will not discuss in this course, there are two 
others.

User administrator login
» http://111.222.333.444:8080/wsdm/pc/basic.Login

CE (technician) login
» https://111.222.333.444:9443/CE/

User administratorTechnician

The user menu is sometimes known as the ‘onsite menu’, and the CE menu and 

user administrator menu are known as the ‘@Remote menu’, even if RC Gate S 

Pro Onsite is already converted to RC Gate S Pro @Remote. We will attempt to 
explain this later in this section.
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RC Gate S Pro Administrator Menu

When you input the URL on the previous slide, the screen on the 
left appears. This is the user menu.

To enter the administrator menu, click on the bottom-right link 
as shown above.

Click

It is not possible to go into the Admin menu by directly typing a URL. It is only 

possible to enter from the RC Gate S Pro (Onsite) menu.
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RC Gate S Pro Menu Structure

‘Onsite menu’: Auto Discovery range settings, network settings, 
other basic settings

‘@Remote menu’: Settings related to communication with the 
@Remote Center. Cannot be accessed if RC Gate S Pro (@Remote) 
has not yet been activated.

Administrator Menu

The administrator menu is in both the onsite and @Remote menu. It can be 

accessed by technicians and user administrators.

However, if RC Gate S Pro (@Remote) has not yet been activated, it cannot be 

accessed from the ‘onsite’ menu.
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RC Gate S Pro Administrator Menu

If devices have already been registered on this RC Gate S Pro, 
you will not see the blue screen. You will see the registered 
device list (All Printers List).

To get to the blue screen, click the spanner icon in the top right 
corner (this goes to the Settings menu). 

No additional notes
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RC Gate S Pro Technician Menu

The appearance of the menu is different if this is the first time the 
RC Gate S Pro is used (i.e., not yet registered).

Setup Wizard appears in blue, and Device Registration Wizard, 
Auto Discovery Setting Wizard, and Device Firmware Update 
Wizard are all grayed out.

If you click RC Gate and Device Settings, you will be able to see 
and change settings.

No additional notes
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RC Gate and Device Settings

This is the settings menu for RC Gate S Pro. 

The menu is on the left, and the settings are on the right.

No additional notes
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Safe Shutdown

If you need to stop @Remote service on the RC 
Gate S Pro, use one of the following safe 
shutdown procedures.

There are two procedures. Use one of them to 
shut down the RC Gate S Pro safely.

Batch file in the root directory of the server
Using the Shutdown script

No additional notes
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Safe Shutdown with the Batch File

Turning Off @Remote Service

1. Run Explorer on the server PC for RC Gate S Pro.

2. Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an 

example of the root drive where the RC Gate S Pro is 

installed.)

3. Double click "atremote_stop_manual.bat" to stop the RC 

Gate S Pro.

Turning On @Remote Service

1. Run Explorer on the server PC for RC Gate S Pro.

2. Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an 

example of the root drive where the RC Gate S Pro is 

installed.)

3. Double click "atremote_start_auto.bat" to reboot the RC 

Gate S Pro.

No additional notes
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Safe Shutdown with the Script - 1

On the display, click Start > Run.

Browse to "gpedit.msc“.

This feature is called ‘Enhanced Shutdown’.

It does the same as the batch file, but the operation for the user is simpler. Also, 
it can be automated as a script.
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Safe Shutdown with the Script - 2

Open "Local Computer Policy" >"Computer Configuration" 
>"Windows Settings" >Scripts (Startup/Shutdown).

Then double click "Shutdown".

No additional notes
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Safe Shutdown with the Script - 3

Click ‘Add’.

Browse to C://Program File/…../tool/atremote_stop_manual.bat

No additional notes
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Safe Shutdown with the Script - 4

Click ‘OK’.

No additional notes
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Restart with the Script - 1

On the display, click Start > Run.

Browse to "gpedit.msc“.

No additional notes
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Restart with the Script - 2

Open "Local Computer Policy" >"Computer Configuration" 
>"Windows Settings" >Scripts (Startup/Shutdown).

Then double click "Startup". 

No additional notes
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Restart with the Script - 3

Click ‘Add’.

Browse to C://Program File/…../tool/atremote_start_manual.bat

No additional notes
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Restart with the Script - 4

Click ‘OK’.

No additional notes
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@Remote On/Off

The customer can disable @Remote 
communication.

This is supposed to be a temporary measure

For example, when the customer needs to isolate 
the cause of a problem during network 
troubleshooting

While @Remote is disabled, the Center GUI can 
see the settings in the appliance, but can change 
nothing. Only the customer administrator or a 
technician can make changes, using the UI of the 
appliance.

RC Gate A does not have this function.

When @Remote is off:

The appliance does not poll the @Remote Center

The appliance does not check device connections

The appliance ignores requests received from the @Remote Center

The appliance ignores calls from devices

The appliance keeps communication/system logs but doesn’t make/send 

responses.
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@Remote On/Off

To use this function, you must log in as an administrator, 

not in CE mode.

No additional notes
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@REMOTE BASIC TRAINING

Section 7. An Introduction to Center GUI 
Operations

This section will briefly explain the operations that can be carried out from the 

Center GUI.

For details of the operations, see the operation manual (@Remote Center GUI 

V3.0 Op. Manual ver2.0.pdf) in the Reference Material directory.

Details of various operations will be explained in various sections of this course.



@Remote Basic Training

2

Slide 2

WHAT IS CENTER GUI?

No additional notes
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Center GUI

@Remote Center

Japan

Center GUI

Overseas Ricoh Branch

CenterGatewayFirewall

Internet

Firewall

Customer Reporting  Server
@Remote.net

Ricoh USA

RC Gate, RC Gate A

The @Remote Center stores all the data that is collected by the @Remote 

Gateway.

The @Remote Gateway and @Remote Center are located in Japan. 

Overseas users can access the @Remote Center using a web browser.

Must be Internet Explorer version 6 or later.

The workstations that operate the @Remote Center are referred to as the 

‘Center GUI’.

This includes workstations that access the @Remote Center from outside 

Japan.
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Center GUI

Overseas users can access the @Remote Center 
using a web browser.

Must be Internet Explorer version 6 or later.

The workstations that operate the @Remote 
Center are referred to as the ‘Center GUI’.

This includes workstations that access the 
@Remote Center from outside Japan.

No additional notes
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Possible Operations from Center GUI - 1

Registration

Registering a new @Remote Appliance

Replacing an existing @Remote Appliance

Searching

Searching for an @Remote Appliance
» Updating the information for an @Remote Appliance

» Removing an @Remote Appliance

Searching for an @Remote Target Device
» Updating the information for an @Remote Target 

Device

» Managing or Registering an @Remote Target Device

» Removing an @Remote Target Device

Checking the status of Appliances or Devices 
(connected or disconnected)

No additional notes
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Possible Operations from Center GUI - 2

Meter Reading and Reporting (Counter CSV)

Meter reading: This option provides only the 
latest meter reading, per device for the period 
selected.
Reporting: This allows you to collect more data 
such as Counter by Printer Driver, Duplex 
Counter, P/J, and Dot coverage info, in addition 
to the Meter Reading data.

Consumable Supplies (Supply CSV)

Toner: Collects information on calls for more 
toner.
All Supplies: Collects information on calls for all 
consumables, such as fusing oil and waste toner 
bottles, in addition to toner.

No additional notes
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Possible Operations from Center GUI - 3

Service Calls

Collect information on service calls
Search for open calls
Close service calls that have been handled
Make calls to check current settings, change 
current settings, or remotely execute a procedure 
(such as forced toner supply)

Firmware update

Collect information on firmware version status
Update firmware on @Remote Target Devices

Maintenance Menu

A variety of features for higher-level operators

Administrator Functions

Change settings in @Remote Appliances

No additional notes
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PREPARING TO USE CENTER GUI

No additional notes
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Preparing to Use Center GUI - 1

System Requirements 

Windows 2000 Professional, XP Home, or XP 

Professional
Internet Explorer Version 6.0 or 7.0

If you have not yet prepared your computer to access the Center GUI, you need 

to do the steps on the next three slides.
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Preparing to Use Center GUI - 2

Before logging in to use the Center GUI, make 
sure to do the following (with Internet Explorer 
closed).

Make sure the access rights for logging in to 
Windows is “Administrator” or“Power User.”
Save the provided batch file (delxxx.bat) to the 
desktop of your PC.

» Download sites for the provided bat file

» For Win 2000 users: 

https://rcg.support.ricoh.com/delbat/delOCX_W2000.bat

» For Win Xp users: 

https://rcg.support.ricoh.com/delbat/delOCX_WXP.bat

Run the batch file.

No additional notes
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Preparing to Use Center GUI - 3

Set up Internet Explorer

Security settings must be changed
» Trusted sites

» Privacy settings

» Security level

» Custom security settings

Setting up Internet Explorer

Center GUI Operation Manual, iii) Initial settings
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Logging In - 1

Access the following URL to log in to the Center GUI:

https://rcg.support.ricoh.com/atremotecenter/MainServlet

Input your user ID and password

Logging In

Center GUI Operation Manual, iv) Log In

After you input your ID and password, if you have never logged into the Center 

GUI before, necessary ActiveX modules will be installed.

Please do not click anything while the screen shows that Active X modules are 

being installed.

NOTE: Your existing username and password will work for the new GUI. If you 

have forgotten your Password, you can go to either of the website below. Enter 
your User ID and email Address and a new Password will be sent to you.

https://suid.isd.ricoh.co.jp/index_en.html
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Logging In - 2

When the message in the status bar changes to ‘Done’, click 
“Load Site Information” to activate all functions and available 
sites.

Do not click any menu item while the message is in the status bar of your web 

browser.

Opening page 

https://rcg.support.ricoh.com/atremotecenter/common/empty.jsp......... 

Click "Load Site Information" when your status bar message changes to "Done". 
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CENTER GUI MENUS

No additional notes
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Summary of Menus

After you log in, you can 

select from the menu on the 
left side of the screen.

Registration Menu

Search Menu

Counter CSV Menu

Supply CSV Menu

Service Call Menu

Firmware Menu

Maintenance Menu

Administrator Menu

Access to the Maintenance 
and Administrator Menus can 

be adjusted with the ACL 
settings. 

Access to these two 

menus should be restricted 

to high-level operators.

The next few slides will briefly explain the contents of each menu. Details of 

operations will be explained in the relevant sections of the course.

To access the Maintenance menu, the operator must have Site Administrator 

access or higher. To access the Administrator menu, the operator must have 

System Administrator access. In both cases, the Mt box should be checked, and 
‘Full’ access should be given.

MT box? ‘Full’ access? These are Access control level (ACL) settings. They 
are explained in the presentation called ‘Center GUI Maintenance Menu’.

Filename: @Remote_08_Center GUI Maintenance Menu.ppt
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Registration Menu

Registration Menu Operations

Registering a new @Remote Appliance

Replacing an existing @Remote Appliance

No additional notes
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Search Menu

Search Menu Operations

Searching for an @Remote Appliance
» Updating the information for an @Remote Appliance

» Removing an @Remote Appliance

Searching for an @Remote Target Device
» Updating the information for an @Remote Target 

Device

» Managing or Registering an @Remote Target Device

» Removing an @Remote Target Device

Checking the status of Appliances or Devices 

(connected or disconnected)

No additional notes
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Counter CSV Menu

New request: Set up an immediate, scheduled, or 
periodical counter reading operation.

Meter reading: This option provides only the 
latest meter reading, per device for the period 
selected.
Reporting: This allows you to collect more data 
such as Counter by Printer Driver, Duplex 
Counter, P/J, and Dot coverage info, in addition 
to the Meter Reading data.

List Requested CSV: View the collected data and 
store it as a CSV file.

Details of operation can be seen in the presentation called ‘Downloading CSV 

Files’.

Filename: @Remote_10_Downloading CSV Files.ppt
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Supply CSV Menu

New request: Set up an immediate, scheduled, or 
periodical check for supply calls.

Toner: Collects information on calls for more 
toner.
All Supplies: Collects information on calls for all 
consumables, such as fusing oil and waste toner 
bottles, in addition to toner.

List Requested CSV: View the collected data and 
store it as a CSV file.

Details of operation can be seen in the presentation called ‘Downloading CSV 

Files’. 

Filename: @Remote_10_Downloading CSV Files.ppt
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Service Call Menu

See the presentation called ‘Handling Calls’.

Filename: @Remote_11_Handling Calls.ppt



@Remote Basic Training

21

Slide 21

Firmware Menu

Use this to set up a Remote Firmware Update.

Details can be seen in the presentation called ’Remote Firmware Update’.

Filename: @Remote_12_Remote Firmware Update.ppt
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Maintenance Menu

See the presentation titled ‘Center GUI 
Maintenance Menu’.

This menu is only visible if your access level  is 
site administrator or higher. You also need ‘Full’
access.

Filename: @Remote_08_Center GUI Maintenance Menu.ppt



@Remote Basic Training

23

Slide 23

Administrator Menu

Use this to check and adjust parameter settings 
in the appliances.

See the presentation titled ‘Parameter Settings’
for details.

This menu is only visible if you have System 
Administrator access. You also need ‘Full’
access.

Filename: @Remote_09_Parameter Settings.ppt

Site administrator access: For details about the various levels of access, see the 
following file: @Remote_08_Center GUI Maintenance Menu.ppt
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@REMOTE BASIC TRAINING

Section 8. The Maintenance Menu in 
Center GUI

This section explains the features in the Maintenance Menu of the Center GUI.
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Maintenance Menu
Site ACL, Service Depot ACL: These 
two items control ACL (Access Control 
Level)

Call E-mail: When the @Remote Center 
receives a call from a device or 
appliance, it sends an email to this 
recipient so that the call can be 
handled

Solution: When action is taken on a 
call, the status of the call can be 
selected from the Solution menu. In the 
Maintenance menu, you can edit the 
list of Solutions that can be displayed.

Calendar: This allows you to set up 
different calendar modes for appliance 
operation

Certification/ID2: This function is 
necessary when the NVRAM of a 
device in the field has to be replaced.

No additional notes
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Maintenance Menu

Update Device Info by CSV 
Import: This is used when 
downloading CSV files (see 
the ‘Downloading CSV Files’
section of this course).

It is also used when 
migrating from RC Gate to 
RC Gate A or RC Gate S 
Pro. 

Export Device List: This is 
used when downloading CSV 
files.

No additional notes
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Access Control Level (ACL)

No additional notes
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What is ACL?

Access Control Level (ACL) allocates rights of access to 

the maintenance and administrative functions of the Center 
GUI.

ACL is organized in the following subdivisions.

Site: This is a service company, such as Ricoh Japan.
» Normally, for a company that operates in different countries, 

each national branch will have its own site, such as Ricoh 

Japan, Ricoh UK, etc. But if a branch has customers with 

appliances/devices in different countries, a global site can be 

set up for that branch.

Service Depot: A branch of a service company. For the site 

‘Ricoh Japan’, there could be the following service depots: 

Ricoh Osaka, Ricoh Tokyo, etc

Group: A group of technicians. If you want to give a certain 

set of technicians the same access rights, put them in a 

group.

User: An individual technician

Global sites: If a customer in the UK has equipment in Germany, for example, and 
there is a problem with a machine in Germany, you would probably wish your 
staff in Germany to take care of it. So, you need to set up a Global Site to handle 
that customer, with service depots in the UK and Germany, with groups of 
technicians assigned locally to each service depot.
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How to set up ACL

In the Maintenance Menu, there are two items: Site ACL, 

Service Depot ACL.

First, a new site must be made, and new service depots 
within the site. Only the IT/S staff in Japan can do this.

Then, in the Site ACL Menu, set up groups with different 

access rights.

For example: System Administrators, Site Administrators, 

General Technicians

Then, allocate individual personnel to the groups.

Then, with Service Depot ACL, for each service depot, 

specify the rights of each group (Full, Read, Write, or 
Reject)

For example, technicians in Osaka need more rights for 

Osaka but not for Tokyo.

Access right settings (Full/Read/Write/Reject) can be made in both the Site ACL 

and Service Depot ACL menus: In these settings, the Service Depot ACL setting 

has priority over the Site ACL setting within that service depot.

Troubleshooting note: Within the same site ACL, a user could be registered twice 

by mistake. If this occurs once with Reject and once with another setting, the 
Reject setting has priority. 

There are other access rights settings that can only be made with the Site ACL 
menu. They will be discussed in detail later in this section.

System Administrator, Site Administrator, General

Meter Reading, Reporting, Call Handling, Supply, Maintenance
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Access Rights Settings - 1

There are three sets of settings.

ACL menu

Dev menu

Check boxes

We will explain these settings briefly on the next few slides. 

Then we will take a quick look at the procedure. 

Then we will see an example of how to set up ACL for a multi-national customer.
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Access Rights Settings - 2

ACL menu: Full, Write, Read, Reject

Full: All of the Center GUI menus can be accessed and all 

settings can be modified and updated by technicians in this 

group. 

Write: Users can operate all menus except the 

"Maintenance“ menu. The main difference between "Full" 

and "Write" is the ability to change the ACL settings in the 

“Site ACL” and “Service Depot ACL” sections.

Read: Users can access all menus except the 

"Maintenance“ menu, but users with this ACL condition are 

not allowed to modify and update the settings. (Read only)

Reject: Users cannot access any menus. 

Normally, with the Site ACL, the ACL setting of “Reject” is 

used. Then, for each Service Depot, using the Service 
Depot ACL, the ACL rights of each group are modified.

No additional notes
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Access Rights Settings - 3

Dev menu: System Administrator, Site 
Administrator, General

This setting determines access to the 
Maintenance menu and the Administrator menu.

General: Cannot use the Administrator or 
Maintenance menus.
Site Administrator: Can use the Maintenance 
menu, but not the Administrator menu

System Administrator: Can use the Maintenance 
menu and the Administrator menu

No additional notes
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Access Rights Settings - 4

Check Boxes: These specify access rights to certain other 

menus in the Center GUI

MR (Meter Reading): To create and download a Meter 

Reading (MR) CSV file, using the Counter CSV menu.

Rep (Reporting): To create and download a Reporting CSV 

file, using the Counter CSV menu.

Call (Call Handling): To operate Call Handling, using Call 

List in the Service Call menu.

SP (Supply): To create and download a Toner and/or 

Supply CSV file, using the Supply CSV menu.

Mt (Maintenance): To operate Administrative functions via 

the Maintenance Menu, and to operate further Appliance 

settings via the Administrator Menu.

No additional notes
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Adding a Group to a Site - 1

First, click Site ACL in the Maintenance menu.

The Site ACL Search window appears. A list of existing groups in
the site is shown.

Then, in the Site ACL Search window, click Add Group.

No additional notes
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Adding a Group to a Site - 2

Input a name for the group.

Select the access rights for technicians that you will put in this 
group.

There are three groups of settings: ACL (drop box), Dev (drop 
box), and a row of check boxes to the right

Click Apply.

Access Rights for the Administrator menu

Note that, to access the Administrator menu, the group must have the following 
settings in Site ACL.

Dev: System Administrator

Mt check box checked

The ACL setting can be anything in the Site ACL menu, but in the service 

depot where full access is required, the ACL setting in the Service Depot 
ACL must be Full. 

Access Rights for the Maintenance menu

Note that, to access the Maintenance menu, the group must have the following 

settings in Site ACL.

Dev: Site Administrator or higher

Mt check box checked

The ACL setting can be anything in the Site ACL menu, but in the service 

depot where full access is required, the ACL setting in the Service Depot 
ACL must be Full.
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Modifying Settings for a Group - 1

In the Site ACL Search window, double-click the group that 

you want to modify.

The above window appears. A list of users in the group 

appears at the bottom of the screen.

Then, modify the access control settings if needed

Site ACL Search window

See the slide ‘Adding a Group to a Site – 1’.
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Modifying Settings for a Group - 2

Add users to the group.

There are two methods:
» If you know the user ID, you can input it directly with the User ID field 

below the access control settings.

» If you do not know the user ID, click Add User, then see the next slide.

Click Apply when you have finished.

b

a

For more on the Add User window, see the next slide.
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Searching for Users to Add

In the Add User 

screen, you can input 
part of an ID, or you 

can input part of a 
user name.

A list will appear in the 
lower half of the 

screen. 

Select the user that 

you want, and click 
‘Add’.

The selected user is 

added to the group.

No additional notes
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Service Depot ACL - 1

In the Maintenance menu, click Service Depot ACL.

Then select the Site, and select a Service Depot from this site.

Click Search to display a list of groups in this Service Depot. 

Double-click the group that you wish to edit.

No additional notes
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Service Depot ACL - 2

This window allows you to edit the list of users, and to 
adjust the ACL setting for the group (Full, Write, Read, 

Reject).

Click Apply when you have finished.

No additional notes
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Setting Up ACL for a Global Major 
Account with RC Gate A

This procedure shows how to set up ACL for the general technicians at a service 

depot. It is not for setting up ACL rights for specialists who perform special tasks 

(such as working with the Maintenance menu on the Center GUI).
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Overview:

When several devices are migrated from multiple RC Gates in different 

countries to one RC Gate S Pro (or RC Gate A), and the RC Gate S Pro 

needs to manage devices among different countries, a specific ACL set-

up may be required in the center GUI. This is to make cross-border 

support possible. 

1. Normal Case
Under the same operating company (same country)

2. Global Account Case
Expanded for several countries

Depot

Site

Site ACL and Service Depot ACL

No additional notes
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Site ACL and Service Depot ACL
In general, managed devices must be registered within the same site as the 
Appliance.

To meet global accounts requirements, a cross-border site must be set up, to 
enable the assignment of its service depots that are located in different 
countries. 

For example, Site Name is “Global Site” located in the USA, and two Service 
Depots are registered under the Site: “Depot U in UK” and “Depot I in Italy”.  

It is possible to acquire device data using the Appliance in the USA as long as 
the Appliance manages these devices, even though the installation sites of the 
devices are in a different country.

However, to maintain toner replenishment and call handling services, and/or 
RFU, it is necessary to entrust the required work to a sales company located in 
the same country as the device.

To make this possible, ACL settings at the center GUI are important.

For example, a person in UK may be responsible for devices in UK, but does not 
require access rights to manage the appliance and devices in the USA or devices 
in Italy.

Refer to the following procedure, to set the appropriate access rights (ACL) for 
the technicians.

No additional notes
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When you install a RC Gate S Pro/A under a Global Site, the regional manager must set 

appropriate ACL for all responsible persons at the Service Depots in different countries; 

1. Global Site ACL: Set to “Reject”.

2. Their own Service Depot ACL: “Read” or higher.

- If they want to edit Device information etc., you need to set their Service Depot ACL as “Write” or higher.
- You don’t need to give them any ACL for other Service Depots, just “No action”. 

Site ACL and Service Depot ACL

For a technician 

at Depot U

For a technician 

at Depot I

With this setting, they cannot operate anything related to the Appliance.

1.”Reject”

2. “Read”
or higher

3. No action 2. “Read”

or higher

1.”Reject”

3. No action

With this setting, they can operate the areas of the 
center GUI related to the devices they are 
responsible for, but no others.

No action: For example, UK technicians need no service depot ACL setting in the 

Italy service depot
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How to set Site ACL
Procedure:
1. To set Site ACL

1-1. Open Site ACL in Maintenance menu of the center GUI. 

1-2. Select the Site Name in your area.

1-3. Click [Add Group].

(1)

(2)
(3)

This procedure shows 

how to allow 

responsible persons to 

access only the devices 

in their country.

No additional notes
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How to set Site ACL
1-4. Input the Group Name; e.g. “Local User”.

1-5. Select ACL as “Reject” in ACL Info.
- Select Dev as “General”

1-6. Select check boxes in accordance with the role of the technicians in this group. 
- Don’t need to select the [Mt] check box.

1-7. Click [Apply] ,and click [OK] twice. 

Go back to the Site ACL Search window, then select and double-click the Group Name.

(4)

(5)

(7)

(6)

No additional notes
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How to set Site ACL
1-8. Input the User ID of the technician in the “User ID” box. 

1-9. Click [Add], and click [OK] twice, 

1-10. The user is registered in the User List.

Repeat the above steps from 1-8 to register other members’ IDs in this group.

(8) (9)

(10)

No additional notes
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2. To set Service Depot ACL
2-1. Open Service Depot ACL in the Maintenance menu of the center GUI. 

2-2. Select the Site and Service Depot that you want to set.

2-3. Click [Add Group].

How to set Service Depot ACL

This procedure shows how 

to give the necessary 

Service Depot ACL level 

to responsible persons of 

the Service Depot U in the 

UK.

They must be able to 

operate devices 

registered under the 

Service Depot U, but 

should not see the 

Appliance (RC Gate S 

Pro/A) in the USA or 

Service Depot I in Italy.

(1)

(2)

(3)

No additional notes
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How to set Service Depot ACL
2-4. Input the Group Name; e.g. “UK member”. 

2-5. Select ACL as “Read” or higher in ACL Info.

- If they will edit device information, and/or input Solutions in the Call List menu, select “Write”.

2-6. Click [Apply], and click [OK] twice.

2-7. The Group Name is registered in the ACL Group List.

Repeat the above procedure to register different groups for this Service Depot as necessary.

(4)

(5)

(6)

(7)

No additional notes
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How to set Service Depot ACL

For Depot U

For Depot I

2-8. The result after making groups in 2 Service Depots.

In the above example, we have made two groups in the UK service depot, and 

two groups in the Italy service depot.

In each depot, we made a group for users with read status, and a group for 

users with write status.

Now we can add users to each group, as shown on the next slide.
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How to set Service Depot ACL
2-9. Select and double-click the Group Name.

2-10. Input the technician’s User ID in the “User ID” box, then click [Add]. 

2-11. User A is added to the User list.

(9) (10)

(11)

In this slide, we register a user for the UK service depot.

We can register users for groups in Italy after we change the Service Depot 
Name to Italy.
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Call E-mail

No additional notes
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What is the Purpose of this?

This allows you to allocate email addresses that 
will be informed when automatic calls come in 
from appliances in the field.

For example: Alarm calls, Supply calls

For each email address, you can select at least 
one type of call.

When a certain type of call comes in, the Center 
GUI will send an email to the addresses that have 
been registered for that type of call, to inform 
that something requires their attention.

There are 19 types of email call.

To see details on the layout and content of these emails, see the following files in 
the Reference Material directory.

E-mail Layout_20080205.xls

E-mail Contents List_20080205.xls
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Procedure – 1

In the Maintenance menu, click Call Email.

Select the Site to add a new address, and click Search. A 

list of addresses will appear.

No additional notes
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Procedure – 2

To add a new email address for this site, click New.

To modify the settings for an existing email address, 
double-click the link in the list at the bottom of the screen.

No additional notes
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Procedure – 3

Select either Service Depot or Appliance S/N, and select either a 
service depot or an appliance for which this recipient is 
responsible.

Select the types of calls that will be forwarded to this recipient.

Click Apply when you have finished.

No additional notes
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A

B

C

D

RC Gate

SC Call

Appliance S/N :

123 X
Send e-mail

Send e-mail

Send e-mail

In this example, A, B, and C are only 

responsible for one appliance each. 
However, D is responsible for the entire 

site.

D will also 

receive e-mail.

D---SC Call

C456--SC Call

B123Service 
01

-SC Call

A123--SC Call

E-mail 
Address

Appliance 
S/N

Service 
Depot

SC 
Type

Call 
Pattern

Example: When a Device Sends an Auto Call

No additional notes
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User C is only responsible for appliance 456.

A

B

D

RC Gate

SC Call

Appliance S/N :

456

Send e-mail

Send e-mail

Send e-mail

I f Appliance S/ N 456 is removed, the e-mail address

for C is also removed accordingly.

D---SC Call

C456--SC Call

B---SC Call

A ---SC Call

E-mail 
Address

Appliance 
S/N

Service 
Depot

SC 
Type

Call 
Pattern

Removed Appliance S/N 456

D---SC Call

B---SC Call

A ---SC Call

E-mail 
Address

Appliance 
S/N

Service 
Depot

SC 
Type

Call 
Pattern

Example: If an Appliance is Removed

No additional notes
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Solution

No additional notes
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What does this do?

This function allows you to add to the range of 
solutions that are available in the Call List 
function of the Service Call menu.

See the presentation titled ‘Handling Calls’.

See the presentation titled ‘Handling Calls’ for details on this function.
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Procedure – 1 

Click ‘Solution’ in the Maintenance Menu.

Input the Site name.

You will see a list of solutions that have already been 
programmed for that site.

To add a new solution, click ‘New’.

No additional notes
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Procedure – 2

Input the text for the new solution. Then click ‘Apply’.

This solution will become available for handling calls for 

that site.

No additional notes
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Calendar

No additional notes
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What is the Calendar

The calendar specifies the times that the 
Appliance at a customers site can pass calls on 
from devices to the @Remote Center.

For each month, you can specify the holidays, 
and the work start and end times for all work days 
during the month.

If an SC call occurs when the calendar specifies 
that it is not a work time, an error signal is sent 
back to the device, and the device displays an 
error message. When the customer sees this, 
they can take action.

No additional notes
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Calendar

In the Maintenance menu, click ‘Calendar’.

A list of the stored calendar types is displayed.

The Search button display information on the calendars used by 
appliances in the selected site.
The New button allows you to program a new calendar).
With the Enter Schedule button, you can program the holidays during 
the year for the selected calendar, and the work start/end times.

This is the Calendar List screen.

New Calendar: Ricoh recommends that you always use the DEF calendar. You can 
edit the defaults (for example, if your site observes different religious holidays). If 
you make another calendar, problems can occur, as explained in the notes on the 
next slide.
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Making a New Calendar

A list of months is displayed. 

Double-click on a month to select the work start and end times for 
each day, and the holidays for that month.

If 0 is displayed in the data count column (inside the red square), 
this means that you have not yet specified anything for this month.

This screen appears if you click New in the Calendar List screen.

If you do not input any data for a month, the default settings for the DEF calendar 
will be applied, as explained below. This only happens for the DEF calendar. If 
you make a new calendar, and forget to edit it for a particular month, then there 
will be no calendar for that month. This will cause numerous errors with 
@Remote (for example, the appliance cannot acquire data from devices).

On the first day of every month, the data set in the “DEF” calendar for the next 
month will automatically be applied (this will only happen if the Data Count is 0).

Data Count: Number of work days in the month.

If the Data Count setting is not 0, the settings for the month that you 

specified elsewhere (see the next screen) will be applied. 

The default time/date setting for the DEF calendar are as follows, but can be 

edited if needed:

From Monday to Friday: Open at 9:00, Close at 18:00

Saturday and Sunday: Holiday

For example:

The calendar for April 2008 will be automatically applied at 20:00 UTC on 

1st March 2008.

The calendar for May 2008 will be automatically applied at 20:00 UTC on 

1st April 2008.
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Setting up Each Month

Mark the holidays for the month.

Make sure that the work start and end times are correct.

This appears if you double-click a month in the list on the previous screen.



@Remote Basic Training

45

Slide 45

Please Use the DEF Calendar

If you do not input any data for a month, the default 
settings for the DEF calendar will be applied, as explained 
below. 

On the first day of every month, the data set in the “DEF”
calendar for the next month will automatically be applied 
(this will only happen if the Data Count is 0). 
The default time/date setting for the DEF calendar are as 
follows, but can be edited as shown on the previous slides:

» From Monday to Friday: Open at 9:00, Close at 18:00
» Saturday and Sunday: Holiday
» For example:

– The calendar for April 2008 will be automatically applied 
at 20:00 UTC on 1st March 2008.

– The calendar for May 2008 will be automatically applied 
at 20:00 UTC on 1st April 2008.

This only happens for the DEF calendar. If you make a new 
calendar, and forget to edit it for a particular month, then 
there will be no calendar for that month. This will cause 
numerous errors with @Remote (for example, the 
appliance cannot acquire data from devices).

No additional notes
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Certification/ID2

No additional notes
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When is this Used?

This is explained in the ‘Changing the NVRAM, 
Engine Board, or GW Controller’ section.

No additional notes
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Update Device Info by CSV Import

No additional notes



@Remote Basic Training

49

Slide 49

When is this Used?

Some applications of this are explained briefly in 
the ‘Downloading CSV Files’ section.

For an important use of this feature, also see the 
‘Migrating from RC Gate to RC Gate A’ section in 
the training material for RC Gate A.

No additional notes
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Export Device List

No additional notes
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When is this Used?

This is explained in the ‘Downloading CSV Files’
section.

No additional notes
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@REMOTE BASIC TRAINING

Section 9. Changing the Parameter 
Settings

In this section, we study how to change parameter settings in an @Remote 
Appliance, either from the Center GUI, or from the appliance UI.

The term ‘Communication Server’ is used many times in this section. This can be 

either the @Remote Gateway or the @Remote Center, depending on the item 

concerned. 
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Adjustments at the Center GUI

Overview

No additional notes
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Two Methods
Normal User Level:

Search Menu – Appliance

Administrator Level:

Administrator Menu – Appliance

No additional notes
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Adjustments at the Center GUI

Normal User Level

No additional notes
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Procedure - 1

1. In the Search menu, click Appliance.

2. Input at least one of the search criteria.

3. Click Search.

An Appliance List will now be displayed.

Search criteria

Select or input at least one of the parameters listed under “Search Conditions”.

Service Depot Name (It is recommended to input this parameter)

Customer Name/ID

Appliance S/N

Tag ID (this is a customized serial number; usage will vary depending on 
the company)

Device S/N

Request Number

It is possible to perform the search with only a portion of the Customer Name/ID, 

Appliance S/N, Tag ID or Device S/N. 

In such cases, add “%” at the end of the partial character string. 

For example, “ABC%” can be input as the Customer Name/ID instead of the 

full “ABC Company”.
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Procedure - 2

4. Make sure that “EDIT OFF” has been selected.

This is the default setting.

5. To edit the information for an appliance, double-click the 
SEQ number in the Appliance List.

The display will change to the “Appliance Information”
screen.

When ‘EDIT OFF’ is displayed, the available functions are different from when 

EDIT ON’ is displayed.

In this screen, EDIT OFF is displayed (see the drop-down box at the right side of 

the screen).

Appliance Information: This screen is used to display and update the Appliance 
information.

In EDIT ON mode, the list can be edited directly, without going into the Appliance 
Information screen.

This is useful if you want to edit more than one appliance at the same time. 
But, only three items can be edited: Customer Name, Service Depot, 

Appliance Administrator

Also, with the Export button, you can export the table, open it with Excel, 

edit it in Excel, and cut/paste it back into the table (only the Customer 

Name, Service Depot, Appliance Administrator items can be cut-and-
pasted)

Take care with this feature – the excel file must be have the same layout 
as the appliance list when you cut and paste data back into the appliance 

list. For example, if you delete a row in the excel file before you cut and 
paste, the bottom row appears on screen but not in the database at the 

@Remote Center any more – could be confusing

But some items of data do not appear in this table. To get a more complete 

list of parameters, you must select EDIT OFF and edit the appliances one 

by one.

If you edit the data in the on-screen table, the changes will be shown in red. 

This signifies that the changes only exist in your computer’s hard disk, and 
have not yet been sent to the @Remote Center. To send to the center, click 

the Update button (do not change to Edit Off mode before you do this). Do 
this as soon as possible, especially if it is likely that more than operator will 

be working on the same set of appliances.

Continued on the next slide
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Blank slide

If you edit information in the EDIT ON screen, click the Update button before you 

return to EDIT OFF mode.

If you go back “EDIT OFF” mode without pressing the [Update] button, the 

following message will appear:

”The edited information will be discarded. Are you sure?’

Press [Cancel] to cancel the operation (default).

Press [OK] to discard the edited data and proceed to the next screen.

Other buttons

Device List: Changes to a device list, with the same search parameters

Remove Appliance: Select an Appliance and remove it. This deletes the 

registration of that appliance at the @Remote Center. Do this if a customer 
cancels their @Remote service. Note that you have to delete the devices 

for that appliance first, or you will get an error.

Export: Export the list to a csv file
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Procedure - 3

6. Edit the data.

Fields in gray cannot be edited (read-only).

7. Then click Update to save and update the changes made. 

This updates the information stored for the appliance at the 
@Remote Center.
It is not sent to the actual appliance until the next time that 
the appliance polls the @Remote Center.

[Read] button

Issues a read request to the Appliance. At the next polling, the center will obtain 
the latest information from the Appliance, and then update the information 

displayed on the screen.

We will look at the data items in more detail on the next few slides.
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List of Editable Items - 1

Customer Name/ID (Mandatory item)

Service Depot Name (Mandatory item)

Operation Calendar (Mandatory item)

Items in grey are read-only at normal user level.

Most of them are grey at administrator level also, except for the Auto Discovery 
Timing settings

However, administrator level has a much wider range of settings, as we shall see 

later.

Editable Items – 1

Calendar: See @Remote_08_Center GUI Maintenance Menu.ppt.
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List of Editable Items - 2

These items are all optional.

The installation date cannot be adjusted on this screen (it 

is grayed out)

No additional notes
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List of Editable Items - 3

These items are all read-only

No additional notes
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Adjustments at the Center GUI

Administrator Level

No additional notes
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Procedure - 1

1. In the Administrator menu, click Appliance.

This menu is only visible if the ACL is system administrator.

2. Select the Service Depot name from the drop-down list

3. Then input at least one of the search criteria, then click 
Search.

An Appliance List will now be displayed.

Search criteria

Select or input at least one of the parameters listed under “Search Conditions”.

Service Depot Name (It is recommended to input this parameter)

Customer Name/ID

Appliance S/N

Tag ID

Device S/N

Request Number
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Procedure - 2

To display the data for an appliance on the list, double-

click the SEQ number on the row that contains the 
information for that appliance.

If you click Refresh, you will get a new list of appliances 

that meet the search criteria.

No additional notes
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Procedure - 3

The information for the appliance is displayed in a series of 
9 tabs.

After you make your changes, click the Update button.

This updates the information stored for the appliance at the 
@Remote Center.

It is not sent to the actual appliance until the next time that 
the appliance polls the @Remote Center.

No additional notes
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List of Editable Items
Information Tab

This slide shows the display when the Information tab is 

selected.

Information Tab, Editable Items

Customer Name/ID Input Customer Name/ID.

Address

Location

Appliance Administrator Name

Appliance Administrator Phone

Appliance Administrator E-mail Address

Note 1

Note 2

Note 3
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List of Editable Items
Server Tab

This slide shows the display when the Server tab is 

selected.

Server Tab
Model Name, Country Code, Language Code

Note: For Embedded Appliances, these items are not displayed.
Time Zone

Note: For Embedded Appliances, this is fixed as “UTC”.
boxMailAddress

Sender Name: This E-mail address is used to send Email to the appliance 
administrator's address when events occur (e.g. errors, device firmware 

updates, stop/recovery of the Communication Server). Default: “rc_gate”

cautionNoMemory
The appliance generates an error message (SC) when the remaining

memory reaches this value. Default: 25%
cautionNoSdcard

The appliance generates an error message (SC) when the remaining space 

on the SD card reaches this value. Default: 3%
CheckTiming <day,hour,min,sec>

Interval to check "cautionNoMemory" & "cautionNoSdcard“ Default: 1min
limitNoMemory

The appliance reboots when the remaining memory reaches this value. 
Default: 15%

limitNoSdcard

The appliance reboots when the remaining space on the SD card reaches 
this value. Default: 1%

RebootInterval <day,hour,min,sec>
Interval from SC occurrence to appliance reboot. Default: 3 min

regulatedCount

The appliance stops when SC occurrences exceed this value. Default: 100 
times

ResetInterval <day,hour,min,sec>
Term for "regulatedCount“. Default: 1 hour
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List of Editable Items
Center Tab

This slide shows the display when the Center tab is 
selected.

Center Tab
Polling Interval Normal: Polling interval between the appliance and the gateway 

under normal conditions. Default: 3600 s
Polling Interval Emergency: Polling interval between the appliance and the 

gateway (Emergency: When a call has occurred, the polling interval is 60 sec). 
Default 60 s

Time Out: Polling Time Out. Default: 15 s

Continued on the next page
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List of Editable Items
Center Tab

This slide shows the display when the Center tab is 
selected.

“Property List” field
Connection Timeout <day,hour,min,sec>: Timeout after the appliance tries to 

communicate with the gateway. Default: 30 s
Delay Interval <day,hour,min,sec>: Interval from when the request is received to 

when it is forwarded to the gateway. Default 5 s
Even if another request is received during this interval, the appliance can 

perform the reception and forwarding at the same time.
DevCheckMargin <day,hour,min,sec>: Not available. Default: 1 minute

httpGetPostRetryCount: No. of retries when forwarding back-up data to the 

gateway or receiving firmware info from the gateway. Default: 3 times
httpGetPostRetryInterval <day,hour,min,sec>: Retry interval for 

"httpGetPostRetryCount“. Default: 5 minutes
maxMultipartCount: No. of messages which the appliance can receive from the 

G/W or send to the G/W at the same time. Default: 10

maxRetryCount: The number of connection check retries between the appliance 
and the G/W. Default: 3

PrevalidityMargin <day,hour,min,sec>: The appliance informs the G/W of the 
certification’s expiration date, and then receives new certification from the G/W. 

Default: 30 days
rescueURL: This is the Center URL, which is used when an emergency 

connection is required between the appliance and the G/W (in cases where the 

usual connection method is not available). Default: 
https://210.173.216.47/Rescue

RetryInterval <day,hour,min,sec>: Connection retry interval between the 
appliance and G/W. Default: 3 s

SleepBackCheckInterval <day,hour,min,sec>: Connection check interval 

between the appliance and G/W, in cases where the connection between the 
appliance and G/W is re-established. Default: 1 hour

SleepShiftTime <day,hour,min,sec>: The amount of time after which the center 
judges that the appliance is in Sleep Mode following a communication 

disconnection between the center and the appliance. Default: 7 days
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List of Editable Items
Network Tab

This slide shows the display when the Network tab is 

selected.

Network Tab

These items are all read-only.
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List of Editable Items
Auto Discovery Tab

This slide shows the display when the Auto Discovery tab 
is selected.

Auto Discovery Tab

Auto Discovery URL: Auto Discovery URL. Default: 
https://210.173.216.40/Auto/AS

Auto Discovery Flag: Auto Discovery setting, Disable=0, Enable=1. Default: 0 

(Read-only)

The factory default is 0 (disabled). During installation, this is changed to 1 

when we set up Auto Discovery.

“Auto Discovery Timing” field

Timing Type Auto discovery interval – can be one of the following:

Fixed Time Every Month

Fixed Time Every Week

Fixed Time Every Day (default)

Date/Interval < day, date, time >: Display and input AD date, day, or time (in 
local time).
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List of Editable Items
Common Tab

This slide shows the display when the Common tab is 
selected.

Common Tab – 1

Acquisition Interval: Interval for acquisition between device and appliance. 
Default: 43200 s

Acquisition Retry Count: Number of retries for acquisition of device information. 

Default: 1

Acquisition Retry Interval: Retry interval for acquisition of device information. 

Default: 21600 s

Acquisition Counter Interval: Interval for acquisition of device counter 

information: 43200 s

Acquisition Counter Retry Count: The maximum number of retries to obtain 

device counter information. Default: 1

Acquisition Counter Retry Interval: The interval between retries to obtain device 

counter information. Default: 21600 s

Exec Interval NRS (or MIB, or CSS): NRS (or MIB, or CSS) device connection 

check interval. Default: 43200 s

Retry Interval NRS (or MIB, or CSS): NRS (or MIB, or CSS) device connection 

check retry interval (in case of error occurrence). Default: 0 sec (21600 s for 

CSS)

Retry Counter NRS (or MIB, or CSS): Number of NRS (or MIB, or CSS) device 

connection check retries (in case of error occurrence). Default: 0 (1 for CSS)

Continued on the next page
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List of Editable Items
Common Tab

This slide shows the display when the Common tab is 
selected.

Common Tab – 2

Network Discovery Timer: Estimated time for device search (After the appliance 

detects a device disconnection, it tries to search for this device). Default: 43200 
s

Network Discovery Interval: Device search interval. Default: 3600 s

Network Discovery Target: Device IP address setting search conditions

0: Only DHCP setting, 1 (default): Both DHCP and Fixed IP

Alert Interval MIB: MIB device alert detection interval. Default: 600 s

Network TimeOut: MIB connection timeout. Read Only: 1 sec

Network Stop Estimation Interval: Detection of NRS device disconnection. 
Default: 259200 s

Network Long Stop Estimation Interval: Detection of NRS device disconnection. 
Default: 604800 sec

RS485 Stop Estimation Interval: Detection of CSS device disconnection. Default: 

259200 sec

RS485 Long Stop Estimation Interval: Detection of CSS device disconnection. 

Default: 604800 sec

“Property List” field

alertAlivePollingCountMIB: Not Available. Default: 20 sec ?????

brokenWireEstimationInterval <day,hour,min,sec>: CSS disconnect call Default: 

3 days

connectMaxRetryCountNRS: No. of connection retries for an NRS device (only in 
the case of a device disconnection). Default: 3 s

ConnectRetryIntervalNRS <day,hour,min,sec>: Connection retry interval for an 
NRS device (only in the case of a device disconnection). Default: 3 s

ConnectTimeoutNRS <day,hour,min,sec>: Amount of time until a connection 

time-out with the @Remote device is declared following the last response from 
the @Remote device. Default: 30 s

NotifyWakeupTimeoutNRS <day,hour,min,sec>: Device power ON notification 
time-out following completion of device firmware update. Default: 8 min
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List of Editable Items
Notification Tab

This slide shows the display when the Notification tab is selected.

To change a setting, double-click it.

This is the display for an external appliance (such as RC Gate).

“Notification Timing” field

Alarm: Timing of alarm call notification. Default: Fixed time every day

Counter Information *1:  Timing of counter information acquisition. Default: Fixed 
time every day

Device Status *1: Timing of regular device information acquisition. Default: Fixed 
time every day

MIB FSC: Timing of MIB FSC call notification. Default: On Time

MIB Supply: Timing of MIB supply call notification. Default: On Time

SC/CC: Timing of SC/CC call notification. Default: On Time

Supply: Timing of supply call notification. Default: On Time

*1: When you set the time, you cannot set the time down to the minute, because 

the minute is randomly set by the Gateway.

Definition of Settings

No Send: The call and/or device information is not notified. The call generated 

from a device is deleted.

On Time: The call is notified immediately.

Fixed Time of Every Month: The call and/or device information is notified once a 
month at the specified date and time. The date cannot be 29, 30, or 31.

Fixed Time of Every Week: The call and/or device information is notified once a 
week at the specified day and time.

Fixed Time of Every Date: The call and/or device information is notified every 

day at the specified time.

“(Not supported by RC Gate v3.46 or later)”

When you open the Notification tab for the first time, you will see the above 
message.

In 3.46 and later versions, the RC Gate has been modified to delete the "hourly“

setting for AutoDiscovery (AutoDiscovery cannot be set in hourly cycles).

Together with this change, the “hourly” setting was made invalid for all other 

notification timings as well.
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List of Editable Items
Notification Tab

This slide shows the display when the Notification tab is selected.

To change a setting, double-click it.

This is the display for an external appliance (such as RC Gate).

“Retry Notification” field (RC Gate S Pro/RC Gate A only)

Alarm: Number of retries for alarm call notification. Default: 2 min. 4 times

Counter Information: Timing of counter information acquisition. Default: 60 min. 3 
times

Device Status: Timing of regular device information acquisition. Default: 60 min. 
3 times

MIB FSC: Timing of MIB FSC call notification. Default: 5 min. 3 times

MIB Supply: Timing of MIB supply call notification. Default: 5 min. 3 times

SC/CC: Timing of SC/CC call notification. Default: 2 min. 4 times

Supply: Timing of supply call notification. Default: 2 min. 4 times

Definition of Settings

Retry: Enable/disable whether notification is retried in cases where it has failed.

Interval (minute): Interval for retries

Count: The number of retries.
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List of Editable Items
Notification Tab

This slide shows the display when the Notification tab is selected.

To change a setting, double-click it.

This is the display for an internal appliance (Embedded RC Gate).

“Notification Timing” field

Alarm: Timing of alarm call notification. Read-only, Default: On time

Counter Information *1:  Timing of counter information acquisition. Default: Fixed 
time every day

Device Status *1: Timing of regular device information acquisition. Default: Fixed 
time every day

MIB FSC: Timing of MIB FSC call notification. Read-only, Default: No Send

MIB Supply: Timing of MIB supply call notification. Read-only, Default: No Send

SC/CC: Timing of SC/CC call notification. Read-only, Default: On Time

Supply: Timing of supply call notification. Read-only, Default: On Time

*1: When you set the time, you cannot set the time down to the minute, because 

the minute is randomly set by the Gateway.

All different from external appliances, except Counter Information and Device 

Status
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List of Editable Items
@Remote Service Tab

This slide shows the display when the @Remote Service tab is 
selected.

This is only available for the RC Gate S Pro/RC Gate A series.

Not for the RC Gate or Embedded RC Gate

@Remote Service Tab

“Permit communication with @Remote Center System” field

Communication with @Remote Center System: Displays whether or not 

@Remote service is currently enabled. Read only. Permit/Do not permit, Default: 

Permit

When @Remote Service is set to “Do not permit”, the entire @Remote 

service is disabled.

“@Remote Service Functions” fields

Firmware Update (Device): Displays whether or not firmware updates for 
Devices (RFU) are currently permitted. Read only. Permit/Do not permit, Default: 

Permit

Firmware Update (Device With RC Gate S Pro/RC Gate A): Displays whether or 

not firmware updates for Devices with RC Gate S Pro/RC Gate A (RFU) are 
currently permitted. Read only. Permit/Do not permit, Default: Permit

Firmware Update (Appliance): Displays whether or not firmware updates for 

Appliances (RFU) are currently permitted. Read only. Permit/Do not permit, 
Default: Permit

Auto Discovery change setting: Displays whether or not Auto Discovery is 
currently permitted. Read only. Permit/Do not permit, Default: Permit



@Remote Basic Training

28

Slide 28

List of Editable Items
User Code Counter Tab

This slide shows the display when the User Code Counter tab is 
selected.

This is only available for the RC Gate A (As of April 2010). Expansion 
memory must be installed in the RC Gate A.

This function is also known as “Counter per User” in the RC Gate A UI.
Not possible for the RC Gate S Pro, RC Gate or Embedded RC Gate.

Using this tab, you can enable or disable the user code counter service for 

devices.

The user code counter tab has a different URL from the other tabs. The data 

goes to another gateway server. Do not change this URL.
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User Code Counter Service
Operation at the Center GUI - 1

1. To enable the user code counter for the appliance, select ‘Enable’ for User 
Code Counter Service.

Then the customer can use the Counter per User feature on the RC Gate 
A User Interface. Until you do this, everything for this function is grayed 
out on the RC Gate A.

2. In the list of devices, if you click the check box, and click Update, you will 
enable the user code counter function for those devices.

Only managed HTTPS devices appear in the device list, so only these 
machines can use the user code counter function.

3. If you click Request, you can get data from the devices immediately that 
you have selected with the check boxes.

Do not change 
the User Code 
Counter URL.

The above operations can also be done with Search Appliance (Search Menu > 

Appliance). See the next two slides.



@Remote Basic Training

30

Slide 30

User Code Counter Service
Operation at the Center GUI - 2

Double click an appliance, then click User Code Counter 

Information at the bottom of the screen. 

A list of managed devices appears.

No additional notes
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User Code Counter Service
Operation at the Center GUI - 3

Here is the device list that appears. From this point, 
operation is the same as the User Code Counter tab in 
Appliance Information for Admin.

No additional notes
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User Code Counter Service
Operation at the RC Gate A - 1

On the RC Gate A user interface, Counter per User appears in the lhs menu

The feature must be enabled at the Center GUI or all settings are grayed out.

After enabled, click on the first item in the menu

Counter per User Retrieval should be ‘Use’ if the feature has already been enabled at 
the Center GUI.

Then you can set up the schedule for sending user counter data (weekly, monthly)

This feature must be enabled at the @Remote Center GUI (Appliance 

Information for Admin, User Code Counter tab).

If it is not enabled at the @Remote Center, all the settings are greyed out in the 

RC Gate A User Interface.

To see how to enable, see the @Remote Core Training materials (section 9. 
Parameter Settings), or the center GUI manual.
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User Code Counter Service
Operation at the RC Gate A - 2

In Counter per User Retrieval Device List, you can see a list of all devices selected by 
the Center GUI.

The Select check boxes for the devices is only used for testing to see if the user 
code and password is correct for authentication. Enabling/disabling user code 
retrieval for a certain device can only be done at the Center GUI.

User code and password: See the previous slide
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User Code Counter Service
Operation at the RC Gate A - 3

Retrieval Test: If you input the IP address of a device, you 

can see what data it picks up for the user code counters.

No additional notes
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Adjustments at the Appliance UI

Overview

No additional notes
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Appliances

We will look at procedures for the following:

RC Gate

RC Gate S Pro
RC Gate A
Embedded RC Gate

No additional notes
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Adjustments at the Appliance UI

RC Gate

No additional notes
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How to Access the Settings - 1

Select ‘RC Gate and Device Settings’.

No additional notes
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How to Access the Settings - 2

Select from the menu on the left side of the screen.

No additional notes
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Editable/Usable Items
RC Gate Settings - Basic

These settings appear if you select ‘RC Gate Settings -

Basic’.

The display shows the settings that appear for an appliance installed for HTTPS 

communication with the gateway. For an appliance installed for SMTP 

communication, some of the items are not displayed.

Editable items

Time zone
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Editable/Usable Items
RC Gate Settings - Date/Time

These settings appear if you select ‘RC Gate Settings -
Date/Time’.

This is the clock for the RC Gate.

Input the current date and time.



@Remote Basic Training

42

Slide 42

Editable/Usable Items
RC Gate Settings - Network

These settings appear if you select ‘RC 
Gate Settings - Network’.

These are the network settings for the RC 

Gate.

LAN1= Maintenance Port
(For CE)

LAN2= LAN Port
(For LAN)

Maintenance Port – This refers to LAN1

IP address: The IP address for the LAN1 port. If you cannot use 192.168.10.1 for 
the LAN1 port in your environment, it is possible to change it to 192.168.1.1 or 

192.168.250.1.

LAN Port – This refers to LAN2

LAN type *1: Select Wired or Wireless, when using the optional Wireless LAN 

board.

DHCP: Select “Enable” for an environment using a DHCP server.

IP address: The IP address for the LAN2 port. If “Enable” is selected for DHCP, 
the IP address which the DHCP server assigned will be shown.

Subnet mask: A subnet mask for the LAN2 port. If “Enable” is selected for 
DHCP, the subnet mask which the DHCP server assigned will be shown.

Default gateway address: A gateway address for the LAN2 port. If “Enable” is 
selected for DHCP, the IP address which the DHCP server assigned will be 

shown.

Ethernet speed: Select the Ethernet speed for the LAN2 port.

Continued on the next page
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Editable/Usable Items
RC Gate Settings - Network

These settings appear if you select ‘RC Gate 

Settings - Network’.

DNS Server 

Main DNS server: Enter the IP address of the DNS server which the appliance 
mainly uses.

This is not required when you enter the proxy server or SMTP server by its 

IP address and not by its name.

Sub DNS server: Enter the IP address of the Sub DNS server, if you have a 

secondary DNS server, a server to use when the [Main DNS server] cannot be 
used for some reason. 
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Editable/Usable Items
RC Gate Settings - E-mail

These settings appear if 

you select ‘RC Gate 
Settings - E-mail’.

These are the e-mail 
settings for the RC Gate.

Only an administrator 
can change these two

Send Test E-mail (button): Sends a test E-mail to check the settings. The RC 

Gate will send a test mail to [RC Gate admin's E-mail address] when you click 

this button.

RC Gate E-mail address (for sender): An E-mail address for the RC Gate. 

Default: “rc_gate”.

If the “E-mail (SMTP)” method is used, this E-mail address is used to send 

the collected information to the Communication Server. 

If the “Internet encryption communication (HTTPS)” method is used, the E-

mail address is used to send E-mail to the RC Gate admin's E-mail address 
when events occur (for example, error, updating firmware of the devices, 

stop/recovery of the Communication Server).

Set the E-mail address within 126 characters.

RC Gate E-mail address (for receiver): This E-mail address is used to send a 

reply E-mail to the RC Gate. You can set multiple addresses by putting a comma 
(,) between each address. Do not input more than 255 characters.

RC Gate admin's E-mail address: 

With the “E-mail (SMTP)” method, device information found by Auto 

Discovery will be sent to this address as well as to the Communication 
Server. You can set multiple addresses by putting a comma (,) between 

each address. Do not input more than 255 characters.

With the “Internet encryption communication (HTTPS)” method, an E-mail is 

sent to this address when an event (for example, error) occurs. Also, with 

the HTTPS method, you will not be able to input this address before the 
registration of the equipment is completed.

Number of times to resend E-mail: This is the number of retries to the SMTP 
server when an E-mail transmission fails. Set it from 1 to 10.

Resend E-mail interval time: This is the interval between retries to the SMTP 
server when an E-mail transmission fails. Set it from 1 to 60 seconds.
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Editable/Usable Items
RC Gate Settings - E-mail

These settings appear if 

you select ‘RC Gate 
Settings - E-mail’.

SMTP Server

SMTP server address: This is the IP address or name of the SMTP server (a 
server to send E-mails). You must enter this when using the “E-mail (SMTP)”

method.

SMTP server port: This is the port number for the SMTP server. Usually set to 
25.

SMTP_AUTH: Select “Enable” if your SMTP Server uses SMTP authentication. 
Select “Disable” if your SMTP does not use SMTP authentication or uses POP 

before SMTP authentication.

SMTP_AUTH authentication method: Set this item when [SMTP_AUTH] is set to 

“Enable”. Select from among Auto, DIGEST-MD5, CRAM-MD5, LOGIN and 
PLAIN.

User name: This is the user name (User ID) used for SMTP_AUTH 

authentication. Usually, the same E-mail address as [RC Gate E-mail address 
(for sender)] is applied, but it may be different for security reasons.

Password: A password for [User name] used for SMTP_AUTH authentication. 
Usually, the same password as [RC Gate E-mail address (for sender)] is applied, 

but it may be different for security reasons.
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Editable/Usable Items
RC Gate Settings - E-mail

These settings appear if 

you select ‘RC Gate 

Settings - E-mail’.

POP Server

POP before SMTP: Select “Enable” if your SMTP uses POP before SMTP 
authentication. Select “Disable” if your server does not use SMTP authentication 

or uses SMTP_AUTH authentication.

POP server address: This is the IP address or the name of the POP server when 
using “POP before SMTP” authentication.

POP server port: This is the number of the POP server port when using “POP 
before SMTP” authentication. Usually set to 110.

User name: This is the user name (User ID) used for POP before SMTP 
authentication. Usually, the same E-mail address as [RC Gate E-mail address 

(for sender)] is applied, but it may be different for security reasons.

Password: This is the password used for [User name] when using POP before 

SMTP authentication. Usually, the same E-mail address as [RC Gate E-mail 

address (for sender)] is applied, but it may be different for security reasons.

Wait time after authentication: Set the wait time longer if an error occurs with 

POP before SMTP authentication. Set the time at 0 to 30 seconds.
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Editable/Usable Items
RC Gate Settings - Communication Method

These settings appear if you select ‘RC Gate Settings -
Communication Method’.

This is the communication method with the @Remote 
Center.

E-mail method = One-way Communication method

HTTPS method = Two-way Communication method

Read-only

This setting is made during installation (see ‘Connect the RC Gate to the 
Customer’s LAN’ in the Installation section of this course)
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Editable/Usable Items
RC Gate Settings - Connection Details

These settings appear if you select ‘RC Gate Settings -
Connection Details’, if you are using type BN1 (always 
connected).

These are the settings for the RC Gate’s Internet connection.

Connection Details – Always Connected

Internet connection method: This shows that “Always connected” is selected. 

Proxy server: This can be set to enable the HTTP proxy. Set the items below 

when “Enable” is selected. If “Disable” is selected, there is no need to set the 

items below.

Proxy IP address: Enter the HTTP proxy server name. If the domain name is 

specified by HTTP proxy server, make DNS server settings as explained in 
“Editable Items – 3”. 

Proxy port: Enter the port number of the HTTP proxy.

Proxy user name: Enter the user name for HTTP proxy authentication, within 30 

characters.

Proxy password: Enter the password for HTTP proxy authentication, within 30 

characters.

Proxy domain name: When using Windows authentication, enter the proxy 

domain name, within 255 characters. Only NTLMv2 authentication is available.
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Editable/Usable Items
RC Gate Settings - Connection Details

These settings appear if you select ‘RC Gate Settings -
Connection Details’, if you are using type BM1 (dial-up).

The launch of type BM1 in the field was limited. 

Connection Details – Dial-up

Phone No. Settings 

Internet connection method: This shows that “Dial-up” is selected. 

Access point: Select the access point from the list. 

RC Gate phone No.: This is the telephone number for the appliance. Enter 

the telephone number from the country code with numerals, -, # and *. Do 

not use (). For example: 810312345678

Line connection: Select a telephone line type for the appliance.

If the appliance exclusively uses a telephone line, select “RC Gate 
exclusive line.”

If the appliance shares a telephone line with a fax, select “RC Gate and 
fax shared line (RC Gate priority)” or “RC Gate and fax shared line (Fax 

priority).”

You must enable dial-tone detection in the fax machine when you select 

“RC Gate and fax shared line (Fax priority).”

The “FAX” interface on the modem board will be enabled when “RC Gate 

and fax shared line (RC Gate priority)” or “RC Gate and fax shared line (Fax 

priority)” is selected. 

Dialing Line Settings

Pulse/Tone dialing line: Select from ”Tone dialing phone”, “Pulse dialing 
phone (10PPS)” and “Pulse dialing phone (20PPS).”

Outside access No.: The numbers or characters (#, * or comma) to connect 
outside. If a pause is needed after the outside access number, add a 

comma. A comma gives a 2-second pause.
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Editable/Usable Items
Auto Discovery - Auto Discovery Settings

These settings appear if 

you select ‘Auto 

Discovery - Auto 
Discovery Settings’.

These are the basic Auto 

Discovery settings for the 
RC Gate.

Auto Discovery Settings

Auto Discovery: Shows whether to use Auto Discovery, or not. 

Permit setting of Auto Discovery from Communication Server: This is shown only 

with the “Internet encryption communication (HTTPS)” method.

If you select “Permit”, the Communication Server will automatically register 

the device found by Auto Discovery in the appliance. To make this function 

invalid, select “Do not permit.”

Max. E-mail size: This is shown only with the “E-mail (SMTP)” method. Select 

the maximum capacity for each E-mail from the Communication Server. The E-
mail contains the results of Auto Discovery.

Auto Discovery Start Schedule: Select when to run Auto Discovery. 

SNMP community name: Enter an SNMP community name within 30 characters 

if there are SNMP compatible devices in the target devices of Auto Discovery.

Input [SNMP community name] in the order of higher usage frequency.

Remove any [SNMP community name] that you do not use. 
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Editable/Usable Items
Auto Discovery – Edit Auto Discovery Range

These settings appear if you select ‘Auto Discovery - Edit Auto 
Discovery Range’.

The window appears like this if you select ‘Subnet mask ranges’ in 
the Auto Discovery Settings by Specifying Range screen 
(discussed later in this section).

These define the ranges of IP addresses that are searched during
Auto Discovery.

Edit Auto Discovery Range

Total: Shows the total number of registered ranges. 

Range: The IP address that, with subnet mask, defines the range that will be 

searched during Auto Discovery. Enter the IP address in “x.x.x.x” format.

Subnet Mask: The subnet mask for each range. Enter the subnet mask in 

“x.x.x.x” format.

Discovery: Select Auto Discovery enable or disable for this range.

Range Name: The network address name entered for the IP address range. 

Comment: You can enter comments for each [Range] within 61 characters.
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Editable/Usable Items
Auto Discovery – Edit Auto Discovery Range

These settings appear if you select ‘Auto Discovery - Edit Auto 
Discovery Range’.

The window appears like this if you select ‘IP address ranges’ in 
the Auto Discovery Settings by Specifying Range screen 
(discussed later in this section).

Edit Auto Discovery Range

Total: Shows the total number of registered ranges. 

Start and End IP addresses: These define the address ranges for Auto 

Discovery

Discovery: Select Auto Discovery enable or disable for this range.

Range Name: The network address name entered for the IP address range. 

Comment: You can enter comments for each [Range] within 61 characters.
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Editable/Usable Items
Auto Discovery – Add Auto Discovery Range

These settings appear if you select ‘Auto Discovery - Add 
Auto Discovery Range’.

This appears if you click ‘Add’ in the previous screen.

Add Auto Discovery Range

The items are the same as Edit Auto Discovery Range.
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Editable/Usable Items
Auto Discovery – Delete Auto Discovery Range

These settings appear if you select ‘Auto Discovery - Delete Auto 
Discovery Range’.

This appears if you click ‘Delete’ in the ‘Edit Auto Discovery 
Range’ screen.

Delete Auto Discovery Range

In the Delete column, select the ranges to delete, then click Apply
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Editable/Usable Items
Auto Discovery Settings by Specifying Range

These settings appear if you select ‘Auto Discovery - Auto 
Discovery Settings by Specifying Range’.

This setting determines how you input/edit the Auto 

Discovery ranges.

Auto Discovery Settings by Specifying Range
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Editable/Usable Items
Device Management – Common Management

These settings appear if you select ‘Device Management –
Common Management’.

Only one item can be adjusted in this screen.

Common Management

Devices to repeat search (HTTP and SNMP): This selects which devices are 
subject to repeat searching. There are two choices: “Only auto-obtained (DHCP) 

IP address(es)” and “Auto-obtained (DHCP) and specified IP address(es).”

These read-only items are set up by the @Remote Gateway.
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Editable/Usable Items
Device Management – Registered Device List

These settings appear if you select ‘Device Management –
Registered Device List’.

This is a list of the devices that are registered with this RC Gate.

If you click ‘Machine ID’ for a device, you can change some of the 
registered information. See the next slide.

Registered Device List

Machine ID: The machine ID for the device. This is the serial number or the ID2. 
If it is the ID2, the six spaces are removed.

Model Name: The model name of the device. If the equipment could not collect 

the model name, it will be shown as “---.”

IP Address: The IP address for the device. “---” will be shown for devices 

connected by RS-485 (CSS devices).

MAC Address: The device's MAC address. “---” is displayed for devices 

connected by RS-485 (CSS devices). 

Connection Type: The connection type of each device.

LAN (HTTP): Devices connected on a network from which information is 
collected by HTTP protocol.

LAN (SNMP): Devices connected on the network from which information is 
collected by SNMP protocol.

RS-485: Devices connected to the RC Gate with an RS-485 cable.

Status: Shows the current status of the devices.

Power on

Power off

Suspended: This means ‘disconnected’

For details on device suspension, see the following file: Device Suspension.doc
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Editable/Usable Items
Device Management – Registered Device List

This appears if you click a Machine ID in the previous screen.

Click ‘Apply’ to store the changes that you made, or click 

‘Restore’ to bring back the original settings. 

Editable Items

Device name: This is the name for the device. Enter the name within 30 
characters.

Meter Reading Date (Time): This is the date and time when the equipment reads 

the counter of the device.

Device ID (RS-485): The ID for a device which is connected by RS-485. “0” will 

be shown for a device connected through the LAN.

Method to assign IP address: The method to assign the IP address for this 

device on the network. Select from “Specify” or “Auto-Obtain (DHCP).”

SNMP community name: The community name for a SNMP compatible device. 

Enter within 30 characters.

Device location: The name of the place where the device is located. Enter within 

30 characters.

Machine administrator's E-mail address: The E-mail address for the device 

administrator. Notice E-mails such as “Updating device firmware” and “device 

suspension” are sent to this address. Enter within 120 characters.

Supply ordering person's E-mail address: The E-mail address for the person 

responsible for keeping supplies. Enter within 120 characters. Depending on the 
area and service availability, the address might not be displayed.
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Editable/Usable Items
Device Management – Update Device Firmware

This appears if you select ‘Device Management – Update 
Device Firmware’.

This allows you to see the status of recent firmware update 
operations.

This is not used.

Update Device Firmware

Previous Update Details: Click to show the results of the latest update (see the 
next slide).

In previous versions of RC Gate firmware, the Update Device Firmware screen 

also had a button to start an RFU operation manually (the RC Gate still has this 
button, but it does not work any more). An e-mail was sent to the customer for 

them to start the update, then the user would use this function. But this feature 
was deleted from the Center GUI.



@Remote Basic Training

60

Slide 60

Editable/Usable Items
Device Management – Update Device Firmware

This appears if you select ‘Device Management – Update 
Device Firmware’.

This allows you to see the status of recent firmware update 
operations.

Click [Previous Update Device List] to show information about the previous 

update, such as the ID, status, date, and the latest result of the updated devices: 

See the next slide for an example

If there is no previous update, only [Back] will be shown.
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Editable/Usable Items
Device Management – Update Device Firmware

Here is an example of a firmware update status report.

No additional notes
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Editable/Usable Items
Maintenance – Restart RC Gate

This appears if you select ‘Maintenance – Restart RC Gate’.

Click Restart to reboot the RC Gate.

Reboot

The reboot will take a few minutes to complete. Before re-starting operation, 
confirm that the red and orange LEDs on the RC Gate have stopped flashing and 

the red LED is off.

When “RC Gate and fax shared line (RC Gate priority)” has been selected with 
the dial-up connection method, the RC Gate does not start rebooting while the 

fax is in the off-hook state. The RC Gate will start rebooting after the fax is in the 
on-hook state. 

During rebooting, the red and orange LEDs of the RC Gate flash. If the red 
and orange LEDs of the equipment do not start flashing or continue 

flashing, check if the fax is in on-hook state.
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Editable/Usable Items
Maintenance – Shut Down RC Gate

This appears if you select ‘Maintenance – Shut Down RC 
Gate’.

Click Shut Down to shut down the RC Gate.

Do not turn off the power or unplug the appliance before 
you do this procedure.

Shut Down

Click the [Shut Down] button to display the Shut Down dialog box. Then, click the 
[OK] button to begin shutdown. The [Shutting down RC Gate...] screen will 

appear. 

Important 

Before you turn the power of the RC Gate off, make sure that the red and orange 

LEDs on the RC Gate stop flashing and the green, red and orange LEDs are lit.

Turning off the power without shutdown can damage the RC Gate’s hard drive 

and result in loss of logs up to the most recent hour.

When “RC Gate and fax shared line (RC Gate priority)” has been selected with 

the dial-up connection method, the RC Gate does not start shutdown while the 
fax is in the off-hook state. The RC Gate will start shutdown after the fax is in the 

on-hook state. When shutdown is completed, the green, red and orange LEDs of 

the RC Gate will be lit. If the shutdown is not completed, check if the fax is in the 
on-hook state.
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Editable/Usable Items
Service Test Call

This appears if you select ‘Maintenance – Communication 

Server Calls - Service Test Call’.

This tests the connection between the RC Gate and the 

Communication Server.

Service Test Call

Log: Shows the message from the Communication Server concerning the results 
of the test call. 

The contents of the log will not be sent to the Communication Server. This is a 

communication test only for the RC Gate.
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Editable/Usable Items
Device Check Request Call

This appears if you select ‘Maintenance – Communication 
Server Calls – Device Check Request Call’.

This tests the connection between the RC Gate and the 
Communication Server.

In the RC Gate S Pro, this is called the ‘Inquiry Call’.

Device Check Request Call (Inquiry Call) vs Service Test Call

The Device Check Request Call tests the connection to the @Remote Center.

The @Remote Center responds. 

RC Gate A/RC Gate S Pro: After a successful test, “Status is normal* is 

displayed.

RC Gate: The response cannot be seen on screen. The only way to check 

the result is to dig around in the Communication Log, but it is all rather 

cryptic.

Service Test Call: This tests all communication protocols between the appliance 

and the @Remote Center. There are many message/response cycles.

The Service Test Call takes much longer than the Device Check Request Call.

Because of this, the Device Check Request Call is a better way to initiate manual 
polling.

Manual polling: When you need to initiate a communication between the 
appliance and the @Remote Center.
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Editable/Usable Items
Maintenance – Communication Log

This appears if you select ‘Maintenance – Communication 
Log’.

This shows the latest communications with the 

communication server.

Click [Refresh] to show the latest communication log.

Communication Log

The log is shown sorted by time. The contents are in the order of; IP address, 
communication date and time, sent or received and communication contents.

Date and time will be shown as UTC, equivalent to Greenwich mean time.
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Editable/Usable Items
Maintenance – Service Call

The most recent error appears if you select ‘Maintenance –
Service Call’.

If the error has occurred, “Error(s) have occurred.” is 
shown. 

During normal operation, “No error has occurred.” is 
shown and the items below will not appear.

Communication Server notification: This shows the status of the notification to 

the Communication Server. 

Unnecessary

Notifying

Notified

Failed
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Editable/Usable Items
Maintenance – System Status

This appears if you select ‘Maintenance – System Status’.

Shows if the equipment is in operation or in suspension. If 

the equipment is operating normally, the items below will 
not be shown.

Reason Shows the major reason for the suspension, and required action. 

Date/Time of suspension: Shows the date and time when the suspension 
occurred.

If a suspension occurs, check the following

Make sure that the proxy settings, such as the password, have not 

changed.

Make sure that the Ethernet cable of the RC Gate has not been pulled out.

Make sure that the power of network devices, such as the hub, is not off.

If the items above have no problem, repair the RC Gate.

Appliance suspension: For more information, see the following presentation in 
this course: @Remote_13_Disconnected Appliances.ppt



@Remote Basic Training

69

Slide 69

Editable/Usable Items
Security - Password

This appears if you select ‘Security - Password’.

This is the password for the RC Gate Monitor login.

No additional notes
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Editable/Usable Items
Security - Permissions

This appears if you select ‘Security - Permissions’.

Use these settings to permit or deny the following:

Service access by the customer engineer

Firmware updates from the Communication Server

No additional notes
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Editable/Usable Items
Security - Access Log

This appears if you select ‘Security – Access Log’.

Entries in the log are recorded as UTC (Universal 

Coordinated Time) date and time.

Access time (in UTC), IP address, User (permission name), and login results will 

be shown.
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Editable/Usable Items
Security - Format RC Gate

This appears if you select ‘Security – Format RC Gate’.

The Format button initializes all the information registered, 

if the “E-mail (SMTP)” method is used.

E-mail (SMTP) is also known as ‘one-way’.

RC Gate A and RC Gate S Pro do not have the E-mail (SMTP) mode.
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Adjustments at the Appliance UI

RC Gate S Pro

No additional notes
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How to Access the Settings - 1

Select ‘RC Gate and Device Settings’

No additional notes
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How to Access the Settings - 2

Select from the menu on the left side of the screen.

In the top right of the screen, you can see a ‘CE’ mark. This indicates that the 

RC Gate S Pro is in CE (technician) mode.

If you see “Administrator”, it is in user administrator mode.

Inquiry Call: This has the same function as the Device Check Request Call in RC 

Gate and RC Gate A.
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Editable/Usable Items
Basic Settings

These settings appear if you select ‘Basic Settings’.

RCGate ID: Shows the ID2 of the RC Gate S Pro.
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Editable/Usable Items
Change Customer Engineer Password

These settings appear if you select ‘Change Customer 

Engineer Password’.

No additional notes
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Editable/Usable Items
HTTP Proxy Settings

These settings appear if you select ‘HTTP Proxy Settings’.

Proxy domain name: When using Windows authentication, enter the proxy 

domain name, within 255 characters. Only NTLMv2 authentication is available.
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Editable/Usable Items
Change IP Address Send Permission

These settings appear if you select ‘Change IP Address 

Send Permission’.

When "Permit (default)" is selected, the IP addresses of the appliance and 

registered devices are sent to the @Remote Center.

If you set ‘Do not permit’, the operation of the RC Gate S Pro will be extremely 

restricted, because all IP addresses will be informed as 0.0.0.0.

See the following file in the Reference Material directory for full details of 
the limitations on operation: Limitations if ‘IP Address Sending Permission’

is set to ‘Do Not Permit’.doc 
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Editable/Usable Items
E-mail Settings

These settings 

appear if you select 

‘E-mail Settings’.

These are the 

settings for the SMTP 
Server.

SMTP server: Enter the IP address or host name of the SMTP server to use for 

sending event notification e-mail.

SMTP port No.: Enter the port number to use for communicating with the SMTP 

server. Default: 25

Server mail address: Enter the e-mail address for the server. This e-mail address 
is the sender address when the RC Gate S Pro sends e-mails.

Authentication type: Select an authentication method.

[None]: Authentication is not applied. This is the default setting.

[POP3]: Authentication is through the POP3 server.

[SMTP]: Authentication is through the SMTP server specified in [SMTP 

server:].

POP3 server: Enter the IP address or host name of the POP3 server that will 

provide authentication. Only available if [POP3] is selected for the Authentication 
Type.

POP3 port No.: Enter the port number to use when communicating with the 
POP3 server. Only available if [POP3] is selected for the Authentication Type.

Authentication account: Enter the user name for authentication with the POP3 

server. Only available if [POP3] or [SMTP] is selected for the Authentication 
Type.

Authentication password: Enter the password for authentication with the POP3 
server. Only available if [POP3] or [SMTP] is selected for the Authentication 

Type.

Email address for SMTP server connection test: Enter an e-mail address. A test 

e-mail will be sent to the address to confirm that the SMTP server settings are 
correct.

SMTP server connection test: Click [Perform ]. A test e-mail will be sent to the e-

mail address specified in [Email address for SMTP server connection test:].
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Editable/Usable Items
Communication Server Requests

These settings appear if you select ‘Communication Server 
Requests’.

@Remote Connector function availability: Select this to accept or refuse all 

requests from the @Remote Center.

Communication Server Requests: Select this to accept Auto Discovery settings 

from the @Remote.

If "Restrict" is selected for the "@Remote Connector function availability" 
setting, the "Communication Server Requests" setting cannot be used.
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Editable/Usable Items
Permit Communication with Communication Server

In Administrator mode, a stronger security mode is 
available.

If this is set to ‘Do not permit’ (= Restriction), the RC Gate S 

Pro stops communications completely.

This function is not available in the RC Gate A.

The RC Gate S Pro has it because it is a server. If there is a problem on the 
customer’s network, the customer may wish to stop equipment on the network 

one at a time to see what is causing the problem.

This function causes the RC Gate S pro to cease all operations, so that it can be 
‘eliminated from the enquiries’.
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Editable/Usable Items
Service Test Call

This appears if you select ‘Service Test Call’.

To execute the "Service Test Call", press the "Start" 
button.

This calls the Gateway (not the @Remote Server), and then 

displays the test call status in the "Log:" box.

No additional notes
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Editable/Usable Items
Inquiry Call

This appears if you select ‘Inquiry Call’.

To execute the "Inquiry Call", press the "Start" button.

This call is a trigger for the Gateway to execute polling. The result 
of this call is displayed in the "Results:" box.

In the RC Gate, the Inquiry Call is known as the Device Check Request Call.
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Editable/Usable Items
System Status

This appears if you select ‘System Status’.

This shows the status of the RC Gate S Pro/RC Gate A.

No additional notes
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Editable/Usable Item
Notification Settings

This appears if you 

select ‘Notification 

Settings’.

This setting screen 

displays information 
about when the 

various notifications 

are sent to the 
@Remote Center.

You can also specify 

whether or not to 

send or these 
notifications.

No additional notes
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Editable/Usable Items
Auto Discovery Settings

This appears if you select ‘Auto Discovery Settings’.

These are the basic Auto Discovery settings for the RC 
Gate S Pro/RC Gate A.

The IP address ranges for Auto Discovery are inout with Device Discovery 

settings. 

This is different from RC Gate and RC Gate A. 

For more on this, see Device Discovery Settings in @Remote_05_Installation.ppt
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Editable/Usable Items
Device Management Settings – Managed Device List

This appears if you select ‘Device Management Settings –
Managed Device List’.

The list shows devices that were detected by Auto Discovery.

Click Refresh to update the list.

No additional notes
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Editable/Usable Items
Device Management Settings – Common Management

This appears if you select ‘Device Management Settings –

Common Management’.

Only one item can be adjusted in this screen.

Common Management

Devices to repeat search (HTTP and SNMP): This selects which devices are 
subject to repeat searching. There are two choices: “Only auto-obtained (DHCP) 

IP address(es)” and “Auto-obtained (DHCP) and specified IP address(es).”

These read-only items are set up by the @Remote Gateway.



@Remote Basic Training

90

Slide 90

Editable/Usable Items
Enter OID for Serial Number Acquisition

This appears if you select ‘Device Management Settings –
Enter OID for Serial Number Acquisition’.

An OID is a data location within Private MIB.

If you click “MIB OID Test”, go to the next screen.

This is a way to get serial numbers of non-Ricoh devices during Auto  Discovery.

Normally, the MAC Address of these devices is reported, instead of the serial 
number.

But, if you specify the OID for a non-Ricoh device, Auto Discovery can pick-up 

the serial number of that device.

An OID (Object Identifier) is a data location within the device’s Private MIB 

area. Because this information belongs to another company, it may not be 
easy to find out which OID is the correct one for the serial number for a 

particular model.

When you find the OID for the serial number of a non-Ricoh device on the 

customer’s network, input it into one of the spaces on the screen. Add the model 
name in the Comment field.

Click the MIB OID Test button to see what data comes back from the 

device. If it is the serial number, then you have the correct OID. See the 
next slide for how to use this feature.

If there is more than one non-Ricoh model, how does the RC Gate S know which 
OID to use for which model? The RC Gate S looks inside these OIDs for all the 

non-Ricoh models, and looks for data that is in the format of a serial number.

You can also use the MIB OID Test feature to see if you got the correct 

data. See the next slide.

For more information on this feature, see RC Gate RTB 4 (the RTBs are in the 

Reference Material directory)
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Editable/Usable Items
Enter OID for Serial Number Acquisition

Input the IP address of the non-Ricoh model in question.

Input the OID where you think the serial number is.

Click ‘Start’.

The contents of the OID will be displayed.

No additional notes
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Editable/Usable Items
Excluded IP Address Settings

This appears if you select ‘Device Management Settings –
Excluded IP Address Settings’.

Using this screen, you can exclude some IP addresses from 
Auto Discovery.

No additional notes
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Editable/Usable Items
Logs – Collect Device Debug Log

This appears if you select 
‘Logs – Collect Device Debug 
Log’.

Do this procedure to create a 
"Device Debug Log" in the 
RC Gate S Pro/RC Gate A. 

The RC Gate S Pro/RC Gate 
A will get the data from the 
device, and then send it to 
the PC.

Make sure to do this 
procedure before you turn 
OFF the device main power. 
This is because the data is 
stored in volatile memory in 
the device. As a result, it is 
erased when the device main 
power is turned OFF.

Details of the procedure are shown in the service manual for the RC Gate S 
Pro/RC Gate A, in the following section.

@Remote Connector Features, RC Gate and Device Settings, Collect Device 

Debug Log
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Adjustments at the Appliance UI

RC Gate A

The adjustments are similar to the RC Gate S Pro, which we have seen earlier in 

this presentation. We shall have a look at the most important differences.

In addition, some functions are covered in the TTP for RC Gate A.
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How to Access the Settings - 1

Access the CE login page of the RC Gate A.

Login page: https://192.168.10.1:9443/CE
» 9443 is the port number used for service functions.

Select ‘RC Gate Configuration’ from the drop box above the Login 
button.

Enter the CE password, then click "Login"

No additional notes
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How to Access the Settings - 2

Select from the menu on the left side of the screen.

No additional notes
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IP Address Exclusion
It is possible to set IP addresses which you do not wish to 

be searched by the RC Gate S Pro/RC Gate A.

You can set up to 255 IP addresses.

You have to select one at a time.

With the RC Gate A, it is also possible to import a set of addresses as a csv
file.

You will also have a chance to set up this function during setting up Auto 

Discovery.
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IP Address Exclusion

During Auto Discovery, the excluded addresses 
are skipped.

But, if an excluded machine uses DHCP and its 
IP address changes into a discoverable address, 
it will not be skipped during the next Auto 
Discovery.

Conversely, a device can go from a detected IP 
address to an excluded IP address.

So, if you use IP Address Exclusion, it is best to 
used fixed IP addresses for devices that need to 
be detected by the RC Gate A.

Auto Discovery in the new models

RC Gate A is like the previous model ‘RC Gate’ (range setting, on/off)

RC Gate S Pro does not have an independent range setting function. Auto 

Discovery uses a RC Gate S Pro function known as Onsite Discovery, which 

makes a list of detected devices. Auto Discovery and Device Registration both 
use data from this list.
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IP Address Exclusion

These IP addresses are only excluded during 
discovery-type sweeping operations, which ping 
each address within a specified range, looking 
for a response.

Functions that use direct communication 
between the RC Gate A and a managed device, 
by pinpointing a known IP address, will still work 
for an address that has been excluded.

Also, during Remote Registration, if the excluded 
IP addresses are changed before registration is 
complete, and a device happens to be one of the 
excluded addresses, Remote Registration will still 
work, because this is not a sweeping-type 
operation.

No additional notes
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Ping Connection

Allows or prevents the use of ‘ping’ to search for devices.

There is no way to do this from the UI of the RC Gate S Pro.

The RC Gate A/RC Gate S Pro service manual contains a procedure for how to 
this: Troubleshooting Guide, How to Disable the Ping Send (RC Gate S Pro 

only).

Some customers disable the Ping command to reduce network traffic. If an RC 
Gate is installed in this environment, AD and device connection check do  not 

work, because Ping is not available.

If Ping is disabled, SNMP is used to check the IP address instead of ping.
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Ping Connection

This function can also be accessed from the Initial Settings 

menu, at any time after registration has been done.

Initial settings menu: See ‘How to Access the Settings – 1’. Select Initial settings 

in the drop box menu instead of RC Gate Configuration.
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Extended Device Search - 1

At Auto Discovery, there can be problems with 
Ricoh devices that contain controllers from other 
manufacturers (such as EFI or Samsung).

This new feature enables or disables a different 
type of search function that is more likely to find 
such devices.

Normal Ricoh MFPs have a GW controller that 
contains Printer MIB, Fax MIB, Copier MIB, and so 
on. The appliance looks for the MIB and recognizes 
the type of device in accordance with the type of 
MIB found. 

In models with EFI controllers, the printer MIB is 
held in the EFI controller, not the GW controller. 

This is in the RC Gate A only, not in the RC Gate S Pro.
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Extended Device Search - 2

With the normal AD search (ping, followed by SNMP 

inquiry), the appliance finds the EFI or other controller, 

because it contains the printer MIB, but cannot find the GW 

controller. So, this device cannot be managed as a HTTPS 

device by remote registration. It can only be managed as 
an SNMP (MIB) device.

With the new AD search function, the RC Gate A searches 

first using the normal search method 

(prtGeneralConfigChanges). Then, using another type of 
MIB command (ricohNetContType), it investigates the 

devices that it found but did not have printer MIB in the GW 

controller. This can find printer MIB stored in other 
controllers, such as EFI or Samsung controllers.

This search takes twice as long.

Devices with the Cosmos controller can be found with the 

first search.

No additional notes
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Extended Device Search - 3

No additional notes
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RFU Timeshift

An appliance can monitor devices in very remote 
locations. For example, the RC Gate A can be in 
New York, but some devices can be in Los 
Angeles; a different time zone.

If the RFU is set up for 2200 New York time, then 
the RFU on the devices in Los Angeles could 
start during Los Angeles office hours.

To prevent this, at the RC Gate A, set up the 
timeshift function in advance for those devices in 
different time zones.

RC Gate S Pro does not have this feature. 
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RFU Timeshift
To operate this feature, you specify network segments that 
require a timeshift, and the timeshift that is needed

You can also import a csv file containing the network 

segments that need the timeshift.

No additional notes



@Remote Basic Training

107

Slide 107

Update Device Firmware

Update Device Firmware and Update Device Firmware Report: These 

two features both show the history list for device firmware update 
operations.

They are exactly the same.

This feature is for device firmware only. Appliance firmware update starts 

automatically.

In previous versions of RC Gate firmware, the Update Device Firmware screen 

also had a button to start an RFU operation manually (the RC Gate still has this 

button, but it does not work any more). An e-mail was sent to the customer for 
them to start the update, then the user would use this function. But this feature 

was deleted from the Center GUI.
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RFU Enable/Disable

For the previous model RC Gate, RFU must be 
disabled at each device connected to the RC 
Gate.

For the RC Gate A, this can be done for all 
devices with a setting in the RC Gate A.

No additional notes
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RFU Enable/Disable

For the RC Gate A, there are two settings:

Enable/disable RFU for the appliance
Enable/disable RFU for the devices (this is a new function for RC 
Gate S Pro/RC Gate A)

Previous model (RC Gate): Has enable/disable RFU for its own firmware but not 

for devices.

RC Gate S Pro has no appliance update function.
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RFU Prohibition Interval

Normally, when set up at the Center GUI, RFU is 
set for a convenient time for the customer, and 
must be finished within a set period (default: 3 
days).

If RFU is done during office hours, it may be 
inconvenient for the customer.

So, with the RC Gate A appliance, it is possible to 
prohibit RFU during working hours.

If RFU is still in progress when working hours 
start, it is suspended until the end of working 
hours. Then it resumes.

RC Gate S Pro version IS01.01 does not have this feature. RC Gate S Pro 

version IS01.02 has it.
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@Remote On/Off

The customer can disable @Remote 
communication.

This is supposed to be a temporary measure

For example, when the customer needs to isolate 
the cause of a problem during network 
troubleshooting

While @Remote is disabled, the Center GUI can 
see the settings in the appliance, but can change 
nothing. Only the customer administrator or a 
technician can make changes, using the UI of the 
appliance.

RC Gate S Pro also has this function.

When @Remote is off:

The appliance does not poll the @Remote Center

The appliance does not check device connections

The appliance ignores requests received from the @Remote Center

The appliance ignores calls from devices

The appliance keeps communication/system logs but doesn’t make/send 

responses.
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@Remote On/Off

If you select ‘Restrict’, the lower three choices are greyed out (all 
operations are ‘restricted’)

If you select ‘Do not restrict’, then you can choose to select one 
or more of the three operations.

No additional notes
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Permissions

This selects whether to allow the technician to operate the RC 
Gate A.

This setting can only be made by user administrator mode, not in
CE (technician) mode.

No additional notes
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Enter OID for Serial Number Acquisition

This is a way to get serial numbers of non-Ricoh devices during Auto Discovery.

Normally, the MAC Address of these devices is reported, instead of the serial 
number.

But, if you specify the OID for a non-Ricoh device, Auto Discovery can pick-up 

the serial number of that device.

An OID (Object Identifier) is a data location within the device’s Private MIB 

area. Because this information belongs to another company, it may not be 
easy to find out which OID is the correct one for the serial number for a 

particular model.

When you find the OID for the serial number of a non-Ricoh device on the 

customer’s network, input it into one of the spaces on the screen. Add the model 
name in the Comment field. And check the check box next to the device if you 

want it to be handled by Auto Discovery.

Click the MIB OID Test button to see what data comes back from the 
device. If it is the serial number, then you have the correct OID. See the 

next slide for how to use this feature.

If there is more than one non-Ricoh model, how does the RC Gate S know which 

OID to use for which model? The RC Gate S looks inside these OIDs for all the 
non-Ricoh models, and looks for data that is in the format of a serial number.

You can also use the MIB OID Test feature to see if you got the correct 
data. See the next slide.

For more information on this feature, see RC Gate RTB 4 (the RTBs are in the 

Reference Material directory)
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Enter OID for Serial Number Acquisition

Input the IP address of the 
non-Ricoh model in question.

Input the OID where you think 

the serial number is.

Click ‘Start’.

The contents of the OID will 

be displayed.

No additional notes
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Center Connection Check

Center Connect Check: Tests the communication 

between the appliance and the @Remote Center.

Center Connect Setting: Sets up the parameters for 

communication with the @Remote Center.

No additional notes
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Device Connection Check

Device Connection Check: Tests the communication between 
the appliance and a specified device.

Select the connection type
» NRS: @Remote, HTTPS devices

» MIB: MIB devices

Input the IP address and click Start.

No additional notes
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Memory Check

Use this to check how much memory the RC Gate A has.

No additional notes
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Most Recent Error Code

The most recent error appears if you select ‘Maintenance –
Service Call’.

The RC Gate S Pro does not have this feature.
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Error History List

This feature gives a list of service calls, toner supply calls, etc.

The RC Gate S Pro does not have this feature.
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@REMOTE BASIC TRAINING

Section 10. Downloading CSV Files

This section will briefly explain how to download CSV files using the Center GUI. 

It also explains what CSV files are made by the @Remote Center and what data 
is sent to the Reporting Center.

Also, the Center GUI operator can make csv files from the data obtained from 

the Center GUI. We will take a look at these also.

For details of the operations, see the operation manual (@Remote Center GUI 

V3.0 Op. Manual ver2.0.pdf)
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Data Collected at the @Remote 
Center

No additional notes
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CSV Data Creation - 1

The appliance collects counter data and regular device 
information from the devices.

@Remote Center

Japan

Center GUI

Reporting  Server
@Remote.net

Devices

Appliance

Collects Data

No additional notes
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CSV Data Creation - 2

The appliance sends the data to the @Remote Center.

The @Remote Center creates a large CSV file.

This CSV file is made 4 times a day.

From this CSV, the following CSVs files can be made:

Counter CSV: Counter data and reporting data
Supply CSV: Toner and other consumable-related data

@Remote Center

Japan

Center GUI

Reporting  Server
@Remote.net

Devices

Appliance
Creates Raw 
CSV File

For details about timing for collecting and sending data, see the presentation 

called ‘Timing’.

@Remote_16_Timing.ppt
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CSV Data Creation - 3

The CSV files are sent to the Reporting Center in the USA 4 times 
a day.

Sent 4 times as a failsafe measure, at the following times (Japan 
time): 07:00, 17: 00, 19:00, 22:00
The data can be viewed on the Center GUI one hour later.

@Remote Center

Japan

Center GUI

Reporting  Server
@Remote.net

Devices

Appliance
Sends CSV 
Files

The CSV data is also sent to another server in Europe. 
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What Type of CSV Files are Sent?

Toner Call data such as near-end and end 

alerts.

Toner

Supply Call data.All Supply

Detailed information such as Counter by 
Printer Driver, Duplex Counter, P/J and Dot 

coverage info in addition to “Meter Reading”
data. This is the ‘Regular Device Information’.

Reporting Detail

Meter Reading (Billing)Meter Reading

Remark.Service Type

Reporting Detail: This is automatically generated and sent to the reporting center

The others must be made at the Center GUI (on demand, or set up for automatic 
report generation)
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Two Types of Counter

Two types of counter are sent to the reporting 
center.

Latest Counter, or Closing Counter (from Regular 
Device Information): Every hour
AD Counter: Once a day

When the reporting center makes a CSV file, it 
prefers to take the Latest Counter.

If it is the M/R date, then the Closing Counter will 

be used.

Also, note that SNMP (MIB) devices only send 
counter data once a month (on the M/R date).

M/R Date: The day of the month on which the counter is read every month for 

billing.
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Daily (*2)

Not available

Not available

Monitored Device

AD Counter (*1)

Latest Counter

Closing Counter

Daily (*2)Daily (*2)

Every day (*3,4)Not available

Once a monthOnce a month

HTTPS DeviceSNMP Device

*1: AD counter is available only when AD is enabled.

*2: Acquisition interval depends on the AD set interval.

*3: Even if AD counter is available, as far as Latest counter is obtained, AD counter is not used.

*4: When AD is enabled, and if latest counter cannot be obtained, AD counter will be used 

instead.  

Available

Not available

Not available

Monitored Device

AD Counter

Latest Counter

Closing Counter

AvailableAvailable

AvailableNot available

AvailableAvailable

HTTPS DeviceSNMP Device

Acquisition interval

Counter Type

Counter Type and its Acquisition Interval

For an example of how counter data is included in CSV files, please refer to the 

following file:

Closing counter for MIB device_20080611.ppt
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CSV Data Creation - 4

A center GUI operator can use the data in the @Remote 
Center to make CSV files at any time.

@Remote Center

Japan

Center GUI

Reporting  Server
@Remote.net

Devices

Appliance

Create CSV Files 

on Demand

No additional notes
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What CSVs can be Made at the 
Center GUI?

As stated before, from the data at the Center GUI, the 
following CSVs files can be made:

Counter CSV: Counter data and reporting data

Supply CSV: Toner and other consumable-related data

With the Center GUI, each of these CSVs has two templates 
(making 4 possible reports).

Counter CSV:

Meter Reading (M/R) CSV: This is only the counter data, for 

billing purposes

Reporting CSV: In addition to the counter data, this has the 

full range of Regular Device Information

Supply CSV:

Toner: Toner end alerts

Other: Other alerts for consumables

For details on the format and contents of the M/R and Reporting CSV files, see 

the following file in the Reference Material directory:

MR&ReportingCSV(20090717).xls

In this file, see the ‘MR CSV not obtained’ tab. This contains information on 

devices that could not be contacted for counter data. This helps identify 
missing information when it is time for billing.

Also, there is a ‘New Auto Discovery CSV’ tab. This report is not used at 
this time.
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Counter CSV Menu

This section briefly explains the operations that can be made from the Counter 

CSV Menu of the Center GUI.
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Overview

Counter CSV Menu Operations

Meter reading: This option provides only the 

latest meter reading, per device for the period 
selected.
Reporting: This allows you to collect more data 
such as Counter by Printer Driver, Duplex 
Counter, P/J, and Dot coverage info, in addition 
to the Meter Reading data.

Reporting: this uses Regular Device Information (See the presentation called 

‘Services Provided by @Remote’).

For details on the format and contents of the M/R and Reporting CSV files, see 

the following file in the Reference Material directory:

MR&ReportingCSV(20090717).xls

In this file, see the ‘MR CSV not obtained’ tab. This contains information on 

devices that could not be contacted for counter data. This helps identify 
missing information when it is time for billing.

Also, there is a ‘New Auto Discovery CSV’ tab. This report is not used at 
this time.
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To Access the Menu

In the Counter CSV menu, click ‘New Request’.

Center GUI Operation Manual, Section 3-1
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Counter CSV Menu Screen

CSV type

Detail: To download data for both Managed mode devices and 
Monitored mode (AutoDiscovery) devices. 
Simple (AutoDiscovery): To download data only for Monitored mode 
(AutoDiscovery) devices. 

Click ‘Request’ at the top of the screen after making all selections.

Select either 

Meter Reading or 
Reporting

Select ‘Download 
to PC’

Select a CSV 
type

Search 

parameters

Select Immediate or Scheduled

The ‘Download to Back-end’ feature is not available at this time.

Immediate or Scheduled: If you select ‘Scheduled’, you can select whether to 
prepare counter every month, every day, or every week (for some features, only 

‘every month’ is available).

After you click Request, it takes a few minutes to get the data from the @Remote 
Center, depending on the amount of data.
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To See the Collected Data - 1

In the Counter CSV menu, click ‘List: Requested CSV’.

No additional notes
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To See the Collected Data - 2

Click ‘Refresh’

CSV files can be saved in the “List: Requested CSV” for max. 2 weeks  

(calendar days) or up to 100 files
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Making a CSV File

A list appears. Each line represents one record.

To save a record as a CSV file, double click it.

For the layout of the csv file, see the CSV Contents.xls file in the Reference 

Material folder.
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Problem with Overlapping Search 
Ranges

If there are two appliances on a customer’s network, and 

the IP address ranges for Auto Discovery overlap, some 
devices may be found twice.

In this case, the device list at the Center GUI will show the 
same device twice.

However, only the most recent record is stored in the 
Counter CSV file.

If the device is managed on one appliance and monitored 
on the other, then the device list shows the managed 

version of the device only, and the Counter CSV file only 
shows it once, as above. 

The Counter CSV file always shows the managed version 

of the device, even if it is not the most recent record.

It is not possible for the same device to be managed on two different appliances. 

After a device is registered as ‘managed’ at the center, it is not possible to 

register the same device with another appliance.
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Supply CSV Menu

This section briefly explains the operations that can be made from the Supply 

CSV Menu of the Center GUI.



@Remote Basic Training

20

Slide 20

Overview

Consumable Supplies (Supply CSV)

Toner: Collects information on calls for more 

toner.
All Supplies: Collects information on calls for all 
consumables, such as fusing oil and waste toner 
bottles, in addition to toner.

These CSVs cannot be made for monitored (Auto 
Discovery) devices.

They can only be made for managed devices 
(HTTPS and MIB devices are both OK).

The HTTPS managed device must be set up with 
SP mode to allow the machine to send out supply 
calls (SP5507-xxx).

SP modes to set up supply calls: See the file ‘SP Mode Settings for Reading 

Supply CSV Data.xls’
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To Access the Menu

In the Supply CSV menu, click ‘New Request’.

Center GUI Operation Manual, Section 4



@Remote Basic Training

22

Slide 22

Supply CSV Menu Screen

Click ‘Request’ at the top of the screen after making all 

selections.

Select either 

Toner or All 
Supplies

Select ‘Download 
to PC’

Select a CSV 
delimiter

Search 

parameters

Select Immediate or Scheduled

There is no ‘CSV type’ setting, because Supply CSV does not work for machines 

found by Auto Discovery.

The ‘Download to Back-end’ feature is not available at this time.

Immediate or Scheduled: 

If you select ‘Immediate’, you input a specified period of up to 1 week. Data 

is collected from the calls that occurred during that period.

If you select ‘Scheduled’, data is collected from the calls that occurred 
during the previous calendar day (between 00:00 and 23:59).

Mandatory Search Parameters

Site Name: Select a site name from the drop-down list.

Search Range (only for ‘Immediate’; see above)

Optional Search Parameters

“Customer Name/ID”: Input the Customer Name/ID that you would like to 
create a CSV file for. 

“Device S/N”: Input the Device S/N that you would like to create a CSV file 
for.
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To See the Collected Data

In the Supply CSV menu, click ‘List: Requested CSV’.

After this point, operation is the same as for Counter CSV.
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Other CSVs

This section briefly explains the CSV files that can be made from other menus of 

the Center GUI.
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What Other CSVs Can Be Made?

Using the Search Menu

Appliance List: A list of appliances that meet the 

input search requirements
Device List: A list of devices that meet the input 
search requirements
Device Status List: A lot of information about the 
status of one device
Call History List: A list of calls made by a device

Using the Firmware Menu

RFU Status List: A list of the status and progress 
of all outstanding RFU operations

RFU: Remote Firmware Update
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What Other CSVs Can Be Made?

Using the Maintenance Menu

Update Device Info by CSV Import: This allows 

you to copy device data to a new appliance.
» This is especially useful when migrating a customer with 

many RC Gates to a RC Gate S Pro or RC Gate A.

Export Device List: This is a more powerful 
version of the function in the Search menu. With 

‘Export Device List’, you can export data for all 
appliances stored in an appliance, or in several 
appliances at a customer (also useful when 
migrating to a RC Gate A or S Pro), or for an 
entire site.

» With the Search menu, the file size is limited to 500 

devices. 

» The search menu also has no Import function.

For details on how to migrate to a RC Gate A or RC Gate S Pro, see the TTP for 

the RC Gate A.
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Click “Appliance” in the “Search” menu.

Input one or more search conditions.

The character ‘%’ can be used as a wildcard.

Click “Search”.

An appliance list will appear. It shows all appliances that match 
the search conditions.

Search Menu - Appliance List
Searching for an @Remote Appliance

Center GUI Operation Manual, Section 2-1
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Appliance List Example

Device List: Changes to a device list, with the same search 
parameters

Click ‘Export’ to save the list to a csv file

Default filename: ApplianceList.csv

When ‘EDIT OFF’ is displayed, the available functions are different from when 

EDIT ON’ is displayed.

To export a CSV file, make sure that EDIT OFF is selected.

When the [Export] button is pressed to create a CSV file, the screen data is 

checked to see if any changes have been made. If there are any changes made 
that have not yet been applied to the @Remote Center, an asterisk and space 

are added in front of each changed item inside the CSV file.
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Search Menu - Device List
Searching for an @Remote Target Device

Click “Device” in the “Search” menu.

Input search conditions, then click “Search”.

A list will appear. It shows all devices that match the search conditions.

Center GUI Operation Manual, Section 2-2

AD = Auto Discovery
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Device List Example

Click ‘Export’ to save the list to a CSV file.

Default filename: DeviceList.csv

To get a device status or call history list list for one of these 
devices, first double-click the device on the list.

The Device Information screen will appear.

To export a CSV file, make sure that EDIT OFF is selected.

When the [Export] button is pressed to create a CSV file, the screen data is 
checked to see if any changes have been made. If there are any changes made 

that have not yet been applied to the @Remote Center, an asterisk and space 

are added in front of each changed item inside the CSV file.

When pasting back in from the CSV file, it can only be done one row at a time.
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Device Status List and 
Call History List - 1

To get a device status or call history list list for a device, 
first get the device list, as explained on the previous slide.

Then, find the device on the list, and double-click the 
device on the list.

The Device Information screen will appear.

No additional notes
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Device Status List and 
Call History List - 2

Call History List: Click ‘Call History’

Default File Name: ###########_CallHistory.csv

Device Status: Click ‘Device Status’

The Device Status screen appears. Select the required 
parts of the device status information using the check 
boxes.
Then click Export. 
Default File Name: ###########_DeviceStatus.csv

##############: Device serial number

The call history list can also be obtained from the Call List menu, which we 
discuss in a different section of the course.
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Checking the status of More than one 
Appliance/Device

Click “Disconnected List” in the “Search” menu.

Input search conditions, then click “Search Appliance” or 
“Search Device” .

A list will appear. It shows all devices that match the search 
conditions.

Center GUI Operation Manual, Section 2-3
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Disconnected Appliance List

Each appliance is shown, with a color-coded history of its 
status.

This cannot be exported to a CSV file.

The Disconnected Device List is similar.
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Firmware Menu - RFU Status List

In the Firmware menu, click ‘Firmware Main’.

A list of RFU operations that have been set up or still in progress 
is shown.

Click Export CSV to make a CSV file of this list.

Default file name: RFU_Status_List.csv

No additional notes
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Maintenance Menu - Exporting Lists
Device List CSV

Export Device List: Detail

This exported device list can be used for the 
following:

» To designate devices to be registered under RC Gate A.
» To retrieve the M/R Date of each device

(after devices are registered at the center, the M/R Date 
is set to 1 by default, so you need to edit the M/R Date 
by using the Export Device List: Detail.)

Export Device List: Simple 

After registering devices under RC Gate A, this 
exported device list can be used to retrieve 
information for each device by using “Update 
Device Info. by CSV Import”.
Then, the information can be imported later after 
registering the RC Gate A.

No additional notes
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Maintenance Menu - Exporting Lists
Device List CSV

Export Device List: Detail and Simple

Center GUI, Maintenance Menu, Export Device List: The 

lists for all RC Gates can be exported in one operation.

You cannot do this if you do not have access to the 

Maintenance Menu. 

To do this operation with the Maintenance Menu, you need to have the following 
ACL Access Rights. These are set up with Site ACL and Service Depot ACL in the 
Maintenance menu of the Center GUI.

Site ACL

The ACL setting must be ‘Full’

The Dev setting must be ‘Site Administrator’ or higher.

In the row of check boxes, Mt must be checked. The status of the other 
boxes can be either checked or unchecked.

Service Depot ACL

The ACL setting must be ‘Full’
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Maintenance Menu - Exporting Lists
Device List CSV

1. Move to Export Device List menu.

2. Select List Type; Detail or Simple.

3. Select Service Depot Name.

4. Type the target Customer.
You can designate multiple RC Gates by using % as a wild card.

5. Click [Export].

6. Click [OK] twice.

7. Requested list is shown up.

8. Double-click the data to save the CSV file.

9. Exported CSV file can be created.

(1)

(2)

(3)

(4)

(5)

(6)

(7) (8)

(9) This is an example of Device List: Detail

Use of % as a wild card: For example, if the customer names are registered as 

ABC Germany, ABC France, and ABC Italy, you can select all these names by 

inputting ‘ABC%’ as the target customer in step 4.
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Maintenance Menu – Importing Device 
Information

1. Click “Update Device Info by CSV Import” in the Maintenance menu of 
the center GUI. 

2. Select the Site Name.

3. Select the CSV file to import.

4. Click [Update Device].

5. Open the Device List in the 

Center GUI, and check that 
all updates are correct.

(1)

(3)

(4)

(2)

No additional notes
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@REMOTE BASIC TRAINING

Section 11. Handling Calls and Making 
Calls

This section will briefly explain how to see what calls are still open for a customer 

site, and how to close the calls if necessary.

It will also explain how to read a device’s current settings, change them, or 

execute a process remotely (such as forced toner supply).
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Searching for Open Calls

In the Service Call menu, click Call List.

Then, select the following

Site name: If this is kept blank, all sites will be searched
Date: This is the search period; the past 3 days, the past 7 days, 
or all calls (max. 1 month)
Check boxes: Select the call types that you are interested in

Then click ‘Refresh’.

Call Pattern_20071105.xls explains the types of call in the check boxes.

Only items with ‘yes’ in the email column are handled by the center GUI.

Supply calls are handled in the Supply CSV menu, explained in another section 

of this course.

Alarm call: This means that the total number of SCs has reached the default (5) -

until then, they are only logged. If there is no SC for a certain number of pages 

printed, the counter will decrement

MC (manual call): A knowledgeable customer can use this if they have a problem 

(regular device information is also sent to the center at this time, so that the 
device’s condition can be seen at the center). Then an operator at the center can 

call back. However, this feature is normally not used by customers (only by 
technicians for manual polling).

Fields Service: In the xls file, this is Auto Call MIB CC

CC Auto Call  - not used

CC User Call - 3 types: When one of these conditions occurs, an alert is 

displayed for the customer. When the customer presses a button in response to 
this, a CC Call occurs.

5 jams in a row

Jam remains for x minutes

Cover open for 10 minutes

For more about service call handling, see section 6. Service Call Handling 
Process in the following file: Call & Firm appendix for @remote 
SLG_v1.0_Final.doc
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Search Results

A table of results appears below the search parameter 
input area.

Only the first 100 will be shown.

You can double click each row to get details of the call.

Solution column: You can select a solution, to describe the 

current status of the call (for example ‘Dispatch a CE’)

No additional notes
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Closing a Call

To close a call, look for the ‘Close’ column in the Call List; it has a 
check box in it. Check the check boxes for calls that you want to 
close.

Click ‘Update’. Those calls will be closed. If it was successful, 
they will be deleted from the list.

You cannot close calls like this if the table contains devices from 
more than one site.

Another way to close calls is to double click the call that you want 
to close, then click the Close button in the screen that appears
next.

No additional notes
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Call Details

This screen appears if you double click a row (example: SC Call).

[Close]: Closes the call
[History]: Exports the call history for this device as a csv file.
[Device Status] button: Displays the “Device Status” screen as a 
pop-up window.
[Comm] button: Displays the “Communication Main” screen. This 
shows the communications that have been made between this 
device and the @Remote Center.
[F/W Update] button: Displays the “Firmware Select” screen of this 
device. You can see if the machine has the correct firmware 
installed.

No additional notes
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‘Communication Main’ Screen

This screen appears if you click the [Comm] button in the Call 
Details screen.

The box at the bottom shows a list of communications made 
between the center and this device.

Double click one of these to show details on the communication 
that was made.

Start a new call by clicking ‘Read’, ‘Write’ or ‘Execute’.

No additional notes
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Making a Center Command

There are three types of center command: 

Read Request: Reads information from the device
Write Request: Writes information to the device (changes SP 
settings)
Execute Request: Do an operation remotely (such as ‘forced toner 
supply’)

You can initiate a new Read, Write, or Execute Request by 
clicking the Read, Write, or Execute button at the top of the 
screen.

No additional notes
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Making a ‘Read’ Request

This appears if you click ‘Read’ in the Communication Main 
screen.

Use the check boxes to select the items that you want to collect.

Click ‘Start’ to begin the communication.

A list of results will be displayed in the lower part of the screen.

‘Read’ reads the regular device information from the device. This includes 

counter information and service information, which are both sent to the reporting 

site daily.

‘Read’ also reads certain items of data that are not sent to the reporting center 

daily, and cannot be extracted by the Center GUI. An example is the firmware 
version. The Center GUI uses this information, but the operator cannot access it 

manually. Later GUI software versions could change this situation.
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Making a ‘Write’ Request

This appears if you click ‘Write’ in the Communication Main 
screen.

First, click ‘Read Start’ to get the current settings.

Then, the list of settings is displayed.

In the ‘New’ column of this table, input the new settings that you 
wish to make.

Then click ‘Write Start’.

Before we change a setting, we have to know the current setting. So, we do 

‘Read Start’ first, then ‘Write Start’.
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Making an ‘Execute’ Request

This appears if you click ‘Execute’ in the Communication Main 
screen.

A list of executable items appears in the bottom part of the 
screen, with a check box by each one.

Select the item that you want to execute, then click ‘Start’.

Each product has a different set of executable procedures. 

These are registered in advance (with the relevant SP numbers) at the 
@Remote Center for each product. 

Then, when an Execute call is made for a certain product, the available 

operations appear in the bottom part of the screen.
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@REMOTE BASIC TRAINING

Section 12. Remote Firmware Update 
(RFU)

In this section, we study how @Remote can update the firmware in the 

customer’s machines.

‘Remote firmware update’ is commonly known as ‘RFU’ for short.
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Two Ways to Update the Firmware

Scheduled mode

For this mode, a technician is not needed at the customer 

site. 

An operator at the Center GUI sets up the operation (for 

example, to take place during the night), and checks the 

results after the firmware update operation has been done.

This is the normal operation procedure for remote firmware 

update.

Immediate mode

For this mode, a technician must stand by the machine. 

The firmware is updated remotely by operation at the 

Center GUI, but the procedure must be initiated by an 

operation on the machine (a Manual Call must be made).

This procedure is normally only done for trial purposes, or 

when the machine cannot be operated remotely for some 

reason

No additional notes
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Before Attempting RFU (RC Gate)
Make sure to check the following, or RFU will not work.

On the Device (to allow update of device firmware)

The machine must be @Remote fully-compatible (HTTPS device) 
and set up as ‘managed’, not ‘monitored’.
SP5-886-001: “Permit ROM update” must be “0” (Default= 0).
If an embedded appliance (Embedded RC Gate) is being used, 
the machine must have a hard disk installed.

On the RC Gate (to allow update of RC Gate Firmware)

“Permit updating of Firmware from Communication Server” should 
be “Permit”. (Log in as an administrator to change this setting.)

MIB devices: RFU is not possible.
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RFU Enable/Disable for RC Gate A 
and RC Gate S Pro

For the previous model RC Gate, RFU must be 
disabled or enabled at each device connected to 
the RC Gate.

For the RC Gate A, this can be done for all 
devices at the same time by making a setting in 
the RC Gate A.

No additional notes
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RFU Enable/Disable for RC Gate A

For the RC Gate A, there are two settings:

Enable/disable RFU for the appliance
Enable/disable RFU for the devices (this is a new function for RC 
Gate S Pro/RC Gate A)

Previous model (RC Gate): Has enable/disable RFU for its own firmware but not 

for devices.

RC Gate S Pro has no appliance update function.
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RC Gate S Pro: Remote Firmware 
Update Wizard

This wizard decides whether device firmware can be updated by 
the @Remote center or by an administrator at the customer site.

There are two settings:

"Communication Server update“: Allows a technician at the Center 

GUI to update the device firmware by RFU (Remote Firmware 

Update) through @Remote.

"Onsite update“: Allows a user administrator to update the device 

firmware themselves.

Instead of an enable/disable feature, the RC Gate S Pro has this feature.

This wizard is not available for the RC Gate A. The ‘onsite update’ feature is only 
available for the RC Gate S Pro. Communication server update is the only way to 

do RFU in the RC Gate A, like for the RC Gate.
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General Notes

RFU will not work if the firmware module is larger than 16 
MB (RC Gate).

RC Gate firmware version 3.57 or later, if the installed SD 
card is 64 MB – no limit
Embedded RC Gate – no limit

Firmware older than these versions cannot be updated by 
RFU.

Adonis-C4, System/Copy v 1.35
Adonis-P4, Onboard Sys v 1.03
Apollon-C1, System/Copy v 1.58
Ares-P2, System v 1.03
Athena-C1, System/Copy v 1.58
Bellini-C3, System/Copy v 1.10
Jupiter-P4, System v 1.14
Kir-C3, System/Copy v 1.01
Martini-C3, System/Copy v 2.04
Martini-P2, Onboard Sys v 1.05
Pegasus-C1, System/Copy v 1.26

RC Gate firmware 3.57 can use a 64 MB SD card. Previous versions can only 

use a 32 MB SD card. Older RC Gates in the field may need to have the internal 

32 MB SD card replaced with a 64 MB SD card. Recently shipped RC Gates 
already have a 64 MB card.

The bigger SD card is only needed if RFU will be used, so that large firmware 
modules can be uploaded.

The 64 MB SD card needs special formatting before use. See RC Gate RTB 8 
for how to do this.
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Operation Overview

For each firmware module that must be updated, a 

separate operation must be set up at the center GUI. 

If two modules must be updated, then two operations are 

set up at the Center GUI and sent to the appliance. The 
appliance completes the first operation first (updates the 

first module on all the devices) before it starts the next 
operation.

If two modules must be updated, and one device is 

disconnected, the appliance will attempt all retries to update 

the first module on the disconnected device before it starts 

to update the next module.

After the appliance completes each operation, it reports to 
the Center concerning success or failure.

No additional notes
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Scheduled Mode

No additional notes
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Summary of the Procedure

1. The customers whose devices need a firmware 
update must be contacted and asked for a 
convenient time to perform the RFU.

2. The RFU must be set up on the Center GUI.

The Center GUI operator must prepare lists of 
devices that must be updated, for each device, 
and each firmware module.

3. The results must be checked on the Center 
GUI.

No additional notes
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Step 1. Set it up with the Customer

The customers whose devices need a firmware 
update must be contacted and asked for a 
convenient time to perform the RFU.

It is probably better to do this out of the 
customer’s working hours, but the power for the 
target devices must be kept on and they must be 
connected to the network at the specified time for 
the firmware update.

Customers cannot be notified by e-mail through the @Remote system. This 

function was planned, but did not operate correctly, so was removed from Center 

GUI v 2.2.



@Remote Basic Training

12

Slide 12

Step 2. Set it up on the Center GUI

Set up the operation on the Center GUI, using the 
following information.

The lists of RFU target devices for each model 
and firmware module
The time agreed with the customer to do the 
RFU. 

The procedure will be outlined on the next few slides.
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Operation at the Center GUI - 1

Access the ‘Firmware Main’ screen. Then click ‘New Update’.

No additional notes
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Operation at the Center GUI - 2

Select the Brand and Model, then click Next.

No additional notes
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Operation at the Center GUI - 3

Make sure that the Service Depot Name is correct.

From the RFU target list made with the Help Desk software, input the serial number 
of a device that needs the firmware to be updated, then click ‘Search’.

Repeat the search until you find all devices of the same model name that need this 
firmware module updated.

No additional notes
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Operation at the Center GUI - 4

From the list, select the device(s) that you want to update, 

then click ‘Next’.

No additional notes
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Operation at the Center GUI - 5

From the list of firmware modules, select the module that 

you want to update, and click ‘Next’.

No additional notes



@Remote Basic Training

18

Slide 18

Operation at the Center GUI - 6

Select the part number of the firmware module to be updated.

Confirm that the firmware needs updating: Look at the ‘Current 
version’ column. Is ‘Current Version’ is older than ‘New Version’?

The Regular Device Information collected from each device every day and sent 

to the @Remote Center contains the firmware versions and part numbers 

installed in the machine.

The @Remote Center compares the part numbers of the firmware in the 

machine and the latest firmware to be installed.
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Operation at the Center GUI - 7

To specify a later time for the RFU, check the ‘Update Later’ box 
and input the details.

RFU Prohibition Interval: This is a new feature for the RC Gate A.

If a Retry Period is not set, then 3 days will be set as the default.

If the RFU operation cannot be completed within the retry period, an error is 
generated.
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Operation at the Center GUI - 8

Click ‘Update’ to complete the operation.

No additional notes
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Step 4. Check the Results at the Center GUI

The Update List is displayed. This shows the status of the RFU 
operation.

Status column:

(Center) Processing: Update is in progress
» This includes waiting for a retry.

(Center) Successful: Updated successfully
(Center) Not Successful: Update failed 
(Center) Cancelled: Update was cancelled
Queuing: Update request is in the queue

If the updates were not all finished by the time that the customer starts work the 

next day, delete the operations that are not finished yet (if the status is Center 

Processing, or Queuing). You will have to set them up again in the evening.

Note that the ‘Delete’ button on this screen behaves differently from the ‘Delete’

button on the ‘Firmware Main’ screen. 



@Remote Basic Training

22

Slide 22

a) Initial screen: “Firmware Main”

b) After requesting RFU: “Updating List” screen

The function of the 
[DELETE] button is 

different.

Note the Functions of the ‘Delete’ Buttons
In the Center GUI, there is a Delete button on the ‘Firmware Main’
screen and on the ‘Updating List’ screen.

They do not have exactly the same effect.

No additional notes
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There are two indicators of progress on the “Firmware 
Main” and “Updating List” screens.

Progress: A fraction is displayed
» The first number shows how many RFU requests have been 

finished
» The second number shows how many RFU requests were 

made.
Status: A status message is displayed 

0/ 2

The next slide shows how “Progress” and “Status” is displayed in the following cases;

Case 1) RFU request is sent from 1 unit of RC-Gate to 1 unit of MFP/LP
Case 2) RFU request is sent from 1 unit of RC-Gate to multiple units of MFP/LPs

Understanding the Progress Display 
on the Center GUI

No additional notes
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1/1(Center) CanceledCancelled

0/1CancelingUnder cancellation

0/1QueuingStandby

1/1(Center) Not SuccessfulFailed

1/1(Center) SuccessfulSucceeded

0/1(Center) ProcessingUnder processing

Display in 

“Progress”

Status on the 

“Firmware Main”
screen 

DB Status in the 

Center System

Example 1
Case 1. One Appliance, and one MFP device

No additional notes
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2/2(Center) CanceledCancelled

0/2CancelingUnder cancellation

0/2QueuingStandby

2/2(Center) Not SuccessfulFailed

2/2(Center) SuccessfulSucceeded

0/2(Center) ProcessingUnder processing

Display in 
“Progress”

Status on the “Firmware 
Main” screen

DB Status in the 
Center System

Note:

If the RFU request is sent 

from one appliance to 
multiple devices,

For this reason, the Center 
GUI is unable to display the 
progress step-by-step (e.g., it 
cannot display “Processing 

1/2…Processing 2/2”.

a) Center system sends the 
RFU request to the 

appliance as one batch 
(includes request for 
multiple devices).

b) Center system receives 
the RFU result from the 

appliance as one batch 
(includes result for 
multiple devices)

Example 2
Case 2. One Appliance, and two devices

No additional notes
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Immediate Mode

No additional notes
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Summary of the Procedure

1. The technician must call the @Remote Center 
operator to ask for an immediate RFU.

2. The technician must make sure that the power 
is switched on and the network is operating for 
both the device and the appliance.

3. The operation must be set up on the Center 
GUI.

4. After that has been done, the technician must 
make a manual call from the machine, to initiate 
the RFU.

5. The technician must check that the update was 
done successfully.

There are no retries for immediate mode. If there is a technician at the customer 

site, then this should not be a problem.
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Step 1. The Technician Calls the @Remote Center

The technician must tell the @Remote Center 
operator the following details about which 
machine needs a firmware update.

Customer name
Model prefix code
Serial number
Model name
Firmware version number
Firmware part number

Firmware module name
Technician’s cell phone number

No additional notes
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Step 2. Power and Network Must be On

The technician must make sure that the power is 
on and the network is operating correctly.

For both the device and the appliance.

No additional notes
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Step 3. Set it up at the Center GUI

This is basically the same as for Scheduled 
mode, except that we do not select a later time.

No additional notes
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Step 4. The Technician Initiates the RFU

MFP devices:

Press the following sequence of keys: Clear 

mode, 0, 0, Stop (continue to press this key)

LP devices with a 2-line display

Press the "Escape" key for 5 seconds or more to 
display the remote service menu on the operation 
panel.
Scroll through the list and select the manual call 

function.

LP devices with a 4-line display

Press the "Menu" key to display the remote 
service menu on the operation panel.
Select the manual call function.

According to data from the Japanese market, it takes about 4 minutes to update 

firmware if a RC Gate is connected (7 minutes for Embedded RC Gate).

This step is also known as a manual call (MC): A knowledgeable customer can 

use this if they have a problem (regular device information is also sent to the 
center at this time, so that the device’s condition can be seen at the center). 

Then an operator at the center can call back. However, this feature is normally 
not used by customers (only by technicians for manual polling).

If step 4 is not done (i.e., no technician at the site), RFU will start at the time of 

the next hourly polling.
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Step 5. After the RFU

After RFU is done, the machine reboots 
automatically.

The technician should then check that the 
firmware was updated successfully, by checking 
the part number of the firmware module that is 
now installed.

No additional notes
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New Features for RC Gate A and 
RC Gate S Pro

RFU Features

RFU: Remote Firmware Update
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RFU Prohibition Interval

Normally, when set up at the Center GUI, RFU is 
set for a convenient time for the customer, and 
must be finished within a set period (default: 3 
days).

If RFU is done during office hours, it may be 
inconvenient for the customer.

So, with the RC Gate A appliance, it is possible to 
prohibit RFU during working hours.

If RFU is still in progress when working hours 
start, it is suspended until the end of working 
hours. Then it resumes.

RC Gate S Pro does not have this feature. RC Gate S Pro Mk2 may have it.
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RFU Method Selection

This is only available with the RC Gate S Pro.

With this function, there are two ways to do RFU. 
Select one of the following with the @Remote 
Firmware Update Wizard:

Remote: Can be set up from the Center GUI as 
usual
Onsite: The customer does it. RFU for devices 
connected to this RC Gate S Pro cannot be done 

from the Center GUI.

No additional notes
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RFU Method Selection

This wizard decides whether device firmware can be updated by 
the @Remote center or by an administrator at the customer site.

There are two settings:

"Communication Server update“: Allows a technician to update the 

device firmware by RFU (Remote Firmware Update) through 

@Remote.

"Onsite update“: Allows a technician to update the device firmware 

only by RFU at a customer's site.

No additional notes
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RFU Timeshift

An appliance can monitor devices in very remote 
locations. For example, the RC Gate A can be in 
New York, but some devices can be in Los 
Angeles; a different time zone.

If the RFU is set up for 2200 New York time, then 
the RFU on the devices in Los Angeles could 
start during Los Angeles office hours.

To prevent this, at the RC Gate A, set up the 
timeshift function in advance for those devices in 
different time zones.

RC Gate S Pro does not have this feature. RC Gate S Pro Mk2 may have it.



@Remote Basic Training

38

Slide 38

RFU Timeshift

To operate this feature, you specify network segments that 

require a timeshift, and the timeshift that is needed

You can also import a csv file containing the network 

segments that need the timeshift.

No additional notes
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Reference Material

This section will explain some details about Center GUI operation for RFU that 
were not covered earlier.

For full details, see the Center GUI v2.2 operation manual version 1.8.
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‘Firmware Main’ Screen

[New Update] button

Create a New Firmware Update request. Move to the Model Select Screen.

[Export-CSV] button

Export the displayed list as a CSV file.

Default file name: RFU_Status_List.csv

[Delete] button

Delete the selected records.

[Refresh] button

Refreshes the screen to show the latest firmware update status.
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‘Model Select’ Screen

Select the Brand and Model Name here.

[Next] button

This button takes you to the Search Device screen or Search Appliance screen, 
depending on what model you selected from the list of models.

You can update the firmware of @Remote Appliances with RFU.
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‘Search Device’ Screen
Inputting Search Criteria

Input or select the following items:

Service Depot Name pull-down menu (Mandatory item)

Customer Name/ID (option)

Appliance S/N (option)

Tag ID (option): This is used by Ricoh Corporation – the Tag ID is the number on 

the metal plate that is attached to the front of the machine. This is easier to 

locate than the serial number.

Device S/N: (option) - The Prefix for the model that you selected on the Select 

Screen will be shown to the left of the input area.

[Search] button

Search for the Devices that meet all the criteria that you entered, and display the 
result.

[Next] button

Move to the “Firmware Select” screen
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‘Search Device’ Screen
Results of the Search

To go to the next screen, you must select one or more device from the displayed 

search results.
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‘Firmware Select’ Screen

“Target”

Displays the name of target Appliance/Device. Unchangeable.

“Total”

Displays the total number of target Appliances/Devices. Unchangeable.

“Firmware” pull-down menu

Select the Firmware module that you need to update in the target product.

[Next] button

Move to the F/W Update Screen.
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‘Firmware Update’ Screen - 1

“Target”

Displays the update target Appliance/Device name. Cannot change.

“Total”

Displays the number of update target Appliances/Devices. Cannot change.

“Firmware”

Displays the name of the firmware module that will be updates in the target. 
Cannot change.

“Part No” pull-down menu

Select the Part No. of the update target Firmware. (Mandatory item)

Update Target Information Field

“Check Box”: All selected devices are checked, initially. Uncheck the boxes for 

the devices that should not be updated. 

“New Version”: Displays the latest version of the target firmware.  (This is the 
new version information in the Global Server.)

“Current Version”: Displays the Current Version of the target Appliance/Device.

Note: If the name of the firmware module that is managed by New Version 

and Current version is not same, Current version will be blank. We 
explained how to use the “Check Version” button earlier in this presentation.

“Current Part No.”: Displays the current part number of the firmware in the target
Appliance/Device.

[Update] button

Click this to perform RFU on the selected devices and move to the Update List.
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‘Firmware Update’ Screen - 2

“Option” functions

Update Later: This is to select the firmware update in scheduled mode. It is 
necessary to set up the starting date, time, and the number of days to re-try if the 

update does not succeed first time.

“Update Later” Check Box: Tick this check box to enable the scheduled 
mode. The default setting is “On”.

“Start Date/Time”: This is the Start date and Start time to update the 
firmware. The date format varies and is defined by the setting of the local 

PC. The time is initially set at 22:00 local time as the default.

“Retry Period”: Set this to the period (number of days) for retrying a 

firmware update in cases where the first attempt has failed (range: 1-7 
days; default: 3).

If you click the [Update] button after you enter a number other than 1 to 

7, a pop-up error message will appear on the screen. It does not allow 
you to go to the next screen.

RFU Prohibition Interval (New Function from RC Gate A)

“RFU Prohibition Interval” Check Box: Tick this check box to enable this 

mode (default: “Off”). During the specified interval, as defined by the Start 
Time and End Time below, remote firmware updates will be prohibited.

“Start Time: Default: 8:00:00

“End Time”: Default: 18:00:00
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‘Updating List’ Screen

[Cancel] button: Select a record and click this button to cancel the update 

request. 

[Export-CSV] button: Press this button to export the list as a CSV file on the local 

PC.

Default file name: RFU_Status_List.csv

[Delete] button: Select the record and press [Delete] button.

If the request is now being processed, it is necessary to cancel it with the 
[Cancel] button before you can delete the record.

“Operation Date”: Displays the requested update time.

“Target”: Display the target Device/Appliance name. 

“Progress”: Displays the total number of completed updates and the total number 
of requested update.

“Firmware”: Displays the name of the firmware module to update. 

“Parts No/Suffix”: Display the Part No/Suffix of the target firmware. 

“Status”: Displays the current status of the target Appliance/Device Firmware 
update request.

If the status of the current update is “Not Successful”, the following Update 
request will remain in the “Queuing” status. To restart the update request, 

move to the ”Appliance Update Queue List” Screen and click the [Restart 

Queue] button. See the next slide.

[Appliance Queue List] button: Click this button after selecting a 

Device/Appliance from the Update list, and move to the Appliance Update Queue 
List Screen. 

Also possible to move “Appliance Queue List” by double clicking the record 
in the list.
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‘Appliance Update Queue List’ Screen

[Restart Que] button

When an error occurs, press the button to restart the update request.

NOTE: If you click the [Restart Que] button when the update request item status 

is “Processing”, the following error message will appear on the screen.

"Restart Que" will not be executed when there are requests under 

"Processing".
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Troubleshooting

No additional notes
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Firmware Update Failure

See the Status column in the Firmware Main screen.

However, this only shows the status of your operations (for 
the current login ID).

Also, each entry on the list only has a life of 3 days. So, 
export your status list as a CSV every 3 days.

No additional notes
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Possible Locations of Errors

Detected within the Center System.

Between the Gateway and the Appliance

Between the Appliance and the Device

Between the Appliance and the Global Firmware 
Server.

For a list of error messages and how to solve the problems, see the file ‘Follow-

up Manual_RFU_20100326.ppt’.
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To Find Out More about the Errors

In the Call List screen, click FW Update Failure and Refresh.

A list of devices appears below. In the ‘Detail’ column, you can 
see the error message.

If you double-click on a device, you will get the Firmware Failure 
Calls Details screen, which contains an error code.

Firmware Failure Calls Details screen

You will only see an error code if the error occurred after the appliance accessed 
the device. If the error occurred before that, you will not see an error code.

0 means that no error code was sent.

For details of the error codes, see the file ‘Follow-up 

Manual_RFU_20100326.ppt’.
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To be Alerted when an Error Occurs - 1

In the Call Email List screen, double-click the e-mail address 
where the alerts should go.

To modify the settings for an existing email address, double-click 
the link in the list at the bottom of the screen.

No additional notes
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To be Alerted when an Error Occurs - 2

Select F/W Update Error in the list of events to be notified to this 
e-mail address.

Click ‘Apply’.

No additional notes
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RFU was executed while the device was in operating or standby mode.

An SP for RFU Timing (SP5816-013) was newly added in 07S and later models.

SP5816-013:
0: RFU is executed whenever an update request is received. 
1: RFU is executed only when the machine is in energy save mode (default).

You must perform RFU while the device is in energy saver mode.
Or, change the setting of SP5816-013.

In general, RFU is performed during night time while the customer is not in the office.

Error Code 55 Appears 

No additional notes
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@REMOTE BASIC TRAINING

Section 13. Checking For Disconnected 
Appliances And Devices

This section will briefly explain how the @Remote system detects when devices 

or appliances have been disconnected, and how this is reported on the Center

GUI.

For details of the operations, see the operation manual (@Remote Center GUI 

V3.0 Op. Manual ver2.0.pdf) in the Reference Material folder.
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Disconnected Devices

No additional notes
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Checking for Disconnected 
Devices - 1

This is done by the appliance, and the results are 
reported to the gateway.

The timing for this check is set by the gateway 
during installation of the appliance, and this 
cannot be adjusted in the field.

Normally, devices contact the connected 
appliance when certain events occur, such as 
when a setting is changed, or an SC code occurs. 

No additional notes
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Checking for Disconnected 
Devices - 2

If the appliance does not receive a call from a particular 

device for 12 hours, then the appliance contacts that 
device to get the counter information.

If there is no response to this communication, the 
appliance detects that the device is lost and starts to look 

for it.

This is called the ‘device research feature’. It pings each 

address in its range of operation. If there is a response, 

then it asks what type of equipment, and so on, until the 
disconnected device is found.

The check is done every hour until the device is found.

If it cannot be found within 3 days, the appliance generates 

a ‘device disconnected call’ to the gateway. This 
information is shown on the ‘disconnected device list’.

No additional notes
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Checking for Disconnected 
Devices - 3

However, if the device was moved to a different 
TCP/IP segment, this process will not find it.

Example:
Original IP address: aaa.bbb.ccc.ddd
New IP address: aaa.bbb.ccc.zzz – will be found
New IP address: aaa.bbb.zzz.ddd – will not be 
found

No additional notes
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RC Gate

If the RC Gate cannot detect a certain device for 
three days, the RC Gate waits for 12 more hours. 

Then it does a device connection check. If the 
device is still disconnected, it then notifies the 
center of a disconnected device.

The device connection check is necessary 
because SNMP devices do not automatically 
notify the RC Gate after their power is turned on.

HTTPS devices automatically notify the RC Gate 
after their power is turned on.

If the device is detected again within this 12 
hours, the disconnection is not notified to the 
center.

No additional notes
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RC Gate A/RC Gate S Pro series

If the RC Gate A/RC Gate S Pro cannot detect a 
certain device for three days, the RC Gate A/RC 
Gate S Pro notifies the center of a disconnected 
device almost immediately (about 30 seconds 
later).

However, if power is turned on again within this 
30 seconds, the disconnection will still be 
reported to the center.

No additional notes
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Disconnected Appliances

No additional notes



@Remote Basic Training

9

Slide 9

RC Gate

G/W

GUI

Center

E-mail 
notification

Poling Poling Poling

G/W flags 
as disconnected

-Sends e-mail notification.

-Displays in the Disconnected Appliance List.

G/W informs center of disconnect

Disconnects

12:0010:00 11:00 13:00 14:00 15:00

Timing depends on a batch process 

at the server in the G/W.

Takes a couple of min. to inform (depending on mail server).

How the @Remote Center Detects 
a Disconnected Appliance - 1

16:00

G/W flags as ‘possibly 
disconnected’

G/W: Gateway

Every three hours, a Server at the G/W checks for disconnected appliances. 

There are 4 servers dedicated to this task. The timing for each server is 
different, so the time that any particular appliance is checked depends on 

which server is in charge of that appliance. See the next slide for more on 

this.

The first time that the server detects no response from a particular appliance, 

that appliance is flagged as ‘possible disconnected appliance’.

Then, three hours later, if there is still no polling response from that appliance, 

the center decides that this appliance is disconnected. 

Therefore, it can take between 3 hours and 5 hours + 59 minutes from the time 

an Appliance is actually disconnected to the time the G/W detects that the 
Appliance is indeed disconnected.  

In the above example, the RC Gate was disconnected for about 4 hours 

before the center was informed.
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---

---

RC Gate Y

RC Gate T

RC Gate E

RC Gate A 

---

Embedded 

RC Gate A

RC Gate B

---

---

Embedded 

RC Gate B

RC Gate C

---

---

RC Gate D

Server1 Server2 Server3 Server4

Batch Batch Batch Batch
Center

G/W

How the @Remote Center Detects 
a Disconnected Appliance - 2

There are 4 servers in the gateway. The responsibility for 
checking for disconnected appliances is shared among these.

Each server looks for disconnected appliances at different times, 
not all at the same time. 

So, the timing for discovering that a particular appliance is 

disconnected depends on which server is responsible for 
checking that appliance.

Each server has a list of appliances. It looks for each appliance on the list in a 

batch process.
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Checking the status of Appliances or Devices

Click “Disconnected List” in the “Search” menu.

Input search conditions, then click “Search Appliance” or 
“Search Device” .

A list will appear. It shows all devices that match the search 
conditions.

Center GUI Operation Manual, Section 2-3

This shows operation at the Center GUI to check for disconnected devices and 
appliances.
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Disconnected Appliance List

Each appliance is shown, with a color-coded history of its 

status.

The Disconnected Device List is similar.
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RC Gate-
B

2019181716 232221151413

RC Gate-
C

RC Gate-
A

2524121110

RC Gate-A: Disconnected on May 12th → Reconnected on May 19th

RC Gate-B: Disconnected on May 23rd

RC Gate-C: Disconnect on May 1st → Reconnected on May 15th

Date Search Range: May 10th to May 25th

Status History Display

In versions of the GUI software before July 2007, RC Gate-C was not shown as 

disconnected, because the list only showed appliances which started the 

disconnected status within the set date search range.

There is a plan to show the date of disconnection on the display, if it is outside 

the set date search range.
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Color Changes in the Disconnect List (Center GUI) 
May 2008

Disconnected (Same day)

Operating

Recovered (PM)

Recovered (AM)

Disconnecting

Disconnection start (PM)

Disconnection start (AM)

After May 2008Before May 2008 (The picture is indistinct)

No additional notes
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PMPM

Day3Day2Day1Day

AMAMPMAMPM

Disconnected

List

Connected

Disconnected

Time

Center GUI

Appliance

AM

Disconnected Disconnected Disconnected

Take Care When Interpreting the Results - 1

The Disconnected Appliance List shows the status of the 

appliance that was detected at the final check for each day.

So, even if the appliance was connected for part of the day, 

the status is shown as ‘disconnected’ for that day, if it was 
detected as ‘disconnected’ on the final check for that day.

The vertical green arrows show when the final check for the day was done. In 

each case, the status was disconnected. However, on some days, the appliance 

was connected for some parts of the day. But each day is reported as 
‘disconnected’.
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Example: Device Serial Number is L5560800226.

CSV File

Notified CALL

Reconnect Calls were 

generated on the same 

day, but…

Device data could be 

captured on some days 

between July 2 and 10.

Take Care When Interpreting the Results - 2

No additional notes
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Example: Device Serial Number is L5560800226.

Disconnected Appliance List at the Center GUI

In the Disconnected Appliance 

List, this appliance is always in 

a ‘Disconnected’ status.

Take Care When Interpreting the Results - 3

No additional notes
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Appliance Suspension Mode

No additional notes
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Appliance Suspension Mode

If an RC Gate cannot communicate with the center 
for 1 week, it automatically enters this mode.

This might happen due to a disconnected cable, or a 
problem related to a company’s firewall.

This is similar to a sleep mode (polling is only done 
once a day, instead of once an hour). But, if the 
connection is recovered, the RC Gate automatically 
resumes normal operation after the next daily 
polling.

Or, the customer can turn power off/on after solving 
the problem (e.g., re-connecting the cable).
Then, the RC Gate will send a power-on notice to 
the center. If that is successful, normal operation 
resumes immediately (polling every hour).

Normally, the center detects the disconnected appliance after 3 hours, and a 

technician should attend to the matter before 7 days have passed.

The center sends an e-mail every day to remind that the appliance is 

disconnected.
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Action During Appliance Suspension Mode

During this mode, if a device has an SC, supply 
call, or some other condition, the RC Gate sends 
an error signal back to device. 

This will appear on the operation panel of the 
device, and the customer can contact the center. 

RC Gate A/RC Gate S Pro/Embedded RC Gate -
will not send back an error signal immediately; 
will retry. If all retries fail, then an error signal is 

sent to the device.

No additional notes
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LEDs Change During this Mode

The LEDs of the RC Gate change when it enters appliance 

suspension mode.

Normal standby mode: Green LED lit

Appliance suspension mode: Green and orange LEDs lit

RC Gate A LEDs

Green LED: Power LED

Red LED Lit: Appliance not registered yet.

Red LED Blinking Slowly: Communication error

Red LED Blinking Quickly: Appliance suspension, fatal error

When an appliance goes into appliance suspension mode, if 

the customer administrator’s email address is programmed, 
the appliance will send email. 

For RC Gate S Pro/Embedded RC Gate, this is only way to 

see that the appliance is in suspension mode

On the RC Gate A. the LCD shows ‘Off Line’ in appliance suspension mode.
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Modifications (March 2009)

No additional notes
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Improvement

When replacement of an appliance is finished, the Center 

executes an “Appliance Reconnect” call automatically.

Reason

Sometimes, RC Gate sends device data even though the 

Disconnect List in the GUI shows it as "disconnected".

Cause 1. If A to B, then B to A replacement is attempted.

When an RC Gate A is replaced with RC Gate B, registered 

data in the RC Gate A is restored in the RC Gate B after 

RC Gate B is installed. 

But RC Gate A’s history (Appliance SC, Appliance 

Disconnect, Appliance Reconnect) is not copied to RC Gate 

B but they are closed. 

When RC Gate B is replaced with RC Gate A, if RC Gate A 

was originally disconnected, the center regards the RC 

Gate A status as "Disconnected" immediately.

Continued on the next slide
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Improvement

Cause 2. If a removed RC Gate is newly installed again

When an RC Gate is removed, the RC Gate related data 

will be deleted from the center and Gateway. But any call 

history (regardless of open/closed) is kept. 

Appliance Disconnect information is kept as part of the 

above call history.

When an RC Gate which is in "Disconnected" status is 

removed, and if it is installed again, the "Disconnected" 

status will come back, because the last record of the RC 

Gate at the center (when removed) was "Disconnected". 

The status will not be changed until "Appliance Reconnect" 

is received. 

That is, the Gateway recognizes the RC Gate as  

"Connected", but the center recognizes it as 

"Disconnected". 

No additional notes
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@REMOTE BASIC TRAINING

Section 14. Replacing an @Remote 
Appliance

This section explains the steps to be taken if an @Remote Appliance needs to be 
replaced at a customer site.
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RC Gate, RC Gate A

No additional notes
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Two Possible Cases

‘A to B’

Do this when a defective appliance is replaced with a new 
one.

‘A to A’

Do this when the same appliance is installed again in its 
original location after repair. This can happen in the 
following cases:

» A defective appliance is removed, and taken back to the 
workshop for repair.

» The memory in the appliance had to be cleared (for example, 
due to an Appliance SC occurrence), the appliance’s memory 
is initialized and all data is lost. This data will be copied back 
from the @Remote Center.

– If you install a new appliance (or an interim appliance) 
after this occurs, all registered device data and Auto 
Discovery information at the @Remote center will be 
cleared.

» RC Gate A: A defective SD card is replaced.

No additional notes
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‘A to B’ Replacement - 1

When an @Remote Appliance needs to be replaced, this 
procedure must be done at the Center GUI before the 

appliance is physically replaced.

In the “Registration” menu, click “Appliance 

Replacement”.

‘A to B’: A defective appliance (A) is replaced with a new appliance (B).

Center GUI Operation Manual, Section 1-3

This method cannot be used to replace the following types of @Remote 
Appliance:

An Appliance installed for SMTP (one-way) communication – there are very few 

of these in the field, so we shall not discuss this.

Embedded RC Gate– replacement is not possible (it is built into the device as 
part of the GW controller)



@Remote Basic Training

5

Slide 5

‘A to B’ Replacement - 2

Input the Old Appliance S/N and New Appliance S/N, and then 
click [Replace]. This sends a ‘replacement request’ to the 
@Remote Center.

Put 6 spaces between the prefix (e.g. J77 or V78) and the 
remaining 8-digits.

» For instance, if you would like to replace Old Appliance 
“J7612345678” with New Appliance “J7712345678”, please enter as 
follows (“+” denotes a space):

» Old Appliance S/N: J76 12345678 (J76++++++12345678)
» New Appliance S/N: J77 12345678 (J77++++++12345678)

If all memory in the Appliance had to be cleared, due to an Appliance SC for 

example, the appliance is initialized and all data is lost.

In this case, you need to reinstall the Appliance. If you install the Appliance from 

the beginning, all registered device data and Auto Discovery information at the 

@Remote center will be cleared.

To avoid losing this data, you can use the “Replacing an @Remote Appliance”

procedure: In the screen shown on this slide, input the Appliance’s serial number 
for “Old Appliance” and for “New Appliance”. This makes sure that the correct 

data goes to the new appliance after installation (the Center software checks for 
this new serial number before it downloads any data to the new appliance).

In the case of RC Gate S Pro

RC Gate S Pro has no serial number. The ID2 is used instead. How to replace a 

RC Gate S Pro is explained in the section of the course about Installation, in the 

section related to the RC Gate S Pro.

Install the software on the PC first, before doing the A to B replacement 

procedure.

During registration, the data will be copied to the new RC Gate S Pro from the 

backup data in the gateway.
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‘A to B’ Replacement - 3

The computer will show that a request was received to 
replace an appliance. Click OK.

“Replacing” in the Appliance List indicates that a 

replacement request was issued for this appliance.

The replacement request is valid for four hours. 

You must replace the appliance within this time, or you 

must start the procedure again from the beginning.

The appliance list on the right is obtained using the Search menu of the Center 

GUI.

To cancel the replacement procedure, remove the old appliance from the GUI. 

The replacement request is canceled, so a new appliance can be installed if 

required.

NOTE: After the replacement procedure for an individual RC Gate is performed 

at the center, this RC Gate has to be installed as the New S/N for the 
replacement procedure. If this RC Gate is newly installed on site with a 

completely new request number, an error code -2387 will be shown.
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‘A to B’ Replacement - 4

Install a new appliance.

Input a request number at the appliance’s user interface:

Input a request number as follows: #, then the prefix, then six 
spaces, then the old serial number.
It is not necessary to get a new request number from the 
@Remote Center.

After you finish this procedure, click ‘Next’. The @Remote Center 
will send the backup data to the new appliance automatically.

It will take some minutes for the center to replace all this data. 
When it is finished, the “Replacing” status displayed on the center 
GUI will disappear.

RC Gate Service Manual, Replacement and Adjustment, 

Replacing the RC Gate with a New One

The request number issued in this step is a special request number format with a 

‘#’ at the start. The ‘#’ tells the gateway to send all backed up data from the old 

appliance A to the new appliance B during the registration process.

Backup Data: A table of this data can be found in the above section of the RC 

Gate Service Manual.
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‘A to B’ Replacement - 5

If you see this error, make sure that you input the correct 

serial number, and in the correct format.

No additional notes
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‘A to A’ Replacement - 1

The procedure is very similar to the ‘A to B’ replacement, 

with the following differences.

When you make a replacement request, the Old Appliance 

S/N and New Appliance S/N must be the same.

» The request number must also use this serial number, in the 

same format as the ‘A to B’ replacement.

After the replacement request is sent, the technician must 

install the appliance within 4 hours (as for the ‘A to B’

replacement), or a new replacement request must be sent.

No additional notes
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‘A to A’ Replacement - 2

Install the appliance.

Input the request number at the appliance’s user interface, 
then click ‘Next’. 

The @Remote Center sends backup data to the appliance.

The “Replacing” status displayed on the center GUI will 

disappear after the data is transferred to the appliance.

No additional notes
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Permanent Uninstallation of an Appliance

If the customer does not want the @Remote Appliance any 
more, do the following.

1. Call the @Remote Center and tell them that the 
customer wants to return the appliance

» Note: The operator at the @Remote Center will do a remote 
initialization of the appliance (remove devices, then remove 
appliance).

» When remove appliance is completed, the memory of the 
appliance resets (only the ID2 and certificate remains)

2. Call the @Remote Center and make sure the remote 
initialization is finished.
3. Remove the appliance from the customer site.

Important:

If the @Remote Center cannot do the remote initialization 
(because the appliance is off line), reset the memory on the 
appliance with the dip switches. After that, remove the 
appliance from the customer site.

» This resets the memory of the appliance, but not the certificate
or ID2. The condition of the appliance after this procedure is 
the same as remote initialization from the Center GUI.

These procedures convert the appliance into a brand-new one, that can be used 

again for another customer.

RC Gate Service Manual. Troubleshooting, Memory Clear

This section of the service manual explains how to use the bit switches to reset 

the memory on the @Remote Appliance.

How does the technician at the customer site know that remote initialization has 
finished?

RC Gate: The LEDs are in the ‘shut down’ state. They all start blinking, then 

remain lit.

RC Gate A: The LCD shows “Not set up” followed by an IP address.
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Remote Removal of Appliances or Devices

If the Center GUI does the remove appliance procedure, but 
the appliance is off line, the data on this appliance is 
removed from the databases at the gateway and the center 
after 1 hour.

If the Center GUI does the remove devices procedure, the 
data on the devices is removed from the gateway and the 
center after 4 hours. However, the data remains stored in 
the appliance, so discrepancies could occur later.

Data 
Remains

Data 
Deleted

Data 
Deleted

No additional notes
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Remote Removal of Appliances or Devices

If the Center GUI tries to remove a device, with the appliance on 
line, but the device is disconnected, the data on this device is
deleted from the appliance, the gateway, and the center. However, 
the device thinks it is still connected to an @Remote appliance.
So, you will have a problem when you try to register this device
again on another appliance or register as embedded appliance.

To solve this problem, reset the flag (SP 5816-003) in the MFP 
device with SP 5816-209.

Check the status first with SP 5816-201. If the flag is still on, clear 
it with 5816-209.

Data 
Deleted

Data 
Deleted

Data 
Deleted

No additional notes
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RC Gate S Pro

No additional notes
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Overview

The RC Gate S Pro may need to be uninstalled 
under the following circumstances:

When uninstalling/installing the RC Gate S Pro on 
the same PC, due to corrupted files, for example
When replacing the PC
When replacing the HDD of the PC
When canceling the @Remote service – in this 
case, there is no re-installation

Before replacing an RC Gate S Pro, the ‘onsite 
data’ must be backed up by a user administrator 
using the "Management Tool“. 

‘Onsite Data’: See @Remote_18_RC Gate S Pro Data Handling.ppt
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Uninstallation Procedure

1. If the customer will not use RC Gate S Pro any more, 
remove the appliance at the Center GUI.

Remove the devices from the RC Gate S Pro you will 
uninstall.

» Each device is deleted from @Remote center, but the 
registration is still valid onsite.

» Function flag (SP5816-003) and Install Status (SP5816-201) 
in each device are initialized.

Then remove the RC Gate S Pro appliance itself.
» Registration is automatically deleted from center GUI.

2. Stop the @Remote service

Run Explorer.
Open C:¥Program Files¥RMWSDMEX¥tool (C:¥ is an 
example of the root drive where the RC Gate S Pro 
software is installed.)
Double click “atremote_stop_manual.bat ”.

3. Uninstall the program from the PC.

See the Operating Instructions (Installation Guide) for 
details.

Step 1: For temporary uninstallation or installation on another PC, this step is not 

needed.

When the removal procedure at the Center GUI is completed, Setup Wizard will 

no longer be greyed out in the initial screen of CE mode. The screen appears the 

same as during installation, before setup and registration.

If the removal of RC Gate S Pro is permanent, a technician does not have to 

attend the customer site, because there is no hardware to retrieve. So, the 
customer can do steps 2 and 3 at any time (before or after step 1; it doesn’t 

matter).

Removing devices from RC Gate Pro when replacing the device: 

When you delete a device using the Center GUI, you delete it from the 
Managed Device List in the @Remote part of RC Gate S Pro.

However, the data still remains in the Network Device List in the ‘Onsite 

Data’. It must be deleted from the All Printers list in the onsite menu of the 
RC Gate S Pro.

If the customer will cancel @Remote service but continue Onsite (free 
program), or cancel the RC Gate S Pro completely, it is not necessary to 

remove the device(s) from the onsite data. But they must be removed using 
the Center GUI, to remove them from the @Remote Center databases. 

For more about this, see @Remote_18_RC Gate S Pro Data Handling.ppt
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Re-installing - 1

To re-install the program, the procedure is similar to a new 
installation.

1. You must obtain a new product key.

If you re-install RC Gate S Pro, you cannot reuse the 
previous product key for the @Remote function.
However, you can reuse the original product key for RC 
Gate S Pro functions other than @Remote (onsite).

2. The customer must do the following:

Back up the onsite data by using the "Management Tool" 
before doing the replacement procedure for RC Gate S Pro.
Otherwise, the onsite data in RC Gate S Pro will be lost 
after installing or uninstalling the software.
Install the RC Gate S Pro software, using the new product 
key. Uninstall old software first if replacing and restoring on 
the same PC.
Activate RC Gate S Pro (Onsite) and RC Gate S Pro 
(@Remote) 
Make the Device Discovery settings (device registration and 
auto discovery both use these settings).

In addition to the above, even if you want to re-register RC Gate S Pro 

(@Remote), you must uninstall the complete program. For RC Gate, it is 

possible to initialize it by changing dip switch no. 2 and power on/off.  
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Re-installing - 2

3. Login to the CE login page of the RC Gate S Pro.

Explained earlier in this presentation.

4. Click ‘RC Gate and Device Settings’.

No additional notes
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Re-installing - 3

5. Click ‘Basic Settings’ in the menu on the left side of the 

screen.

6. Make a note of the ID2 that is displayed. This is the new 

ID2. Inform this to the @Remote Center.

No additional notes
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Re-installing - 4

7. The Center GUI must now do the ‘A to B’
replacement procedure.

By re-installing RC Gate S Pro with a different 
product key, a different ID2 will be given. So, the 
A to B replacement procedure must be 
performed. The new ID2 informed in the previous 
step is input as the ‘new serial number’. 
When this is done, the operator at the Center GUI 
must inform the technician in the field that they 

can go on to the next step.

The A to B replacement procedure is explained earlier in this presentation. 

We never use A to A for a RC Gate S Pro, because the ID2 is always 
different when re-installing.

After this procedure, there are a few slides to show what happens to the ID2 in 

various situations.
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Re-installing - 5

8. Register the RC Gate S Pro, in the same way 
as for a new installation. There are some 
differences, as follows:

When you are asked for the request number (for 
example, for Individual Certificate Acquisition), 
input # followed by the old ID2.
After you click ‘Finish’ at the end of the 
registration procedure, the data from the previous 
RC Gate S Pro will be automatically sent from the 

gateway. 
» This may take an hour at minimum when 5000 devices 

are managed. It is not possible to see the progress on 

the screen, or when the data transfer is finished. 

» To be safe, do not attempt to operate the RC Gate S 

Pro until the next day.

While the data is being copied from the @Remote Center to the new RC Gate S 

Pro installation, ‘Replacing’ is shown on the Center GUI for this appliance. When 

the data transfer is finished, ‘Replacing’ disappears.

While the data is being copied, the customer can login to the RC Gate S Pro, but 

Ricoh recommends that they wait until the next day before attempting any 
operations.
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Additional Notes

No additional notes
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Login Timeout during Replacement

This function is available for RC Gate A and RC 
Gate S Pro, but not RC Gate.

When doing an appliance replacement for an 
appliance that has a large number of devices, the 
UI may declare a timeout if the replacement takes 
longer than 15 minutes.

It is estimated that this may occur if there are 
more than 2000 devices.

However, the appliance replacement continues, 
even though the UI has timed out.

If @Remote Service Registration Wizard" is not 
grayed out in the main menu, the Appliance 
Replacement is still in progress.

The following shows the estimated amount of time needed to complete 

replacements of various quantities of registered devices.

100 devices: Approx.1 min.

300 devices: Approx.2 min.

500 devices: Approx.3 min.

1,000 devices: Approx.10 min.

More than 1,000 devices: Not examined
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Replacing Appliances

This table shows what appliances you can use to replace another appliance.
*1: RC Gate A Case 1: Only "RC Gate A" is installed (no memory or storage options).
*2: RC Gate A Case 2: RC Gate A with Memory and Storage Options are installed and the 
setting of "Extended Function Setting" is kept at the default setting ("Do not use").
*3: RC Gate A Case 3: RC Gate A with Memory and Storage Options are installed and the 
setting of "Extended Function Setting" is set to "Use".
*4: For RC Gate S Pro, activating the @Remote Connector is required before performing 
Appliance Replacement.

PossibleNot possibleNot possibleNot possibleNot possibleNot possibleRC Gate A 
(Case 3) *3

Not possiblePossibleNot possibleNot possibleNot possibleNot possibleRC Gate A 
(Case 2) *2

Not possiblePossiblePossibleNot possibleNot possibleNot possibleRC Gate A 
(Case 1) *1

Not possibleNot possibleNot possiblePossibleNot possibleNot possibleRC Gate S Pro 
@Remote 
Connector

Not possibleNot possibleNot possibleNot possiblePossible *4Not possibleRC Gate S Pro 
(Onsite)

Available as Special Operation. Refer to "Transition for @Remote Service" 
in the RC Gate A/S Pro service manual.

Not possibleNot possibleMultiple RC 
Gates

Not possiblePossiblePossibleNot possibleNot possiblePossible1x RC Gate

RC Gate A 
(Case 3)

RC Gate A 
(Case 2)

RC Gate A 
(Case 1)

RC Gate S Pro 
@Remote 
Connector

RC Gate S Pro 
(Onsite)

1x RC GateTo

From

This table shows what appliances you can use to replace another appliance.

*1: Only "RC Gate A" is installed (no memory or storage options).

*2: RC Gate A with Memory and Storage Options are installed and the setting of 

"Extended Function Setting" is kept at the default setting ("Do not use").

*3: RC Gate A with Memory and Storage Options are installed and the setting of 

"Extended Function Setting" is set to "Use".

*4: For RC Gate S Pro, activating the @Remote Connector is required before 
performing Appliance Replacement.

In the rest of this presentation, we will concentrate on the ‘Special Operation’
needed to switch a customer from multiple RC Gates to one RC Gate A or RC 

Gate S Pro.
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@REMOTE BASIC TRAINING

Section 15. Changing the NVRAM, Engine 
Board, or GW Controller

This presentation explains what we need to know when we replace a GW 
Controller Board, Engine Board, or NVRAM in a device that is connected to 
@Remote.
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Overview

No additional notes
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Overview

When we replace a GW Controller Board, Engine 
Board, or NVRAM for a machine not connected to 
an @Remote Appliance, the machine can be 
recovered to normal operation after using some 
SP modes.

However, if an @Remote Appliance is connected, 
in some cases there are some parameters that 
cannot be reset by SP mode. Action from the 
Center GUI may be needed.

This presentation will examine these situations.

No additional notes



@Remote Basic Training

4

Slide 4

Some Terms to Understand

We need to understand three terms:

Serial number: Every device has a serial number, 

stored in the NVRAM
ID2: Every device also has an ID2, stored in the 
NVRAM. 

» Initially, it is the same as the serial number. 

» If the ID2 is changed, the serial number does not 

change.

Certificate (also known as the ‘Auth Key’): Any 

equipment with network capability must have a 
certificate to enable secure communication.

No additional notes
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Replacing Parts in a Device that is 
Connected to an External 

@Remote Appliance

No additional notes
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Case A: Replace the Controller Board, 
and keep the Original NVRAM

Device S/N: Remains

No action required.

Device ID2: Remains

No action required.

Certificate: Cleared

Restore the common certificate.
1. Execute SP5870-003 (initialize).
2. Execute SP5870-001 (rewrite)
3. Power off/on.

Function Flag (SP5816-003): Remains

No action required. If this is back to 0, change it 
to 1.

Install Flag (SP5816-201): Remains

No action required.

No additional notes
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Case B: Replace the NVRAM Only
Device S/N

Color Device: Remains, kept in the Engine (BCU) board

B&W Device: Cleared, input the original S/N with SP5811-1.

Device ID2: Cleared

The original ID2 must be restored. Program the ID2 by using 

a dummy appliance.

Certificate: Remains, no action required

The certificate is set in the GW board.

Function Flag and Install Flag: Cleared

Change the function flag back to 1. (The Install flag will then 

revert to 3.)  

If the machine does not function as a managed device under 

@Remote, it may be necessary to remove this device from 

the center GUI, then re-register.

Note: If NVRAM data backup/restore (SP5824/5825) are done before/after 

replacement, all previous data will be kept in the new NVRAM. No action is 

required on any of the above items.

What is a ‘dummy appliance’?

To restore the ID2, an external appliance must be connected to the machine. 
This can be any RC Gate, including the customer’s RC Gate in its current set-up 

(no need to disconnect from the network, for example).

If the machine is connected to @Remote with Embedded RC Gate, and there is 

no RC Gate available at the customer site, then the technician has to carry an 
RC Gate to the customer site to do this procedure. This is known as a ‘dummy 

RC Gate’.

The Cert./ID2 Call procedure is explained later in this presentation.
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Case C: Replace both the Controller 
Board, and the Original NVRAM

Device S/N

Color Device: Remains, kept in the Engine (BCU) board
B&W Device: Cleared, input the original S/N with SP5811-1.

Device ID2: Cleared

The original ID2 must be restored. Program the ID2 by using 
a dummy appliance (use the Cert/ID2 Call procedure).

Certificate: Cleared

Restore the common certificate.
1. Execute SP5870-003 (initialize).
2. Execute SP5870-001 (rewrite)
3. Power off/on.

Function Flag and Install Flag: Cleared

Change the function flag back to 1. (The Install flag will then 
revert to 3.)  
If the machine does not function as a managed device under 
@Remote, it may be necessary to remove this device from 
the center GUI, then re-register.

Note that this is the same as case B, except for the Certificate, which was 

cleared and must now be restored.
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Case D: Replace the Engine Board

All data remains.

No action is required.

Note: NVRAM data backup (SP5824, 5825) is required before replacement. 

The data in the NVRAM on the engine board is not related to @Remote.
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Replacing Parts in a Device that is 
Connected to an Embedded 

@Remote Appliance

No additional notes
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Case A: Replace the Controller Board, 
and keep the Original NVRAM

Device S/N: Remains

No action required.

Device ID2: Remains

No action required.

Certificate: Cleared

Restore the individual certificate using Rescue mode.
1. Execute SP5870-003 (initialize), and turn power off/on.
2. The device will display "@Remote Certificate Updating" on 

the operation panel, and SP5816-089 will show 
"RESCUE____“.

3. Do the procedure to restore the individual certificate (shown 
later in this presentation).

Function Flag: Remains

No action required. If this is back to 0, change it to 1.

Install Flag: Remains

No action required.

This is the same as for external appliances, except for the procedure for restoring 
the certificate.

This assumes a new controller board is used when installing a new part.

If the controller board is a used one and has not been used with Embedded RC 

Gate, there is no problem.

But if the controller was previously used with Embedded RC Gate and 
registered, some special treatment is needed. This is explained later in this 

presentation, in the slides starting with ‘What Happens if you Replace a GW 
Board with an Old GW Board’.
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Case B: Replace the NVRAM Only
Device S/N

Color Device: Remains, kept in the Engine (BCU) board

B&W Device: Cleared, input the original S/N with SP5811-1.

Device ID2: Cleared

No action required. At power on, the ID2 in the GW board 

will be copied to the NVRAM automatically. 

Certificate: Remains, no action required

The certificate is set in the GW board.

Function Flag and Install Flag: Cleared

@Remote functions do not resume, even if the Function flag 

is put back to 1. 

It is necessary to remove this Device and Appliance from the 

center GUI, then re-register.

Note: If NVRAM data backup/restore (SP5824/5825) are done before/after 

replacement, all previous data will be kept in the new NVRAM. No action is 

required on any of the above items.
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Case C: Replace both the Controller 
Board, and the Original NVRAM

Device S/N

Color Device: Remains, kept in the Engine (BCU) board

B&W Device: Cleared, input the original S/N with SP5811-1.

Device ID2: Cleared

No action required. The original ID2 in the GW board will be 

restored during the re-installation process. 

Certificate: Cleared

Remove this Device and Appliance from the center GUI, 

then re-register.

Function Flag and Install Flag: Cleared

@Remote functions do not resume, even if the Function flag 

is put back to 1. 

It is necessary to remove this Device and Appliance from the 

center GUI, then re-register.

Note that this is the same as case B, except for the Certificate, which was 

cleared and must now be restored.
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Case D: Replace the Engine Board

All data remains.

No action is required.

Note: NVRAM data backup (SP5824, 5825) is required before replacement. 
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Things to Check If Problems 
Occur after Replacement

The next few slides show some parameters that should be automatically set to the 
correct values, However, if there are problems after replacement, check the values 
are correct.
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1. With no @Remote Appliance

I/F Setting [SP5816-001]: Must be set to 2. 

Function Flag [SP5816-003]: Must be set to 0. 

Installation  Flag [SP5816-201]: Must be 0.

If not, make sure that this machine is not registered in any 
appliance, then execute SP5816-209 (install clear) and turn 
the power off/on.

Device S/N [SP5811-001]: The correct S/N must be stored 
here. If it is not correct, input the S/N.

Device ID2 [SP5811-003]: Correct ID2 must be set. If not, 
program ID2 by using a dummy appliance (use the Cert/ID2 
Call procedure).

Certificate [SP5816-089]: Common certificate 
(000000______) must be set. 

If not, execute SP5870-001 (rewrite) and turn the power 
off/on. If this fails, execute -003 (initialize) first then -001. 

IP Address of @Remote Appliance [SP5821-002]: Must be 
0.0.0.0

The next few slides explain the items to check at installation, with and without an 

@Remote Appliance connected.

The notation 000000_______ is not the actual common certificate – it just 

indicates that a common certificate is present. If you do not see this notation, the 

common certificate is not there.

What is a dummy appliance?

To restore the ID2, an external appliance must be connected to the machine. 

This can be any RC Gate, including the customer’s RC Gate in its current set-up 
(no need to disconnect from the network, for example).

If the machine is connected to @Remote with Embedded RC Gate, and there is 
no RC Gate available at the customer site, then the technician has to carry an 

RC Gate to the customer site to do this procedure. This is known as a ‘dummy 

RC Gate’.

The Cert./ID2 Call procedure is explained later in this presentation.
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2. With an External @Remote Appliance

I/F Setting [SP5816-001]: Must be set to 2. 

Function Flag [SP5816-003]: Must be set to 1. 

Installation Flag [SP5816-201]: Must be 3.

If not, remove this device from the center GUI, execute 
SP5816-209 to reset this SP, then install again. 

Device S/N [SP5811-001]: The correct S/N must be stored 
here. If it is not correct, input the S/N.

Device ID2 [SP5811-003]: Correct ID2 must be set. If not, 
program ID2 by using a dummy appliance.

Certificate [SP5816-089]: Common certificate 
(000000______) must be set. 

If not, execute SP5870-001 (rewrite) and turn the power 
off/on. If this fails, execute -003 (initialize) first then -001. 

IP Address of @Remote Appliance [SP5821-002]: Input the 
IP address of the external @Remote Appliance.

The underlined portions on the slide show the differences from installing a 

machine with no @Remote Appliance.

The notes on the slide apply for RC Gate A, RC Gate S Pro, and RC Gate.

SP 5816-209 resets 5816-201, 5816-003, and others.

It may be necessary to use this SP if a device was not connected to an RC 

Gate, and the Center GUI tried to remove this device.
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3. With an Embedded @Remote Appliance

I/F Setting [SP5816-001]: Must be set to 2. 

Function Flag [SP5816-003]: Must be set to 1.

Installation Flag [SP5816-201]: Must be 2.

If not, remove this device from the center GUI (if necessary, 

execute SP5816-209), then install again. 

Device S/N [SP5811-001]: The correct S/N must be stored 
here. If it is not correct, input the S/N.

Device ID2 [SP5811-003]: Correct ID2 must be set. If not, 
program ID2 by using a dummy appliance.

Certificate [SP5816-089]: An individual certificate (in a 
specific format based on the ID2) must be set. 

This will be explained later in this presentation.

IP Address of @Remote Appliance [SP5821-002]: Not used

The underlined portions on the slide show the differences from installing a 

machine with an External @Remote Appliance.

The IP address of an embedded @Remote appliance (Embedded RC Gate) is 

0.0.0.0. Anyway, SP5821-002 is not used if Embedded RC Gate is activated.



@Remote Basic Training

19

Slide 19

4. Summary

RC Gate IP address.

Individual certificate 
(specific format 
based on ID2) must 

be set.

Same as left.Common certificate (000000______) must be set. 

If not, execute SP5870-001 (rewrite) and power 
off/on. If -001is failed, execute -003 (initialize) first 
then -001. 

Certificate

[SP5816-089]

Must be 2.

If not, remove this 
device and appliance 
from center GUI (if 
necessary, execute 
SP5816-209), then 
install again. 

Must be set to 1.
If not, change to 1.

Must be 3.

If not, remove this 
device from center GUI 
(if necessary, execute 
SP5816-209), then 
install again. 

Must be set to 1.
If not, change to 1.

Same as left.Must be set to 2. If not, change to 2.I/F Setting

[SP5816-001]

Must be set to 0.
If not, change to 0.

Must be set to 0.
If not, change to 0.

Function Flag

[SP5816-003]

Must be 0.

If not, make sure not 
to be registered by 
any appliance, then 
execute SP5816-209 
(install clear) and 
power off/on.

Must be 0.

If not, make sure not to 
be registered by any 
appliance, then execute 
SP5816-209 (install 
clear) and power off/on.

Installation  Flag

[SP5816-201]

Usual Case
After installedBefore installedAfter installedBefore installed

Not used.

Same as left.

Same as left.

Embedded RC Gate Device

0.0.0.0 is displayed.
If not input 0.0.0.0.

RCG IP 

[SP5821-002]

Correct ID2 must be set. If not, program ID2 by 
using a dummy RC Gate.

Device ID2
[SP5811-003]

Correct S/N must be programmed. If not, type 
S/N.

Device S/N
[SP5811-001]

Device under RC Gate

No additional notes
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Certificates

No additional notes
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What is a Certificate?

Any equipment with network capability must 
have a certificate to enable secure 
communication.

This is related to all encrypted communications, 
not specially for @Remote.

For @Remote, this means that all devices and 
appliances must have certificates.

Equipment that communicates only with SNMP does not need a certificate.
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Certificates used in Devices

Common certificate: Each device has this, to 
allow secure communication. These certificates 
are all the same.

Ricoh devices all have a common certificate (in 
the engine board memory).

Individual certificate: Given to a device after 
registration on @Remote. 

The common certificate remains inside the 

machine, but the individual certificate will take 
priority.

Rescue certificate: A temporary certificate made 
after a new GW board has been installed. The 
individual certificate must be restored.

No additional notes
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Certificates used in @Remote 
Appliances

Appliances have an individual certificate, based 
on the ID2.

For the RC Gate A and RC Gate, the individual 
certificate is set at the factory. The connected 
devices have the common certificate only.
For Embedded RC Gate, during registration, the 
machine calls the authentication server at the 
@Remote Center to get an individual certificate 
(using the ID2 of the device).

» If Embedded RC Gate is used, the common certificate 

and individual certificate are both stored on the device’s 

main board, but the individual certificate is used for 

@Remote communications.

Authentication server – Also called the CA server.
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Certificates used in RC Gate S Pro

The RC Gate S Pro is software on a customer’s 
PC. 

A common certificate is included as a file in the 
software, and is installed on the PC. 

But the individual certificate must be generated 
during the registration procedure.

To generate the individual certificate, rescue 
mode is used.

It is obtained from the authentication terminal at 
the @Remote Center, using the ID2 of the RC 
Gate S Pro that is generated during installation.

The RC Gate S Pro does not have an ID2 initially, 
so it must be generated during installation.

Rescue mode: Explained later in this section.



@Remote Basic Training

25

Slide 25

Common Certificate

Individual Certificate

Certificate Formats (SP5816-089)

These examples are printouts of the SMC report for each type of certificate.

The notation 000000_______ is not the actual common certificate – it just 
indicates that a common certificate is present. If you do not see this notation, the 

common certificate is not there.
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No Certificate written in the device

Rescue Certificate

Certificate Formats (SP5816-089)

The example at the bottom of this slide shows the SMC report printout when 

there is no certificate in the device.
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Why is an Individual Certificate Needed?

Why is the common certificate not good enough 
for @Remote.

The certificate is used as a key for encryption.
The common certificate is enough to use SSL 
communication over the internet. However, the 
common certificate is the same for each Ricoh 
product. So, this is not the best security.
The individual certificate is based on the serial 
number of the machine, which is unique for each 

machine throughout the world, so it is a more 
secure key for encryption. 

No additional notes
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Restoring the Individual Certificate 
(Rescue Mode)

No additional notes
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When is Rescue Mode Needed?

Embedded RC Gate: When a defective GW board 
is replaced with a new one.

RC Gate S Pro: During the installation procedure, 
rescue mode is automatically used during 
individual certificate acquisition.

Normally, a rescue procedure is not needed for the RC Gate or RC Gate A. 

These have an individual certificate stored at the factory.

In theory, something may happen to the RC Gate to make rescue necessary, but 

it has never happened in the field.

The individual certificate for the RC Gate expires after 30 years. This 
manual rescue procedure could become useful at that time. A procedure 

using the Certificate/ID2 call is necessary at this time, as explained later in 
this presentation.



@Remote Basic Training

30

Slide 30

Notification that Rescue is Needed
If a machine with embedded @Remote Appliance shows the 
following, then the Rescue Procedure must be done:

"@Remote Certificate Updating“ is on the operation panel
SP5816-089 shows "RESCUE______".

Also, the machine should send this e-mail to the @Remote 
Center.

This is known as an “Auth Key Change Call”. It should be 
automatically sent when a device with Embedded RC Gate 
activated is turned on, if there is no individual certificate (only the 
common certificate)

Sample E-mail

No additional notes
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How to do the Rescue

When the Auth Key Change Call is received, the 
Center GUI operator must restore the original 
certificate. 

To do this, use the Authkey Change Call function 
in the Call List menu of the Center GUI.

The procedure is outlined on the next few slides.

The CA terminal at the @Remote center will issue 
the original certificate (individual certificate 
based on the device ID2), and send it to the 
Embedded @Remote Appliance.

This will overwrite the rescue certificate that is 
currently stored in the machine.

Details of the procedure follow on the next few slides.
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1. In the Service Call menu of the Center GUI, click Call List and find 

Authkey Change Call.

2. A list of Authkey Change Calls that have been received is displayed. 

Double-click the required call to display details of the call.

Double-click

Procedure - 1

No additional notes
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3. Note “Invalid Auth Key” is displayed. Click “Execute” to start the 

procedure.

4. Click [OK] twice.

Procedure - 2

No additional notes
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5. Make sure that the status is changed from "Under Update" to "Update Success".

6. On the device, make sure that the original certificate (Individual certificate) is 

restored in SP5816-089.

Procedure - 3

No additional notes
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The defective GW board is replaced with a brand new GW board.

Brand New
GW Board

Brand New 
GW Board

ID2 A

ID2 A

NVRAM A
Device A

Defective

GW Board A

New GW Board + NVRAM A

Device A

NVRAM A

(2) Install

(3) Install

Embedded 
Appliance

Embedded RC Gate

NVRAM A

(1
) R

em
ov

e

No certificate 
is written yet.
*****************

What Happens During this Procedure - 1

The NVRAM from the old board must be removed and installed on the new 

board.

No individual certificate is written, but there is a common certificate, as in all 

hardware. So, the situation with the certificate has gone back to the status that 

existed before Embedded RC Gate registration (we have ID2, but no individual 
certificate).
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After initializing the certificate (SP5870-003), Authkey Change Call is sent in Rescue mode.

CenterG/W

Brand New 
GW Board

Device A

Embedded Appliance

1. Power on.

2. Authkey Change Call is sent in Rescue mode.
(Request to restore the certificate)

3. Execute Authkey change request.

Rescue
--->ID2A

ID2 A

What Happens During this Procedure - 2

No additional notes
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Center

Brand New GW Board

ID2 A

Device A

Embedded 

Appliance

Certificate
A

Equal 4. Restore ID2 A.

5. Successful to restore.

G/W

What Happens During this Procedure - 3

No additional notes
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What Happens if you Replace a 
GW Board with an Old GW Board

The next few slides explain a problem that may 
occur in the field if you replace a GW controller 
board in a device that has Embedded RC Gate 
activated.

The problem will only occur if the board  is 
replaced with a GW controller board that was 
also used previously in a device with Embedded 
RC Gate activated.

Some recent models have been improved and SC652 or 
653 may be generated when a GW board with different ID2 

programmed is set to the device.

Possible Symptom:

The device ID2 is overwritten with different device ID2, in resulting two 

different devices notify different counter values to @Remote center 

with the same ID2.

No additional notes
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Embedded Appliance

Device B

ID2 A

NVRAM A
GW

Board B

ID2 B

Equal

NVRAM B

Defective
GW Board A

Device A
Embedded RC Gate

Device A

Embedded RC Gate

GW 
Board B

(2) Install

(1) R
em

o
ve

GW Board B had been 
used for device B.

Certificate
B

Certificate
B

Installing a Used GW Board - 1

GW Board A 
is defective!

If GW Board B is used…

In this example, we remove a defective GW board from device A.

We then take a GW board that has already been used in device B, and install it 
in Device A.

We then remove the NVRAM from defective board A, and install it on board B. 
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Device A

Embedded 
Appliance

GW 
Board B

ID2 A

Embedded Appliance specification: If a GW board 

has an Individual Certificate, it will be copied to 
the NVRAM as its Device ID2 at power on.

GW  Board B

ID2 A
Copied

ID2 B is written as Individual Certificate.

Device ID2 was 
overwritten as ID2 B!

X
B

Certificate
B

Certificate
B

Unequal At power on

Installing a Used GW Board - 2

When power is turned on, the certificate is copied to the ID2 on the NVRAM.

This is a specification of the embedded appliance.

The ID2 for board A is overwritten with the ID2 for board B.

Why is this bad? See the next slide.
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As a result…..

Center

B1234567890

B1234567890

Device A
>> Imitative Device B

Embedded Appliance

GW 
Board B

There are 2 devices with the same ID2 registered at the Center.

Device B

GW Board B

ID2 B

True Device B

Device B

Device B

Certificate
B

Device A became 
“Imitative Device B”!

Customer Name Model NamDevice Serial NumbDevice Type Counter Type Acquisition DateAcquisition Total
Customer A RICOH AficB1234567890 HTTPS Managed 07/01/2008 8:10 62748
Customer B RICOH AficB1234567890 HTTPS Managed 07/01/2008 9:18 163048

G/W

Device B

Certificate B

ID2 AID2 B

Installing a Used GW Board - 3

Device A now looks to the @Remote Center like another Device B.

So, the @Remote Center thinks that there are two Device Bs.

This problem never happens with an external appliance (RC Gate or RC Gate S 

Pro/RC Gate A). Even if the device has an individual certificate after the GW 

board (Embedded RC Gate activated) is installed, the individual certificate in the 
appliance takes priority.
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How to Recover

To restore the original certificate (= ID2 A) in the Device A, 
do the following:

1. Remove the Device and Appliance from the center GUI.
2. Perform Installation Clear with SP5816-209.
3. Initialize the certificate with SP5870-003 (to delete the 

wrong certificate).
4. Rewrite the certificate with SP5870-001 (to retrieve the 

common certificate).
5. Turn the power off/on.
6. Provide a dummy appliance and install it at the Customer 

where device A is located.
7. Program the original ID2 from the center GUI by using the 

dummy appliance.
Refer to the center GUI operation manual for how to restore the ID2 
(Maintenance Menu – Creating a Certificate/ID2 Call).

8. Confirm that the original ID2 is restored in SP5811-003, 
and the common certificate is written in SP5816-089.

9. Re-install the device with an embedded appliance again.
10.Confirm that device A is successfully installed, and that the 

original individual certificate is retrieved.

No additional notes
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Countermeasure

If you have to remove a correctly-working GW 
controller board, perform certificate initialization 
(SP5870-003) before you remove the board.

This will return the board to its “brand new”
condition.

No additional notes
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Certificate/ID2 Call Procedure

No additional notes
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When is this Done?

To restore or newly assign an ID2 to a device:

This becomes necessary when the device’s ID2 has been 

lost, such as when the NV-RAM is replaced.

If you are newly assigning the ID2 (not restoring an existing 

one), you must first remove the device in question from the 

list of registered devices. If this is not done, the @Remote 

Center system will not be able to locate the device after the 

ID2 is restored/newly assigned. (The device will remain in 

an “unknown” status and cannot be restored).

To renew the certification information (Auth key) for the 

Appliance or the device:

The certification information is normally valid for 30 years, 

so Certification/ID2 calls are rarely created for this purpose.

No additional notes
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Preparation at the Customer Site

To restore the device ID2, an external appliance 
must be connected to the machine. 

This can be any RC Gate, including the 
customer’s RC Gate in its current set-up (no need 
to disconnect from the network, for example).
So, if the machine in question is already 
connected to an RC Gate, it is not necessary to 
visit the customer.

If the machine is connected to @Remote with 
Embedded RC Gate, and there is no RC Gate 
available at the customer site, then the 
technician has to carry an RC Gate to the 
customer site to prepare for this procedure. 

This is known as a ‘dummy RC Gate’.

The dummy appliance does not have to be an RC Gate – you can use an RC 

Gate A also. But most depots will already have an RC Gate for this purpose.
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Procedure at the Center GUI - 1

In the Center GUI menu, select ‘Certificate/ID2’ in the Maintenance 
menu.

The Create Certification/ID2 Call screen appears.

No additional notes
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Procedure at the Center GUI - 2

1. Select either ‘Appliance’ or ‘Device’ as the target.
Select ‘Lost Auth Key’ and/or ‘Lost ID2’.

For an appliance, only “Lost AuthKey” can be selected.

2. Then, click ‘Register’.

This registers the call at the Center GUI. It does not make 

the call. To do that, you have to go to the call menu.

Auth Key: This means ‘certificate’.

When restoring or newly assigning the ID2 to a device, select Device and Lost 
ID2

When renewing the certification information for an appliance, select Appliance 

and Lost Auth Key. This will become necessary when the individual certificate for 
the RC Gate becomes out of date (this occurs after 30 years).
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Procedure at the Center GUI - 3

3. Select Call List in the Service Menu.

No additional notes
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Procedure at the Center GUI - 4

4. Select the Certificate/ID2 check box, then click Refresh.

5. This displays a list of Certificate/ID2 calls that were 
registered.

6. Double-click the one that you want to execute.

No additional notes
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Procedure at the Center GUI - 5
7. In this screen, 

input the serial 
number prefix 

and the serial 

code.

8. Then click 
Execute.

The Certification/ 

ID2 Call request 

will be sent to the 

target device via 
the appliance at 

the next polling.

The service technician should verify whether the device ID2 has been 

successfully restored/assigned. To do this, print out the SMC report and check 

the values listed under SP5811-003. (This information cannot be viewed on the 
operation panel).

Prefix: The first three digits of the ID2

Serial Code: The eight digit serial number – the last eight digits of the ID2.

The ID2 has 6 spaces between the prefix and the serial code – we do not input 
the spaces here.
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@REMOTE BASIC TRAINING

Section 16. Timing

This section explains the timing for @Remote various processes, such as Auto 

Discovery, counter data collection, and forwarding data from the @Remote 

Center to the Reporting Center.
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Overview

In this section, we will study the timing for the 
following events:

Polling
Auto Discovery (AD) and Regular Device 
Information collection
Retry Timing for various features

No additional notes
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Polling

From appliance to @Remote Center

This is done every hour.
If the appliance receives an SC alert, CC or MC 
from a device, the polling interval changes 
temporarily to 1 minute (called “Polling Interval 
Emergency” on the Center GUI).
When the appliance receives an SC Recovery 
call, the polling interval returns to 1 hour. 

» If no SC Recovery call is received, the polling interval 
automatically returns to 1 hour after a short time 
(between 10 and 20 minutes, depending on the 
conditions).

From appliance to device

The appliance checks the status of MIB devices 
that are Managed (not Monitored). This is called 
‘status polling’

The 1-hour and 1-minute polling intervals can be adjusted for an appliance by a 

center GUI operator who has access to the Administrator menu.

Administrator menu – Appliance – ‘Center’ tab

Status polling: This is needed for MIB devices because they cannot automatically 

inform the appliance if a setting is changed, if an SC has occurred, if the power 
has just been turned on, etc.

MC (manual call): A knowledgeable customer can use this if they have a problem 

(regular device information is also sent to the center at this time, so that the 
device’s condition can be seen at the center). Then an operator at the center can 

call back. However, this feature is normally not used by customers (only by 
technicians for manual polling). 

CC User Call - 3 types: When one of these conditions occurs, an alert is 

displayed for the customer. When the customer presses a button in response to 
this, a CC Call occurs.

5 jams in a row

Jam remains for x minutes

Cover open for 10 minutes
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Auto Discovery and Regular 
Device Information

No additional notes
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Overview

Counter data discovered during Auto Discovery, 
and counter and other data discovered as 
Regular Device Information are collected every 
day and sent to the Reporting Site in the USA.

This section attempts to explain the timing for 
the collection and transfer of this data.

The explanation will be in the form of a timing chart.

Each step of the process will be explained on an individual slide, with a red 
square around the part of the timing chart we are discussing, and a description in 

the notes page.
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Procedure - 1

 

Start AD 00:30
12:30 15:00 17:30

Auto Discovery (AD) is done once a day by each appliance. 

This can be adjusted at the appliance UI to once a week, or once a month.

The Auto Discovery start time can also be adjusted at the appliance UI by the 

user. 

When the start time comes, the appliance starts to search for devices in the set 
segment range.

When it has found 10 machines, the appliance forwards the information to the 
@Remote Center (the Gateway does not store or handle this data).

The start of AD must be timed so that it finishes before 04:00. We will see the 
reason for this later.

The start of AD is shown in the above diagram by a blue square with a black 
border. Subsequent blue boxes show the transmission of blocks of data for 10 
devices from the appliance to the gateway.

In our example, we have 4 appliances in different time zones. They start AD at 
different times.

00:30, 12:30, 15:00, and 17:30. These are just examples.

All times on the diagram are shown as Japan Standard Time (JST).

The red box in the diagram shows the situation for a machine in Japan.
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Procedure - 2

 

Start AD 00:30
12:30 15:00 17:30

The appliance collects Regular Device Information from the devices at a regular 
interval during the day, and stores it.

The first collection time is 0000 hrs local time. This cannot be adjusted. 

The devices’ power should be kept on during the night (they can be kept in 

energy saver mode).

The interval between collections is 12 hours. This can be adjusted at the Center 

GUI.

If a collection fails, it is retried after 6 hours.

The appliance sends this data to the gateway at a set time once a day.

The timing can be adjusted at the Center GUI.

Like AD, this must also be timed so that the data transmission is finished before 
04:00. We will see the reason for this later.

In this example, it starts at 13:00.

However, if there are many devices, this can take several hours.

For a guideline as to how long it takes to collect data and send it to the gateway, 
see the file Uz-A1_S1 Measurement Result.xls

“Multiple job” row: this shows how long it takes to send from the appliance 
to the center

“Regular Device Info Acquisition” row: this shows how long it takes to get 
data from the connected devices

Additional notes are attached to the next slide (blank slide) 
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Blank slide

Every hour, the Center asks the Gateway if it has received new Regular Device 
Information. The Gateway sends data that was received 2 hours before the 
request was made. The data could be 3-4 hours old.

When the Center asks the Gateway every hour, it will receive the data that was 

collected from the RC Gate during the previous hour. In this way, data is 
collected in blocks of one hour.

The Gateway sends data that was received 2 hours before the request was 
made. It takes 1 hour to collect the data, so the data will be 3-4 hours old 

(maximum).

The Gateway sends counter data/regular device information to the @Remote 

Center in packets. Each packet contains data for 2 machines.

The green arrow in the diagram (on the previous slide) shows the appliance start 
to collect regular device information from the devices.

This starts at 00:00 local time always. The collection at twelve-hourly intervals is 
not shown in this diagram, in an attempt to simplify matters.

The orange arrow in the diagram (on the previous slide) shows the data being 
sent to the gateway (this happens once a day). In our example, this occurs at 
03:00.

Hourly requests of data from the center to the gateway are not shown on the 

diagram due to lack of space. It is represented by a pair of pale blue arrows (thin 
arrow – request for data, thick arrow – transmission of data). This happens once 

an hour.

Note the main difference from Auto Discovery. In Auto Discovery, the appliance 

communicates with the @Remote Center at the same time as collecting data 
(after collecting data from every 10 machines). However, with regular device 

information, these two communications are independent.
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Start AD 00:30
12:30 15:00 17:30

At 04:00 Japan time (JST), the @Remote Center starts to make a CSV file, 
containing the AD and Regular Device Information that it has collected.

The AD data and the Regular Device Information both contain counters. Which 

counters are included in the CSV file? See “Two Kinds of Counter” later in this 

section.

A CSV file is made four times a day: 04:00, 14:00, 16:00, 19:00 (Japan time). 

These times are intended to capture the latest data from Asia, Europe, USA 
(Eastern), and USA (Pacific) respectively. At any time, the CSV file will contain 

the latest data from all regions.

Collection and transmission of AD data and Regular Device Information must be 

timed so that they finish in time to make sure that the data is sent before this 

deadline.

Additional notes are attached to the next slide (blank slide) 
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Blank slide

After making the CSV file, the Center sends it to the Reporting Site.

The data is sent four times a day: 07:00, 17:00, 19:00, 22:00 (Japan time). 

If all AD data from a particular appliance is not received by the set time, then it 

sends what it has collected.

If some data did not arrive from the RC Gate in time for the transmission to the 

Reporting Center, it will be sent next time the Center sends data to the Reporting 

Center.

So, if recent data is missing from a particular customer at the reporting center, 

you need to fine tune the IP address intervals for AD, or the start time.

Start Auto Discovery earlier, so as to meet the deadline. The default start 

time is noon local time.

This might seem bad, but with previous versions of the software, if the complete 

data was not received by the set time (e.g. 0400 JST), nothing was sent to the 
reporting center (at the end of the data, the appliance sends an ‘end flag’; if the 

center did not receive an end flag, no data was forwarded to the reporting center)

The center determines that AD has been completed if it does not receive any 
data for two hours straight, even if the “End Flag” is not received.

The Center timestamps the data when it starts to receive it.

If the time stamp on the data is more than 2 days old, the data is not included in 
the CSV file.
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Start AD 00:30
12:30 15:00 17:30

At 07:00 Japan Time, the Center sends the collected data to the reporting site in 
the USA.

The file is sent to the reporting center 4 times a day, as a failsafe, at the 

following times: 7:00/17:00/19:00/22:00 (JST).

Remote Registration uses the data stored in the @Remote Center, not at the 
Reporting Center.

It normally takes less than an hour to update the data at the reporting site.

The new data can be seen on the Center GUI at 8:00/18:00/20:00/23:00 (JST). 

Note however that at 8:00, when the new data is available for viewing on the 
Center GUI, some of it is already 8 hours old. 
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Two Types of Counter

From the previous descriptions in this 
presentation, it is clear that two types of counter 
are sent to the center.

Latest Counter, or Closing Counter (from Regular 
Device Information): Every day
AD Counter: Once a day

When the center makes a CSV file, it prefers to 
take the Latest Counter.

If it is the M/R date, then the Closing Counter will 
be used.
If the Latest or Closing Counter is missing, the 
AD Counter is included in the CSV instead.

Also, note that SNMP (MIB) devices only send 
counter data once a month (on the M/R date).

M/R Date: The day of the month on which the counter is read every month for 

billing.
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Daily (*2)

Not available

Not available

Monitored Device

AD Counter (*1)

Latest Counter

Closing Counter

Daily (*2)Daily (*2)

Every day (*3,4)Not available

Once a monthOnce a month

HTTPS DeviceSNMP Device

*1: AD counter is available only when AD is enabled.

*2: Acquisition interval depends on the AD set interval.

*3: Even if AD counter is available, as far as Latest counter is obtained, AD counter is not used.

*4: When AD is enabled, and if latest counter cannot be obtained, AD counter will be used 

instead.  

Available

Not available

Not available

Monitored Device

AD Counter

Latest Counter

Closing Counter

AvailableAvailable

AvailableNot available

AvailableAvailable

HTTPS DeviceSNMP Device

Acquisition interval

Counter Type

Counter Type and its Acquisition Interval

For an example of how counter data is included in CSV files, please refer to the 
following file:

Closing counter for MIB device_20080611.ppt
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Retry Timing

No additional notes
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Overview

This section contains tables that show the 
number of retries and retry intervals for various 
@Remote Features.

There are separate tables for RC Gate, Embedded 
RC Gate, and the RC Gate A/RC Gate S Pro.

Some of the intervals can be adjusted with the Center GUI (Administrator menu, 

Appliances, Common tab)
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3 times

3 times

3 times

3 times

-

-

-

-

-

Number of 

Retries

5 min.

5 min.

5 min.

5 min.

-

-

-

-

-

Retry 

Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

Immediate/Regular/
Not sent

RC Gate F/W update result

Immediate/Regular/
Not sent

Device F/W update result

Immediate/Regular/

Not sent

Device F/W information

Immediate/Regular/
Not sent 

Setting change notification

- RC Gate setting change notification

- RC Gate setting change notification; 

Device manage info

- RC Gate setting change notification; 
Device info

- RC Gate setting change notification;
Schedule executed result

ImmediateRC Gate restore request

ImmediateDevice registration (Managing device)

ImmediateDevice request number confirmation

ImmediateRC Gate registration

ImmediateRC Gate request number confirmation

Timing Notification type

RC Gate (1)

No additional notes
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4 times

-

3 times

3 times

3 times

3 times

3 times

-

-

3 times

3 times

Number of 
Retries

2 min.

-

5 min.

5 min.

5 min.

5 min.

5 min.

-

-

60 min.

60 min.

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate 

Regular

Regular

Recommendation

Immediate/Regular/Not 
sent 

Regular device information

- NRS regular device information

Immediate/Regular/Not 
sent 

Device counter information

Immediate/Regular/Not 
sent 

Wake-up information

ImmediateCSS connecting device information

ImmediateDevice Check Req. Call 

Immediate/Regular/Not 
sent

Illegal device ID (serial no.) 
information

ImmediateRC Gate SC information

ImmediateRC Gate restore result information

Immediate/Regular/Not 
sent

Illegal counter call

Immediate/Regular/Not 
sent

Device status information

Immediate Service Test call 

Timing Notification type

RC Gate (2)

No additional notes
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4 times

4 times

-

4 times

3 times

3 times

3 times

3 times

3 times

Number of 
Retries

2 min.

2 min.

-

2 min.

5 min.

5 min.

5 min.

5 min.

5 min.

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

ImmediateCertificate update information; 
RC Gate

Immediate/Regular/
Not sent

Alarm call

Immediate/Regular/
Not sent

Supply call

Immediate/Regular/
Not sent

MC call 

Immediate/Regular/
Not sent

SC/CC call

ImmediateCertificate update information; Device

ImmediateCertificate/ID2 update request;

Certificate validity notification

Immediate/Regular/
Not sent

MIB supply call

Immediate/Regular/
Not sent

MIB FSC

Timing Notification type

RC Gate (3)

No additional notes
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3 times

3 times

-

14 times

-

-

-

-

-

Number of 
Retries

5 min.

5 min.

-

15min.

-

-

-

-

-

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

Immediate/Regular
/Not sent

RC Gate F/W update result

Immediate/Regular
/Not sent

Device F/W update result

ImmediateDevice F/W information

Immediate/Regular
/Not sent 

Setting change notification

- RC Gate setting change notification

- RC Gate setting change notification; 
Device manage info

- RC Gate setting change notification; 
Device info

- RC Gate setting change notification; 
Schedule  executed result

ImmediateRC Gate restore request

ImmediateDevice registration (Managing device)

ImmediateDevice request number confirmation

ImmediateRC Gate registration

ImmediateRC Gate request number confirmation

Timing Notification type

Embedded RC Gate (1)

Differences from RC Gate

Device F/W information – Immediate only
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-

-

-

-

-

-

-

-

-

-

-

Number of 
Retries

-

-

-

-

-

-

-

-

-

-

-

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate 

Regular

Regular

Recommendation

Immediate/Regular
/Not sent 

Regular device information

- NRS regular device information

Immediate/Regular
/Not sent 

Device counter information

ImmediateWake-up information

ImmediateCSS connecting device information

ImmediateDevice Check Req. Call 

Immediate/Regular

/Not sent

Illegal device ID (serial no.) information

ImmediateRC Gate SC information

ImmediateRC Gate restore result information

Immediate/Regular
/Not sent

Illegal counter call

Immediate/Regular
/Not sent

Device status information

Immediate Service Test call 

Timing Notification type

Embedded RC Gate (2)

Differences from RC Gate

Wake up information – Immediate only
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4 times

5 times

-

4 times

-

-

3 times

-

-

Number of 
Retries

65 sec.

10 min.

-

65 sec.

-

-

5 min.

-

-

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

ImmediateCertificate update information; RC 
Gate

ImmediateAlarm call

ImmediateSupply call

ImmediateMC call 

ImmediateSC/CC call

ImmediateCertificate update information; Device

ImmediateCertificate/ID2 update request;

Certificate validity notification

Immediate/Regular/
Not sent

MIB supply call

Immediate/Regular/
Not sent

MIB FSC

Timing Notification type

Embedded RC Gate (3)

Differences from RC Gate

The following are all Immediate only

SC/CC call

Device MC call 

Supply call

Alarm call
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3 times

3 times

3 times

3 times

-

3 times

-

-

-

Number of 
Retries

5 min.

5 min.

5 min.

5 min.

-

5 min.

-

-

-

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

Immediate/Regular/
Not sent

RC Gate F/W update result

Immediate/Regular/
Not sent

Device F/W update result

Immediate/Regular/
Not sent

Device F/W information

Immediate/Regular/
Not sent 

Setting change notification

- RC Gate setting change notification

- RC Gate setting change notification; 
Device manage info

- RC Gate setting change notification; 
Device info

- RC Gate setting change notification;
Schedule  executed result

ImmediateRC Gate restore request

ImmediateDevice registration (Managing device)

ImmediateDevice request number confirmation

ImmediateRC Gate registration

ImmediateRC Gate request number confirmation

Timing Notification type

RC Gate A / RC Gate S Pro (1)

No additional notes
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-

-

3 times

-

3 times

3 times

3 times

-

-

3 times

3 times

Number of 
Retries

-

5 min.

5 min.

5 min.

5 min.

-

-

60 min.

60 min.

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate 

Regular

Regular

Recommendation

Immediate/Regular
/Not sent 

Regular device information

- NRS regular device information

Immediate/Regular

/Not sent 

Device counter information

Immediate/Regular
/Not sent 

Wake-up information

ImmediateCSS connecting device information

ImmediateDevice Check Req. Call 

Immediate/Regular
/Not sent

Illegal device ID (serial no.) information

ImmediateRC Gate SC information

ImmediateRC Gate restore result information

Immediate/Regular
/Not sent

Illegal counter call

Immediate/Regular

/Not sent

Device status information

Immediate Service Test call 

Timing Notification type

RC Gate A / RC Gate S Pro (2)

No additional notes
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4 times

4 times

-

4 times

3 times

3 times

3 times

3 times

3 times

Number of 
Retries

2 min.

2 min.

-

2 min.

5 min.

5 min.

5 min.

5 min.

5 min.

Retry 
Interval

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Immediate

Recommendation

ImmediateCertificate update information; RC Gate

Immediate/Regular/
Not sent

Alarm call

Immediate/Regular/
Not sent

Supply call

Immediate/Regular/
Not sent

MC call 

Immediate/Regular/
Not sent

SC/CC call

ImmediateCertificate update information; Device

ImmediateCertificate/ID2 update request;

Certificate validity notification

Immediate/Regular/
Not sent

MIB supply call

Immediate/Regular/
Not sent

MIB FSC

Timing Notification type

RC Gate A / RC Gate S Pro (3)

No additional notes
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@REMOTE BASIC TRAINING

Section 17. Communication Protocols

In this section, we take a closer look at communication protocol between the 
various components of the @Remote system.
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OVERVIEW

No additional notes
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Communication Protocols – Overview

Two stages to consider:

Between the @Remote Target Device and the @Remote 

Appliance, inside the company’s network

Between the @Remote Appliance and the @Remote 

Gateway, via the Internet

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:
1. HTTPS

2. SNMP

Internet

Either:
1. HTTPS
2. SMTP (RC Gate only)

The next few slides will explain the basic points about communication between 

the components of the @Remote system.

More details will be provided later in this section.
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Communication Protocols between 
Device and Appliance

Two types:

HTTPS: Communication is made using HTTPS protocol, in a 
Ricoh-original XML format.

» Much more data can be sent than using Standard + Private MIB.
» There is also additional security (this is a secondary advantage, 

because communications between the device and the appliance are 
all done behind the customer’s firewall).

SNMP: Communication is made using SNMP, using MIB data. 
The device cannot initiate communication with the appliance.

The type of communication that is used depends on how 
compatible the device is with @Remote.

HTTPS is the best, because more data can be communicated.

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:

1. HTTPS
2. SNMP

Internet

Either:
1. HTTPS
2. SMTP (RC Gate only)

No additional notes
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Communication Protocols between 
Appliance and Gateway - 1

Two types:

HTTPS: Communication is made using HTTPS protocol.
» SSL authentication is used, which gives the same level of data 

security as financial transactions on the internet.
SMTP (e-mail): Communication is made by e-mail.
- Known as the “One-way Communication” method.
» The e-mail is encrypted with S/MIME.
» Only MIB data can be sent, even if the customer’s machines are 

HTTPS devices.

The e-mail setting is not available for the RC Gate A/RC Gate S 
Pro series of appliances.

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:

1. HTTPS
2. SNMP

Internet

Either:
1. HTTPS
2. SMTP (RC Gate only)

Don’t get confused!

HTTPS is mentioned on the previous slide also, for communication between the 
customer’s copiers and the @Remote Appliance. You can have SNMP between 

a device and the appliance, and HTTPS at the same time between the appliance 

and the internet.

SNMP is used for sending MIB data over the customer’s network. SMTP is used 

for sending data by e-mail over the internet.

Note that, if SMTP (e-mail) is selected for communication between appliance and 
gateway, then the system can make no distinction between HTTPS devices and 
MIB devices. Only MIB data will be transmitted by email to the gateway, even for 
an HTTPS device.

HTTPS: The Server at the @Remote center acts at the HTTPS server, and the 
appliance acts as an HTTPS client.
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Communication Protocols between 
Appliance and Gateway - 2

Normally, HTTPS should be selected. 

With the E-mail setting, communication can only go one-way (from 
Appliance to Gateway). The Appliance cannot receive changes 
from the @Remote Center. The Appliance can find machines on 
the customers network using the ‘Auto Discovery’ process), and 
can send counter data to the Gateway. 

» With HTTPS, Auto Discovery is also possible, but in addition the
customer can receive remote control services and the @Remote 
Center can collect more detailed information on the machines, and not 
just counter data.

Customers who want meter reading only and no other 
communication can use the E-mail setting.

Device Appliance Firewall Firewall
@Remote 

Center

LAN
Either:

1. HTTPS
2. SNMP

Internet

Either:
1. HTTPS
2. SMTP (RC Gate only)

No additional notes
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PROTOCOLS

Between Device and Appliance

No additional notes
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Two Types

HTTPS: Communication is made using HTTPS 
protocol, in a Ricoh-original XML format.

Much more data can be sent than using Standard 
and Private MIB.
There is also additional security

» This is a secondary advantage, because 

communications between the device and the appliance 

are all done behind the customer’s firewall.

SNMP: Communication is made using SNMP, 
using MIB data. 

Auto Discovery uses only SNMP even if the 
target device is an HTTPS device.

First, we will look at HTTPS, starting on the next slide.
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HTTPS

Communication between appliance and device is in SSL 

(Secure Socket Layer) format.

Data is encrypted.

The appliances (RC Gate V3.34 or later) support Triple-

DES (Data Encryption Standard) Cipher 168-bit key. 

But, if the device supports only DES 56-bit key, the 

encryption level must be reduced to DES 56-bit key.

This key is created and changed each and every session

Both appliance and device have RSA 512-bit certificates for 
@Remote and use security authentication checks.

For each communication, a mutual authentication 
procedure is completed before the data is sent. 

The appliance cannot gain access to customer 
server/client computers, because the appliance recognizes 

only printer MIB.

No additional notes
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Two Types of HTTPS 
Communication

Access from devices to appliance

Example: Emergency call (Device failure call or 

Toner end/near-end call)

Access from appliance to devices

Example: To collect counter information (number 
of prints, copies, etc)

No additional notes
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Access from Devices to Appliance

When there is a device alarm, the device initiates 
authentication via electronic certificate with the appliance.

The device sends Device Failure Call Information to the RC 
Gate by HTTPS Post Request.

The appliance confirms receipt of Device Failure Call 

Information by sending back the result via HTTPS 
Response. 

1. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

2. HTTPS Post Request (Emergency Call)

3. HTTPS Response (Result)

HTTPS Device Appliance

PKI: Public Key Infrastructure

HTTPS: Hypertext Transfer Protocol Security (HTTP over SSL - Secure Socket 
Layer)

Post: Refers to sending (posting) a message to the receiver.
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Access from Appliance to Devices

In this case, the appliance is initiating the communication. But
authentication via electronic certificate must first take place 

between appliance and device, in the same way as for when the 
device initiates.

The appliance sends the Obtain Counter Information Request the 
device using HTTPS POST Request.

The device confirms receipt of the counter information request by 

sending back the counter information via HTTPS Response.

1. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

2. HTTPS Post Request 

(Counter Information Request)

3. HTTPS Response (Counter Information)

HTTPS Device Appliance

PKI: Public Key Infrastructure

HTTPS: Hypertext Transfer Protocol Security (HTTP over SSL - Secure Socket 
Layer)

Post: Refers to sending (posting) a message to the receiver.
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SNMP

The appliance polls the device at regular 
intervals (default: 10 minutes) to obtain device 
MIB information.

Examples:
» Counter information 
» Emergency call (Device failure call or Toner end/near 

end call)

The device cannot initiate communication with 
the appliance.

Available SNMP versions are different for each 
type of appliance:

For RC Gate: v1/v2 only
For RC Gate A: v1/v2/v3
For RC Gate S Pro: v1/v2/v3

No additional notes



@Remote Basic Training

14

Slide 14

Access from Appliance to Devices 

The device receives a counter information request OID 
from the appliance via SNMP Request.

The device sends back the counter information via SNMP 
response.

This communication is initiated from the appliance every 
10 minutes by default.

1. SNMP Request 

(Counter Information Request)

2. SNMP Response (Counter Information)

SNMP Device Appliance

SNMP: Simple Network Management Protocol

OID: Object Identifier

MIB: Management Information Base
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PROTOCOLS

Between Appliance and @Remote Center

No additional notes
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Two Types

HTTPS: Communication is made using HTTPS 
protocol.

SSL authentication is used, which gives the same 
level of data security as financial transactions on 
the internet.

SMTP (e-mail): Communication is made by e-
mail.

The e-mail is encrypted with S/MIME.

Only MIB data can be sent, even if the customer’s 
machines are HTTPS devices.

First, we will look at HTTPS, starting on the next slide.
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HTTPS

Communication between appliance and device is in SSL 

(Secure Socket Layer) format.

Data is encrypted.

The appliances (RC Gate V3.34 or later) support Triple-

DES (Data Encryption Standard) Cipher 168-bit key. 

But, if the device supports only DES 56-bit key, the 

encryption level must be reduced to DES 56-bit key.

This key is created and changed each and every session

Both appliance and device use security authentication 
checks.

For each communication, a mutual authentication 

procedure is completed before the data is sent. 

No additional notes
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Two Types of HTTPS 
Communication

Access from appliance to @Remote Center

Example: Emergency call (Device failure call or Toner 
end/near-end call)

Handling requests from the @Remote Center

Example: Counter information (number of prints, copies, 
etc)
Note that communication can only be initiated by the 
appliance.
The appliance polls the @Remote Center every hour. If the 
@Remote Center wants information from the appliance, it 
must wait for the next polling.
After the @Remote Center receives certain types of calls 
from the appliance, such as an SC alert from a device, the 
polling interval changes temporarily to 1 minute. When the 
appliance receives an SC Recovery call, the polling interval 
returns to 1 hour. 

» If no SC Recovery call is received, the polling interval 
automatically returns to 1 hour after a short time (between 10 
and 20 minutes, depending on the conditions).

Action when an error occurs

SC type A: Center is notified 

SC type B: Center notified 

SC type C: Center is not notified, but the error is logged in the machine

SC type D: If two type D codes occur, then the center is notified. A recovery call 

will be sent if the machine can recover automatically after power goes off/on, 

then the type D code counter at the center is reset.

If no SC Recovery is received, the polling interval automatically returns to 1 hour 
after a set time.

The set time is between 10 and 20 minutes, as follows.

When 1-minute polling starts, the gateway sets a flag. 

The center checks the condition of this flag every 10 minutes. 

The first time that the center detects the flag, it does nothing (this can be up 
to 10 minutes after the SC Alert occurred). 

But, 10 minutes later, if the flag has not been reset (i.e., no SC Recovery 
signal was received from the device), the center resets the appliance to 

one-hour polling (this can be between 10 and 20 minutes after the SC Alert 
occurred).
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Access from Appliance to 
@Remote Center

The appliance initiates communication.

Mutual authentication via electronic certificate takes place 
between the appliance and the @Remote Center.

The appliance sends Device Failure Call Information to the 
@Remote Center Server, via HTTPS POST Request.

The @Remote Center Server confirms receipt of the Device 
Failure Call Information by sending back the result via HTTPS 
Response.

Appliance @Remote
Center

1. The appliance initiates communication

3. HTTPS Post Request (Emergency Call)

4. HTTPS Response (Result)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

No additional notes
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Handling Requests from the 
@Remote Center - 1

The appliance initiates communication.

Mutual authentication via electronic certificate takes place 
between the appliance and the @Remote Center.

The appliance sends Polling Information to the @Remote Center 
Server, via HTTPS POST Request.

The @Remote Center Server confirms receipt of this by sending 
back the result via HTTPS Response, and adds a counter 
information request.

Appliance @Remote
Center

1. The appliance initiates communication

3. HTTPS Post Request (Polling)

4. HTTPS Response (Counter Information Request)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

This communication is explained on two slides – go to the next slide to see the 

end of the communication.
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Handling Requests from the 
@Remote Center - 2

The appliance processes the counter information request.

Mutual authentication via electronic certificate takes place again 
between the appliance and the @Remote Center

The appliance sends Counter Information to the @Remote Center 
Server, via HTTPS POST Request.

The @Remote Center Server confirms receipt of the Counter 

Information by sending back the result via HTTPS Response.

Appliance @Remote
Center

6. HTTPS Post Request (Counter information)

7. HTTPS Response (Result)

5. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

No additional notes
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SMTP

The appliance includes a digital signature.

Data is encrypted using Triple-DES Cipher, 168 
bits (RC Gate V3.34 or later).

The Triple-DES Cipher key is encrypted with the 
@Remote Center Server's public key.

The appliance sends data with S/MIME format 
(Base 64) as E-mail.

No additional notes
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Sending by SMTP (E-mail)

Only sending is available. The appliance cannot receive 
mail from outside.

The appliance sends data to the @Remote Center as an 
encrypted e-mail attachment.

 This is known as “One-way Communication” method and it 

is available only on RC Gate.

Appliance @Remote
Center

1. SMTP (Encrypted periodic message)

The Remote Communication Gate supports two types of authentication:

SMTP authentication

POP before SMTP authentication 

SMTP: Simple Mail Transfer Protocol

POP: Post Office Protocol

This communication is only done for Auto Discovery, so the timing is the same 
as for Auto Discovery.
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PROTOCOLS

Connection Check

No additional notes
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Connection Check

At specified time intervals, the appliance checks 
if communication with the registered devices can 
be established, and if the serial number is the 
same as the one that is registered in the 
appliance. 

The appliance also checks if any new target 
devices are connected.

No additional notes
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Connection Check: HTTPS

After mutual authentication, the appliance asks for ID2 data 
from each device that is connected.

The devices send back the ID2 data by HTTPS Response.

1. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

2. HTTPS Post Request (Request for ID2 Data)

3. HTTPS Response (ID2 Data)

HTTPS Device Appliance

No additional notes
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Connection Check: SMTP

The appliance sends serial number information request 
OIDs to the devices via SNMP Request.

The device sends back the information via SNMP response.

1. SNMP Request 

(Serial Number Information Request)

2. SNMP Response (Serial Number Information)

SNMP Device Appliance

No additional notes
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PROTOCOLS

Updating Firmware (RFU)

No additional notes
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Remote Firmware Update

The appliance can collect new firmware from the 
Global Server, and send it to each machine in the 
customer’s network that needs it.

This only works for @Remote devices (HTTPS 
Devices).

Firmware of SNMP devices cannot be updated 
using @Remote. 

The appliance can update the firmware of the 
appliance itself, except for RC Gate S Pro.

There is a setting to enable or disable firmware 
update via @Remote.

No additional notes
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Equipment Used

Equipment

@Remote Center: Specifies the firmware version and the date and 
time that the firmware will be applied to the machines in the field. 

» The time can be set for updating firmware in target devices, but not for 
updating the firmware of the appliance itself (only the date can be 
specified).

Appliance: In response to the request from the @Remote Center, 
it acquires firmware from the Global Server, and transfers it to the 
target device.
Global Server: This is where the firmware is stored.
Device: Target device for the firmware update.

HTTPS Device Appliance Firewall Firewall

@Remote 

Center

LAN
HTTPS only

Internet
HTTPS only

Global 
Firmware 

Server

No additional notes
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The Procedure has Six Steps

1. The appliance initiates communication, as usual.
2. If there is new firmware to apply, the @Remote Center requests the 

appliance to update the target devices (it gives a list of target devices and 
the date that the update should be done).

3. When the date and time for the update is reached, the appliance acquires 
the firmware data from the Global Server.

4. The appliance logs into the device using the Device ID and Password. Then 
the firmware is sent to the device using FTP.

5. The device informs the appliance that it will automatically reboot after 
updating the firmware.

6. The appliance notifies the result of the firmware update to the @Remote 
Center.

Device Appliance

@Remote 

Center

Global 

Firmware 
Server

1

2

4

5

6

3

We will look at each step in detail on the next few slides.

The firmware update is done for each device, one at a time.

How does the @Remote Center know that there is new firmware to apply?

An operation must be done from the Center GUI to set up the firmware 
update operation, after the new firmware has been posted on the global 

server. This is explained in the presentation called ‘Remote Firmware 

Update (RFU)’.

Filename: @Remote_12_Remote Firmware Update.ppt
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Steps 1 and 2

1. The appliance initiates communication.
2. Mutual authentication via electronic certificate takes place 

between appliance and @Remote Center. 
3. The appliance polls the @Remote Center via HTTPS Post Request.
4. The @Remote Center confirms receipt of the polling signal by 

sending back a request to update firmware via HTTPS Response.
5. The appliance sends a response to this request via HTTPS Post 

Request.
6. The @Remote Center sends a response by HTTPS Response. This 

signals that the appliance can begin step 3 of the communication.

Appliance @Remote 
Center

1. The appliance initiates communication

3. HTTPS Post Request (Polling)

4. HTTPS Response (Request to update firmware)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

5. HTTPS Post Request (Response to Request)

6. HTTPS Response

Remember that communication between appliance and @Remote Center is 

initiated only by the appliance. If there is some new firmware to apply, the 

@Remote center must wait for the appliance to contact it before the process can 
start.
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Step 3

1. The appliance initiates communication.

2. Mutual authentication via electronic certificate takes place 
between appliance and Global Server.

3. The appliance sends a request for firmware to the Global 
server, using HTTPS Get Request.

4. The Global Server confirms receipt of the request for 
firmware with HTTPS Response, and sends the firmware.

Appliance Global 
Server

1. The appliance initiates communication

3. HTTPS Get Request (Request for firmware)

4. HTTPS Response (Response, and firmware)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

No additional notes
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Step 4

1. The appliance logs into the device by sending a Device ID and 
Password via FTP login.

2. If the ID and Password are correct, the device connects. 

3. The appliance sends firmware data to the device via FTP. 

4. The device sends a response if firmware data was received via 
FTP. 

After receiving the firmware, the device updates its firmware, and 
then automatically reboots.

Device Appliance

1. FTP (Login (ID, Password)

3. FTP PUT (Firmware)

4. FTP (Response)

2. FTP (Response)

Note that this phase of the communication (transfer of the firmware to the 

machine from the appliance) is done using FTP.
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Step 5

1. The device initiates authentication via electronic certificate.

2. The device sends a boot notification to the appliance by 

HTTPS POST Request.

3. The appliance confirms receipt of the boot notification by 
sending back a HTTPS Response. 

Device Appliance

2. HTTPS Post Request (Boot notification)

3. HTTPS Response (Response to boot notification)

1. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

No additional notes
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Step 6

1. The appliance initiates communication.

2. Mutual authentication via electronic certificate takes place 
between appliance and @Remote Center.

3. The appliance sends the results of the firmware update to 
the @Remote Center, via HTTPS Post Request.

4. The @Remote Center confirms receipt of the results, via 
HTTPS Response.

Appliance @Remote 
Center

1. The appliance initiates communication

3. HTTPS Post Request (Notification of results)

4. HTTPS Response (Response)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

No additional notes
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PROTOCOLS

Auto Discovery (AD)

No additional notes
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Auto Discovery

This function allows the appliance to automatically detect 

devices on the customers network and send this 
information back to the @Remote Center.

This uses SNMP protocol, even for HTTPS devices.

Auto discovery is done in two steps.

SNMP communication between appliance and devices on 

the customer’s network, to see what is connected.

Reporting of the results to the @Remote Center either by 

HTTPS or SMTP (e-mail).

The appliance makes this check at regular periods (default: 
once a day).

The default setting of Auto Discovery is “Off”.

No additional notes
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SNMP Communication Between 
Appliance and Device 

The appliance polls the connected devices at regular intervals to 
get counter information from the MIB.

1. The appliance sends counter information request OIDs via SNMP 
Request.

2. Devices send back their counter and machine information via 
SNMP response.

Data is collected once a day. It is temporarily stored in the 
appliance’s memory.

Device Appliance

2. SNMP Response (Counter information)

1. SNMP Request (Counter information request)

OID: Object Identifier
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Communication from Appliance to 
@Remote Center - HTTPS

1. This procedure is done when information on 10 devices is 

stored in the memory of the appliance.

Appliance @Remote 
Center

1. The appliance initiates communication

3. HTTPS Post Request (Polling)

2. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

4. HTTPS PKI Negotiation

(Authentication via Electronic Certificate)

5. HTTPS Post Request (Counter Information)

6. HTTPS Response (Result)

No additional notes
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Communication from Appliance to 
@Remote Center - SMTP

This procedure is done when information on a maximum of 

100 units has been collected, or when 1MB of information 
has been stored in the memory of the appliance.

1. The appliance sends the stored information as an e-mail 

attachment encrypted with S/MIME.

The appliance cannot receive e-mails.

Appliance @Remote 
Center

1. SMTP (Encrypted periodic message)

No additional notes
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