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Procedure:

Ricoh @Remote Connector NX is integrated with “Device Manager NX”

Overview

Ricoh @Remote connector NX can be integrated with Device Manage NX and migrate the
managed device list from Device Manager NX. The Ricoh @Remote Connector NX
system is responsible for sending the Device Lists date to Device Manager NX as it is
discovered, and any updated to data to the @Remote Center System if configuration
changes are made to the managed devices. After the integration is completed, Device

Manager NX continually monitors the status of conne
availability.

cted devices to ensure device
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ACTION

Please refer to the procedure below & follow the steps for the installation of “Ricoh
@Remote Connector NX with the Device Manager NX.

Procedure
Prior to completing the steps outlined below, verify the following:

® Ensure the Device Manager NX system and the @Remote Connector NX system are
both fully configured and functional.

® Obtain the RC Gate ID from the RICOH @Remote Connector System: Login to the
@Remote Connector system. On the Navigation Tree, click the @Remote branch, and
then click @Remote Settings. On the Connector Settings tab, locate the RC gate ID
information that appears within the “Register the Connector to the @Remote center”
section.

RICOH @Remote Connector NX

# Device List (0) Devices

# Discovery & Poling

i

. System

v @Remote Communication Settings Permizzicn Settings Device Acce

— Select Information to send to the @Remote center

& @Remote Settings
& Task Permit +| Send IP addresses

— Reqister the connector to the {@Remote center

Request number®: s

I RC gate ID: - e I

Status : % Registered

To perform the integration on the Device Manager NX Server:
1. On the Navigation tree, click System, then locate the Server Settings folder.

2. Click System Information and Settings.

3. Under the @Remote Center RC gate ID Registration section, click Register.
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@Remote Center RC gate ID Registration

{@Remote Center RC gate ID

| Register |

4. Enter the Gate ID you obtained from the RICOH @Remote Connector NX system,
then click OK to continue.

o Register @Remote Center RC gate 1D x

@Remote Center RC gate ID* : *

Ok Cancel

5. Click Save to save the changes.
The required setup on the Device Manager NX server is now complete.

To complete the integration, you must now configure the Device List update method on the
RICOH @Remote Connector NX server. The procedure is described below.
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To complete the integration on the RICOH @Remote Connector NX server:

1. On the Navigation Tree, click the @Remote branch, then click @Remote Settings.

2. Switch to the Device List Update tab.

IS e soen |

|

Connector Settings Communication Settings Permission Seftings Device Access Information Serial Number Acquisition m

The settings here are effective only if the device list update task is approved to run at <Permission Settings=.

— Device List Update Method

() Send information after discovery () Device Manager NX Pro

- Type: _
() Send information after polling (@) Device Manager MNX Enterprise
(®) Send informatien after device fist import Server Address®

Port Number* : 5080

DM Server Name® : | i v |Retrieve|

Check Connection |

3. Select the method you prefer to use for Device List Updates.
4. Under Type, select either Device Manager NX Pro or Device Manager NX Enterprise.
5. Enter the Device Manager NX server address, and set the port number to 8080.

6. Click Retrieve, and then choose the DM Server that will manage the device list data. If
you are integrating with Device Manager NX Pro, only one DM Server will appear.

7. Click Check Connection to confirm the settings. If the connection succeeded, you will
see a confirmation message. If the connection failed, check the settings you entered
and try again.
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SYMPTOM

Birdie C (Birdie-S/E option, version 1.1):

1.

4.

Call notifications for devices may not be received right after registration at the
@Remote center.

Note: Once the device status is received, call notifications can be received.

SC600/SC700 may occur several times if the Birdie is using a registered MIB device (a
non-Ricoh device).

Ricoh MIB devices (Ricoh-brand devices without a GW controller) cannot be
discovered automatically.

The Birdie-C cannot be registered with the @Remote Center.

Birdie-C (Independent, versions 1.0 and 1.0.1):

1.

Call notifications for devices may not be received right after registration at the
@Remote center.

Note: Once the device status is received, call notifications can be received.

. SC600/SC700 may occur several times if the Birdie is using a registered MIB device (a

non-Ricoh device).

Ricoh MIB devices (Ricoh-brand devices without a GW controller) cannot be
discovered automatically.
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CAUSE

1. Call notifications detailing the device status are not sent to the center just after device
registration. If a call is sent to the center before the registration is completed, the center
is unable to process the data, triggering the SC.

2. Some non-Ricoh products send unknown data to Birdie; as a result, Birdie cannot
process the data and produces the SC.

3. The Birdie does not process the data sent by the Ricoh MIB device that distinguishes it
from non-Ricoh MIB devices. As a result, the Birdie cannot recognize the device as a
Ricoh product.

4. The URLs contained in Birdie-S/E version 1.1 for @Remote connection were incorrect.
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SOLUTION
Birdie-S/E:

1. Update the application to ver1.1.1 or later.

2. Change the URLs for @Remote connection inside the “gc.properties-default” file.

Procedure

1. Stop the "RICOH DMNX Central Manager Service" and "RICOH DMNX Device Manager Service"

services on the DMNX server.

-ﬂ-

Services
File Action View Hep
o mEGE= Hm v oo
| 5 Senvezes (Lescal) D 5 icas u al}
RICOH D8N Central Manager Hamme - Descrption Status Startup |~
Service « Remote Acces Auto Connection Manager Crestes 4 ca., Flarusl
54, Remnote Access Connection Manager Mlariages di Mariuzl
- 5
op the senvice Farmate Daskiep Cerdiguration Farmote Das... Funning  Maraal
Restart the sapsice <
o Rernote Deskbop Senaces Allows uzer.,  Running  Fenuel
Remote Deskiop Seneces UseiMode Port.. Allwsther.. Funning  Mamual
Description: 4 Rermobe Procedure Call [FRC) The RPCSS ... Running  Automa
| k o~
:‘IIEELEDMN" Central Manager o Pemiote Procedure Call [RPO) Locator In Windiows... Mzl
4 Rernate Regivtey Enabled ram_ Autama
Brovides a n.. hlaruel

"-_E';.'.enutde__S'undar\df."'

S A OH DR Central Manager Senice

3 | IC0H DA ..
. FRCOH DMPK Device Maneger Senvice

% Poubing and Femote Sooess Cfers routi...
RPC Endpaint Mapper Resghves RP...

s Secondery Logon Enables star..

& Secure Socket Tunnding Pratocel Serdce  Provides su...
o Jmourity Accounts Menager The starfup ..
S Senver Supports fil..
o Shell Hardware Debection Provided ne...
;Smart Card Menages oo
< Sman Card Remeval Pelicy Allges thie §...

£

. Funning

Funning

Funning
Funning

Funning

Automa
Disabder
Aulama
[GHTH
Mareial
Automa
Automa
Aubama
Disabdec
Marwal |

¥

2. Copy the DMNX setup file (gc.properties-default) for backup. File location: "<Install Path>\configuration".
Default path: "C:\Program Files\Ricoh\Device Manager NX\configuration\gc.properties-default".
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L N ) configuration I
Home share View
if—:l * | = Ricoh » Device Manager MX » configuration » v 5 Search configuration
o Favorites Marne Date modified Type Siz
B Desktop g core 872772014 611 PM File folder
4 Downloads j dm 8/27/2014 6:11 PM File folder
= Recent places || activation.properties-default /2220014 434 PM PROPERTIES-DEF...
|| build.info 7/22/2014 4:34 PM IMFQ File

. Libraries
3 Docurments

J’J Music
[=] Pictures
™ videos

1% Com puter

rﬂ Metwork

8/27/2014 812 PM

PROPERTIES File

= | !
It is strongly recommended to check the successful backup of the file by checking its contents. If an error
occurs during the manual configuration, you can redo the steps by restoring the copied setup file.

gc.propertie

8/26/2014 11:07 PM

PROPERTIES-DEF...

LiEE

Qi 2014 4:34 PM
logd.dt Restore previous versions 2014 4:34 PM
logd).isc Send to p (2014 8211 PM
logdj 2014 4:34 PM
sysla 114 4:34 PM
syslagk 14 4:34 PM
syslang | | Crestesnortut 2014 4:34 PM
cyslang | @ | Delete 2014 4:34 PM

B | Renarme

S 4 4 T A TR

3.Delete the "gc.properties” file in the same directory as the "gc.properties-default” file.

COMF File

DTD File

XML Document
DEFAULT File
PROPERTIES File
PROPERTIES File
PROPERTIES File
PROPERTIES File

ARSREETIEE e
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LB L configuration
Home 5hare WView
if:' = | =« Ricoh » Device Manager MX » configuration W Search configuration
o Favorites Mame Date modified Type Siz
BE Desktop W core 8/27/2014 611 PM File folder
4 Downloads L dm 8/27/2014 6:11 PM File folder
151l Recent places PROPERTIES-DEF...

= Libraries

@ Documents

J’J Music

[ Pictures

™ videos

M Com puter

‘?j Metwork

|| activaticn.properties-default T/2272014 4:34 PM
sl 772272014 4:34 PM

INFO File

PROPERTIES File

M_§| gc.properties 8/27/2014 812 PM
Rz = 6,/2014 17:07 PM

|| krb5.c Edit 272014 4:34 PM

|| logdj.q Open with... 272014 4:34 PM

=] logd).i Restore previous versions 772014 8:11 PM

L logd.i Sl y (272014 4:34 PM

| syslan 272014 4:34 PM
Cut

| syslan 2/2014 4:34 PM
C

| syslan = 2/2014 4:34 PM

014 4:34 P
014 4:34 PM
272014 4:34 PM
272014 4:34 PM

mjsyslan r
I svslan

Dramarkicc

PROPERTIES-DEF...

COMF File

DTD File

XML Document
DEFAULT File
PROPERTIES File
PROPERTIES File
PROPERTIES File
PROPERTIES File
PROPERTIES File
PROPERTIES File
PROPERTIES File

The same file will be regenerated after restarting the services.

3. Start the "RICOH DMNX Central Manager Service" and "RICOH DMNX Device Manager Service"
services on the DMNX server.

4. Change the URL for @Remote Center address at the Birdie Ul “@Remote” => “@Remote Settings” to
the following address:

https://210.173.216.63/i02/AS
_ @Remote

= +| Send IP addresses
& @Remote Settings
@ Task Permit

Communication Setfings Permission Setfings Device Access Information

— Register the connector to the @Remote center

Regquest number* . RNRS01000001071309

RC gate ID : G33 G675E180E

Status - %" Registerad

— Trouble shooting

| Test can

| confirm Communication |

— Security Settings

Change encryption length - ' 512 bit (= 2043 bit | Confirm and Reﬂa::t|

— (@Remote center status

E@F{emole center address : https:V210.173 216 63i02/AS5 j

Failad connactinn date -

|Change|
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Services = [o N

File Action View Hep

o mEE= Hm + o nn

& Senvor ik (Lesgal) " Services lil.ncall
RICEH DMNK Central Manager Namee = Descrption Stabus Startup | -~
Service Femuote Acces Auta Connection kManager Crestes 4 oa.., Flareasl
: Femnote Access Connection Manager Plarages di. [SELAH
Sap the service Ramole Diskicp Cerfiguratian Famiole Das...  Funning  Maraal
Restart the sapvice £
. Rernote Desktop Senaces Sllowz uzar.,  Funning  Merual
Remote Desktop Seneces UserMode Port.. Allowsthe ..  Running  Maral
Description: ; Femuote Procedure Call [RRO) The RFCSS,..  Running  Automa
RICOH DMK Central Manager i Remnote Procedure Call [RPO) Locator In'Windows... Marezl

Service
Farmate Regitry Enabiled rami_. Aubarma

* 3RO OH DpD Central Manager Senvice
FRCOH DMK Device Maneger Senace

Marusl

0 DM, Running  Autama _

“ourbine an: rte Aooess Cifers rowte.. Disabdec
RPC Endgaint Mapper Feschst AL, Running  Aubarma

L Secondery Logon Enables star.. Mariuzl
Secure Socket Tunneing Protocol Serdce  Provedes su.. Maral
Security Siccounts Menager The statup . Running  Automa
Senver Supportsfl.  Running  Automa
Shill Hardwans Detection Provides ne..  Running  Aubama
Smart Card Menages 5. Disabder
St Card Bernoval Pelicy Al the 5. Maral

£ 1] ¥

h‘.enﬂt:l__-tlsund.:r\d__."'

5. Confirm the following points to check if this procedure was a success.

- @RCNX option can be registered at the @Remote Center?

- "Monitored" device list is in the @Remote Center? (Needs a few hours for the list to appear in the
@Remote Center after executing the device list update function.)

Birdie-C:
Update the Birdie-C with the patch file.

Procedure

1. Stop the "RICOH DMNX Central Manager Service" and "RICOH DMNX Device
Manager Service" services on the DMNX server.
1) Server: Start -> Administrative Tools -> Services

2) RICOH DMNX Central Manager Service & RICOH DMNX Device Manager
Service

2. Replace the patch file.

1) Unzip “Patch_Ver1-0-2..zip”

2) Upwrite Unzipped folder of “plugins” in the following pass (InstallPath)/plugins
Note: The default pass of the (InstallPath) is located “C\Program
Files\Ricoh\@Remote Connector NX”

3. Restart the "RICOH DMNX Central Manager Service" and "RICOH DMNX Device
Manager Service" services on the DMNX server.
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Service Manual Correction

Please apply the following update to your FSM as the replacement procedures were
incorrect and unclear.

Field Service Manual

Appliance Replacement / Multi-in-one (P19)

Appliance Replacement

Replacement]

activation and obtaining
certification /102 must be done
beforehand.

Reason 2) Because it takes longer
to complete restoring (10min. per
1000 managed device|, some
conditions and remarks have to be

followed.

Title RC Gate RC Gate A/ RC Gate 5 Pro Birdie-C
Ato b Specicﬂ care RC Gate A: Same as RC Gate
Rep|c|cement unnecessary RC Gate 5 Pro: 5pecia| care may
Restoration be necessary before or after.
(Ato A Reason 1) For the new appliance, | Different ID2

(RC Gate ID) is
required for A
to A
replacement of
Birdie-C since
its RC Gate ID
always changes
at Restoration.

No.: RD793003 I
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Multi-in-one (Switch from multiple RC Gates to a Re-Gale-t-Pre/~Re-Cateir
SUcCcessor mﬂaEI

Title RC Gate RC Gate A/ RC Gate S Pro Birdie-C

To put Mot applicable This can be to migrate all This can be to migrate
together two managed devices from multiple all managed devices
or more RC RC Gates to one RC Gate 5 Pro/ | from mulfiple RC
Gates into one RC Gate A manually. Gates/ RC Gate 5
RC Gate 5 Pro/ RC Gate A to one
Pro. See section "'5. Migration™ (P71) Birdie-C by semi-

for detail. stomated. TS

Migration (P71-P76)

Migration/Replacement

Data migratiens from the previous models or old machine have three migrafing procedures depending

on the pattern to replace.

Prerequisites

Check if the “Sending IP addresses” setting is permitted.
Take note of the Current License and RC Gate ID.

Pattern1 : Restoration of @Remote connector NX

Replacement from the same model (Replacement)

Rirdie-C @

4

1.

Deactivate the license.
System>Activation/Usage Report

2. Uninstall the @Remote Connector NX using the installer.
3. Delete the data base from the SQL server.
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4. Newly install the @Remote Connector NX (Install Guide/ FSM).

5. Activate the license.

6. Execute the Replacement Appliance at the Center GUI.

1. Input the Birdie-C (A) ID in “Old Appliance S/N”.

2. Input the Birdie-C (B) ID in “New Appliance S/N”.
3. Click “Replace”.

Center image (Refer to the @Remote Center GUI ¥3.0 for Center operation.)

Fl HReplace Applionce B  Migrate dppliance

Replace)

* Oid Appliance SN I

* New Appliance 5N I

7. Register @Remote Connector NX according to the Request No for Replacement.
* See section “Registration @Remote Connector NX” (P43).

* Request No for Replacement is created based on the following rule:

« "#" at the beginning of the old RC Gate ID

* 6 spaces in between the 3 digit-prefix and the remaining digits

Example:
Old Appliance RC Gate ID: G3300000010
New Appliance S/N RC Gate ID: G3300000020

Request number input to RC Gate YY: #G33 00000010

8. Confirm proper restoration of the device information.

Pattern2: Replacing a Predecessor Model with @Remote Connector NX

Replacement from a previous model (Replacement)
Example: RC gate (A) - Birdie-C (A)
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T

o —
(‘E revious Mod&l(ﬂﬂj\}

4

Birdie-C

1. Install the @Remote connector NX
2. Activate the license.

3. Do steps 6 through 8 of Pattern 1.

Note: Be sure that the previous model has been disconnected from the network before
step 7 when replacing BOX type appliances such as RC Gate A.

Pattern3 : Migrating Multiple Predecessor Models to @Remote Connector NX

Replacement from plural previous model (Replacement and Migration)
Example: RC gate (A), (B) and (C) -> Birdie-C (A)

Migration/Replacement

[ F‘rewnus Model| Aj\)l F’rewuus Model \"(F'revmus Mcdal{/ f.ﬂ )
\H-\-\- —

o I rd

Birdie-C

1. Select one of the previous models as a host.

Set one of the previous models as a host. Because only the @Remote setting of the host machine is

migrated to the Birdie-C, set the standard machine as a host.

Follow the procedure of Pattern2 with the main appliance.

no

Execute the Migration at the Center GUI.
1. Input the RC gate (B) ID in “Old Appliance S/N”.
2. Input the Birdie-C (A) ID in “New Appliance S/N”.
3. Click “Migrate”.

©
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Center image (Refer the @Remote Center GUI V3.0 for Center operation.)

B  Replace Appliance [[] Migrate dppliance

Higrato)

Oid Appliance SN

New Appliance 5N

4. Execute the Migration.

Input the RC gate (B) ID in “RC gate ID” and then click “Connect”.
O Note )

* Right before executing the migration, switch off the RC gate (B).
Migration
RCgateD: ;77 XXXXXXXX % [ connect]

@Remete center migration confirmation complete

Then Click “OK”.

Migration

@Remote center migration ¢ onfinmation complete

5. Confirm proper migration of the managed devices to the new appliance device list.

Note:

New installation & Device registration is required if “Sending IP addresses” setting is
not permitted.

Do not re-execute the registration process even if a timeout message appears before
the status changes to “Registered”.

Timeout may occur if the DM server is managing many devices, but the registration
process is working in the background. (Note that it may take a few hours to finish.)

RC Gate S Pro supports only Pattern 2.
Migration of multiple RC Gate S to one @Remote Connector NX is not expected
because the number of available managed devices are the same for the 2 products.

Only the device list data is migrated. @Remote settings data such as discovery ranges
for RC gate (B) and (C) is not transferred.

Be sure to cancel the registration at the center GUI for RC gate (B) and (C), because
the appliance is not automatically replaced.
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How to assign an exclusive NIC port for device communication (SP5821-002)

Overview

Ricoh @Remote connector NX notifies its IP address to the managed devices (which is
displayed in SP5821-002). However, the address in the SP may get overwritten, if the DM
server has multiple NIC ports and the port not used for the managed device is given
priority.

This situation can be resolved by changing the port priority-setting on the server.
However, if this is not accepted by the customer, do the procedure described below, which
will assign an exclusive NIC port to prevent overwriting of the SP.

Note
This procedure is applicable with the following product version.

- Device Manager NX Pro/Enterprise version 1.1.8 or later.
- @Remote Connector NX version 1.0.5 or later.

Procedure
1. Stop the DM server service.

ZEJ;,

T TR\ Ry ¢

2. Open “gc.properties-default” file and add a unique IP address as follows.
"dm.priority.atremote.ip.address=XXX.XXX.XXX.XXX.

3. Delete the “gc.properties” file.
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4. Restart the DM server service.

Note: Check the results on the day after you perform the above procedure, as it may
take time for the new IP address to take effect.
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Service Manual Correction
Please add the following Note regarding Permission Settings to your FSM, in this section:
3. @Remote Settings > Configure Permission Settings (p. 53-54)

e !NDfE )

Once the “Notificaton Timing ” setting is changed from the @Remote Center Server, the
default setting on the @RCNX is overwritten and cannot be changed on the @RCNX. If
the customer wishes to return the setting, it must be changed from the @Remote Center
Server. Make sure to tell your customer about this specification to prevent confusion.

See the following pages for examples that explain the importance of the above note.
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Example of a non-confusing case

1. The customer changes the permission setting to "Do not permit" on the @RCNX.
Notification timing on the @Remote Center Server automatically changes to "No
Send."

Permission Settings Notification Timing (Center Server)

Change the permssion setings of the @Remole tasks.
Device Regisiration - (@ Permt () Do not parmil |

e . () Permt (C) Do not permit |

e s eston] @ Porra Cye sotporen ltem Name Timing Type Da
pre—— . A Alarm No Send
G Service Col - (@) Permdt (3 et permdt Counter Information | Fixed Time of Every Month 11

Device Monual Coll Customes Col - (®) Permd (1) Bo not permit |

N

: Device Status

Device Alsrm Call - (8) Perm () Do not permit |

Device Supply Cal = (@) Permt () Do not parmat | MlB FSC On Tlme

Do fosmation Crange Nefieation . (® Permt (7 Do ot parmt | MIE Supply On Time

Device Frmware Updating - () Permé () Do nat permé | scfce On Time

Devic e Registration from @Remole Canter System . (@) Permd () Do nol permit Supply On Time
Informalion Setting Request from @iRemote Canter Systam® (@) Permit Do not permit

User Code Counter | No Send

nformmion Geting Rsquest from @Remote Center System: @ Permé () Do nat permit

2. The customer decides to change the setting back to "Permit." Notification timing at the
@Remote Center Server automatically returns to "Fixed time of Every Date."

Permission Settings Notification Timing (Center Server)

Change the permssion sefiings of the QRemote insks .
Device Registration = () Permé () Do not permi

Device List Update : () Permd () Do not permit

[ Device Status Ffarration Nuliﬁruliur] &) Perm_ () Do nol permll
Deviee Counter inTormation Molife ation Ll P¢[= I'-\-Z|::0|'|§"1-Del"l|"

Device Service Cad: (#) Permt () Do nat parmit

Device Manual Call / Customer Coll - (@) Permit () Do not permi ltem Name Timing Type Day Wee
Device AlsrmCall . (%) Permi D nat permit Alarm MNo Send
Device Supply Call: (@) Permd () Do not permil Counter Information | Fixed Time of Every Month 11
Device infonmation Change Motifization : (@) Permé () Dw nat permi ' Device Status Fixed Time of Every Date ~~
Device Frmware Updating . (8) Perme () D not permd MIB FSC On Time
Device Registration from @Rsmote Canter System: (8 Perm2 () Do not permit MIB Supply On Time
) ScjcC On Time
Informaton Setting Request from @Ramots Canter System: (@) Permi () Do not parm "
Supply On Time
Iformation Getting Request from @femote Center System: (@) Permé (7} Do not permit User Code Counter | Mo Send
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Example of a confusing case

1. The Timing Type was set to “No send” on the @Remote Center Server. The default
setting value on the @RCNX is overwritten as “No Send.”

Item Name Timing Type Day
Alarm Mo Send

Counter Information | Fixed Time of Every Month 11
DeviceStaus ___[NoSend | |
MIE FSC On Time

MIB Supply On Time

SC/CC On Time

Supply On Time

User Code Counter | No Send

2. The customer decides to change the permission settings to "Permit." On the @RCNX
screen, it appears as though the setting is permitted, but in reality, the setting remains
as “No Send,” because the default setting was overwritten from the @Remote Center
Server.

Permission Settings Notification Timing (Center Server)

Change the permssion sefings of the @Remole 1asks.
Device Ragstration : (8 Permt D not parmd

Device List Update Permi Ba not permi

[Demc: Siatus Fformation Nulli:ralnr] ®) Permi_ () Do nol permil
Devie Couiter ifarmation Motifie stion © (8 Per= () Do nat permi

Device Service Call . (@) Permé () Do not permi

Device Manual Call ! Cusiomer Call . (@) Permit Do nat permit Item Name Timing Type Da]

Device AlarmCal . (@) Perm2 () Do nal perm Alarm Ma Send
Device Supply Cal . (@) Permt () D nat parmi Counter Information | Fixed Time of Every Month 1

Dovice nformatn Change otfcaton - Perné (0o nt pornd Device Staus ___[NoSend | |

MIB FSC On Time
Device Firmw ane Lipdating ® Permi Do not permi =

MIB Supply On Time
Device Registration from @Remots Center System: (@) Perm2 () Do nat permat sc/ce On Time
Informabion Setting Request from (iRemote Canter System : (@) Permit Do not permi Supply On Time
Iformation Getting Request from @Remate Center System: (@) Permé () Do not permit User Code Counter | No Send
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