Notes on Security Functions

This manual describes procedures, and provides important notes, for using this product
in an operational environment complying with the requirements of the Common Criteria
for Information Technology Security Evaluation ("CC certification").

Read this manual thoroughly before using the product.

For information on the versions of CC-certified products, consult the administrator.

Notes on Particular Functions

This section provides notes on particular functions.

Printing

A third party may remove or review paper documents printed by this machine. Collect
prints immediately.

Scan to Folder

When you send files by Scan to Folder, select the destination from the registered fold-
ers only.

For details about sending files by Scan to Folder, see "Sending Scanned Documents to
a Client Computer", Scan.

Auto Logout

For added security, the machine has an auto-logout timer by which it automatically logs
you out if you do not operate the control panel within a given time.

Editing a Stored Documents

Be sure to provide file access permissions to appropriate users in accordance with the

following specifications.

» [Combine Files] and [Insert File] can be applied to files with "Edit / Delete" access
permission.
When executing [Combine Files] or [Insert File], the access permission of the initially
selected file is applied to the newly created file. The access permission of the sec-
ondary selected file is not applied.

 [Duplicate File] is available for files with "Read-only" permission.
The owner of the file created by [Duplicate File] is the user who executed [Duplicate
File], not the owner of the original file.
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