**% Basic Information ***

[Create date] 2019/12/13

Exported to(language) GEN(all)
[Firmware No.] D1615520H

[File Information]

File Name D1615520H.zip

File Type Module for Service
Size 1.00 MB ( 1049997 byte )
[Availability of RFU] No

*kk Note ***

[Note]

*+4%* Important Notes ***

[Important Notes]

*#%* Modification History ***

[Modifications made:]
Rank C
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Symptom corrected:

- A vulnerability (CVE-2019-14300) to buffer overflows parsing HTTP cookie headers
has been fixed.

- A vulnerability (CVE-2019-14301) to unauthenticated access to the debug page
in the Web Image Monitor has been fixed.

- A vulnerability (CVE-2019-14305) to buffer overflows in some setting values
has been fixed.

- A vulnerability (CVE-2019-14306) to unauthenticated access to backup files in
the Web Image Monitor has been fixed.

- A vulnerability (CVE-2019-14307) to a denial of service attack on setting SMTP
values has been fixed.

- A vulnerability (CVE-2019-14308) to a potential buffer overflow sending a
crafted LPD packet has been fixed.

Version 1.08
Other changes:
- LED lighting adjustment by changing PHY chip.

Version 1.06

Symptom corrected:

Don't restart up the machine under the following situation.

- When more than 12 hours passes after transfering energy saving mode.

Version 1.05
Symptom corrected:

Setting value on the printer feature is cleared after main switch
OFF/ON.

Version 1.03

Symptom corrected:

1. When a paper size mismatch occurs on the MFP, Web Image Monitor
does not display an error.

2. When a tray problem error (SC 50x) occurs on the MFP, Web Image
Monitor does not display an error.

3. "Toner is Almost Empty" is not displayed on the Printer screen if
Toner Near End occurs while printing a large volume job.

Other changes:
Supports the Catalonian, Turkish, and Greek display languages.

Version 1.02

Symptom corrected:

"Ethernet Board Error" is displayed when the Printer function key on
the operation panel is pressed.
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Important: This symptom occurs only on the GDI without NIC
(Network Interface Card) model.

Version 1.01
1st Mass production
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**% Basic Information ***

[Create date] 2019/12/13

Exported to(language) CHN(all)
[Firmware No.] D1615521E

[File Information]

File Name D1615521E.zip

File Type Module for Service
Size 1.00 MB ( 1050070 byte )
[Availability of RFU] No

*kk Note ***

[Note]

*+4%* Important Notes ***

[Important Notes]

*#%* Modification History ***

[Modifications made:]
Rank C
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Symptom corrected:

- A vulnerability (CVE-2019-14300) to buffer overflows parsing HTTP cookie headers
has been fixed.

- A vulnerability (CVE-2019-14301) to unauthenticated access to the debug page
in the Web Image Monitor has been fixed.

- A vulnerability (CVE-2019-14305) to buffer overflows in some setting values
has been fixed.

- A vulnerability (CVE-2019-14306) to unauthenticated access to backup files
in the Web Image Monitor has been fixed.

- A vulnerability (CVE-2019-14307) to a denial of service attack on setting SMTP
values has been fixed.

- A vulnerability (CVE-2019-14308) to a potential buffer overflow sending a
crafted LPD packet has been fixed.

Version 1.08
Other changes:
- LED lighting adjustment by changing PHY chip.

Version 1.06

Symptom corrected:

Don't restart up the machine under the following situation.

- When more than 12 hours passes after transfering energy saving mode.

Version 1.05
Symptom corrected:

Setting value on the printer feature is cleared after main switch
OFF/ON.

Version 1.04
Ist Mass production
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