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Read this manual carefully before you use this machine and keep it handy for future reference. For safe and correct use, be sure to read the Safety
Information in the "General Settings Guide" before using the machine.



Introduction

This manual contains detailed instructions and notes on the operation and use of this machine. For your
safety and benefit, read this manual carefully before using the machine. Keep this manual in a handy
place for quick reference.

Do not copy or print any item for which reproduction is prohibited by law.
Copying or printing the following items is generally prohibited by local law:

bank notes, revenue stamps, bonds, stock certificates, bank drafts, checks, passports, driver's licens-
es.

The preceding list is meant as a guide only and is not inclusive. We assume no responsibility for its
completeness or accuracy. If you have any questions concerning the legality of copying or printing cer-
tain items, consult with your legal advisor.

Important

Contents of this manual are subject to change without prior notice. In no event will the company be li-
able for direct, indirect, special, incidental, or consequential damages as a result of handling or oper-
ating the machine.

Trademarks

Microsoft®, Windows® and Windows NT® are registered trademarks of Microsoft Corporation in the
United States and/or other countries.

AppleTalk, EtherTalk, Rendezvous are registered trademarks of Apple Computer, Inc.

Other product names used herein are for identification purposes only and might be trademarks of their
respective companies. We disclaim any and all rights to those marks.

The proper names of the Windows operating systems are as follows:

* The product name of Windows® 95 is Microsoft® Windows 95.

* The product name of Windows® 98 is Microsoft® Windows 98.

e The product name of Windows® Me is Microsoft® Windows Millennium Edition (Windows Me).

* The product names of Windows® 2000 are as follows:
Microsoft® Windows® 2000 Advanced Server
Microsoft® Windows® 2000 Server
Microsoft® Windows® 2000 Professional

* The product names of Windows® XP are as follows:
Microsoft® Windows® XP Professional
Microsoft® Windows® XP Home Edition

* The product names of Windows Server™ 2003 are as follows:
Microsoft® Windows Server™ 2003 Standard Edition
Microsoft® Windows Server™ 2003 Enterprise Edition
Microsoft® Windows Server™ 2003 Web Edition

* The product names of Windows NT® 4.0 are as follows:
Microsoft® Windows NT® Server 4.0
Microsoft® Windows NT® Workstation 4.0

Notes

Some illustrations in this manual might be slightly different from the machine.
Certain options might not be available in some countries. For details, please contact your local dealer.



Manuals for This Machine

The following manuals describe the operational procedures of this machine. For
particular functions, see the relevant parts of the manual.

& Note
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Manuals provided are specific to machine type.

Adobe Acrobat Reader / Adobe Reader is necessary to view the manuals as
a PDF file

Two CD-ROMs are provided:
¢ CD-ROM 1 “Operating Instructions”
e CD-ROM 2 “Scanner Driver and Utilities”

General Settings Guide

Provides an overview of the machine and describes System Settings (such as
Tray Paper Settings), Document Server functions, and troubleshooting.
Refer to this manual for Address Book procedures such as registering e-mail
addresses and user codes.

Security Reference (this manual)

This manual is for administrators of this machine. It describes security func-
tions that the administrators can use to protect data from being tampered, or
prevent the machine from unauthorized use. Also refer to this manual for the
procedures for registering administrators, as well as setting user and admin-
istrator authentication.

Network Guide (PDF file - CD-ROM1)

Provides information about configuring and operating the scanner (Type 480
) in a network environment.

For details about network settings of the scanner (RW480) and printer
(RW480), see the manual that comes with the related option.

Copy Reference
Describes operations, functions, and troubleshooting for the machine's copier
function.

Scanner Reference (Scanner Unite Type 480) (PDF file - CD-ROM1)
Describes operations, functions, and troubleshooting for the machine's scan-
ner function.



< Manuals for DeskTopBinder Lite
DeskTopBinder Lite is a utility included on the CD-ROM labeled “Scanner
Driver and Utilities”.

¢ DeskTopBinder Lite Setup Guide (PDF file - CD-ROM2)
Describes installation of, and the operating environment for DeskTop-
Binder Lite in detail. This guide can be displayed from the [Setup] display
when DeskTopBinder Lite is installed.

¢ DeskTopBinder Lite Introduction Guide (PDF file - CD-ROM2)
Describes operations of DeskTopBinder Lite and provides an overview of
its functions. This guide is added to the [Start] menu when DeskTopBinder
Lite is installed.

e Auto Document Link Guide (PDF file - CD-ROM?2)
Describes operations and functions of Auto Document Link installed with
DeskTopBinder Lite. This guide is added to the [Start] menu when Desk-
TopBinder Lite is installed.
< Other manuals
e Manuals for Printer (RW480) function
¢ Manuals for Scanner (RW480) function
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How to Read This Manual

Symbols

The following set of symbols is used in this manual.

/\ WARNING:

This symbol indicates a potentially hazardous situation that might result in
death or serious injury when you misuse the machine without following the in-
structions under this symbol. Be sure to read the instructions, all of which are de-
scribed in the Safety Information section.

/A CAUTION:

This symbol indicates a potentially hazardous situation that might result in mi-
nor or moderate injury or property damage that does not involve personal injury
when you misuse the machine without following the instructions under this
symbol. Be sure to read the instructions, all of which are described in the Safety
Information section.

* The statements above are notes for your safety.

ﬂlmportant

If this instruction is not followed, paper might be misfed, originals might be
damaged, or data might be lost. Be sure to read this.

5] Preparation
This symbol indicates information or preparations required prior to operating.

& Note

This symbol indicates precautions for operation, or actions to take after abnor-
mal operation.

? Limitation

This symbol indicates numerical limits, functions that cannot be used together,
or conditions in which a particular function cannot be used.

A Reference
This symbol indicates a reference.

1
Keys that appear on the machine's display panel.

[ 1
Keys and buttons that appear on the computer's display.

€ 1
Keys built into the machine's control panel.
(1

Keys on the computer's keyboard.






Enhanced Security

This machine's security function can be enhanced through the management of
the machine and its users using the improved authentication functions.

By specifying access limits on the machine’s functions and the documents and
data stored in the machine, you can prevent information leaks and unauthorized
access.

Data encryption can prevent unauthorized data access and tampering via the
network.

L

Authentication and Access Limits

Using authentication, administrators manage the machine and its users. To
enable authentication, information about both administrators and users must
be registered in order to authenticate users via their login user names and
passwords.

Four types of administrator manage specific areas of machine usage, such as
settings and user registration.

Access limits for each user are specified by the administrator responsible for
user access to machine functions and documents and data stored in the ma-
chine.

A Reference
For details, see p.67 “The Roles of Administrators”.

Encryption Technology
This machine can establish secure communication paths by encrypting trans-
mitted data and passwords.



Getting Started

Glossary
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Administrator

Administrators manage a specific area of machine usage, such as settings or
user registration.

There are four types of administrator: user administrator, network adminis-
trator, machine administrator, and file administrator. One person can act as
more than one type of administrator.

Basically, administrators make machine settings and manage the machine;
they cannot perform normal operations, such as copying.

User
A user performs normal operations on the machine, such as copying.

File Creator (Owner)
This is a user who can store files in the machine and authorize other users to
view, edit, or delete those files.

Registered User
This is a user whose personal information is registered in the address book.
The registered user is the user who knows the login user name and password.

Administrator Authentication

Administrators are authenticated by means of the login user name and login
password supplied by the administrator when specifying the machine’s set-
tings or accessing the machine over the network.

User Authentication

Users are authenticated by means of the login user name and login password
supplied by the user when specifying the machine’s settings or accessing the
machine over the network.

Login

This action is required for administrator authentication and user authentica-
tion. Enter your login user name and login password on the machine’s control
panel.

A login user name and login password may also be supplied when accessing
the machine over the network or using such utilities as Web Image Monitor
and SmartDeviceMonitor for Admin.

Logout

This action is required with administrator and user authentication. This ac-
tion is required when you have finished using the machine or changing the
settings.



Security Measures Provided by this Machine

Security Measures Provided by this
Machine

Preventing Information Leaks

< Protecting Stored Files from Unauthorized Access
You can specify who is allowed to use and access scanned files and the files
in Document Server. You can prevent activities such as the printing of stored
files by unauthorized users.

pe Reference
For details, see p.9 “Specifying Access Permission for Stored Files”.

< Protecting Stored Files from Theft
You can specify who is allowed to use and access scanned files and the files
in Document Server. You can prevent such activities as the sending and
downloading of stored files by unauthorized users.

pe Reference
For details, see p.9 “Specifying Access Permission for Stored Files”.

< Preventing Data Leaks Due to Unauthorized Transmission
You can specify in the address book which users are allowed to send files us-
ing the scanner function.
You can also limit the direct entry of destinations to prevent files from being
sent to destinations not registered in the address book.

/O Reference

For details, see p.16 “Preventing Data Leaks Due to Unauthorized Trans-
mission”.

2
o

Protecting Registered Information in the Address Book

You can specify who is allowed to access the data in the address book. You
can prevent the data in the address book being used by unregistered users.
To protect the data from unauthorized reading, you can also encrypt the data
in the address book.

& Note

O To encrypt the data in the address book, the machine must have the scan-
ner function.

pe Reference
For details, see p.18 “Protecting the Address Book”.




Getting Started
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Overwriting the Data on the Hard Disk
You can overwrite data on the hard disk.

pe Reference
For details, see p.22 “Overwriting the Data on the Hard Disk”.

Preventing Unauthorized Operation

X3
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Preventing Modification or Deletion of Stored Data

You can specify who is allowed to access stored scan files and files stored in
Document Server.

You can permit selected users who are allowed to access stored files to modify
or delete the files.

pe Reference
For details, see p.9 “Specifying Access Permission for Stored Files”.

Preventing Modification of Machine Settings
The machine settings that can be modified depend on the type of administra-
tor account.
Register the administrators so that users cannot change the administrator set-
tings.
pe Reference

For details, see p.27 “Preventing Modification of Machine Settings”.

Limiting Available Functions
To prevent unauthorized operation, you can specify who is allowed to access
each of the machine’s functions.

pe Reference
For details, see p.28 “Limiting Available Functions”.



Security Measures Provided by this Machine

Enhanced Network Security
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Preventing Unauthorized Access

You can limit IP addresses or disable ports to prevent unauthorized access
over the network and protect the address book, stored files, and default set-
tings.

pe Reference
For details, see p.31 “Preventing Unauthorized Access”.

Encrypting Transmitted Passwords

Prevent login passwords, group passwords for PDF files, and IPP authentica-
tion passwords being revealed by encrypting them for transmission.

Also, encrypt the login password for administrator authentication and user
authentication.

& Note

O To encrypt transmitted passwords, the machine must have the scanner
function.

pe Reference
For details, see p.34 “Encrypting Transmitted Passwords”.

Safer Communication Using SSL

When you access the machine using a Web browser or IPP, you can establish
encrypted communication using SSL. When you access the machine using an
application such as SmartDeviceMonitor for Admin, you can establish en-
crypted communication using SNMPv3 or SSL.

To protect data from interception, analysis, and tampering, you can install a
server certificate in the machine, negotiate a secure connection, and encrypt
transmitted data.

& Note

O To establish encrypted communication using SSL, the machine must have
the scanner function.

A Reference
For details, see p.37 “Protection Using Encryption”.
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2. Preventing Information Leaks

Specifying Access Permission for Stored
Files

You can specify who is allowed to access stored scan files and files stored in the
Document Server.

You can prevent activities such as the sending of stored files by unauthorized users.

% Access Permission
To limit the use of stored files, you can specify four types of access permission.

Read-only In addition to checking the content of and in-
formation about stored files, you can also
send the files.

Edit You can change the print settings for stored
files. This includes permission to view files.

Edit / Delete You can delete stored files.
This includes permission to view and edit
files.

Full Control You can specify the user and access permis-

sion.This includes permission to view, edit,
and edit / delete files.

& Note
O Files can be stored by any user who is allowed to use the Document Server
or scanner function.

O Using Web Image Monitor, you can check the content of stored files. For
details, see the Web Image Monitor Help.

O The default access permission for the file creator (owner) is “Read-only”.

< Password for Stored Files
Passwords for stored files can be specified by the file creator (owner) or file
administrator.
You can obtain greater protection against the unauthorized use of files.
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Preventing Information Leaks

Assigning Users and Access Permission for Stored Files

This can be specified by the file creator (owner) or file administrator.

Specify the users and their access permissions for each stored file.

By making this setting, only users granted access permission can access stored
files.

5] Preparation

For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

#Important

O If files become inaccessible, reset their access permission as the file creator
(owner). This can also be done by the file administrator. If you want to access
a file but do not have access permission, ask the file creator (owner).

l] Press the [Document Server] key.
ﬂ Select the file.
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ﬂ Press [Change Acs. Priv.].
B Press [Program/Change/Delete].
ﬂ Press [New Program].
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Specifying Access Permission for Stored Files

ﬂ Select the users or groups you want to assign permission to.
You can select more than one users.
By pressing [All Users], you can select all the users.

WY

Users {Groups: Progan
ey g o e o, wih e i ey

AL

R | P
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B Press [Exit].

ﬂ Select the user who you want to assign an access permission to, and then
select the permission.

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

Pemnisiuas forUsers /Gougs: rogan
o #y

"
Proganed. 2/200

L]

m Press [Exit].
m Press [OK].
m Press [OK].

Assigning the User and the Access Permission for the User’s
Stored Files

This can be specified by the file creator (owner) or user administrator.

Specify the users and their access permission to files stored by a particular user.
Only those users granted access permission can access stored files.

This makes the management of access permission easier than it is when permis-
sion is specified for each stored file.

5] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

#Important

O If files become inaccessible, be sure to enable the user administrator, and then
reset the access permission for the files in question.

11
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Preventing Information Leaks

l] Press the [User Tools/Counter] key.
ﬂ Press [System Settings].

& User Too ounter / Inq oot £
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ﬂ Press [Address Book Management].
If it does not appear, press [VNext].

B Select the user or group.
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ﬂ Under "Protect File(s)", press [Program/Change/Delete] for "Permissions for

Users/Groups".
If it does not appear, press [VNext].

B Press [New Program].
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Specifying Access Permission for Stored Files

B Select the users or groups to register.

You can select more than one users.
By pressing [All Users], you ca

Fouer n Luser)

select all the users.

5:28

WY 2
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m Press [Exit].

m Select the user who you want to assign an access permission to, and then
select the permission.

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

Pernisiuas forUsers /Gougs: rogran /Clge
Frcs Piew g o s o s ey changs prviges
Reatonly

"
Proganed. 2/200

L]
m Press [Exit].
[B Press [OK].
m Press [Exit].

EB Press the [User Tools/Counter] key.

13
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Preventing Information Leaks

Specifying Passwords for the Stored Files

This can be specified by the file creator (owner) or file administrator.
Specify passwords for the stored files.
Provides increased protection against unauthorized use of files.

5] Preparation

For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

l] Press the [Document Server] key.
ﬂ Select the file.

Mgt ey
o e

G ewwots ooy | 1]

&

i

I

I

B Press [File Management].
ﬂ Press [Change Password].

B Enter the password using the number keys.
You can use 4 to 8 numbers as the password for the stored file.

ﬂ Press [Change] at the bottom of the screen.

ﬂ Confirm the password by re-entering it using the number keys.
B Press [#].

ﬂ Press [OK].

ﬂﬂ Press [OK].



Specifying Access Permission for Stored Files

Unlocking Files

If you specify “Enhance File Protection”, the file will be locked and become in-
accessible if an invalid password is entered ten times. This section explains how
to unlock files.

Only the file administrator can unlock files.
For details about “Enhance File Protection”, see p.76 “Specifying the Extended
Security Functions”.

5] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

l] Press the [Document Server] key.
ﬂ Select the file.

B Press [File Management].
ﬂ Press [Unlock Files].

M, 328 e wiomtion

]

e
B Press [Yes].
ﬂ Press [OK].

15
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Preventing Information Leaks

Preventing Data Leaks Due to
Unauthorized Transmission

If user authentication is specified, the user who has logged on can be designated
as the sender to prevent unauthorized access.

You can also limit the direct entry of destinations to prevent files from being sent
to destinations not registered in the address book.

Restrictions on Destinations

This can be specified by the user administrator.

Make the setting to disable the direct entry of e-mail addresses under the scan-
ner function.

By making this setting, the destinations can be restricted to addresses registered
in the address book.

ﬁ Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

l] Press the [User Tools/Counter] key.
ﬂ Press [System Settings].

it - (U hannereor) AT
& User Tools / Counter / Inquiry EEE
‘ Qo /et 1 ‘ 2 B8 |
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Y
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B Press [Administrator Tools].
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ﬂ Press [Extended Security].



Preventing Data Leaks Due to Unauthorized Transmission

B Press [On] for “Restrict Use of Destinations”.

Aot 25 My

Selct te.

> gt Adess Book -Pemit ASg f Destinaors

& Note

O If you set “Restrict Use of Destinations” to [Off], “Permit Adding of Desti-
nations” appears.

O If you set “Permit Adding of Destinations” to [On], the user can register
destinations by entering them directly.

O If you set “Permit Adding of Destinations” to [Off], the user cannot register
destinations by entering them directly.

O If you set “Permit Adding of Destinations” to [Off], you cannot make
changes to the address book.

ﬂ Press [OK].
ﬂ Press the [User Tools/Counter] key.

/O Reference

This can also be specified using Web Image Monitor. For details, see the
Web Image Monitor Help.

17




Preventing Information Leaks

Protecting the Address Book

You can specify who is allowed to access the data in the address book. By mak-
ing this setting, you can prevent the data in the address book being used by un-
registered users.

To protect the data from unauthorized reading, you can also encrypt the data in
the address book.

Address Book Access Permission

This can be specified by the registered user. The access permission can also be
specified by a user granted full control or the user administrator.

You can specify who is allowed to access the data in the address book.

By making this setting, you can prevent the data in the address book being used
by unregistered users.

5] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

l] Press the [User Tools/Counter] key.

ﬂ Press [System Settings].
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ﬂ Press [Address Book Management].
If it does not appear, press [VNext].



Protecting the Address Book

B Select the user or group.
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ﬂ Under "Protect Destination", press [Program/Change/Delete] for "Permissions
for Users/Groups".

B Press [New Program].
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B Select the users or groups to register.

You can select more than one users.

By pressing [All Users], you can select all the users.
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m Press [Exit].

m Select the user who you want to assign an access permission to, and then
select the permission.

Select the permission, from [Read-only], [Edit], [Edit / Delete], or [Full Control].
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m Press [Exit].
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Preventing Information Leaks

[B Press [OK].
m Press [Exit].
[B Press the [User Tools/Counter] key.

Encrypting the Data in the Address Book

This can be specified by the user administrator.

Encrypt the data in the address book.

ﬁ Preparation

For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

& Note

O To encrypt the data in the address book, the machine must have the scanner
function.

O Encrypting the data in the address book may take a long time. (Up to three
minutes)

O The time it takes to encrypt the data in the address book depends on the
number of registered users.

O The machine cannot be used during encryption.

O If you press [Stop] during encryption, the data is not encrypted.

O Normally, once encryption is complete, [Exit] appears. If three minutes have
passed and [Exit] has still not appeared, contact your service representative.

O If you press [Stop] during decryption, the data stays encrypted.

O Do not switch the main power off during encryption, as doing so may corrupt

the data.

l] Press the [User Tools/Counter] key.

ﬂ Press [System Settings].
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Protecting the Address Book

B Press [Administrator Tools].
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ﬂ Press [Extended Security].

ss Book”.

2005 6211

ﬂ Press [Change] for [Encryption Key].

ﬂ Enter the encryption key, and then press [OK].
Enter the encryption key using up to 32 alphanumeric characters.

B Press [Encrypt / Decrypt].

ﬂ Press [Yes].

m Press [Exit].

m Press [OK].

[ﬂ Press the [User Tools/Counter] key.
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Preventing Information Leaks

Overwriting the Data on the Hard Disk

To use this function, the optional DataOverwriteSecurity unit must be installed.

You can overwrite data on the hard disk.

& Note
O Depending on the hard disk capacity and the method of erasing the data, this
action may take a few hours. The machine cannot be used during this time.

< Auto Erase Memory Setting
To erase selected data on the hard disk, specify [Auto Erase Memory Setting].

< Erase All Memory
To erase all the data on the hard disk, using [Erase All Memory].

< Methods of Erasing the Data
You can select the method of erasing the data from the following:
The default is “NSA”.

NSA 1 Overwrites the data on the hard disk twice
with random numbers and once with zeros.

DoD *2 Overwrites the data with a number, its com-
plement, and random numbers, and then
checks the result.

Random Numbers Overwrites the data with random numbers
the specified number of times.

You can specify between 1 and 9 as the
number of times the data is overwritten with
random numbers. The default is 3 times.

"l National Security Agency
2 Department of Defense

AP Reference
For details, see the manual supplied with the DataOverwriteSecurity unit.

“Auto Erase Memory Setting”

This can be specified by the machine administrator.

A document scanned in Copier or Scanner mode is temporarily stored on the
machine's hard disk.

Even after the job is completed, it remains in the hard disk as temporary data.
Auto Erase Memory erases the temporary data on the hard disk by writing over
it.

Overwriting starts automatically once the job is completed.

The Copier functions take priority over the Auto Erase Memory function. If a
copy job is in progress, overwriting will only be done after the job is completed.



Overwriting the Data on the Hard Disk

=] Preparation

For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

l] Press the [User Tools/Counter] key.

ﬂ Press [System Settings].
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ﬂ Press [Auto Erase Memory Setting].
If it does not appear, press [VNext].

B Press [On], and then select the method of erasing the data.
Select the method of erasing the data from [NSA], [DoD], or [Random Numbers].

When you select “Random Numbers”

@ Press [Change].
@ Enter the number of times that you want to overwrite using the number
keys, and then press [#].
ﬂ Press [OK].
Auto Erase Memory is set.

ﬂlmportant

O When Auto Erase Memory is set to "On", temporary data that remained on
the hard disk when Auto Erase Memory was "Off" might not be overwrit-
ten.
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Preventing Information Leaks

& Note

O Should the main power switch of the machine be turned off before over-
writing is completed, the temporary data will remain on the hard disk un-
til the main power switch is next turned on and overwriting is resumed.

O If the overwriting method is changed while overwriting is in progress, the
remainder of the temporary data will be overwritten using the method set
originally.

Canceling Auto Erase Memory

ﬂ Follow steps ] to [} in “Auto Erase Memory Setting”.
B Press [Off].
B Press [OK].

Auto Erase Memory is disabled.

& Note

O To set Auto Erase Memory to "On" again, repeat the procedure in “Auto Erase
Memory Setting”.

Types of Data that Can or Cannot Be Overwritten

The following table shows the types of data that can or cannot be overwritten by
Auto Erase Memory.

Data overwritten by Auto Copier ¢ Copy jobs
Erase Memory

Scanner ! e Scanned files sent by e-mail

* Files sent by Scan to Folder

¢ Documents sent using
DeskTopBinder, the Scan-

Router delivery software
or a Web browser

Datanot overwritten by Auto | Documents stored by the user in the Document Server using
Erase Memory the Copier or Scanner functions "

Information registered in the Address Book "

Counters stored under each user code

Data scanned with network TWAIN scanner will not be overwritten by Auto Erase
Memory.

A stored document can only be overwritten after it has been printed or deleted from
the Document Server.

Data stored in the Address Book can be encrypted for security. For details, see p.20
“Encrypting the Data in the Address Book”.



Overwriting the Data on the Hard Disk

“Erase All Memory”

This can be specified by the machine administrator.

You can erase all the data on the hard disk by writing over it. This is useful if you
relocate or dispose of your machine.

=] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74
“Logging off Using Administrator Authentication”.

ﬂlmportant

O User codes and the counters under each user code, user stamps, data stored
in the Address Book, network settings, and the SSL Certificate will be over-
written.

& Note

O Before erasing the hard disk, you can back up user codes, counters for each
user code, and Address Book data using SmartDeviceMonitor for Admin. For
details, see SmartDeviceMonitor for Admin Help.

ﬂ Disconnect communication cables connected to the machine.

EI Press the [User Tools/Counter] key.

B Press [System Settings].

Ehine AdTInSror) 25 Wy 513

oo
@ User Tools / Counter / Inquiry
[o o | & om |
spimSags
Y
i iy
‘ I ScamerFdres ] ‘ @= Count |

3 seoints

10 shels)

Copy ot Disay oo T sacants

Furclin Pty [coper Oriial Feed Doty T T seoants

Pt Pty [Diply Mote s [aree [yt

B Press [Erase All Memory].
If it does not appear, press [VNext].

25



26

Preventing Information Leaks

ﬂ Select the method of erasing the data.
Select the method of erasing the data from [NSA], [DoD], or [Random Numbers].

When you select “Random Numbers”

@ Press [Change].
@ Enter the number of times that you want to overwrite using the number
keys, and then press [#].
ﬂ Press [OK].
ﬂ Press [Yes].

ﬂ When overwriting is completed, press [Exit], and then turn off the power.

/O Reference

Before turning the power off, see "Turning On the Power", General Settings
Guide.

#Important
O Should the main power switch of the machine be turned off before Erase
All Memory is completed, overwriting is canceled.

O Make sure the main power switch is not turned off during overwriting.

& Note

O If the main power is turned off when Erase All Memory is in progress,
overwriting will start again when you next turn on the main power.

O If an error occurs before overwriting is completed, turn off the main pow-
er. Turn it on again, and then repeat from stepf}.

Canceling Erase All Memory

n Press [Cancel] while Erase All Memory is in progress.
B Press [Yes].

Erase All Memory is canceled.
& Note

O If you stop this before completion, the data is not fully erased. Execute
[Erase All Memory] again to erase the data.

B Turn off the main power.

& Note
O To resume overwriting after power off, turn on the main power of the ma-
chine, and then repeat the procedure in “Erase All Memory”.



S
3. Preventing Unauthorized
Use of Functions and Settings

Preventing Modification of Machine
Settings

The machine settings that can be modified depend on the type of administrator.
Users cannot change the administrator settings.

Register the administrators before using the machine.

< Type of Administrator
Register the administrator on the machine, and then authenticate the admin-
istrator using the administrator’s login user name and login password. The
machine settings that can be modified depend on the type of administrator.

To manage the machine, the following types of administrator can be designat-
ed:

e User Administrator
e Network Administrator
¢ File Administrator
e Machine Administrator

pe Reference
For details, see p.67 “The Roles of Administrators”.

For details, see p.69 “Administrator Authentication”.
For details, see p.91 “Machine Administrator Settings”.
For details, see p.96 “Network Administrator Settings”.
For details, see p.100 “File Administrator Settings”.

For details, see p.101 “User Administrator Settings”.

2
o

Menu Protect

Use this function to specify the permission level for users to change those set-
tings accessible by non-administrators.

You can specify Menu Protect for the following settings:

¢ Copier / Document Server
e Scanner Features

A Reference
For details, see p.101 “User Administrator Settings”.
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Preventing Unauthorized Use of Functions and Settings

Limiting Available Functions

To prevent unauthorized operation, you can specify who is allowed to access
each of the machine’s functions.

« Available Functions
Specify the available functions from the copier, Document Server, and scan-
ner functions.

Specifying Which Functions are Available

This can be specified by the user administrator. Specify the functions available
to registered users. By making this setting, you can limit the functions available
to users.

5] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74

’

“Logging off Using Administrator Authentication”.
l] Press the [User Tools/Counter] key.
B Press [System Settings].
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ﬂ Press [Address Book Management].
If it does not appear, press [VNext].

B Select the user.
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Limiting Available Functions

ﬂ Press [Auth. Info].

If the setting to be specified does not appear, press [VNext].
B Press [OK].
ﬂ Press [Exit].
EE] Press the [User Tools/Counter] key.
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S
4. Enhanced Network Security

Preventing Unauthorized Access

You can limit IP addresses or disable ports to prevent unauthorized access over
the network and protect the address book, stored files, and default settings.

Enabling/Disabling Protocols

This can be specified by the network administrator.

Specify whether to enable or disable the function for each protocol.

By making this setting, you can specify which protocols are available and so pre-
vent unauthorized access over the network.

5] Preparation
For details about logging on with administrator authentication, see p.73
“Logging on Using Administrator Authentication”.

For details about logging off with administrator authentication, see p.74

”

“Logging off Using Administrator Authentication”.
l] Press the [User Tools/Counter] key.
ﬂ Press [System Settings].
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ﬂ Press [Effective Protocol].
If the setting to be specified does not appear, press [VNext].
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Enhanced Network Security

B Press [Invalid] for the protocol you want to disable.

ﬂ Press [OK].
ﬂ Press the [User Tools/Counter] key.

A Reference
Advanced network settings can be specified using Web Image Monitor.
For details, see the Web Image Monitor Help.

Access Control

This can be specified by the network administrator.
The machine can control TCP/IP access.

Limit the IP addresses from which access is possible by specifying the access
control range.

For example, if you specify the access control range as [192.168.15.16]-
[192.168.15.20], the client PC addresses from which access is possible will be from
192.168.15.16 to 192.168.15.20.

? Limit