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Read this manual carefully before you use this machine and keep it handy for future reference. For safe and correct use, be sure to read the
Safety Information in "About This Machine" before using the machine.



Introduction

This manual contains detailed instructions and notes on the operation and use of this machine. For your
safety and benefit, read this manual carefully before using the machine. Keep this manual in a handy
place for quick reference.

Important

Contents of this manual are subject to change without prior notice. In no event will the company be li-
able for direct, indirect, special, incidental, or consequential damages as a result of handling or oper-
ating the machine.

Do not copy or print any item for which reproduction is prohibited by law.
Copying or printing the following items is generally prohibited by local law:

bank notes, revenue stamps, bonds, stock certificates, bank drafts, checks, passports, driver's licens-
es.

The preceding list is meant as a guide only and is not inclusive. We assume no responsibility for its
completeness or accuracy. If you have any questions concerning the legality of copying or printing cer-
tain items, consult with your legal advisor.

Notes

Some illustrations in this manual might be slightly different from the machine.
Certain options might not be available in some countries. For details, please contact your local dealer.

Depending on which country you are in, certain units may be optional. For details, please contact your
local dealer.

Caution:

Use of controls or adjustments or performance of procedures other than those specified in this manual
might result in hazardous radiation exposure.

Two kinds of size notation are employed in this manual. With this machine refer to the metric version.



Manuails for This Machine

Refer to the manuals that are relevant to what you want to do with the machine.
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Media differ according to manual.
The printed and electronic versions of a manual have the same contents.

Adobe Acrobat Reader/Adobe Reader must be installed in order to view the
manuals as PDF files.

Depending on which country you are in, there may also be html manuals. To
view these manuals, a Web browser must be installed.

About This Machine

Be sure to read the Safety Information in this manual before using the ma-
chine.

This manual provides an introduction to the functions of the machine. It also
explains the control panel, preparation procedures for using the machine,
how to enter text, and how to install the CD-ROMs provided.

Troubleshooting
Provides a guide to solving common problems, and explains how to replace
paper, toner, and other consumables.

Copy / Document Server Reference
Explains Copier and Document Server functions and operations. Also refer to
this manual for explanations on how to place originals.

Facsimile Reference
Explains Facsimile functions and operations.

Printer Reference
Explains Printer functions and operations.

Scanner Reference
Explains Scanner functions and operations.

Network Guide

Explains how to configure and operate the machine in a network environ-
ment, and use the software provided.

This manual covers all models, and includes descriptions of functions and
settings that might not be available on this machine. Images, illustrations, and
information about operating systems that are supported might also differ
slightly from those of this machine.

General Settings Guide

Explains User Tools settings, and Address Book procedures such as register-
ing fax numbers, e-mail addresses, and user codes. Also refer to this manual
for explanations on how to connect the machine.



% Security Reference

This manual is for administrators of the machine. It explains security func-
tions that you can use to prevent unauthorized use of the machine, data tam-
pering, or information leakage. For enhanced security, we recommend that
you first make the following settings:

e Install the Device Certificate.

* Enable SSL (Secure Sockets Layer) Encryption.

¢ Change the user name and password of the administrator using Web Im-

age Monitor.

For details, see “Setting Up the Machine”, Security Reference.

Be sure to read this manual when setting the enhanced security functions, or

user and administrator authentication.

« PostScript 3 Supplement

Explains how to set up and use PostScript 3.

% UNIX Supplement

For “UNIX Supplement”, please visit our Web site or consult an authorized

dealer.

< Other manuals
* Manuals for DeskTopBinder Lite

* DeskTopBinder Lite Setup Guide
¢ DeskTopBinder Introduction Guide

e Auto Document Link Guide

& Note

O Manuals provided are specific to machine types.

O "PostScript3 Supplement" and "UNIX Supplement" include descriptions of
functions and settings that might not be available on this machine.

O The following software products are referred to using general names:

Product name

General name

DeskTopBinder Lite and DeskTopBinder Pro-
fessional ™!

DeskTopBinder

ScanRouter EX Professional *! and ScanRout-

er EX Enterprise ™

the ScanRouter delivery software

"I Optional
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How to Read This Manual

Symbols

This manual uses the following symbols:

/\ WARNING:

Indicates important safety notes.

Ignoring these notes could result in serious injury or death. Be sure to read these
notes. They can be found in the “Safety Information” section of About This Ma-
chine.

/\ CAUTION:

Indicates important safety notes.

Ignoring these notes could result in moderate or minor injury, or damage to the

machine or to property. Be sure to read these notes. They can be found in the
“Safety Information” section of About This Machine.

*gklmportant

Indicates points to pay attention to when using the machine, and explanations
of likely causes of paper misfeeds, damage to originals, or loss of data. Be sure
to read these explanations.

& Note

Indicates supplementary explanations of the machine’s functions, and instruc-
tions on resolving user errors.

A Reference

This symbol is located at the end of sections. It indicates where you can find fur-
ther relevant information.

[]

Indicates the names of keys that appear on the machine’s display panel.

[]

Indicates the names of keys on the machine’s control panel.
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1. Getting Started

Enhanced Security

The machine's security functions are reinforced by means of realization of device
and user management, through extended authentication functions.

By specifying access limits on the machine’s functions and the documents and data
stored in the machine, you can prevent information leaks and unauthorized access.

Data encryption can prevent unauthorized data access and tampering via the
network.

+ Authentication and Access Limits
Using authentication, administrators manage the machine and its users. To
enable authentication, information about both administrators and users must
be registered in order to authenticate users via their login user names and
passwords.
Four types of administrator manage specific areas of machine usage, such as
settings and user registration.
Access limits for each user are specified by the administrator responsible for
user access to machine functions, and the documents and data stored in the
machine.

/O Reference
For details, see p.11 “Administrators”.

% Encryption Technology
This machine can establish secure communication paths by encrypting trans-
mitted data and passwords.

Glossary

< Administrator
There are four types of administrator: machine administrator, network ad-
ministrator, file administrator, and user administrator. We recommend only
one person take each administrator role. A single administrator can perform
the tasks of multiple administrators.
Basically, administrators make machine settings and manage the machine;
they cannot perform normal operations, such as copying and printing.

< User
A user performs normal operations on the machine, such as copying and
printing.

« File Creator (Owner)
This is a user who can store files in the machine and authorize other users to
view, edit, or delete those files.
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Registered User
Users with personal information registered in the Address Book who have a
login password and user name.

Administrator Authentication

Administrators are authenticated by means of the login user name and login
password supplied by the administrator when specifying the machine’s set-
tings or accessing the machine over the network.

User Authentication

Users are authenticated by means of the login user name and login password
supplied by the user when specifying the machine’s settings or accessing the
machine over the network.

The user’s login user name and password, as well as personal information
items as telephone number and e-mail address, are stored in the machine’s
Address Book. The personal information can be obtained from the Windows
domain controller (Windows authentication), LDAP Server (LDAP authenti-
cation), or Integration Server (Integration Server Authentication) connected
to the machine via the network.

Login

This action is required for administrator authentication and user authentica-
tion. Enter your login user name and login password on the machine’s control
panel.

A login user name and login password may also be supplied when accessing
the machine over the network or using such utilities as Web Image Monitor
and SmartDeviceMonitor for Admin.

Logout

This action is required with administrator and user authentication. This ac-
tion is required when you have finished using the machine or changing the
settings.



Enhanced Security

Setting Up the Machine

If you want higher security, make the following setting before using the ma-

chine: u

ﬂ Turn the machine on.
ﬂ Press the [ User Tools/Counter] key.
B Press [System Settings].

«» User Tools / Counter / Enquiry

Copier / Documer
— Features

ie System Settings
@B Facsimile Feat]

. h Printer Featu
‘ L canner Featl

ﬂ Press [Interface Settings].

settings

Paper Tirner Interface File Adrninis
ttings Settings Settings Transfer Too
ange / Delete User Text | ‘ Interleave Print

E_ ‘ Cutput: Copier
m ‘ Output: Document Server
m ‘ Cutput: Printer

B Specify IP Address.
For details, see the "Interface Settings", General Settings Guide.

B Connect the machine to the network.

ﬂ Start Web Image Monitor, and then log on to the machine as the adminis-
trator.

For details, see p.71 “Login (Using Web Image Monitor)”.

B Install the device certificate.
For details, see p.144 “Protection Using Encryption”.

g Enable secure sockets layer (SSL).
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[ﬁ] Enter the administrator’s user name and password.

The administrator's default account (user name: "admin" ; password: blank)
is unencrypted between steps [ to f]. If acquired during this time, this account
information could be used to gain unauthorized access to the machine over
the network.

If you consider this risky, we recommend that you specify a temporary ad-
ministrator password between steps fJ and 3.

A Reference
p-20 “Registering the Administrator”



Security Measures Provided by this Machine

Security Measures Provided by this Machine

Using Authentication and Managing Users

+ Enabling Authentication
To control administrators” and users” access to the machine, perform administra-
tor authentication and user authentication using login user names and login pass-
words. To perform authentication, the authentication function must be enabled.

A Reference
For details, see p.16 “Enabling Authentication”.

+« Specifying Authentication Information to Log on
Users are managed using the personal information managed in the machine’s
Address Book.
By enabling user authentication, you can allow only people registered in the
Address Book to use the machine. Users can be managed in the Address Book
by the user administrator.

A Reference
For details, see p.40 “Specifying Authentication Information to Log on”.

R
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Specifying Which Functions are Available

This can be specified by the user administrator. Specify the functions availa-
ble to registered users. By making this setting, you can limit the functions
available to users.

A Reference
For details, see p.127 “Specifying Which Functions are Available”.

Ensuring Information Security

% Preventing Unauthorized Copying (Unauthorized Copy Prevention)
Using the printer driver, you can embed mask and pattern in the printed doc-
ument.

A Reference
For details, see p.75 “Preventing Unauthorized Copying”.

% Preventing Unauthorized Copying (Data Security for Copying)
Using the printer driver to enable data security for the copying function, you
can print a document with an embedded pattern of hidden text.
To gray out the copy or stored file of a copy-guarded document when the
document is copied or stored, the optional security module is required.

p Reference
For details, see p.75 “Preventing Unauthorized Copying”.
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+ Printing confidential files
Using the printer’s Locked Print, you can store files in the machine as confi-
dential files and then print them. You can print a file using the machine’s con-
trol panel and collect it on the spot to prevent others from seeing it.

A Reference
For details, see p.82 “Printing a Confidential Document”.

% Protecting Stored Files from Unauthorized Access
You can specify who is allowed to use and access scanned files and the files
in Document Server. You can prevent activities such as the printing of stored
files by unauthorized users.

A Reference
For details, see p.89 “Specifying Access Permission for Stored Files”.

% Protecting Stored Files from Theft
You can specify who is allowed to use and access scanned files and the files
in Document Server. You can prevent such activities as the sending and
downloading of stored files by unauthorized users.

A Reference
For details, see p.89 “Specifying Access Permission for Stored Files”.

 Preventing Data Leaks Due to Unauthorized Transmission
You can specify in the Address Book which users are allowed to send files us-
ing the scanner or fax function.
You can also limit the direct entry of destinations to prevent files from being
sent to destinations not registered in the Address Book.

/O Reference

For details, see p.103 “Preventing Data Leaks Due to Unauthorized Trans-
mission”.

% Protecting Registered Information in the Address Book
You can specify who is allowed to access the data in the Address Book. You
can prevent the data in the Address Book being used by unregistered users.

To protect the data from unauthorized reading, you can also encrypt the data
in the Address Book.

A Reference
For details, see p.106 “Protecting the Address Book”.
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Managing Log Files

You can improve data security by deleting log files stored in the machine. By
transferring the log files, you can check the history data and identify unau-
thorized access.

To transfer the log data, Web SmartDeviceMonitor Professional IS/Standard
is required.

A Reference
For details, see p.129 “Managing Log Files”.

Overwriting the Data on the Hard Disk

Before disposing of the machine, make sure all data on the hard disk is delet-
ed. Prevent data leakage by automatically deleting transmitted printer jobs
from memory.

To overwrite the hard disk data, the optional DataOverwriteSecurity unit is
required.

A Reference
For details, see p.112 “Overwriting the Data on the Hard Disk”.

Limiting and Controlling Access

2
*»*
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Preventing Modification or Deletion of Stored Data

You can specify who is allowed to access stored scan files and files stored in
Document Server.

You can permit selected users who are allowed to access stored files to modify
or delete the files.

A Reference
For details, see p.89 “Specifying Access Permission for Stored Files”.

Preventing Modification of Machine Settings

The machine settings that can be modified according to the type of adminis-
trator account.

Register the administrators so that users cannot change the administrator set-
tings.

p Reference
For details, see p.121 “Preventing Modification of Machine Settings”.

Limiting Available Functions
To prevent unauthorized operation, you can specify who is allowed to access
each of the machine’s functions.

/O Reference
For details, see p.127 “Limiting Available Functions”.
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Preventing Unauthorized Access

You can limit IP addresses or disable ports to prevent unauthorized access
over the network and protect the Address Book, stored files, and default set-
tings.

/O Reference
For details, see p.133 “Preventing Unauthorized Access”.

Encrypting Transmitted Passwords

Prevent login passwords, group passwords for PDF files, and IPP authentica-
tion passwords being revealed by encrypting them for transmission.

Also, encrypt the login password for administrator authentication and user
authentication.

p Reference
For details, see p.139 “Encrypting Transmitted Passwords”.

Safer Communication Using SSL

When you access the machine using a Web Image Monitor or IPP, you can es-
tablish encrypted communication using SSL. When you access the machine
using an application such as SmartDeviceMonitor for Admin, you can estab-
lish encrypted communication using SNMPv3 or SSL.

To protect data from interception, analysis, and tampering, you can install a
device certificate in the machine, negotiate a secure connection, and encrypt
transmitted data.

A Reference
For details, see p.144 “Protection Using Encryption”.
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2. Authentication and its

Application

Administrators and Users

When controlling access using the authentication specified by an administrator,
select the machine’s administrator, enable the authentication function, and then
use the machine.

The administrators manage access to the allocated functions, and users can use only
the functions they are permitted to access. To enable the authentication function, the
login user name and login password are required in order to use the machine.

Specify administrator authentication, and then specify user authentication.

iﬁklmportant

O If user authentication is not possible because of a problem with the hard disk
or network, you can use the machine by accessing it using administrator au-
thentication and disabling user authentication. Do this if, for instance, you
need to use the machine urgently.

A Reference
For details, see p.38 “Specifying Login User Name and Login Password”.

Administrators

There are four types of administrator according to the administered function:
machine administrator, network administrator, file administrator, and user ad-
ministrator.

By sharing the administrative work among different administrators, you can
spread the workload and limit unauthorized operation by a single administra-
tor. You can also specify a supervisor who can change each administrator’s pass-
word. Administrators are limited to managing the machine’s settings and
controlling user access, so they cannot use functions such as copying and print-
ing. To use such functions, you need to register a user in the Address Book and
then be authenticated as the user.

A Reference
For details, see p.20 “Registering the Administrator”.

For details, See p.175 “Supervisor Operations”.

< User Administrator
This is the administrator who manages personal information in the Address
Book.
A user administrator can register/delete users in the Address Book or change
users’ personal information.
Users registered in the Address Book can also change and delete their own in-
formation. If any of the users forget their password, the user administrator can
delete it and create a new one, allowing the user to access the machine again.

11
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Machine Administrator

This is the administrator who mainly manages the machine’s default settings.
You can set the machine so that the default for each function can only be spec-
ified by the machine administrator. By making this setting, you can prevent
unauthorized people from changing the settings and allow the machine to be
used securely by its many users.

Network Administrator

This is the administrator who manages the network settings. You can set the
machine so that network settings such as the IP address and settings for send-
ing and receiving e-mail can only be specified by the network administrator.
By making this setting, you can prevent unauthorized users from changing
the settings and disabling the machine, and thus ensure correct network op-
eration.

File Administrator

This is the administrator who manages permission to access stored files. You
can specify passwords to allow only registered and permitted users to view
and edit files stored in Document Server. By making this setting, you can pre-
vent data leaks and tampering due to unauthorized users viewing and using
the registered data.

Supervisor

The supervisor can delete an administrator’s password and specify a new
one. The supervisor cannot specify defaults or use normal functions. Howev-
er, if any of the administrators forget their password and cannot access the
machine, the supervisor can provide support.

User

Users are managed using the personal information managed in the machine’s
Address Book.

By enabling user authentication, you can allow only people registered in the Ad-
dress Book to use the machine. Users can be managed in the Address Book by
the user administrator.

p Reference

For details about registering users in the Address Book, see "Address Book",
General Settings Guide, the SmartDeviceMonitor for Admin Help, or the Web
Image Monitor Help.



The Management Function

The Management Function

The machine has an authentication function requiring a login user name and
login password. By using the authentication function, you can specify access
limits for individual users and groups of users. Using access limits, you can not
only limit the machine’s available functions but also protect the machine settings
and files and data stored in the machine.

iﬁklmportant

O If you have enabled [Administrator Authentication Management], make sure not to
forget the administrator login user name and login password. If an adminis-
trator login user name or login password is forgotten, a new password must
be specified using the supervisor’s authority.

O Be sure not to forget the supervisor login user name and login password. If
you do forget them, a service representative will to have to return the ma-
chine to its default state. This will result in all data in the machine being lost
and the service call may not be free of charge.

A Reference
For details, see p.175 “Supervisor Operations”.
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About Administrator Authentication

There are four types of administrator according to the administered function:
user administrator, machine administrator, network administrator, and file ad-

ministrator.

/

\

R R O

\_

1. User Administrator

This administrator manages personal in-
formation in the Address Book. You can
register/delete users in the Address
Book or change users’ personal informa-
tion.

2. Machine Administrator

This administrator manages the ma-
chine’s default settings. It is possible to
enable only the machine administrator to
set data security for copying, log deletion
and other defaults.

3. Network Administrator

This administrator manages the network
settings. You can set the machine so that
network settings such as the IP address
and settings for sending and receiving e-
mail can only be specified by the network
administrator only.

AJY002S

4. File Administrator

This administrator manages permission
to access stored files. You can specify
passwords for the files stored in the Doc-
ument Server so only authorized users
can view and change them.

5. Authentication

Administrators must enter their login
user name and password to be authenti-
cated.

6. This machine
7. Administrators manage the ma-

chine’s settings and access limits.

For details about each administrator, p.11
“Administrators”.



The Management Function

About User Authentication

This machine has an authentication function to prevent unauthorized access.

By using login user name and login password, you can specify access limits for

individual users and groups of users.

//_\

¥

bo be

o —————————————

/

_________

/

1. User

A user performs normal operations on
the machine, such as copying and print-

lng.
2. Group

A group performs normal operations on
the machine, such as copying and print-

ing.
3. Unauthorized User

4. Authentication

Using a login user name and password,
user authentication is performed.

AJY001S

5. This Machine

6. Access Limit

Using authentication, unauthorized us-
ers are prevented from accessing the ma-
chine.

7. Authorized users and groups can
use only those functions permitted
by the administrator.

15
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Enabling Authentication

To control administrators” and users’ access to the machine, perform administra-
tor and user authentication using login user names and passwords. To perform
authentication, the authentication function must be enabled. To specify authen-
tication, you need to register administrators.

A Reference
For details, see p.20 “Registering the Administrator”.

Authentication Setting Procedure

Specify administrator authentication and user authentication according to the
following chart:

& Note

O To specify Basic Authentication, Windows Authentication, LDAP Authenti-
cation, or Integration Server Authentication, you must first specify adminis-
trator authentication.

O You can specify User Code Authentication without specifying administrator
authentication.

Administrator Authentication Specifying Administrator Privileges
See p.17 “Specifying Administra- | See p.17 “Specifying Administrator Privileges”.
tor Privileges”. Registering the Administrator

See p.20 “Registering the Administrator”.

User Authentication Specifying User Authentication
See p.16 “Enabling Authentica- | @ Authentication that requires only the machine:

tion”. e User Code Authentication
See p.30 “User Code Authentication”.
e Basic Authentication
See p.34 “Basic Authentication”.
@ Authentication that requires external devices:
¢ Windows Authentication
See p.43 “Windows Authentication”.
e LDAP Authentication
See p.52 “LDAP Authentication”.

e Integration Server Authentication
See p.59 “Integration Server Authentication”.




Administrator Authentication

Administrator Authentication

Administrators are handled differently from the users registered in the Address
Book. When registering an administrator, you cannot use a login user name al-
ready registered in the Address Book. Windows Authentication, LDAP Authen-
tication and Integration Server Authentication are not performed for an
administrator, so an administrator can log on even if the server is unreachable
because of a network problem.

Each administrator is identified by a login user name. One person can act as
more than one type of administrator if multiple administrator authority is grant-
ed to a single login user name.

You can specify the login user name, login password, and encryption password
for each administrator.

The encryption password is a password for performing encryption when speci-
tying settings using Web Image Monitor or SmartDeviceMonitor for Admin.

The password registered in the machine must be entered when using applica-
tions such as SmartDeviceMonitor for Admin.

Administrators are limited to managing the machine’s settings and controlling
user access, so they cannot use functions such as copying and printing. To use
such functions, you need to register a user in the Address Book and then be au-
thenticated as the user.

@ Note

O Administrator authentication can also be specified via Web Image Monitor.
For details see the Web Image Monitor Help.

Specifying Administrator Privileges

To specify administrator authentication, set Administrator Authentication Man-
agement to [On]. You can also specify whether or not to manage the items in Sys-
tem Settings as an administrator.

To log on as an administrator, use the default login user name and login password.
The defaults are “admin” for the login name and blank for the password.

ﬁ*lmportant

O If you have enabled [Administrator Authentication Management], make sure not to
forget the administrator login user name and login password. If an adminis-
trator login user name or login password is forgotten, a new password must
be specified using the supervisor’s authority.

p Reference
For details, see p.175 “Supervisor Operations”.
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& Note

O For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

l] Press the [ User Tools/Counter] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

le Systern Settings

Facsimile Feat]

é Printer Featu

‘ L canner Feat)

B Press [Administrator Tools].

Interface File Administrator
Settings Transfer Tools

‘ ‘ Interleave Print 1 O sheet(s)
|
|

Cutput: Copier

Output: Document Server KMot Programimed

‘ Cutput: Printer

General Tray Paper Tirner Interface
Features Settines Settings Settings

| User Authentication Management |

|
Auto Dig

| Adrrinistrator Authentication Management | |

Program / Change Administrator

| Key Counter Management |




Administrator Authentication

B Press the [User Management], [Machine Management], [Network Management], or
[File Management] key to select which settings to manage.

Administrator Authentication Management

Select items to manage, then press [CK].

| Machine Managerment | | Network Man

P Adrmin. Authentication o

B Set “Admin. Authentication” to [On].

Administrator Authentication Management

Select iterns to manage, then press [CK].

User Managerment | Machine Managernent | | Metwaork Man

P Admin. Authentication Ol

[Available Settings] appears.

ﬂ Select the settings to manage from “Available Settings”.

Select iterns to manage, then press [CK].

| Machine Managernent | | Network Man

P Admin. Authentication “ Cr
P Available Settings Adrministrator Tools

The selected settings will be unavailable to users.

[Available Settings] varies depending on the administrator.

For details about Available Settings, see p.121 “Managing Access to the Ma-
chine”.

& Note
O To specify administrator authentication for more than one category, repeat

steps G to @)
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B Press [OK].
ﬂ Press the [ User Tools/Counter] key.

Registering the Administrator

If administrator authentication has been specified, We recommend only one per-
son take each administrator role.

The sharing of administrator tasks eases the burden on individual administra-
tors while also limiting unauthorized operation by a single administrator. You
can register up to four login user names (Administrators 1 to 4) to which you can
grant administrator privileges.

Administrator authentication can also be specified via Web Image Monitor. For
details see the Web Image Monitor Help.

E Preparation
If administrator authentication has already been specified, log on using a reg-
istered administrator name and password. For details about logging on and
logging off with administrator authentication, see p.23 “Logging on Using
Administrator Authentication”, p.26 “Logging off Using Administrator Au-
thentication”.

& Note

O You can use up to 32 alphanumeric characters and symbols when registering
login user names and login passwords. Keep in mind that passwords are
case-sensitive.

O User names cannot contain numbers only, spaces, colons (:), or quotes ("), nor
can they be left blank.

O Do not use Japanese, Traditional Chinese, Simplified Chinese, or Hangul
double-byte characters when entering the login user name or password. If
you use multi-byte characters when entering the login user name or pass-
word, you cannot authenticate using Web Image Monitor.

[I Press the [ User Tools/Counter] key.
PJ Press [System Settings].

@ User Tools / Counter / Enauiry

Copier / Docurner

Features

@B Facsimile Feat]
. h Printer Featu

‘ A canner Feat)

le Systemn Settings




Administrator Authentication

B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print 1 0 sheet(s)

Output: Document Server KMot Programimed

‘ Cutput: Copier X Mot Programimed

‘ Cutput: Printer KMot Proaramimed

ﬂ Press [Program / Change Administrator].

T T T T T T T T

| User Authentication Management |

|
Auto D
|

| Adrninistrator Authentication Manaogement

|
| Program / Change Administrator |
|

| Key Counter Managerment

External Charge Unit Managernent

Enfianced External Charge Unit Managernent

B In the line for the administrator whose authority you want to specify, press
[Administrator 1], [Administrator 2], [Administrator 3] or [Administrator 4], and then
press [Change].

Program / Change Administrator

Supervisor Administrator 1 Administrator 2

Change Change ‘ ‘ Change

PUser Administrator Administrator 1 Administrator
Pvachine Administrator Administrator 1 Administrator

If you allocate each administrator’s authority to a different person, the screen
appears as follows:

Proaram / Change Admiristrater [_camcel oK
Stperviscr istrator 1 i 2 i 3 i 4
Change Change Change Change Change

Administrator 4

P Network Administrator 4

PFile i Administrator 4

System Statu Job List

2]




Authentication and its Application

E Press [Change] for the login user name.

Administrator 2

PLoain Passweord Change
PErcrption Passward

ﬂ Enter the login user name, and then press [OK].
B Press [Change] for the login password.

Administrator 2

PLogin User hame admini

P Login Passweord Charge
P-Encryption Password

g Enter the login password, and then press [OK].
Follow the password policy to make the login password more secure.
For details about the password policy, see p.160 “Password Policy”.

[[U If a password reentry screen appears, enter the login password, and then
press [OK].

ﬂ] Press [Change] for the encryption password.

Administrator 2

PLogin User Mame admini

P Loain Passweord Chanwe
PErcrvption Password




Administrator Authentication

[B Enter the encryption password, and then press [OK].

Encryption Password

Enter encryption password, then press [CK].

/32
5 i ) o o e
] el
s e Je L L e ]l
[E]

[B If a password reentry screen appears, enter the encryption password, and
then press [OK].

W e r u

5

X C Y n m

m Press [OK] twice.
You will be automatically logged off.

iE Press the [ User Tools/Counter] key.

Logging on Using Administrator Authentication

If administrator authentication has been specified, log on using an administra-
tor’s user name and password. This section describes how to log on.

& Note
O If user authentication has already been specified, a screen for authentication
appears.

O To log on as an administrator, enter the administrator’s login user name and
login password.

O If you log on that a user name that has the privileges of multiple administra-
tors, only one of those administrators' names is displayed.

O If you try to log on from an operating screen, “You do not have the priv-
ileges to use this function. You can only change setting(s) as
an administrator.” appears. Press the [User Tools/Counter] key to change
the default.

23
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l] Press the [Login/Logout] key.

) (2] (=]

TN BN [\

B Press [Enter] next to “Login User Name”.

System Status Job List

B Enter the login user name, and then press [OK].

Login User Name

Enter the login user name, then press [CK].

EE e s e
o JLe L ) L]

]

e [ u

W tHy

e

]

a

z X C Y n m

& Note
O If assigning the administrator for the first time, enter "admin".



Administrator Authentication

ﬂ Press [Enter] next to “Login Password”.

System Status Joh List

& Note
O If assigning the administrator for the first time, proceed to step [§ without
pressing [Enter].

B Enter the login password, and then press [OK].

Login Password

Enter the login password, then press [CK].

e R
o JLe L ) L]

]

] e i u

e ][ s

e

a s

X C Y n m

z

ﬂ Enter [Login].

System Status Job List

“Authenticating... Please wait.” appears, followed by the screen for
specifying the default.

25
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Logging off Using Administrator Authentication

If administrator authentication has been specified, be sure to log off after com-
pleting settings. This section explains how to log off after completing settings.

ﬂ Press the [Login/Logout] key.

el (2] (=]

AMG006S

B Press [Yes).

y has been pressed,
ou want to log out?

[ Yes




Administrator Authentication

Changing the Administrator

Change the administrator’s login user name and login password. You can also
assign each administrator’s authority to the login user names “Administrator 1”
to “Administrator 4”. To combine the authorities of multiple administrators, as-
sign multiple administrators to a single administrator.

For example, to assign machine administrator authority and user administrator
authority to [Administrator 1], press [Administrator 1] in the lines for the machine
administrator and the user administrator.

Program / Change Administrator

Supervisor

Change

Wlser Administrator

Pachine Administrator

-

Administrator 1

Administrator 2

Change

‘ Change

Adrministrator 1

Administrator 1

Administrator
Administrator

[ eea—

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

0 press the [User Tools/Counter ] key.
ﬂ Press [System Settings].

<> User Tools / Counter / Enquiry

le System Settinos

B

Copier / Documen
Features

6

Facsimile Feat]

Printer Featu

Z

canner Featl

27
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B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print 1 0 sheet(s)

‘ Cutput: Copier X Mot Programimed

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed

ﬂ Press [Program / Change Administrator].

T e T = T : T T T

| User Authentication Management |

|
Auto D
|

| Adrninistrator Authentication Manaogement

|
| Program / Change Administrator |
|

| Key Counter Managerment

External Charge Unit Managernent

Enfianced External Charge Unit Managernent

B In the line for the administrator you want to change, press [Administrator 1],
[Administrator 2], [Administrator 3] or [Administrator 4], and then press [Change].

Program / Change Administrator

Supervisor Administrator 1 Administrator 2

Change Change ‘ ‘ Change

Wlser Administrator Adrministrator 1 Administrator
Pachine Administrator Administrator 1 Administrator

B Press [Change] for the setting you want to change, and re-enter the setting.
ﬂ Press [OK].

B Press [OK] twice.
You are logged off automatically.

g Press the [ User Tools/Counter] key.



User Authentication

User Authentication

There are five types of user authentication method: user code authentication, ba-
sic authentication, Windows authentication, Integration Server Authentication,
and LDAP authentication. To use user authentication, select an authentication
method on the control panel, and then make the required settings for the authen-
tication. The settings depend on the authentication method.

& Note

O User code authentication is used for authenticating on the basis of the user
code, and basic authentication, Windows authentication, LDAP authentica-
tion and Integration Server Authentication are used for authenticating indi-
vidual users.

O A user code account that has no more than eight digits and is used for User
Code authentication, can be carried over and used a login user name even af-
ter the authentication method has switched from User Code authentication to
Basic authentication, Windows authentication, LDAP authentication, or Inte-
gration Server authentication. In this case, since the User Code authentication
does not have a password, the login password is set as blank.

(3 When authentication switches to an external authentication method (Win-
dows authentication, LDAP authentication, or Integration Server authentica-
tion), authentication will not occur, unless the external authentication device
has the carried over user code account previously registered. However, the
user code account will remain in the Address Book of the machine despite an
authentication failure. From a security perspective, when switching from
User Code authentication to another authentication method, we recommend
that you delete accounts you are not going to use, or set up a login password.
For details about deleting accounts, see "Address Book", General Settings
Guide. For details about changing passwords, see "Specifying Login User
Name and Login Password".

O You cannot use more than one authentication method at the same time.

O User authentication can also be specified via Web Image Monitor. For details
see the Web Image Monitor Help.

29



Authentication and its Application

User Code Authentication

This is an authentication method for limiting access to functions according to the
user code. The same user code can be used by more than one user. For details
about specifying user codes, see "Authentication Information", General Settings
Guide.

? Limitation

O To control the use of DeskTopBinder for the delivery of files stored in the ma-
chine, select Basic Authentication, Windows Authentication, LDAP Authen-
tication, or Integration Server Authentication.

/O Reference
For details about specifying the user code for the printer driver, see "Installing
the Printer Driver", Printer Reference or the printer driver Help.

For details about specifying the TWAIN driver user code, see the TWAIN
driver Help.

Specifying User Code Authentication

This can be specified by the machine administrator.
ﬂ Press the [ User Tools/Counter] key.
EI Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

le Systern Settings

Facsimile Feat]

Printer Featu

‘ L canner Feat)

B Press [Administrator Tools].
Interface w File VAdministrator\
Settings Transfer Tools

Interleave Print

Output: Document Server

|
‘ Cutput: Copier
|

‘ Cutput: Printer KMot Proaramimed
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ﬂ Press [User Authentication Management].

ie]| System Settings
General Tray Paper Tirner Interface
‘ Features w Settings V Settings V Settings V

| User Authentication Managerment | |

Auto D
|

| Administrator Authentication Management

|
| Programn / Change Administrator |
|

| Key Counter Managernent

B select [User Code Auth.].

User Authentication Management

Select an authentication method, then press [CK].

| User Code Auth. || Basic Auth. || Windows Auth. || 1DAP

& Note
O If you do not want to use user authentication management, select [Off].

B Select which of the machine’s functions you want to limit.

User Authentication Management

Select an authentication method, then press [CK].

W eesic uth. || wincows Auth. || (0P

PFunctions to Restrict | Conler ‘ ‘ Document
| Printer ‘ ‘ Printer: PC
Bt b fuctbanticats I

User Code Authentication will be applied to the selected functions.
Unselected functions will not be affected.

For details about Limiting Available Functions see p.127 “Limiting Available
Functions”.
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ﬂ Select the “Printer Job Authentication” level.

& Note

0

If you select [Entire], you cannot print using a printer driver or a device that
does not support authentication. By making this setting, only registered
users will be able to print. To print under an environment that does not
support authentication, select [Simple (All)] or [Simple (Limitation)].

If you select [Simple (Limitation)], you can specify clients for which printer
job authentication is not required. Specify [Parallel Interface: Simple], [USB:
Simple] and the clients’ IP address range in which printer job authentication
is not required. Specify this setting if you want to print using unauthenti-
cated printer drivers or without any printer driver. Authentication is re-
quired for printing with non-specified devices.

If you select [Simple (All)], you can print even with unauthenticated printer
drivers or devices. Specify this setting if you want to print with a printer
driver or device that cannot be identified by the machine or if you do not
require authentication for printing. However, note that, because the ma-
chine does not require authentication in this case, it may be used by unau-
thorized users.

If you select [Simple (Limitation)], proceed to step fJ.
If you select [Simple (All)] or [Entire], proceed to step {.

/O Reference

For details, see p.65 “Printer Job Authentication Levels and Printer Job
Types”.

B press [Simple (Limitation)].

| Copier | | Docurment Server ‘ ‘ Facsi

| Printer | | Printer: PC Contral ‘ ‘ Scan|

B i | il

System Status




User Authentication

g Press [Change].
] ] IT
ct | Copier | | Docurment Server ‘ ‘ Facsi
| Prirter | | Printer: PC Contral ‘ ‘ Scan|

on Sirple (Limitation)

Sirmplef

[[D Specify the range in which [Simple (Limitation)] is applied to Printer Job Au-

thentication.

Printer Job Authentication: Limitation Range

Exit

Simple will take effect for printer jobs within the following ranges.

WPyk Address 1 000.000.000..000 ~ 000.000.000..000 Change

W ipyé Address 2 )00 Change:
P Pvé Address 3 000.0 0 ~ 000. 0 )00 Change

W Pyé Address 4 000.000.000.000 ~ 000.000.000.000 Change
Praallel Interface: Simole ousion | [ S

PUSE: Simple ousion | [ TS

System Statu Job List

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

@ Press [Exit].
[B Press [OK].
[B Press [Exit].

[I] Press the [ User Tools/Counter] key.
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Basic Authentication

Specify this authentication when using the machine’s Address Book to authen-
ticate for each user. Using basic authentication, you can not only manage the ma-
chine’s available functions but also limit access to stored files and to the personal
data in the Address Book. Under basic authentication, the administrator must
specify the functions available to each user registered in the Address Book.

Specifying Basic Authentication

This can be specified by the machine administrator.
[I Press the [User Tools/Counter] key.
B Press [System Settings].

> User Tools / Counter / Enquiry

% Copier / Docurner
Features

@B Facsimile Feat]

Printer Featu

‘ L canner Feat)

le Systermn Settings

B Press [Administrator Tools].

Interface File Administrator
Settings Transfer Tools

Interleave Print

Output: Copier rirned

Cutput: Document Server X Mot Programmed

Output: Printer X Not Prograrmmed
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ﬂ Press [User Authentication Management].

E_"‘]J System Settings

‘ General w Tray Paperw Tirner V Interface V
Features Settings Settings Settings

| User Authentication Managerment | |

Auto D
|

| Administrator Authentication Management

|
| Programn / Change Administrator |
|

| Key Counter Managernent

B select [Basic Auth.].

User Authentication Management

Select an authentication method, then press [CK].

| User Code Auth. || Basic Auth. || Windows Auth. || 1DAP

& Note
O If you do not want to use user authentication management, select [Off].

B Select which of the machine’s functions you want to permit.

User Authentication Management

Select an authentication method, then press [CK].

User Code Auth. Windows Auth. LDAP

P Auailable Functions | Copier ‘ ‘ Docurment
| Printer ‘ ‘ Searn|
T W [ e TR

Basic Authentication will be applied to the selected functions.
Users can use the selected functions only.

For details about Limiting Available Functions see p.127 “Limiting Available
Functions”.
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ﬂ Select the “Printer Job Authentication” level.

& Note

0

If you select [Entire], you cannot print using a printer driver or a device that
does not support authentication. By making this setting, only registered
users will be able to print. To print under an environment that does not
support authentication, select [Simple (All)] or [Simple (Limitation)].

If you select [Simple (Limitation)], you can specify clients for which printer
job authentication is not required. Specify [Parallel Interface: Simple], [USB:
Simple] and the clients’ IP address range in which printer job authentication
is not required. Specify this setting if you want to print using unauthenti-
cated printer drivers or without any printer driver. Authentication is re-
quired for printing with non-specified devices.

If you select [Simple (All)], you can print even with unauthenticated printer
drivers or devices. Specify this setting if you want to print with a printer
driver or device that cannot be identified by the machine or if you do not
require authentication for printing. However, note that, because the ma-
chine does not require authentication in this case, it may be used by unau-
thorized users.

If you select [Simple (Limitation)], proceed to step fJ.
If you select [Simple (All)] or [Entire], proceed to step {.

/O Reference

For details, see p.65 “Printer Job Authentication Levels and Printer Job
Types”.

B press [Simple (Limitation)].

ct

| Copier | | Document Server ‘ ‘ Facsi

| Printer | | Scanner ‘

B i | il

System Status




User Authentication

g Press [Change].
[ It IT
ct | Copier | | Document Server ‘ ‘ Facsi
| Prirter | | Scanner ‘

on Sirple (Limitation)

Sirnplef

[[D Specify the range in which [Simple (Limitation)] is applied to Printer Job Au-

thentication.

Printer Job Authentication: Limitation Range

Exit

Simple will take effect for printer jobs within the following ranges.

WPyk Address 1 000.000.000..000 ~ 000.000.000..000 Change

W ipyé Address 2 )00 Change:
P Pvé Address 3 000.0 0 ~ 000. 0 )00 Change

W Pyé Address 4 000.000.000.000 ~ 000.000.000.000 Change
Praallel Interface: Simole ousion | [ S

PUSE: Simple ousion | [ TS

System Statu Job List

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

@ Press [Exit].
[B Press [OK].
[B Press [Exit].

[I] Press the [ User Tools/Counter] key.
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Authentication Information Stored in the Address Book

This can be specified by the user administrator.

If you have specified [User Authentication], you can specify access limits for indi-
vidual users and groups of users. Specify the setting in the Address Book for
each user.

User authentication can also be specified via SmartDeviceMonitor for Admin or
Web Image Monitor.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

You need to register a user in the Address Book. For details about the Address
Book, see "Address Book", General Settings Guide.

See p.127 “Limiting Available Functions”.

Specifying Login User Name and Login Password

In [User Authentication Management], specify the login user name and password.
0 press the [User Tools/Counter ] key.

ﬂ Press [System Settings].

8 Press [Administrator Tools].

ﬂ Press [Address Book Management].

&) Svstem Settings

General Tray Paper Tirner Interface
Features Settings Settings Settings

Address Book Managerment

Print Address Book: Destination List

|
|
Address Book: Change Order |
|
|

Address Boole Edit Title

|
| Address Book: Prograrn / Change / Delete Group
|
|
|




User Authentication

B Select the user or group.

Press [New Prooram] to add a new aroup or select @ oroup to change. Groups can b

[ ew |

[ o\

B (o o ) oo

[C [00002] [00003] [00004] {00005
London OFf||NewYork Of||Berlin Off||Project Tokyo Off]
ice fice ice ce

[00007] [00008] [0000%3 00070} {00011
Chicago Of||Rome Offic||Moscom OFf||Beiiing Of||Osaka Off
fice e ice fice ce

B Press [Auth. Info].

Program / Change Address Book

| Auth. Info H Protection H E-rnail ‘[

Ptame I
T

PKey Display m >R
=

PSelect Title

ﬂ Press [Change] for [Login User Name].

W‘ Pratection H E-mail H Folder ||Addt

(N - |
(o |

n ‘ Use Auth. Info at Login | | Specify Other Auth. Info | .

B Enter a login user name, and then press [OK].

ﬂ Press [Change] for [Login Password].
Auth. Info |Protection H E-rriail ‘[

P Auth. Info at Login

oo (T

Login Password Change

PSP Authentication | Use Auth. Info at Login | | Specify
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[ﬁ] Enter a login password, and then press [OK].

ﬂ] If a password reentry screen appears, enter the login password, and then
press [OK].

m Press [OK].
[B Press [Exit] twice.
[I] Press the [User Tools/Counter] key.

Specifying Authentication Information to Log on

The login user name and password specified in [User Authentication Management]
can be used as the login information for “SMTP Authentication”, “Folder Au-
thentication”, and “LDAP Authentication”.

For details about specifying login user name and login password, see p.38 “Spec-
ifying Login User Name and Login Password”.

If you do not want to use the login user name and password specified in [User
Authentication Management] for “SMTP Authentication”, “Folder Authentication”,
or “LDAP Authentication”, see "Registering SMTP and LDAP Authentication",
General Settings Guide.

ﬂ Press the [ User Tools/Counter] key.
B Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

@B Facsimile Feat]
. h Printer Featu

‘ L canner Feat)

le Systemn Settings

B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print

|
‘ Cutput: Copier
|

Output: Document Server

‘ Cutput: Printer KMot Proaramimed
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ﬂ Press [Address Book Management].

System Settings

General Tray Paper Tirner Interface
Features Settings Settings Settings

Address Book Managernent

Address Book: Program / Change / Delete Group

Print Address Book: Destination List

Address Book: Edit Title

| |
| |
| Address Book: Change Order |
| |
| |

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Select the user or group.

Prass [New Prooram] to add a new aroup or select @ oroup to change. Grouns can b

[ Lo [ & | ot [ ux Jun oo [

Lo0001] L0000z L0000 L00004] {00005
Londen OFf||NewYork Of||Berlin Off||Project Tokyo Off]
ice fice ice ce

[00007) [00008] [ 000093 L00010] {00011
Chicago Of||Reme Off ic||Moscow Off |Beijing Of||Dsaka Off
fice e ice fice ce

B Press [Auth. Info].

Program / Change Address Book

| Auth. Info H Pratection H E-mail ‘[
Phane N
WKey Display (o0 ] >R
PSelect Title

ﬂ Specify the login user name and password.

4]
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B Select [Use Auth. Info at Login] in “SMTP Authentication”.
Auth. Info | Protection H E-mail ‘[

Auth. Info at Login

Login Password

B-SMTP Authentication | Use Auth. Info at Login | | Specify

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

? Limitation

O When using [Use Auth. Info at Login] for “SMTP Authentication”, “Folder
Authentication”, or “LDAP Authentication”, a user name other than “oth-
er” , “admin” , “supervisor” or “HIDE***” must be specified. The symbol
" represents any character.

O To use [Use Auth. Info at Login] for SMTP authentication, a login password
up to 128 characters in length must be specified.

& Note

3 For folder authentication, select [Use Auth. Info at Login] in “Folder Authen-
tication”.

O For LDAP authentication, select [Use Auth. Info at Login] in “LDAP Authen-
tication”.

g Press [OK].
0 Press [Exit].
[I] Press the [ User Tools/Counter] key.
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Windows Authentication

Specify this authentication when using the Windows domain controller to au-
thenticate users who have their accounts on the directory server. Users cannot
be authenticated if they do not have their accounts in the directory server. Under
Windows authentication, you can specify the access limit for each group regis-
tered in the directory server. The Address Book stored in the directory server can
be registered to the machine, enabling user authentication without first using the
machine to register individual settings in the Address Book. If you can obtain
user information, the sender’s address (From:) is fixed to prevent unauthorized
access when sending e-mails under the scanner function.

ﬂlmportant

O During Windows Authentication, data registered in the directory server, such
as the user’s e-mail address, is automatically registered in the machine. If user
information on the server is changed, information registered in the machine
may be overwritten when authentication is performed.

% Operational Requirements for Windows Authentication
* Tospecify Windows authentication, the following requirement must be met:
* A domain controller has been set up in a designated domain.
* This function is supported by the operating systems listed below. NTLM
authentication is used for Windows authentication. To obtain user infor-

mation when running Active Directory, use LDAP. If SSL is being used,
this requires a version of Windows that supports TLS v1, SSL v2, or SSL v3.

e Windows NT 4.0 Server
e Windows 2000 Server
e Windows Server 2003

? Limitation

O Users managed in other domains are subject to user authentication, but they
cannot obtain items such as e-mail addresses.

O If you have created a new user in the domain controller and selected [User
must change password at next logon], log on to the machine from the computer
to change the password before logging on from the machine’s control panel.

& Note

O The first time you access the machine, you can use the functions available to
your group. If you are not registered in a group, you can use the functions
available under [*Default Group]. To limit which functions are available to
which users, first make settings in advance in the Address Book.

O When accessing the machine subsequently, you can use all the functions
available to your group and to you as an individual user.

O Enter the login password correctly, keeping in mind that it is case-sensitive.

O Users who are registered in multiple groups can use all the functions availa-
ble to those groups.
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O If you specify in the Address Book which functions are available to global
group members, those settings have priority.

O A user registered in two or more global groups can use all the functions avail-
able to members of those groups.

O If the “Guest” account on the Windows server is enabled, even users not reg-
istered in the domain controller can be authenticated. When this account is
enabled, users are registered in the Address Book and can use the functions
available under [*Default Group].

Specifying Windows Authentication

This can be specified by the machine administrator.

& Note
O Under Windows Authentication, you can select whether or not to use secure
sockets layer (SSL) authentication.

O To automatically register user information such as fax numbers and e-mail
addresses under Windows authentication, it is recommended that communi-
cation between the machine and domain controller be encrypted using SSL.

O Under Windows Authentication, you do not have to create a server certificate
unless you want to automatically register user information such as fax num-
bers and e-mail addresses using SSL.

l] Press the [ User Tools/Counter] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enquiry
Copier / Documer
— Features

ie System Settings
@B Facsimile Feat]

. h Printer Featu

‘ L canner Feat)

B Press [Administrator Tools].
e |

Interface File Administrator
Settings Transfer Tools

Interleave Print

Cutput: Copier

Cutput: Document Server X Not Prograrmmed

‘ Cutput: Printer KMot Programimed
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ﬂ Press [User Authentication Management].

ie]| System Settings
General Tray Paper Tirner Interface
‘ Features w Settings V Settings V Settings V

| User Authentication Managerment | |

Auto D
|

| Administrator Authentication Management

|
| Programn / Change Administrator |
|

| Key Counter Managernent

B select [Windows Auth.].

anagernent Cal

ion method, then press [OK].

| Motes || Basic {Intearation Server) |

—

& Note
O If you do not want to use user authentication management, select [Off].

B Press [Change] for “Domain Name”, enter the name of the domain controller
to be authenticated, and then press [OK].

1 Cancel ” OK I

h| DAP Auth. | [taration s, auh [ off |

| Simele imitation) || Simele (AID |
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ﬂ Select the “Printer Job Authentication” level.

Select an authentication method, then press [OK].

| User Code Auth. H Basic Auth.

P-Printer Job Authentication Simple (Li

IUse Secure Connection (50 Offf

& Note
O If you select [Entire], you cannot print using a printer driver or a device that

does not support authentication. By making this setting, only registered
users will be able to print. To print under an environment that does not
support authentication, select [Simple (All)] or [Simple (Limitation)].

O If you select [Simple (Limitation)], you can specify clients for which printer

job authentication is not required. Specify [Parallel Interface: Simple], [USB:
Simple] and the clients’ IP address range in which printer job authentication
is not required. Specify this setting if you want to print using unauthenti-
cated printer drivers or without any printer driver. Authentication is re-
quired for printing with non-specified devices.

O If you select [Simple (All)], you can print even with unauthenticated printer

drivers or devices. Specify this setting if you want to print with a printer
driver or device that cannot be identified by the machine or if you do not
require authentication for printing. However, note that, because the ma-
chine does not require authentication in this case, it may be used by unau-
thorized users.

If you select [Simple (Limitation)], proceed to step fJ.
If you select [Simple (All)] or [Entire], proceed to step [B.

/O Reference

For details, see p.65 “Printer Job Authentication Levels and Printer Job
Types”.

B press [simple (Limitation)].

ion method, then press [OK].

Basic Auth. Win

DAP Auth. | [Iteation Sr.

on

EEEE o || i
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ﬂ Press [Change].

Select an authentication method, then press [OK].

| User Code Auth. H Basic Auth.

WComain MNarme

PPrinter Job Authentication
Limitation Ranoe
PUse Secure Connection (5500

Off|

[[D Specify the range in which [Simple (Limitation)] is applied to Printer Job Au-
thentication.

Printer Job Authentication: Limitation Range Exit
Simple will take effect for printer jobs within the following ranges.

W Pyé Address 1 000.000.000.000 ~ 000.000.000.000 Change

W 1pvé Address 2 Change

»Pvé Address 3 Change

By Address & Crange
PParallel Interface: Sirrole Exclusion \m
PUSE: Simple Exclusion | m

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

@ Press [Exit].
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m Press [On] for “Use Secure Connection (SSL)”.
T T Im’l:'

PDornain Mame

BPrinter Job Authentication
Limitation Range
PUse Secure Connection (551

System Statu

If you are not using secure sockets layer (SSL) for authentication, press [Off].

If global groups have been registered under Windows server, you can limit
the use of functions for each global group.

You need to create global groups in the Windows server in advance and reg-
ister in each group the users to be authenticated.

You also need to register in the machine the functions available to the global
group members.

Create global groups in the machine by entering the names of the global
groups registered in the Windows Server. (Keep in mind that group names
are case sensitive.) Then specify the machine functions available to each
group.

If global groups are not specified, users can use the available functions spec-
ified in [*Default Group]. If global groups are specified, users not registered in
global groups can use the available functions specified in [*Default Group]. By
default, all functions are available to [*Default Group] members. Specify the
limitation on available functions according to user needs.

[B Press [Program / Change] under "Group", and then press [*Not Programmed].

Select an authentication method, then press [CK].

| User Code Auth. H Basic Auth. Windows Auth.

®Croup Program / Change Del]

| X Default Group | ‘ X Mot Prograrmimied ‘ | ¥ Mot Program

| ¥ Mot Programmed | ‘ X Mot Prograrmimed ‘ | ¥ Mot Program

| X Mot Programrmed | ‘ X Not Programrned ‘

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.
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ﬂ] Press [Change] under "Group Name", and then enter the group name.

User Authentication Management

Enter a group name, then select function(s) to use.

W Available Functions |

Copler ‘ ‘ Docurment

| Printer ‘ ‘ Seann|

iE Press [OK].

[E Select which of the machine’s functions you want to permit.

Windows Authentication will be applied to the selected functions. Users can
use the selected functions only.

For details about limiting available functions, see p.127 “Limiting Available
Functions”.

[ﬂ Press [OK] twice.
[E] Press the [ User Tools/Counter] key.
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ZI'Q'?InsthIing Internet Information Services (lIS) and Certificate services

Specify this setting if you want the machine to automatically obtain e-mail ad-
dresses registered in Active Directory.

We recommended you install Internet Information Services (IIS) and Certificate
services as the Windows components.

Install the components, and then create the server certificate.

If they are not installed, install them as follows:

@ Select [Add/Remove Programs] on the [Control Panel].

@ Select [Add/Remove Windows Components].

® Select the [Internet Information Services (lIS)] check box.

@ Select the [Certificate Services] check box, and then click [Next].

® Installation of the selected Windows components starts, and a warning mes-
sage appears.

® Click [Yes].
@ Click [Next].

Select the Certificate Authority, and then click [Next].
On the displayed screen, [Enterprise root CA] is selected.

® Enter the Certificate Authority name (optional) in [CA Identifying Information],
and then click [Next].

Leave [Data Storage Location] at its default, and then click [Next].

:i‘Q'f'-Creq'ring the Server Certificate

After installing Internet Information Services (IIS) and Certificate services Win-
dows components, create the Server Certificate as follows:

@ Start [Internet Services Manager].
@ Right-click [Default Web Site], and then click [Properties].

® On the [Directory Security] tab, click [Server Certificate].
Web Server Certificate Wizard starts.

@ Click [Next].
® Select [Create a new certificate], and then click [Next].
® Select [Prepare the request now, but send it later], and then click [Next].

@ Enter the required information according to the instructions given by Web
Server Certificate Wizard.

Check the specified data, which appears as Request File Summary, and then
click [Next].
The server certificate is created.
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1If the fax number cannot be obtained

If the fax number cannot be obtained during authentication, specify the setting
as follows:

@ Start [C:\WINNT\SYSTEM32\adminpak].
Start Setup Wizard.

@ Select [Install all of the Administrator Tools], and then click [Next].
® On the [Start] menu, select [Run].

@ Enter [mmc], and then click [OK].

® On the [Console], select [Add/Remove Snap-in].

® Click [Add].

@ Select [ActiveDirectory Schema], and then click [Add].

Select [facsimile Telephone Number].

® Right-click, and then click [Properties].

Select [Replicate this attribute], and then click [Apply].
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ZI'Q'?InsthIing the Device Certificate (Certificate Issued by a Certificate
Authority)

Install the device certificate using Web Image Monitor.

This section explains the use of a certificate issued by a certificate authority as
the device certificate.

Enter the device certificate contents issued by the certificate authority.
® Open a Web browser.

@ Enter "http://(machine's IP address or host name)/" in the address bar. The
top page of Web Image Monitor appears.

® Click [Login].
The network administrator can log on.
Enter the login user name and password.

@ Click [Configuration], and then click [Device Certificate] under "Security". The
[Device Certificate] page appears.

® Check the radio button next to the number of the certificate you want to install.
® Click [Install].

@ Enter the contents of the device certificate.
In the [Certificate Request] box, enter the contents of the device certificate re-
ceived from the certificate authority.

Click [OK].
"Installed" appears under [Certificate Status] to show that a device certificate
for the machine has been installed.

® Click [Logout].

LDAP Authentication

Specify this authentication when using the LDAP server to authenticate users
who have their accounts on the LDAP server. Users cannot be authenticated if
they do not have their accounts on the LDAP server. The Address Book stored
in the LDAP server can be registered to the machine, enabling user authentica-
tion without first using the machine to register individual settings in the Ad-
dress Book. When using LDAP Authentication, to prevent the password
information being sent over the network unencrypted, it is recommended that
communication between the machine and LDAP server be encrypted using SSL.
You can specify on the LDAP server whether or not to enable SSL. To enable this,
you must create a server certificate for the LDAP server.

Using Web Image Monitor, you can specify whether or not to check the reliabil-
ity of the SSL server being connected to.

For details, see the Web Image Monitor Help.
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ﬂlmportant

0

Q -9

During LDAP Authentication, the data registered in the LDAP server, such as
the user’s e-mail address, is automatically registered in the machine. If user
information on the server is changed, information registered in the machine
may be overwritten when authentication is performed.

Operational Requirements for LDAP Authentication
To specify LDAP authentication, the following requirements must be met:

* The network configuration must allow the machine to detect the presence
of the LDAP server.

* When SSL is being used, TLSv1, SSLv2, or SSLv3 can function on the LDAP
server.

¢ The LDAP server must be registered in the machine.

For details about registration, see "Administrator Tools", General Settings
Guide.

Limitation
Under LDAP authentication, you cannot specify access limits for groups reg-
istered in the LDAP Server.

When using LDAP Authentication, you cannot use reference functions in
LDAP Search for servers using SSL.

Enter the user’s login user name using up to 32 characters and login password
using up to 128 characters.

Do not use double-byte Japanese, Traditional Chinese, Simplified Chinese, or
Hangul characters when entering the login user name or password. If you use
double-byte characters, you cannot authenticate using Web Image Monitor.

@ Note

0

Under LDAP Authentication, if “Anonymous Authentication” in the LDAP
server’s settings is not set to “Prohibit”, users who do not have an LDAP serv-
er account might still be able to gain access.

If the LDAP server is configured using Windows Active Directory, Anony-
mous Authentication might be available. If Windows Authentication is avail-
able, we recommend you use it.

The first time an unregistered user accesses the machine after LDAP authen-
tication has been specified, the user is registered in the machine and can use
the functions available under [Available Functions] during LDAP Authentica-
tion.

To limit the available functions for each user, register each user and corre-
sponding [Available Functions] setting in the Address Book, or specify [Available
Functions] for each registered user. The [Available Functions] setting becomes ef-
fective when the user accesses the machine subsequently.
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Specifying LDAP Authentication

This can be specified by the machine administrator.

o4

[I Press the [ User Tools/Counter] key.

ﬂ Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

Systemn Settings

E_éj

Facsimile Feat]

Printer Featu

Lz

canner Feat)

B Press [Administrator Tools].

Settings Transfer Taols

Interface w File w Administrator

\

Irnterlezve Print

|
‘ Cutput: Copier
|

Output: Document Server

‘ Cutput: Printer

10 shes

X Mot Programimed

XMoot Programimed

KMot Proaramimed

ﬂ Press [User Authentication Management].

8] System Settings

Tirner

General Tray Paper
Features Settings Settings

Interface
Settings

| User Authentication Managerment

\
]

Auto D

| Administrator Authentication Management

| Program / Change Administrator

| Key Counter Managernent
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B select [LDAP Auth.].

A

anaement &

ion method, then press [OK].

—

& Note
O If you do not want to use user authentication management, select [Off].

E Select the LDAP server to be used for LDAP authentication.

User Authentication Maragement

Select an authentication method, then press [OK].

| User Code Auth. H Basic Auth. || Windows Auth. |

PLDAP Servers test
X Not Programmed

¥ Mot Programmed

| cotting for encrunted communication can he chanmed in Prooram

)
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ﬂ Select the “Printer Job Authentication” level.

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

& Note

O If you select [Entire], you cannot print using a printer driver or a device that
does not support authentication. By making this setting, only registered
users will be able to print. To print under an environment that does not
support authentication, select [Simple (All)] or [Simple (Limitation)].

O If you select [Simple (Limitation)], you can specify clients for which printer
job authentication is not required. Specify [Parallel Interface: Simple], [USB:
Simple] and the clients’ IP address range in which printer job authentication
is not required. Specify this setting if you want to print using unauthenti-
cated printer drivers or without any printer driver. Authentication is re-
quired for printing with non-specified devices.

O If you select [Simple (All)], you can print even with unauthenticated printer
drivers or devices. Specify this setting if you want to print with a printer
driver or device that cannot be identified by the machine or if you do not
require authentication for printing. However, note that, because the ma-
chine does not require authentication in this case, it may be used by unau-
thorized users.

If you select [Simple (Limitation)], proceed to step fJ.
If you select [Simple (All)] or [Entire], proceed to step {B.

A Reference
For details, see p.65 “Printer Job Authentication Levels and Printer Job
Types”.

B press [Simple (Limitation)].

¥ Mot Progra

¥ Mot Prograrmmed ¥ Mot Proora
X Mot Prograrmmed

ted communication can be changed in Program / Change LDAP Server s

on | Simple Limitation) H Sirmplel

System Status
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g Press [Change].

test ¥ Mot Proora
X Mot Programmed X Not Progra
X Mot Programmed
ted communication can be changed in Program / Change LDAP Server s
on Simple (Limitation) Simple

strator]

[[D Specify the range in which [Simple (Limitation)] is applied to Printer Job Au-
thentication.

Printer Job Authentication: Limitation Range Exit
Simple will take effect for printer jobs within the following ranges.
PPyé Address 1 000.000.000.000 ~ 000.000.000.000 Change

.000 Change
Pyl Adess 3 E [ ce
Wi Address 4 [ cranee
Praallel Interface: Simole ousion | [ S
PUSE: Simple ousion | [ TS

W pyis Adiress 2

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

@ Press [Exit].

[B Select which of the machine’s functions you want to permit.

Select an authentication method, then press [OK].

| User Code Auth. H Basic Auth. || Windows Auth, |

Available Functions

PLoain Mame Attribute

P Uniaue Attribute

Integration Server Authentication will be applied to the selected functions.
Users can use the selected functions only.

For details about limiting available functions, see p.127 “Limiting Available
Functions”.

S/
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[B Press [Change] for “Login Name Attribute”.

:| | Ciocument Server ‘ ‘ Facsimile |

Scanner

¥ Next

Joh List

m Enter the login name attribute , and then press [OK].

& Note

O You can use the Login Name Attribute as a search criterion to obtain infor-
mation about an authenticated user. You can create a search filter based on
the Login Name Attribute, select a user, and then retrieve the user infor-
mation from the LDAP server so it is transferred to the machine’s Address
Book. The method for selecting the user name depends on the server envi-
ronment. Check the server environment and enter the user name accord-

ingly.

Login Mame Attribute

Enter login name attribute, then press [OK].

iE Press [Change] for “Unique Attribute”.

:| | Cocument Server ‘ ‘ Facsimile |

Scanner

¥ Mext

System Status Job List
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[E Enter the unique attribute and then press [OK].

Unigue Attribute

Enter unique attribute, then press [OK].

/32
| i e
] e
s e Je L L e ]l
i

e g u

5

X C Y n m

& Note

O Specify Unique Attribute on the machine to match the user information in
the LDAP server with that in the machine. By doing this, if the Unique At-
tribute of a user registered in the LDAP server matches that of a user reg-
istered in the machine, the two instances are treated as referring to the
same user. You can enter an attribute such as “serialNumber” or “uid”.
Additionally, you can enter “cn” or “employeeNumber”, provided it is
unique. If you do not specify the Unique Attribute, an account with the
same user information but with a different login user name will be created
in the machine.

[ﬂ Press [OK].
@ press the [User Tools/Counter ] key.

Integration Server Authentication

For external authentication, the Integration Server Authentication collectively
authenticates users accessing the server over the network, providing a server-in-
dependent centralized user authentication system that is safe and convenient.

For example, if the delivery server and the machine share the same Integration
Server Authentication, single sign-on is possible using DeskTopBinder.

To use Integration Server Authentication, the machine must have access to a
server on which ScanRouter System or Web SmartDeviceMonitor Professional
IS/Standard and Authentication Manager are installed.

For details about the software, contact your local dealer.

Using Web Image Monitor, you can specify whether or not to check the reliabil-
ity of the SSL server being connected to.

For details, see the Web Image Monitor Help.

iﬁklmportant

O During Integration Server Authentication, the data registered in the server,
such as the user’s e-mail address, is automatically registered in the machine.
If user information on the server is changed, information registered in the ma-
chine may be overwritten when authentication is performed.
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& Note
O The built-in default administrator name is “Admin” on the Server and “ad-
min” on the machine.

Specifying Integration Server Authentication

This can be specified by the machine administrator.
This section explains how to specify the machine settings.
For details, see the Authentication Manager manual.

l] Press the [ User Tools/Counter] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enquiry
Copier / Documer
— Features

ie System Settings
@B Facsimile Feat]

I! Printer Featu

‘ L canner Feat|
B Press [Administrator Tools].

Interface w File VAdministrator\
Settings Transfer Tools

Interleave Print

Cutput: Document Server

|
‘ Cutput: Copier
|

‘ Cutput: Printer

General Tray Paper Tirner Interface
Features Settinos Settinos Settings

| User Authentication Management | |

Auto Dig
|

| Adrrinistrator Authentication Management

|
| Programn / Change Administrator |
|

| Key Counter Management
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B Select [Integration Svr. Auth.].

1 Cancel ” OK ]

 ath. || 08P Auth,inteatin 5. v, [ A

& Note
O If you do not wish to use User Authentication Management, select [Off].

E Press [Change] for “Server Name”.

1 Cancel ” Ok ]

E Auth. LDAP Auth. Intearation Svr. Auth.

| Windows (Native) | | Windows VT Compatble) |

Basic: {Intearation Server)

Specify the name of the server for external authentication.

ﬂ Enter the server name, and then press [OK].

Server MName

Enter server name, then press [OK].

= 0/64
O s s
o JLe JLa Lo ]l

]

‘Q W e r tHy u

a S

z X © Y n m

Enter the IPv4 address or host name.

o1
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B In “Authentication Type”, select the authentication system for external au-
thentication.

Select an authentication method, then press [CK].

[ User Code Auth. || Basic Auth. || windows Auth. || 1DAP

PServer Mame

P Athentication Type Default Windonws]

MNotes | | Basic ¢ Intear]

PComain Mame

»URL Cbtain URL Mot Chtainey

Select an available authentication system.

g Press [Change] for “Domain Name”.

P Athentication Type Default Windonws]

Notes | | Basic ¢ Intear]

PCiomain Marme

»URL Cbtain URL Mot Chtainey

Logged in: [Machi

m Enter the domain name, and then press [OK].

& Note
O You cannot specify a domain name under an authentication system that
does not support domain login.

ﬂ] Press [Obtain URL].

I I ]
|
P Athentication Type Default Windonws]

Notes | | Basic ¢ Intear]

»URL Cbtain URL Mot Chtainey

Logged in: [Machi

The machine obtains the URL of the server specified in [Server Name].
If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

If [Server Name] or the setting for enabling SSL is changed after obtaining the
URL, the “URL” is “Not Obtained”.



User Authentication

[ﬂ Press [OK]

If you set “ Authentication Type” to “Windows (Native)”, you can use the glo-
bal group. If you set “Authentication Type” to “Notes”, you can use the Notes
group. If you set “Authentication Type” to “Basic (Integration Server)”, you
can use the groups created using the Authentication Manager.

[B Select the “Printer Job Authentication” level.

Select an authentication method, then press [CK].

[ User Code Auth. || Basic Auth. || windows Arth. || 1DAP

BPrinter Job Authentication | Entire ‘ ‘ Simple (Li

PUse Secure Connection (551 Offl

& Note

O If you select [Entire], you cannot print using a printer driver or a device that
does not support authentication. By making this setting, only registered
users will be able to print. To print under an environment that does not
support authentication, select [Simple (All)] or [Simple (Limitation)].

O If you select [Simple (Limitation)], you can specify clients for which printer
job authentication is not required. Specify [Parallel Interface: Simple], [USB:
Simple] and the clients” IP address range in which printer job authentication
is not required. Specify this setting if you want to print using unauthenti-
cated printer drivers or without any printer driver. Authentication is re-
quired for printing with non-specified devices.

O If you select [Simple (All)], you can print even with unauthenticated printer
drivers or devices. Specify this setting if you want to print with a printer
driver or device that cannot be identified by the machine or if you do not
require authentication for printing. However, note that, because the ma-
chine does not require authentication in this case, it may be used by unau-
thorized users.

If you select [Simple (Limitation)], proceed to step fJ.
If you select [Simple (All)] or [Entire], proceed to step {B.

/O Reference

For details, see p.65 “Printer Job Authentication Levels and Printer Job
Types”.
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[ press [Simple (Limitation)].

ion method, then press [OK].
Basic Auth. || Windows Auth. || 1DAP Auth. |

on | Entire || Simple Limitation) ‘m

iE Press [Change].

Select an authentication method, then press [CK].

[ User Code Auth. || Basic Auth. || Windows Auth, || LDAP

PPrinter Job Authentication
Limitation Range
PUse Secure Connection (551 Offl

[E Specify the range in which [Simple (Limitation)] is applied to Printer Job Au-
thentication.

Printer Job Authentication: Limitation Range Exit

Simple will take effect for printer jobs within the following ranges.

W pyh Address 2 000.000.000.000 ~ 000.000.000.000 Change
PPt Address 3 000.00 00 - 000.000.000.000 (G

Pyl Adess 4 000.000..000..000 -~ 000.000.000.000 Y
»Pvh Address 5 Chenge
P Parallel Interface: Sirle cousion | [
PUSE: Simple Exclusion | m

Staus || Job List

You can specify the IPv4 address range to which this setting is applied, and
whether or not to apply the setting to the parallel and USB interfaces.

m Press [Exit].



User Authentication

[B Press [On] for “Use Secure Connection (SSL)” and then press [OK].

Select an authentication method, then press [OK].

| User Code Auth. || Basic Auth. || windows Arth. || 1DAP

PPrinter Job Authentication Simple (Lirm
Limitation Range
-1se Secure Connection (551

To not use secure sockets layer (SSL) for authentication, press [Off].

) press the [User Tools/Counter ] key.

Printer Job Authentication

This section explains Printer Job Authentication.

« Printer Job Authentication Levels and Printer Job Types
This section explains the relationship between printer job authentication lev-
els and printer job types.
Depending on the combination of printer job authentication level and printer
job type, the machine may not print properly. Set an appropriate combination
according to the operating environment.
User authentication is supported by the RPCS and PCL printer drivers.

Machine Settings (displayed on the control panel) Printer Job Types

[User Authentication [Printer Job Au- [Restrict Use of ORICRIORIORICRIOCRI®)
Management] thentication] Simple Encryption]

[Off] — — Pl [ | [ [ |
[User Code Auth.], [Simple (All)] [Off] @ O |x [¥ |¥ |* |O
[Basic Auth.], [on] ~

[Windows Auth.],

[LDAP Auth.], [Entire] [Off] ® O |x |[O|x |x |O
[Integration Svr. Auth.] [on] o

ve: Printing is possible regardless of user authentication.

O Printing is possible if user authentication is successful. If user authentica-
tion fails, the print job is reset.

@: Printing is possible if user authentication is successful and [Driver Encryp-
tion Key] for the printer driver and machine match.

x: Printing is not possible regardless of user authentication, and the print job
is reset.

p Reference

For details about [Restrict Use of Simple Encryption], see p.155 “Specifying the
Extended Security Functions”.
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<+ Printer Job Authentication

e [Entire]
The machine authenticates all printer jobs and remote settings, and cancels
jobs and settings that fail authentication.
Printer Jobs: Job Reset
Settings: Disabled

e [Simple (All)]
The machine authenticates printer jobs and remote settings that have au-
thentication information, and cancels the jobs and settings that fail authen-
tication.
Printer jobs and settings without authentication information are per-
formed without being authenticated.

¢ [Simple (Limitation)].
You can specify the range to apply [Simple (Limitation)] to by specifying [Par-
allel Interface: Simple], [USB: Simple], and the client’s IPv4 address.

% Printer Job Types

@ In the RPCS printer driver dialog box, the [Confirm authentication information
when printing] and [Encrypt] check boxes are selected.
In the PCL printer driver dialog box, the [User Authentication] and [With En-
cryption] check boxes are selected.
Personal authentication information is added to the printer job.
The printer driver applies advanced encryption to the login passwords.
The printer driver encryption key, enables the driver encryption to prevent
the login password being stolen.

@ In the RPCS printer driver dialog box, the [Confirm authentication information
when printing] check box is selected.
In the PCL printer driver dialog box, the [User Authentication] and [With En-
cryption] check boxes are selected.
Personal authentication information is added to the printer job.
The printer driver applies simple encryption to login passwords.

® In the RPCS printer driver dialog box, the [Confirm authentication information
when printing] check box is not selected.
In the PCL printer driver dialog box, the [User Authentication] check box is
not selected.

Personal authentication information is added to the printer job and is dis-
abled.

@ When using the PostScript 3 printer driver, the printer job contains user
code information.
Personal authentication information is not added to the printer job but the
user code information is.

& Note

O This type also applies to recovery/parallel printing using an RPCS/PCL
printer driver that does not support authentication.



User Authentication

® When using the PostScript 3 printer driver, the printer job does not contain
user code information.
Neither personal authentication information nor user code information is
added to the printer job.

4 Note

O Type 5 also applies to recovery/parallel printing using an RPCS/PCL
printer driver that does not support authentication.

® A printer job or PDF file is sent from a host computer without a printer
driver and is printed via LPR.
Personal authentication information is not added to the printer job.

@ A PDF file is printed via ftp.
Personal authentication is performed using the user ID and password used
for logging on via ftp. However, the user ID and password are not encrypt-
ed.
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If User Authentication is Specified

When user authentication (User Code Authentication, Basic Authentication,
Windows Authentication, LDAP Authentication, or Integration Server Authen-
tication) is set, the authentication screen is displayed. Unless a valid user name
and password are entered, operations are not possible with the machine. Log on
to operate the machine, and log off when you are finished operations. Be sure to
log off to prevent unauthorized users from using the machine. When auto logout
timer is specified, the machine automatically logs you off if you do not use the
control panel within a given time. Additionally, you can authenticate using an
external device. For details, see p.74 “ Authentication using an external device”.

& Note

O Consult the User Administrator about your login user name, password, and
user code.

O For user code authentication, enter a number registered in the Address Book
as "User Code".

User Code Authentication (Using the Control Panel)

When user code authentication is set, the following screen appears.

To use the following function(s), enter U
cocle with the Number keys, then press |

Scanner

OK

| B — e
Enter a user code (up to eight digits), and then press the [OK] key.

& Note
O To log off, do one of the following:

* Press the Operation switch.

e Press the [User Tools/Counter] key, press [System Settings], and then press
the [User Tools/Counter ] key again.

* Press the [ Energy Saver] key after jobs are completed.

User Code Authentication (Using a Printer Driver)

When user code authentication is set, specify the user code in the printer prop-
erties of a printer driver. For details, see the printer driver Help.



If User Authentication is Specified

Login (Using the Control Panel)

Follow the procedure below to log on when Basic Authentication, Windows Au-
thentication, LDAP Authentication, or Integration Server Authentication is set.

ﬂ Press [Enter] for [Login User Name].

Enter Login user name and Login passwor
then press [Lagin].

» Loain User Name

Cancel Login

P Login Password

B Enter a login user name, and then press [OK].

Login User Name

Enter the login user name, then press [CK].

et e sl

9 e lie o]

T

‘ g U e r

a S

b

m

n

W

C

z X

B Press [Enter] for [Login Password].

Enter Login user name and login passwor
then press [Login].

» Loin User Narne

P Login Password
Cancel Login
it R T |
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ﬂ Enter a login password, and then press [OK].

Login Password

Enter the login password, then press [OK].

EE = s e
o JLe s ) L]

]

W e r u

e e v

5

a

2 X C Y n m

B Press [Login].
When the user is authenticated, the screen for the function you are using ap-
pears.

Log Off (Using the Control Panel)

Follow the procedure below to log off when Basic Authentication, Windows Au-
thentication, or LDAP Authentication is set.

ﬂ Press the [Login/Logout] key.

) (2] (=]

TN BN 22N\

B Press [Yes].

The Logout key has been pressed.
Are you sure you want to Log out?

No Yes




If User Authentication is Specified

Login (Using a Printer Driver)

When Basic Authentication, Windows Authentication, or LDAP Authentication
is set, make encryption settings in the printer properties of a printer driver, and
then specify a login user name and password. For details, see the printer driver
Help.

& Note g

O When logged on using a printer driver, logging off is not required.

Login (Using Web Image Monitor)

This section explains how to log onto the machine via Web Image Monitor.
B crick [Login].
ﬂ Enter a login user name and password, and then click [Login].

& Note
O For user code authentication, enter a user code in [User Name], and then
click [OK].

Log Off (Using Web Image Monitor)

B ciick [Logout] to Tog oft.

& Note
O Delete the cache memory in the Web browser after logging off.
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Auto Logout

This can be specified by the machine administrator.

When using user authentication management, the machine automatically logs
you off if you do not use the control panel within a given time. This feature is
called “Auto Logout”. Specify how long the machine is to wait before perform-
ing Auto Logout.

[I Press the [User Tools/Counter] key.
B Press [System Settings].

¢» User Tools / Counter / Enauiry
% Copier / Docurner
— Features

le Systermn Settings
@B Facsimile Feat]

. h Printer Featu

‘ L canner Feat)

B Press [Timer Settings].

@] System Settings

General Tray Paper Tirner
egtLres Settinos Settinos

[

Interface
Settings

Panel Key Sound

Copy Count Display

| Warm-Lp Beeper

Function Priority

ﬂ Press [Auto Logout Timer].

L = \ 1

Scanner Auto Reset Timer

Set Date

Set Time

Auto Logout Timer

Weekly Timer Code

1 ¥ Dlewt

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.
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B Select [On].

Auto Logout Timer

Select itemn, then press [COK].

& Note
O If you do not want to specify [Auto Logout Timer], select [Off].

E Enter “60” to “999” (seconds) using the number keys, and then press [Hf].

me with the Nurmber keys, then press [OK].

ﬂ Press the [User Tools/Counter] key.

73



74

Authentication and its Application

Authentication using an external device

To authenticate using an external device, see the device manual.
For details, contact your sales representative.



S
3. Ensuring Information
Security

Preventing Unauthorized Copying

Using the printer driver, you can embed a pattern in the printed copy to discour-
age or prevent unauthorized copying.

If you enable data security for copying on the machine, printed copies of a doc-
ument with data security for copying are grayed out to prevent unauthorized
copying.

Make the setting as follows:

% Unauthorized Copy Prevention

@ Using the printer driver, specify the printer settings for unauthorized copy
prevention.
See p.79 “Specifying Printer Settings for Unauthorized Copy Prevention
(Printer Driver Setting)”.

+ Data Security for Copying

@ Using the printer driver, specify the printer settings for data security for
copying.
See p.79 “Specifying Printer Settings for Data security for copying (Printer
Driver Setting)”.

® Specitying data security for copying on the machine. Printed copies of a
document with data security for copying are grayed out.
See p.80 “Specifying Data Security for Copying (Machine Setting)”.
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Unauthorized Copy Prevention

Using the printer driver, you can embed mask and pattern (for instance, a warn-
ing such as “No Copying”) in the printed document.

If the document is copied, scanned, or stored in a Document Server by a copier
or multifunction printer, the embedded pattern appears clearly on the copy, dis-
couraging unauthorized copying.

1 2 3

-

2. The document is copied, scanned,

AKB001S

1. Printed Documents

Using the printer driver, you can embed
background images and pattern in a
printed document for Unauthorized
Copy Prevention.

or stored in the Document Server.

3. Printed Copies
Embedded pattern (for instance, a warn-

ing such as “No Copying”) in a printed
document appears conspicuously in
printed copies.

ﬂlmportant
O Unauthorized copy prevention discourages unauthorized copying, and will
not necessarily stop information leaks.

O The embedded pattern is not assured to be copied, scanned, or stored prop-
erly in the Document Server.

? Limitation

O Depending on the machine and scanner settings, the embedded pattern may
not be copied, scanned, or stored in the Document Server.

& Note

O To make the embedded pattern clear, set the character size to at least 50 pt
(preferably 70 to 80 pt) and character angle to between 30 and 40 degrees.

p Reference

To use the printer function under the User Authentication, you must enter the
login user name and password for the printer driver.

For details see the printer driver Help.



Preventing Unauthorized Copying

Data Security for Copying

Using the printer driver to enable data security for the copying function, you can
print a document with an embedded pattern of hidden text. Such a document is
called a data security for copying document.

If a data security for copying document is copied or stored in the Document
Server using a copier or multi-function printer with the Copy Data Security Unit,
protected pages are grayed out in the copy, preventing confidential information
being copied. Also if a document with embedded pattern is detected, the ma-
chine beeps. An unauthorized copy log is also stored.

1 2 3

-

AKB002S

1. Documents with data security for 3. Printed Copies

copying Text and images in the document are

2. The document is copied or stored ~ 8rayed outin printed copies.

in the Document Server.

? Limitation

O To gray out copies of data security for copying documents when they are cop-
ied or stored in the Document Server, the optional Copy Data Security Unit
must be installed in the machine.

O If a document with embedded pattern for data security for copying is copied,
or stored in the Document Server by a copier or multi-function printer with-
out Copy Data Security Unit, the embedded pattern appears conspicuously
in the copy. However, character relief may differ depending on the copier or
multifunction printer model in use or document scan setting.
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& Note

O You can also embed pattern in a document protected by data security for cop-
ying. However, if such a document is copied or stored in the Document Serv-
er using a copier or multi-function printer with the Copy Data Security Unit,
the copy is grayed out, so the embedded pattern does not appear on the copy.

O If misdetection occurs, contact your service representative.

O If a document with embedded pattern for data security for copying is copied,
scanned, or stored in the Document Server using a copier or multi-function
printer without the Copy Data Security Unit, the embedded pattern appears
clearly on the copy.

O If the scanned data security for copying document is registered as a user
stamp, the machine does not beep. The file registered as a user stamp is
grayed out, and no entry is added to the unauthorized copying log.

Printing Limitations

The following is a list of limitations on printing with unauthorized copy preven-
tion and data security for copying.

% Unauthorized copy prevention / Data security for copying
? Limitation
O You can print using the only RPCS printer driver.
O You cannot print at 200 dpi resolution.

O You cannot partially embed pattern in the printed document.

O You can only embed pattern that is entered in the [Text] box of the printer
driver.

O Printing with embedding takes longer than normal printing.
+ Data security for copying Only
? Limitation
O Select 182 x 257 mm / 7.2 x 10.1 inches or larger as the paper size.

O Select Plain or Recycled with a brightness of 70% or more as the paper type.

O If you select Duplex, the data security for copying function may not work
properly due to printing on the back of sheets.

Notice

1. The supplier does not guarantee that unauthorized copy prevention and data
security for copying will always work. Depending on the paper, the model of
copier or multi-function printer, and the copier or printer settings, unauthorized
copy prevention and data security for copying may not work properly.

2. The supplier is not liable for any damage caused by using or not being able to
use unauthorized copy prevention and data security for copying.



Preventing Unauthorized Copying

Printing with Unauthorized Copy Prevention and Data Security
for Copying

Specifying Printer Settings for Unauthorized Copy Prevention (Printer Driver Setting)

Using the printer driver, specify the printer settings for unauthorized copy pre-
vention.

To use the printer function under the User Authentication, you must enter the
login user name and password for the printer driver.

For details, see the printer driver Help.

For details about specifying data security for copying using the printer driver,
see the printer driver Help.

ﬂ Open the printer driver dialog box.
ﬂ On the [Edit] tab, select the [Unauthorized copy...] check box.
B Click [Control Settings...].

ﬂ In the [Text] box in the [Unauthorized copy prevention: Text] group, enter the text
to be embedded in the printed document.

Also, specify [Font:], [Font style:], and [Size:].
B ciicx [ok).

A Reference
For details, see the printer driver Help.

Specifying Printer Settings for Data security for copying (Printer Driver Setting)

If a document printed using this function is copied or stored in the Document
Server by a copier or multi-function printer, the copy is grayed out.

Using the printer driver, specify the printer settings for data security for copy-
ing.
For details about data security for copying, see p.77 “Data Security for Copy-

7

ing”.
To use the printer function under the User Authentication, you must enter the
login user name and password for the printer driver.

For details see the printer driver Help.

For details about specifying data security for copying using the printer driver,
see the printer driver Help.

ﬂ Open the printer driver dialog box.
ﬂ On the [Edit] tab, select the [Unauthorized copy...] check box.
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B Click [Control Settings...].

ﬂ In the [Unauthorized copy prevention: Pattern] group, check the [Data security for
copying].
If you want to embed text in the printed copy, enter the text in the [Text] box
in the [Unauthorized copy prevention: Text] group.

Also, specify [Font:], [Font style:], and [Size:].
B ciick [ok).

/O Reference
For details, see the printer driver Help.

Specifying Data Security for Copying (Machine Setting)

This can be specified by the machine administrator.
To use this function, the Copy Data Security Unit must be installed.

If a document printed is copied or stored in the Document Server, the copy is
grayed out.

For details about data security for copying, see p.77 “Data Security for Copy-

ing”.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

? Limitation

O If a document that is not copy-guarded is copied or stored, the copy or stored
file is not grayed out.

0 press the [User Tools/Counter ]key.
ﬂ Press [System Settings].

@» User Tools / Counter / Enquiry

Copier / Documer
Features
@B Facsimile Feat]

™
. h Printer Featu
‘ L canner Featl

ie System Settings




Preventing Unauthorized Copying

B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print

|
‘ Cutput: Copier
|

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed

ﬂ Press [Data security for copying].

If the setting you want to specify does not appear, press [VNext] to scroll
down to other settings.

B Press [On].
If you do not want to specify [Data security for copying], select [Off].

E Press [OK].
ﬂ Press [Exit].
8 Press the [User Tools/Counter] key.
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Printing a Confidential Document

Depending on the location of the machine, it is difficult to prevent unauthorized
persons from viewing prints lying in the machine’s output trays. When printing
confidential documents, use the Locked Print function.

«» Locked Print
Using the printer’s Locked Print function, store files in the machine as Locked
Print files and then print them from the control panel and retrieve them im-
mediately, preventing others from viewing them.

4 Note

O To store files temporarily, select [Stored Print] under the printer driver. If you
select [Share stored print files], also, you can share these files.

Choosing a Locked Print file

Using the printer driver, specify a Locked Print file.

If user authentication has been enabled, you must enter the login user name and
login password using the printer driver. For details see the printer driver Help.

You can perform Locked Print even if user authentication is not enabled. For de-
tails see "Printing from the Print Job Screen", Printer Reference.

ﬂ Open the printer driver dialog box.
B set [Job type:] to [Locked Print].

B Click [Details...].

ﬂ Enter the user ID and password.

& Note
O The password entered here let you use the Locked Print function.

O To print a Locked Print file, enter the same password on the control panel.

? Limitation

O Enter the user ID using up to 8 alphanumeric characters.
O Enter the password using 4 to 8 numbers.

B click [ok1.
A confirmation message appears.

E Confirm the password by re-entering it.
U crick [ok).
8 Perform Locked Print.



Printing a Confidential Document

A Reference
For details, see the printer driver Help.

Printing a Locked Print File

To print a Locked Print file, face the machine and print the file using the control
panel.

To print Locked Print files, the password is required. If you do not enter the cor-
rect password, you cannot print the files. The file administrator can change the
user password if it is forgotten.

This can also be specified via Web Image Monitor.
For details see the Web Image Monitor Help.

5] Preparation

For details about logging on and logging off with user authentication, see p.69
“Login (Using the Control Panel)”, p.70 “Log Off (Using the Control Panel)”.

ﬂ Press the [Printer] key.
g Press [Print Jobs].

PPaper Tray Status

MU 200300 =0
A4 A4 A3 A4

P Job Lists & Error Log

Print Jobs H Error Log

System Status

EJ press [Locked Print Job List].

All Jobs

Jobs Per User (D

Complete List

&1 Locked Print Job List
[& Sample Print Job List
[#1 Hold Print Jah List

&3 Stored Print Job List

[3@] 9999 08/31 13:55

i

Detail 1/1

Only Locked Print files belonging to the user who has logged on appear.
ﬂ Select the Locked Print file to print.
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B press [Print].

Clear All

/05 12:00 | seesseesmsnrsnrns

9730 15017 | Bexsesxssxsssss

/30 15116 | mexsxxsxxsxssxs

ik

Change Password
Prirt
11 Delste
T e oy |

B Enter the password for the stored file, and then press [OK].

Enter the password with the Number key
then press [OK].

I
Cancel | OK

& Note
O Enter the password specified in step [ on p.82 “Choosing a Locked Print
tile”.

ﬂ Press [Yes].



Printing a Confidential Document

Deleting Locked Print Files

This can be specified by the file creator (owner).

To delete Locked Print files, you must enter the password for the files. If the
password has been forgotten, ask the file administrator to change the password.

This can also be specified via Web Image Monitor.
For details see the Web Image Monitor Help.

& Note
O Locked Print files can also be deleted by the file administrator.

ﬂ Press the [Printer] key.
g Press [Print Jobs].

PPaper Tray Status

MU 200300 =0
A4 A4 A3 A4

P Job Lists & Error Log

Print Jobs H Error Log

System Status

EJ press [Locked Print Job List].

All Jobs

Jobs Per User (D

Complete List

Detail 1/1

[3@] 9999 08/31 13:55

|

O select the file.
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B press [Delete].
_—
R — | Clear All
9730 15017 | Bexsesxssxsssss |
/30 15116 | mexsxxsxxsxssxs |
Change Password
11 Delete

B Enter the password of the Locked Print file, and then press [OK].

ﬂ Press [Yes].

Changing Passwords of Locked Print Files

This can be specified by the file creator (owner) or file administrator.

If the password has been forgotten, the file administrator change the password.
This can also be specified via Web Image Monitor.

For details see the Web Image Monitor Help.

@ Note

O You can use the same procedure to change the password for stored print jobs.
To change the password for stored print jobs, press [Stored Print Job List] in

Step H.
0 press the [ Printer Jkey.
B press [Print Jobs].

WPaper Tray Status

10200300 =0
A4 A4 A3 A4

P Job Lists & Error Log

Print Jobs H Error Log

System Status

EJ press [Locked Print Job List].
ﬂ Select the file.




Printing a Confidential Document

B Press [Change Password].

Clear All

/05 12:00 | seesseesmsnrsnrns

I
|
9730 15017 | Bexsesxssxsssss |
|

/30 15116 | mexsxxsxxsxssxs

Change Password

Prirt

e

111 Delete

E Enter the password for the stored file, and then press [OK].

Enter the password with the Number key
then press [OK].

-
Cancel | OK

The file administrator does not need to enter the password.

ﬂ Enter the new password for the stored file, and then press [OK].
Change Password Cancel

Enter new password with the Nurber keys, then press [OK].

I -

B If a password reentry screen appears, enter the login password, and then
press [OK].
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Unlocking Locked Print Files

If you specify “Enhance File Protection”, the file will be locked and become in-
accessible if an invalid password is entered ten times. This section explains how
to unlock files.

Only the file administrator can unlock files.

This can also be specified via Web Image Monitor.

For details see the Web Image Monitor Help.

For details about “Enhance File Protection”, see p.155 “Specifying the Extended
Security Functions”.

& Note

O You can use the same procedure to unlock stored print jobs. To unlock stored
print jobs, press [Stored Print Job List] in Step B.

ﬂ Press the [ Printer] key.
B press [Print Jobs].
EJ Press [Locked Print Job List].

All Jobs

[®&] 9999 08/31 14:09 | fmS

Jobs Per User D

Complete List

Dietail 141

|

ﬂ Select the file.
B press [Unlock File].

Clear AT

Unlock File
Change Password

System Status

[ press [ves).



Specifying Access Permission for Stored Files

Specifying Access Permission for Stored
Files

You can specify who is allowed to access stored scan files and files stored in the
Document Server.

You can prevent activities such as printing or sending of stored files by unau-
thorized users.

You can also specify which users can change or delete stored files.

«+ Access Permission
To limit the use of stored files, you can specify four types of access permis-
sion.

Read-only In addition to checking the content of and in-
formation about stored files, you can also
print and send the files.

Edit You can change the print settings for stored
files. This includes permission to view files.

Edit / Delete You can delete stored files.

This includes permission to view and edit
files.

Full Control You can specify the user and access permis-
sion. This includes permission to view, edit,
and edit / delete files.

& Note
O Files can be stored by any user who is allowed to use the Document Server,
copy function, scanner function, or fax function.

O Using Web Image Monitor, you can check the content of stored files. For
details, see the Web Image Monitor Help.

O The default access permission for the file creator (owner) is “Read-only”.
You can also specify the access permission.

< Password for Stored Files
Passwords for stored files can be specified by the file creator (owner) or file
administrator.
You can obtain greater protection against the unauthorized use of files.
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Assigning Users and Access Permission for Stored Files

This can be specified by the file creator (owner) or file administrator.
Specify the users and their access permissions for each stored file.

By making this setting, only users granted access permission can access stored
files.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

*@*Important
O If files become inaccessible, reset their access permission as the file creator

(owner). This can also be done by the file administrator. If you want to access
a file but do not have access permission, ask the file creator (owner).

ﬂ Press the [ Document Server ] key.
ﬂ Select the file.

<Select FiLe?

rint.

| File Marme

COPY000Z
COPY0001

COPYO00Z

COPYO0D! 13Dec.| 2 |

File Management

[Delete File

Print Specified Paoe,

]

L.




Specifying Access Permission for Stored Files

ﬂ Press [Change Access Priv.].

| File Name | Date ‘Page‘ Order ‘ File Information
Bl

K I
Change Access Priv,

COPYO001 15/Dec.| 2

Change File MName
Change Password

B Press [Program/Change/Delete].

[

Elete: File Access Privileves

rs/Groups Prooram/Change/Delete

B Press [New Program].

Exit

ge privileges.
] Programmed: 1/200
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Ensuring Information Security

ﬂ Select the users or groups you want to assign permission to.
You can select more than one users.

By pressing [All Users], you can select all the users.

Select user / group key to program or enter Mo. with the Nurnber ke

Search
S

00007 Loo00g] 000091 Loo0i0] 000111
Chicazo Of ||Rome Offic|Moscow Off |Beijing Of |[Osaka O
fice e ice fice ce

B press [Exit).

g Select the user who you want to assign an access permission to, and then
select the permission.

Permissions for Users / Groups: Program / Change

Press [New Proaram] to add or select key to change privileses.

[oantel
user

Conp21]
0000

Ir a 1

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

m Press [Exit].
ﬂ] Press [OK].
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Specifying Access Privileges for Files Stored using the Scanner
and Fax Function

If user authentication is set for the scanner and fax functions, you can specify ac-
cess privileges for stored files when storing them in the Document Server. You
can also change the access privileges for the file.

Specifying Access Privileges When Storing Files

This section explains how to specify the access privileges and then store a file in
the Document Server under the scanner or fax function.

The scanner screen is used to illustrate the procedure.

ﬂ Press [Store File].

II Store File ” H Seanned Files Sta

Ready

Set original and specify destination.

Previgl

E-mail A

IManual Entry
recet EREREA AR EIE
Toooon] Lo000E] Lo0003] Lo0004} Loonos!
London Off | MewYork Of |Berlin Off|Project Tokyo Offi
ice fice ice ce

B Press [Access Privileges].

Store File Ca
Select item.

P=File Inforrmation

‘ Access Privileges File Name Passwar

Q3
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B Press [New Program].

ge privileges.

] Programmed: 1/200

ﬂ Select the users or groups you want to assign permission to.
You can select more than one users.
By pressing [All Users], you can select all the users.

B press [Exit].

B Select the user who you want to assign an access permission to, and then
select the permission.

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

ﬂ Press [Exit].
B Press [OK].

g Store files in the Document Server.

Changing Access Privileges for Previously Stored Files

This section explains the authentication process for accessing a file stored in the
Document Server under the scanner or fax function.

The scanner screen is used to illustrate the procedure.

ﬂ Press [Select Stored File].

LT LSTECT: SiE SIZE = =

Scan Sett\gs
o i oo RN NIERAR
aGo007] To00011 [00002] [ o0y

: branch Lordon OFf |Mew York O|BEf
[Criginal Feed! Type ice FFICE ICH

i [oooo&] [oooog] [ooong] m
File Narme / Type | [x¥Z CO. LT||DETROIT FA|SAN FRANCI |5y
D 0

CTORY S ICH
Select Stored File | Text || Sublect

Logged in: [London OFf icel

g Select the file.



Specifying Access Permission for Stored Files

B Press[Manage / Delete File].

Cal
e e
Type | User Name | File Nane | Date |Page@

SCANODTZ

ﬂ Press [Change Access Priv.].

| File: Marme | Date ‘Page‘@ueue‘ Delete File ‘

SCANDOOS

Change Access Priv,

SLA Ut
Change File Name
Change Password

1/1

hd

B Press [Program/Change/Delete].
B Press [New Program].

ﬂ Select the users or groups you want to assign permission to.
You can select more than one users.
By pressing [All Users], you can select all the users.

B press [Exit].

g Select the user who you want to assign an access permission to, and then
select the permission.

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

m Press [Exit].
m Press [OK].

95



Ensuring Information Security

Assigning the User and the Access Permission for the User’s
Stored Files

This can be specified by the file creator (owner) or user administrator.

Specify the users and their access permission to files stored by a particular user.
Only those users granted access permission can access stored files.

This makes the management of access permission easier than it is when permis-
sion is specified for each stored file.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

i@*lmportant
O If files become inaccessible, be sure to enable the user administrator, and then
reset the access permission for the files in question.

0 press the [User Tools/Counter ] key.
B Press [System Settings].

<> User Tools / Counter / Enquiry

% Copier / Documen
Features

@B Facsimile Feat]

. h Printer Featu
‘ L canner Featl

B Press [Administrator Tools].
Interface V File VAdminis‘trater\
Settings Transfer Taols

le System Settinos

Interleave Print 1 0 sheet(s)

Cutput: Document Server

|
‘ Cutput: Copier
|

‘ Curtput: Printer X Mot Programimed
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ﬂ Press [Address Book Management].

System Settings

General Tray Paper Tirner Interface
Features Settings Settings Settings

Address Book Managernent

Address Book: Program / Change / Delete Group

Print Address Book: Destination List

|
|
Address Book: Change Crder |
|
|

Address Book: Edit Title

B Select the user or group.

Press [New Prooram] to add a new aroup or select @ oroup to change. Grouns can b

—
.
M = | [ o o o [0

Al

Lo0001] L0000z L0000 [00004] {00005
Londen OFf||NewYork Of||Berlin Off||Project Tokyo Off]
ice fice ice ce

L00007] [00008] [ 000093 [00010] {00011
Chicago Of||Reme Off ic||Moscow Off |Beijing Of||Dsaka Off
fice e ice fice ce

B Press [Protection].

Program / Change Address Book

| Auth. Info H Protection H E-rmail ‘[

P larme user] »

Change

Py Display user] PR

PSelect Title
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ﬂ Under “Protect File(s)”, press [Program/Change/Delete] for “Permissions for
Users / Groups”.

PUse Mame as

PErotect Destination

Protection Ohiect Sel

Permissions for Users / Groups | Program/Change/Delete |

PProtect Filets)

Permissions for Users / Groups | Proarar/Change/Delete |

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

8 Press [New Program].

g privileges.

J Frogramimed: 14200

g Select the users or groups to register.

Search

All Users

er=nll 2B | CD || EF || GH || 1JK | LMN || OPG ﬁ
{00001 {00002 L00003] [00004] [ 000053
London OFf ||NewYork Of (Berlin Off |Project Tokyo O
ice fice ice ce
Lo0007] Loonog] 000091 Loooi0] 000113
Chicaso Of |[Rome Offic|Moscow Off|Beiljing Of |Osaka O
fice e ice fice ce

You can select more than one users.
By pressing [All Users], you can select all the users.
0 Press [Exit].
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ﬂ] Select the user who you want to assign an access permission to, and then
select the permission.

Permissions for Users / Groups: Prooram / Change

Press [New Proaram] to add or select key to change privileses.

Program / Change

[000173
userl

L0001 3Jakk
OFFICE GRO
UP

Ir 1 1

Select the access permission from [Read-only], [Edit], [Edit / Delete], or [Full Con-
trol].

m Press [Exit].
[ﬂ Press [OK].
0 Press [Exit].
[B Press the [ User Tools/Counter] key.

Specifying Passwords for the Stored Files

This can be specified by the file creator (owner) or file administrator.
Specity passwords for the stored files.
Provides increased protection against unauthorized use of files.

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

[I Press the [ Document Server] key.
ﬂ Select the file.

ai | File MNarme
1 COPY0002
[ Q@ luser Y0001

User hame
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B Press [File Management].

COPYO0D] 130ec.| 2|

COF 7

B Enter the password using the number keys.

Change Password 1 Cancel CK

Enter new password with the Nurmber keys, then press [OK].

The password for the stored file must contain between four and eight digits.
E Press [OK].
ﬂ Confirm the password by re-entering it using the number keys.
8 Press [OK].
g Press [OK].
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Unlocking Files

If you specify “Enhance File Protection”, the file will be locked and become in-
accessible if an invalid password is entered ten times. This section explains how
to unlock files.

Only the file administrator can unlock files.
For details about “Enhance File Protection”, see p.155 “Specifying the Extended
Security Functions”.

E Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

0 press the [Document Server] key.
ﬂ Select the file.

| File Mame

COPY000Z

COPY0D01

COPYOOo0Z

COPYO0001 13/Dec.

File Management
Delete File
Print Specified Page,

L
=]
E
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O Press [Unlock Files].

| File Name | Date ‘Page‘ Order ‘ File Information
OK
COPY0003 Mov. 11 Co]
Change Access Priv,

Unlock Files
Change Password

B press [es].
B Press [OK].
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Preventing Data Leaks Due to
Unauthorized Transmission

If user authentication is specified, the user who has logged on will be designated
as the sender to prevent data from being sent by an unauthorized person mas-
querading as the user.

You can also limit the direct entry of destinations to prevent files from being sent
to destinations not registered in the Address Book.

Restrictions on Destinations

This can be specified by the user administrator.

Make the setting to disable the direct entry of e-mail addresses and phone num-
bers under the scanner and fax functions.

By making this setting, the destinations can be restricted to addresses registered
in the Address Book.

If you set [Restrict Use of Destinations] to [On], you can prohibit users from directly
entering telephone numbers, e-mail addresses, or Folder Path in order to send
files. If you set [Restrict Use of Destinations] to [Off], [Restrict Adding of User Destina-
tions] appears. In [Restrict Adding of User Destinations], you can restrict users from
registering data in the Address Book.

If you set [Restrict Adding of User Destinations] to [Off], users can directly enter des-
tination telephone numbers, e-mail addresses, and Folder Path in [Program Dest.]
on the fax and scanner screens. If you set [Restrict Adding of User Destinations] to
[On], users can specify destinations directly, but cannot use [Program Dest.] to reg-
ister data in the Address Book. When this setting is made, only the user admin-
istrator can change the Address Book.

For details, see p.155 “Specifying the Extended Security Functions”.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

103



104

Ensuring Information Security

l] Press the [ User Tools/Counter] key.

ﬂ Press [System Settings].

&> User Tools / Counter / Enquiry

B

Copier / Documen
Features

Systern Settings

6>

Facsimile Feat]

=

=

Printer Featu

Z

canner Feat)

B Press [Administrator Tools].
R

Interface
Settings

\

File

Administrator

Transfer

\

Tools

\

Irterleave Print

1 0 sheet(s)

Cutput: Copier

KMot Proorarmimed

Cutput: Document Server

X Mot Programimed

Cutput: Printer

File
Transfer

Interface
Settinas

\

Extended Security ‘

‘Auto Delete File in Docurnent Server

Delete ALl Files in Document Server

|
=
B




Preventing Data Leaks Due to Unauthorized Transmission

B Press [On] for “Restrict Use of Destinations”.

‘ Cancel I

BRestrict Use of Destinations
o |

P-Restrict Adding of User Destinations
-

P-Restrict Display of User Information
IlIEE——

If "Restrict Use of Destinations" is set to [On], "Restrict Adding of User Desti-
nations" does not appear.

B Press [OK].
W press the [User Tools/Counter ] key.

,O Reference

This can also be specified using Web Image Monitor or SmartDeviceMon-
itor for Admin. For details, see the Help for each application.
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Protecting the Address Book

If user authentication is specified, the user who has logged on will be designated
as the sender to prevent data from being sent by an unauthorized person mas-
querading as the user.

To protect the data from unauthorized reading, you can also encrypt the data in
the Address Book.

Address Book Access Permission

This can be specified by the registered user. The access permission can also be
specified by a user granted full control or the user administrator.

You can specify who is allowed to access the data in the Address Book.

By making this setting, you can prevent the data in the Address Book being used
by unregistered users.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

ﬂ Press the [ User Tools/Counter] key.
EI Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

le Systemn Settings

Facsimile Feat]

Printer Featu

‘ L canner Feat|
B Press [Administrator Tools].

i
Interface w File VAdministrator\
Settings Transfer Tools

‘ ‘ Interleave Print 1 O sheet(s)
|
|

Cutput: Copier

Output: Document Server

‘ Cutput: Printer KMot Proaramimed




Protecting the Address Book

ﬂ Press [Address Book Management].

]| System Settings

General Tray Paper Tirner Interface
Features Settings Settings Settings

Address Book Managernent

Address Book: Program / Change / Delete Group

Print Address Book: Destination List

|
|
Address Book: Change Crder |
|
|

Address Book: Edit Title

B Select the user or group.

Press [New Prooram] to add a new aroup or select @ oroup to change. Grouns can b

—r—

[\

[ (@ L& ] o | o o [ [

Freauent

Lo0001] L0000z L0000 [00004] {00005
Londen OFf||NewYork Of||Berlin Off||Project Tokyo Off]
ice fice ice ce

L00007] [00008] [ 000093 [00010] {00011
Chicago Of||Reme Off ic||Moscow Off |Beijing Of||Dsaka Off
fice e ice fice ce

B Press [Protection].

Program / Change Address Book

| Auth. Info H Protection H E-mail ‘[

o I
|

Py Display user] PR

PSelect Title

ﬂ Under “Protect Destination”, press [Program/Change/Delete] for “Permissions
for Users / Groups”.
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B Press [New Program].

J Programmed: 1/200

ge privileges.

Full Control

g Select the users or groups to register.

Search

B - ol (o]0 wl
Lo0001] L0000zl L00003] L00004] L000052
London OFf ||NewYork Of [Berlin Off|Project Tokyo O
ice fice ice ce
{00007] {00008] L0000%] [00010] Lon0113
Chicago Of ||Rome Dff ic|Moscow OFf | Beijing Of |[Osaka O
fice e ice fice ce

You can select more than one users.
By pressing [All Users], you can select all the users.

m Press [Exit].

ﬂ] Select the user who you want to assign an access permission to, and then
select the permission.

Permissions for Users / Groups: Program / Change

Press [Mew Program] to add or select key to change privileges.

All Users

[00003}

ice

Select the permission, from [Read-only], [Edit], [Edit / Delete], or [Full Control].
m Press [Exit].
[B Press [OK].
m Press [Exit].
108 [ press the [User Tools/Counter ] key.



Protecting the Address Book

Encrypting the Data in the Address Book

This can be specified by the user administrator.
Encrypt the data in the Address Book.

A Reference
See p.155 “Changing the Extended Security Functions”.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

& Note
O Do not switch the main power off during encryption, as doing so may corrupt
the data.

O Encrypting the data in the Address Book may take a long time.

O The time it takes to encrypt the data in the Address Book depends on the
number of registered users.

O The machine cannot be used during encryption.

O Normally, once encryption is complete, “Encryption / Decryption is suc-
cessfully complete. Press [Exit].” appears.

O If you press [Stop] during encryption, the data is not encrypted.
O If you press [Stop] during decryption, the data stays encrypted.

O If you register additional users after encrypting the data in the Address Book,
those users are also encrypted.

0 press the [User Tools/Counter ] key.
B Press [System Settings].

@» User Taols / Counter / Enauiry

Copier / Documen

Features

@B Facsimile Feat]
% ;

.l h Printer Featu

‘ L canner Feat)

l@ Systern Settinas
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B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print

‘ Cutput: Copier X Mot Programimed

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed

ﬂ Press [Extended Security].
e |

Interface File
Settings Transfer

‘ ‘ Ewtended Security ‘

‘Auto Delete File in Docurnent Server

‘ Delete ALl Files in Document Server ‘

|
=
£

B Press [On] for “Encrypt Address Book”.

Select item.
P Ciriver Encryption Key PRestrict Use of]
| Change | | On
o PRestrict Adding
nCrye ress Bool
On
o

WRestrict Displa

:

n
P Erhance File Pr

n

.

B Press [Change] for [Encryption Key].

Select item.

PDriver Encryption Key PRestrict Use of]

| Change | | Cn
. L PRestrict Adding

ncrypt Address Bool

Cn
PRestrict Displa

Encryption Key ‘ Change | | On
Enhance File Pr

nerypt / Decryp
Cn
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Protecting the Address Book

ﬂ Enter the encryption key, and then press [OK].
Enter the encryption key using up to 32 alphanumeric characters.

B Press [Encrypt / Decrypt].

g Press [Yes].

[ Press [Exit].

ﬂ] Press [OK].

[B Press the [ User Tools/Counter] key.
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Deleting Data on the Hard Disk

® Hard Disk
The machine’s hard disk lets you store data under the copy, printer, fax, scan-
ner, and document server functions, as well as the Address Book and
counters stored under each user code.

@ Data Not Overwritten in the Hard Disk
The machine’s memory lets you store fax numbers and data transmitted us-
ing the fax function, and network TWAIN scanner. Even if you delete the data
on the hard disk, this data remains intact.

Overwriting the Data on the Hard Disk

To use this function, the optional DataOverwriteSecurity unit must be installed.

To prevent data on the hard disk being leaked before disposing of the machine,
you can overwrite all data stored on the hard disk. You can also automatically
overwrite temporarily-stored data.

& Note

O Depending on the hard disk capacity and the method of erasing the data, this
action may take a few hours. Once you start the Erase All Memory function,
no other machine operation is possible until the function completes or you
quit the function.

% Auto Erase Memory Setting
To erase selected data on the hard disk, specify [Auto Erase Memory Setting].

« Erase All Memory
To erase all the data on the hard disk, using [Erase All Memory].

% Methods of Erasing the Data

You can select the method of erasing the data from the following;:
The default is “NSA”.

NSA 1 Overwrites the data on the hard disk twice
with random numbers and once with zeros.

DoD ™2 Overwrites the data with a number, its com-
plement, and random numbers, and then
checks the result.

Random Numbers Overwrites the data with random numbers
the specified number of times.

You can specify between 1 and 9 as the
number of times the data is overwritten with
random numbers. The default is 3 times.

"l National Security Agency
2 Department of Defense
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Deleting Data on the Hard Disk

A Reference
For details, see the manual supplied with the DataOverwriteSecurity unit.

Auto Erase Memory Setting

This can be specified by the machine administrator.

A document scanned in Copier, Fax, or Scanner mode, or print data sent from a
printer driver is temporarily stored on the machine's hard disk.

Even after the job is completed, it remains in the hard disk as temporary data.
Auto Erase Memory erases the temporary data on the hard disk by writing over
it.

Overwriting starts automatically once the job is completed.

The Copier, Fax, and Printer functions take priority over the Auto Erase Memory
function. If a copy, fax, or print job is in progress, overwriting will only be done
after the job is completed.

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

0 press the [User Tools/Counter ] key.
ﬂ Press [System Settings].

<> User Tools / Counter / Enquiry

% Copier / Documen
Features

@B Facsimile Feat]

. h Printer Featu
‘ L canner Featl

le System Settinos

B Press [Administrator Tools].

Interface File Administrator
Settings Transfer Taols

Interleave Print

|
‘ Cutput: Copier
|

Cutput: Document Server

‘ Curtput: Printer X Mot Programimed
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ﬂ Press [Auto Erase Memory Setting].

Service Mode Lock

Firmware Yersion ‘

Auto Erase Memory Setting

|
|
‘ Network Security Level
|
|

Erase AL Memory ‘

244 A Provins | W Blewd

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

ﬂ Press [On], and then select the method of erasing the data.

Auto Erase Memory Setting

Select item, then press [CKI.

Select the method of erasing the data from [NSA], [DoD], or [Random Numbers].
If you select [Random Numbers], proceed to step 3.
If you select [NSA] or [DoD], proceed to step B.

B Press [Change].

= [OK].

WL o |

\ oA I DaD

<] ~0
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Deleting Data on the Hard Disk

ﬂ Enter the number of times that you want to overwrite using the number
keys, and then press [#].

dorn numbers. with the Murmber keys, then press @,

Randorn Murnbers

Clear @

8 Press [OK].

Auto Erase Memory is set.

i@klmportant

O When Auto Erase Memory is set to “On”, temporary data that remained on
the hard disk when Auto Erase Memory was “Off” might not be overwrit-
ten.

& Note

O Should the main power switch of the machine be turned off before over-
writing is completed, the temporary data will remain on the hard disk un-
til the main power switch is next turned on and overwriting is resumed.

O If the overwriting method is changed while overwriting is in progress, the
remainder of the temporary data will be overwritten using the method set
originally.

Canceling Auto Erase Memory

ﬂ Follow steps f] to ] in “Auto Erase Memory Setting”.
ﬂ Press [Off].

8 Press [OK].
Auto Erase Memory is disabled.
& Note

O To set Auto Erase Memory to “On” again, repeat the procedure in “Auto
Erase Memory Setting”.
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Types of Data that Can or Cannot Be Overwritten

The following table shows the types of data that can or cannot be overwritten by
Auto Erase Memory.

Data overwritten by Auto Copier * Copy jobs
Erase Memory

Printer ¢ Print Jobs

e Sample Print/Locked
Print/Stored Print Jobs ™

* Spool Printing jobs
e PDF Direct Print data

Fax e LAN-FAX print jobs
e Internet fax transmitted
data
Scanner ¢ Scanned files sent by e-mail

¢ Files sent by Scan to Folder

¢ Documents sent using
DeskTopBinder, the Scan-
Router delivery software
or a Web Image Monitor

Data not overwritten by Auto | Documents stored by the user in the Document Server using
Erase Memory the Copier, Printer or Scanner functions ™

Information registered in the Address Book ™

Counters stored under each user code

Image overlay data

*1

*2

*3

*4

*5

*6

A Sample Print, Locked Print, or Stored Print job can only be overwritten after it has
been executed. Stored print jobs can be overwritten by Auto Erase Memory only if
they have been deleted in advance.

The data for fax transmission and the registered fax numbers are stored in the mem-
ory. This data is not stored on the hard disk, so it will not be overwritten by Auto
Erase Memory.

Data scanned with network TWAIN scanner will not be overwritten by Auto Erase
Memory.

A stored document can only be overwritten after it has been printed or deleted from
the Document Server.

Data stored in the Address Book can be encrypted for security. For details, see p.109
“Encrypting the Data in the Address Book”.

Ir(rilage overlay data can be overwritten by Auto Erase Memory only if it is deleted in
advance.



Deleting Data on the Hard Disk

Erase All Memory

This can be specified by the machine administrator.

You can erase all the data on the hard disk by writing over it. This is useful if you
relocate or dispose of your machine.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

ﬂlmportant

O If you select Erase All Memory, the following are also deleted: user codes,
counters under each user code, user stamps, data stored in the Address Book,
printer fonts downloaded by users, applications using Embedded Software
Architecture, SSL device certificates, and the machine’s network settings.

& Note

O Before erasing the hard disk, you can back up user codes, counters for each
user code, and Address Book data using SmartDeviceMonitor for Admin. For
details, see SmartDeviceMonitor for Admin Help.

ﬂ Disconnect communication cables connected to the machine.
B press the [User Tools/Counter ] key.
B Press [System Settings].
> User Tools / Counter / Enauiry

&
@B Facsimile Feat
Printer Featu
Pial o
ﬂ Press [Administrator Tools].

I
e )

le System Settinos

Interleave Print 1 0 sheet(s)

Cutput: Document Server

|
‘ Cutput: Copier
|

Qutput: Printer X Mot Programimed
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Ensuring Information Security

B Press [Erase All Memory].

Service Mode Lock

Firmware Yersion ‘

Auto Erase Memory Setting

|
|
‘ Network Security Level
|
|

Erase AL Memory ‘

244 A Provins | W Blewd

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Select the method of erasing the data.

ks [OK] to start erasing.

Dol | | Rarn

—

Select the method of erasing the data from [NSA], [DoD], or [Random Numbers].
If you select [Random Numbers], proceed to step fJ.
If you select [NSA] or [DoD], proceed to step E).

ﬂ Press [Change].

ks [OK] to start erasing.

Dol
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Deleting Data on the Hard Disk

B Enter the number of times that you want to overwrite using the number
keys, and then press [#].

dorn numbers. with the Murmber keys, then press @,

Randorn Murnbers

Clear

g Press [OK].
[ press [Yes].

ﬂ] When overwriting is completed, press [Exit], and then turn off the power.

,O Reference

Before turning the power off, see “Turning On the Power”, About This Ma-
chine.

ﬁ*lmportant

O Should the main power switch of the machine be turned off before Erase
All Memory is completed, overwriting is canceled.

O Make sure the main power switch is not turned off during overwriting.

4 Note

O If the main power is turned off when Erase All Memory is in progress,
overwriting will start again when you next turn on the main power.

O If an error occurs before overwriting is completed, turn off the main pow-
er. Turn it on again, and then repeat from step pJ.
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Canceling Erase All Memory

ﬂ Press [Cancel] while Erase All Memory is in progress.
ﬂ Press [Yes].

Erase All Memory is canceled.
& Note

O If you stop this before completion, the data is not fully erased. Execute
[Erase All Memory] again to erase the data.

B Turn off the main power.

& Note
O To resume overwriting after power off, turn on the main power of the ma-
chine, and then repeat the procedure in “Erase All Memory”.



4. Managing Access to the
Machine

Preventing Modification of Machine
Settings

The machine settings that can be modified according to the type of administra-
tor. Users cannot change the administrator settings.

Register the administrators before using the machine.

% Type of Administrator

Register the administrator on the machine, and then authenticate the admin-
istrator using the administrator’s login user name and password. The admin-
istrator can also specify [Available Settings] in [Admin. Authentication] to prevent
users from specifying certain settings. Administrator type determines which
machine settings can be modified. The following types of administrator are
available:

e User Administrator

e Network Administrator
® Machine Administrator
¢ File Administrator

A Reference
For details, see p.11 “Administrators”.
For details, see p.17 “Administrator Authentication”.
For details, see p.180 “Machine Administrator Settings”.
For details, see p.189 “Network Administrator Settings”.
For details, see p.193 “File Administrator Settings”.
For details, see p.11 “User Administrator”.

«» Menu Protect

Use this function to specify the permission level for users to change those set-
tings accessible by non-administrators.
You can specify Menu Protect for the following settings:

¢ Copier / Document Server Features
e Facsimile Features
e Printer Features

e Scanner Features

/O Reference
For details, see p.201 “User Settings”.
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Menu Protect

The administrator can also limit users” access permission to the machine’s set-
tings. The machine’s System Settings menu and the printer’s regular menus can
be locked so they cannot be changed. This function is also effective when man-
agement is not based on user authentication.

& Note

O To change the menu protect setting, you must first enable administrator au-
thentication.

/O Reference

For details about the menu protect level for each function, see p.201 “User Set-
tings”.

Set up Menu Protect

You can set menu protect to [Off], [Level 1], or [Level 2]. If you set it to [Off], no
menu protect limitation is applied. To limit access to the fullest extent, select
[Level 2]. For details about the menu protect level for each function, see p.201
“User Settings”.

Copying Functions

& Note

O To specify [Menu Protect] in [Copier / Document Server Features], set [Machine Man-
agement] to [On] in [Administrator Authentication Management] in [Administrator
Tools] in [System Settings].

[I Press the [ User Tools/Counter] key.

PJ Press [Copier / Document Server Features].

ls / Counter / Enauiry

Copier / Docurnent Server &
% Features c,%
EB Facsimile Features EI

D
I! Printer Features

‘ L canner Featire ‘

B Press [Administrator Tools].

bettings

ﬂ Press [Menu Protect].



Menu Protect

B Select the menu protect level, and then press [OK].

t ‘ Cancel ” K ]

, then press [OK].

Off

B Press the [User Tools/Counter] key.

Fax Functions

& Note

O To specify [Menu Protect] in [Facsimile Features]: Under [System Settings], [Admin-
istrator Tools], [Administrator Authentication Management], set [Machine Manage-
ment], to [On].

ﬂ Press the [ User Tools/Counter] key.

EI Press [Facsimile Features].

ls / Counter / Enquiry

Copier / Document Server &
% Features ‘-b%
@B Facsimile Features m

.! Printer Features
‘ L canner Featire ‘

bettinas

B Press [Initial Settings].

ﬂ Press [Menu Protect].

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.
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Managing Access to the Machine

B Select the menu protect level, and then press [OK].

t ‘ Cancel ” K ]

, then press [OK].

Off

B Press the [User Tools/Counter] key.

Printer Functions

& Note

O To specify [Menu Protect] in [Printer Features], set [Machine Management] to [On]
in [Administrator Authentication Management] in [Administrator Tools] in [System
Settings].

ﬂ Press the [ User Tools/Counter] key.
ﬂ Press [Printer Features].

@B Facsimile Features m
.! Printer Features
é Scanner Features

| System Status | Job List

B Press [Maintenance].

ﬂ Press [Menu Protect].
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Menu Protect

B Select the menu protect level, and then press [OK].

t ‘ Cancel ” K ]

, then press [OK].

Off

B Press the [User Tools/Counter] key.

Scanner Functions

& Note

O To specify [Menu Protect] in [Scanner Features], set [Machine Management] to [On]
in [Administrator Authentication Management] in [Administrator Tools] in [System
Settings].

ﬂ Press the [ User Tools/Counter] key.

ﬂ Press [Scanner Features].

@B Facsimile Features m
.! Printer Features
é Scanner Features

| System Status | Job List

B Press [Initial Settings].
ﬂ Press [Menu Protect].
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B Select the menu protect level, and then press [OK].

t ‘ Cancel ” K ]

, then press [OK].

Off

B Press the [User Tools/Counter] key.
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Limiting Available Functions

Limiting Available Functions

To prevent unauthorized operation, you can specify who is allowed to access
each of the machine’s functions.

< Available Functions
Specify the available functions from the copier, Document Server, fax, scan-
ner, and printer functions.

Specifying Which Functions are Available

This can be specified by the user administrator. Specify the functions available
to registered users. By making this setting, you can limit the functions available
to users.

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

0 press the [User Tools/Counter ] key.
B Press [System Settings].

<> User Tools / Counter / Enquiry

% Copier / Documen
Features

@B Facsimile Feat]

. h Printer Featu
‘ L canner Featl

le System Settinos

B Press [Administrator Tools].
Interface V File VAdminis‘trater\
Settings Transfer Taols

Interleave Print

|
‘ Cutput: Copier
|

Cutput: Document Server X Mot Programmed

‘ Curtput: Printer X Mot Programimed
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Managing Access to the Machine

ﬂ Press [Address Book Management].

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Select the user.

Press [New Prooram] to add a new aroup or select @ oroup to change. Groups can b

[ e |

=

B = | o ] o] o o o s

[CI [00002] [00003] [00004] {00005
London OFf||NewYork OF||Berlin Off||Project Tokya Off]
ice fice ice ce

L00007] L00008] [0000%] Loo010] [T
Chicago Of||Rome Offic||Moscom Off||Beiiing Of||Osaka Off
fice e ice fice ce

[3 press [Auth. Info].

ﬂ In [Available Functions], select the functions you want to specify.

W‘ Pratection H E-rrail H Folder ||Addt
Document Server

| Printer | | Scanner

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

8 Press [OK].
B press [Exit].
[ press the [User Tools/Counter ] key.
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Managing Log Files

@ Log information
To view the log, Web SmartDeviceMonitor Professional IS/Standard is re-
quired.

The following log information is stored in the machine’s memory and on its
hard disk:

e Joblog
Stores information about workflow related to user files, such as copying,
printing, fax delivery, and scan file delivery

* Access log
Stores information about access, such as logging on and off, creating and
deleting files, scanning data security for copying documents, administra-
tor procedures !, and customer engineer procedures.
1 Deleting all log information, Changing the settings of Job Log function, Chang-

ing the settings of Access Log function, Changing the settings of Log Encryption.
"2 Formatting the hard disk
@ Deleting log information

To delete the log, Web SmartDeviceMonitor Professional IS/Standard is re-

quired.

By deleting the log stored in the machine, you can prevent information leaks.

® Transferring log information
To transfer the log, Web SmartDeviceMonitor Professional IS/Standard is re-
quired.
You can transfer the log information, which indicates who tried to gain access
and at what time.
By transferring the log files, you can check the history data and identify un-
authorized access.

Specifying Delete All Logs

This can be specified by the machine administrator.

By deleting log files stored in the machine, you can prevent information leakage.
I] Press the [User Tools/Counter] key.
B Press [System Settings].

@» User Taols / Counter / Enauiry

Copier / Documen
Features
@B Facsimile Feat]

S
l! Printer Featu

‘ L canner Feat)

l@ Systern Settinas
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Managing Access to the Machine

B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print

Cutput: Copier

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed

O press [Delete Al Logs].

If the setting to be specified does not appear, press [¥Next] to scroll down to
other settings.

A confirmation message appears.
B press [ves).
(3 press [Exit.
ﬂ Press the [User Tools/Counter Jkey.
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Managing Log Files

Transfer Log Setting

The machine administrator can select [On] from the Web SmartDeviceMonitor
Professional IS/Standard only.

When using the machine’s control panel, you can change the setting to [Off] only
if it is set to [On].

You can check and change the transfer log setting. This setting lets you transfer
log files to the log server to check the history data and identify unauthorized ac-
cess.

For details about Web SmartDeviceMonitor Professional IS/Standard, contact
your local dealer.

For details about the transfer log setting, see Web SmartDeviceMonitor Profes-
sional IS/Standard help.

[I Press the [User Tools/Counter Jkey.
B Press [System Settings].

¢» User Tools / Counter / Enauiry
% Copier / Docurner
Features
@B Facsimile Feat]

. h Printer Featu
‘ L canner Feat)

B Press [Administrator Tools].
Interface w File wAdministrator\
Settings Transfer Tools

le Systermn Settings

Interleave Print 10 chest(s)

|
‘ Output: Copier
|

Cutput: Document Server KMot Proora

‘ Output: Printer X Not Prograrmmed
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ﬂ Press [Transfer Log Setting].

e]| System Settings

General Tray Paper Tirner Interface
Features Settings Settings Settings

Transfer Log Setting |

|
| Data Security Tor Copying
|
|
|

Print Backup: Celete AlL Files |

Print Backup: Cormpression

Print Backup: Default Format

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Press [Off].
B Press [OK].
ﬂ Press the [ User Tools/Counter Jkey.
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5. Enhanced Network Security

Preventing Unauthorized Access

You can limit IP addresses, disable ports and protocols, or use Web Image Mon-
itor to specify the network security level to prevent unauthorized access over the
network and protect the Address Book, stored files, and default settings.

Enabling/Disabling Protocols

This can be specified by the network administrator.
Specify whether to enable or disable the function for each protocol.

By making this setting, you can specify which protocols are available and so pre-
vent unauthorized access over the network.

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

ﬂ Press the [ User Tools/Counter] key.
EI Press [System Settings].

€> User Tools / Counter / Enquiry
Copier / Documen
Features
@B Facsimile Feat]
Printer Featu

‘ L canner Feat)

ie System Settings

B Press [Interface Settings].

settings

Paper Timer Interface File Adminis
ttings Settings Settings Transfer Too
ange / Delete User Text | ‘ Interleave Print

m ‘ Cutput: Copier
m ‘ Output: Document: Server
m ‘ Output: Printer
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Enhanced Network Security

ﬂ Press [Effective Protocol].

| ey T

DONS Configuration

Domain Narme

WINS Configuration

MCP Delivery Protocol
WY Frame Type act
il ¥ hext

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Press [Inactive] for the protocol you want to disable.

Effective Protocol o J[_x ]
Select sffective protocol, then press [OKL.

»Pi6 Active Inactive

»B Irective

> AopleTalk rective

E Press [OK].
ﬂ Press the [ User Tools/Counter] key.

/O Reference

Advanced network settings can be specified using Web Image Monitor.
For details, see the Web Image Monitor Help.
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Preventing Unauthorized Access

Access Control

This can be specified by the network administrator.
The machine can control TCP/IP access.

Limit the IP addresses from which access is possible by specifying the access
control range.

For example, if you specify the access control range as [192.168.15.16]-
[192.168.15.20], the client PC addresses from which access is possible will be from
192.168.15.16 to 192.168.15.20.

? Limitation

O Using access control, you can limit access involving LPR, RCP/RSH, FIP,
IPP, DIPRINT, Web Image Monitor, SmartDeviceMonitor for Client or Desk-
TopBinder. You cannot limit the Monitoring of SmartDeviceMonitor for Cli-
ent.

O You cannot limit access involving telnet, or SmartDeviceMonitor for Admin,
when using the SNMPv1 monitoring.
ﬂ Open a Web browser.

g Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

B Log onto the machine.
The network administrator can log on using the appropriate login user name
and login password.

ﬂ Click [Configuration], under [Security], and then click [Access Control].
The [Access Control] page appears.

B To specify the IPv4 Address, in [Access Control Range], enter an IP address

that has access to the machine.

To specify the IPv6 Address, in [Access Control Range] - [Range], enter an IP ad-
dress that has access to the machine, or in [Mask], enter an IP address that has
access to the machine and specify the [Mask Length].

(3 ciick [ok).
Access control is set.

ﬂ Log off from the machine.

p Reference
For details, see the Web Image Monitor Help.
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Specifying Network Security Level

This can be specified by the network administrator.

This setting lets you change the security level to limit unauthorized access.
Set the security level to [Level 0], [Level 1], or [Level 2].

Select [Level 2] for maximum security to protect confidential information.

Select [Level 1] for moderate security. Use this setting if the machine is connected
to the office local area network (LAN).

Select [Level 0] to use this setting if no information needs to be protected.
You can use the control panel to select the security level for the entire network.

& Note
O If you change this setting using Web Image Monitor, the network security lev-
el settings other than the specified one will be reset to the default.

p Reference

For details about logging on and logging off with user authentication, see p.23
“Logging on Using Administrator Authentication”, p.26 “Logging off Using
Administrator Authentication”.

ﬂ Press the [ User Tools/Counter] key.
EI Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

le Systemn Settings

Facsimile Feat]

Printer Featu

‘ L canner Feat)

B Press [Administrator Tools].
i

Interface File Administrator
Settings Transfer Tools

Cutput: Copier

‘ ‘ Interleave Print
|
|

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed
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ﬂ Press [Network Security Level].

Service Mode Lock

‘ ‘ Firmware Yersion ‘

Network Security Level _

‘ Delete All Logs ‘

244 A Provins | W Blewd

If the setting you want to specify does not appear, press [V Next] to scroll
down to other settings.

B Select the network security level.

curity Level ‘ Cancel |

, then press [CK].

el O | | Level 1 | | Level 2 |

Select [Level 0], [Level 1], or [Level 2].
B Press [OK].
ﬂ Press the [User Tools/Counter] key.

1 Status of Functions under each Network Security Level
O= Available

— = Unavailable

A = Port is open.

A = Port is closed.

v = Automatic

* = Ciphertext Only

x = Ciphertext Priority
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Function Network Security Level
Level 0 Level 1 Level 2
Interface Bluetooth O O —
TCP/IP TCP/IP ©) O
HTTP Port 80 A A A
Port 443 A A A
Port 631 A A A
Port 7443 /7444 A A A
1PP Port 80 A A A
Port 631 A A A
Port 443 A A A
DIPRINT @) O —
LPR O O —
FTP Port 21 A A A
ssh Port 22 A A A
sftp A A A
RFU Port 10021 A A A
RSH/RCP O O —
SNMP O O ©]
SNMP v1v2 Setting O — —
Browse O O —
SNMP v3 O O O]
ST I B
TELNET O — —
SSDP Port 1900 A A A
NBT Port 137/138 A A A
SSL ©) O O
SSL / TLS En- « “ %
cryption Mode
DNS O O —
SMB O O —
NetWare NetWare O O —
AppleTalk AppleTalk O O —




Encrypting Transmitted Passwords

Encrypting Transmitted Passwords

Prevent login passwords, group passwords for PDF files, and IPP authentication
passwords being revealed by encrypting them for transmission.

Also, encrypt the login password for administrator authentication and user au-
thentication.

+ Driver Encryption Key
To encrypt the login password, specify the driver encryption key for the driv-
er used for the machine and the user’s computer.

A Reference
See p.155 “Changing the Extended Security Functions”.

% Group Passwords for PDF Files
DeskTopBinder Lite’s PDF Direct Print function allows a PDF group pass-
word to be specified to enhance security.

& Note
O You cannot perform PDF Direct Print for compressed PDF files.

O To use PDF direct print, the PostScript 3 unit option must be installed.

« Password for IPP Authentication
Using Web Image Monitor, you can encrypt the password for IPP authentica-
tion.

& Note

O You can use Telnet or FTP to manage passwords for IPP authentication, al-
though it is not recommended.
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Driver Encryption Key

This can be specified by the network administrator.
Specify the driver encryption key on the machine.

By making this setting, you can encrypt login passwords for transmission to pre-
vent them from being analyzed.

A Reference
See p.155 “Changing the Extended Security Functions”.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

0 press the [User Tools/Counter ] key.
B Press [System Settings].

€ User Tools / Counter / Enauiry
% Copier / Documen
Features
@B Facsimile Feat

. h Printer Featu
‘ L canner Featl

B Press [Administrator Tools].
Interface V File VAdminis‘trater\
Settings Transfer Taols

le System Settinos

Interleave Print

|
‘ Cutput: Copier
|

Cutput: Document Server X Not Prograrmmed

‘ Curtput: Printer X Mot Programimed




Encrypting Transmitted Passwords

ﬂ Press [Extended Security].

Interface File
Settings Transfer

Extended Security ‘

‘Auto Delete File in Document Server
‘ Delete ALl Files in Document Server ‘

L G

B For [Driver Encryption Key], press [Change].

Extended Security

Select item.

MRestrict Use of]
| Cn
PRestrict Adding

PErcrvpt Address Baok —
Cn

On Off \—

PRestrict Displa

BDriver Encryption Key

Change

B Enter the driver encryption key, and then press [OK].
Enter the driver encryption key using up to 32 alphanumeric characters.

& Note
O The network administrator must give users the driver encryption key

specified on the machine so they can register it on their computers. Make
sure to enter the same driver encryption key as that specified on the ma-

chine.
ﬂ Press [OK].
8 Press the [User Tools/Counter] key.

A Reference
See the printer driver Help.

See the TWAIN driver Help.
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Group Password for PDF files

This can be specified by the network administrator.
On the machine, specify the group password for PDF files.

By using a PDF group password, you can enhance security and so protect pass-
words from being analyzed.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

[I Press the [ User Tools/Counter] key.
EI Press [Printer Features].

EB Facsimile Features EI
E y

.I h Printer Features
é Scanner Features

System Status

B Press [PDF Menu], and then press [PDF Group Password].

If the setting to be specified does not appear, press [VNext] to scroll down to
other settings.

ﬂ For [Current Password], press [Enter].

B Enter the password, and then press [OK].

Enter the group password for PDF files using up to 32 alphanumeric charac-
ters.

B Press [OK].

ﬂ For [New Password], press [Enter].

B Enter the password, and then press [OK].
g For [Confirm New Password], press [Enter].
[ﬁ] Enter the password and press [OK].

m Press [OK].

[B Press the [User Tools/Counter] key.



Encrypting Transmitted Passwords

& Note

O The network administrator must give users the group password for PDF
files that is already registered on the machine. The users can then register
it in DeskTopBinder on their computers. For details, see the DeskTopBind-
er Help

O Be sure to enter the same character string as that specified on the machine
for the group password for PDF files.

O The group password for PDF files can also be specified using Web Image
Monitor. For details, see the Web Image Monitor Help.

IPP Authentication Password

This can be specified by the network administrator.

Specify the IPP authentication passwords for the machine using Web Image
Monitor.

By making this setting, you can encrypt IPP authentication passwords for trans-
mission to prevent them from being analyzed.

& Note

O When using the IPP port under Windows XP/Vista or Windows Server 2003,
you can use the operating system’s standard IPP port.

ﬂ Open a Web browser.

ﬂ Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

8 Log onto the machine.

The network administrator can log on. Enter the login user name and login
password.

ﬂ Click [Configuration], and then click [IPP Authentication] under "Security".
The [IPP Authentication] page appears.

B select [DIGEST] from the [Authentication] list.
ﬂ Enter the user name in the [User Name] box.
ﬂ Enter the password in the [Password] box.

B click [ok).
IPP authentication is specified.

g Log off from the machine.
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Protection Using Encryption

When you access the machine using a Web browser or IPP, you can establish en-
crypted communication using SSL. When you access the machine using an ap-
plication such as SmartDeviceMonitor for Admin, you can establish encrypted
communication using SNMPv3 or SSL.

To protect data from interception, analysis, and tampering, you can install a de-
vice certificate in the machine, negotiate a secure connection, and encrypt trans-
mitted data.

% SSL (Secure Sockets Layer)

=

di

)
=

g
dl

AFN001S

® To access the machine from a user’s computer, request for the SSL device
certificate and public key.

® The device certificate and public key are sent from the machine to the us-
er’s computer.

® Using the public key, encrypt the data for transmission.
@ The encrypted data is sent to the machine.
® The encrypted data is decrypted using the private key.



Protection Using Encryption

SSL (Secure Sockets Layer) Encryption

This can be specified by the network administrator.

To protect the communication path and establish encrypted communication,
create and install the device certificate.

There are two ways of installing a device certificate: create and install a self-cer-
tificate using the machine, or request a certificate from a certificate authority and
install it.

% Configuration flow (self-signed certificate)

@ Creating and installing the device certificate
Install the device certificate using Web Image Monitor.

® Enabling SSL
Enable the [SSL/TLS] setting using Web Image Monitor.

% Configuration flow (certificate issued by a certificate authority)

@ Creating the device certificate
Create the device certificate using Web Image Monitor.
The application procedure after creating the certificate depends on the cer-
tificate authority. Follow the procedure specified by the certificate authority.

® Installing the device certificate
Install the device certificate using Web Image Monitor.

® Enabling SSL
Enable the [SSL/TLS] setting using Web Image Monitor.
Creating and Installing the Device Certificate (Self-Signed Certificate)
Create and install the device certificate using Web Image Monitor.

& Note

O To confirm whether SSL configuration is enabled, enter “https:/ /(machine's
IP address or host name)” in your Web browser's address bar to access this
machine. If the “The page cannot be displayed” message appears, check the
configuration as the SSL configuration is invalid.

Creating and Installing the Self-Signed Certificate

Create and install the device certificate using Web Image Monitor.
This section explains the use of a self-certificate as the device certificate.

ﬂ Open a Web browser.

ﬂ Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

B Log onto the machine.
The network administrator can log on.
Enter the login user name and login password.
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ﬂ Click [Configuration], and then click [Device Certificate] under ”Security”.
B Click [Create].
B Make the necessary settings.

/O Reference

For details about the displayed items and selectable items, see Web Image
Monitor Help.

U click [ok.
The setting is changed.

B crick [ok).

A security warning dialog box appears.

g Check the details, and then click [OK].

[Installed] appears under [Certificate Status] to show that a device certificate for
the printer has been installed.

[[D Log off from the machine.

& Note
3 Click [Delete] to delete the device certificate from the machine.

Creating the Device Certificate (Certificate Issued by a Certificate Authority)

Create the device certificate using Web Image Monitor.

This section explains the use of a certificate issued by a certificate authority as
the device certificate.

ﬂ Open a Web browser.

g Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

B Log onto the machine.
The network administrator can log on.
Enter the login user name and login password.

ﬂ Click [Configuration], and then click [Device Certificate] under "Security".
The [Device Certificate] page appears.

B click [Request].

B Make the necessary settings.

A Reference
For details about the displayed items and selectable items, see Web Image
Monitor Help.
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t cicx [ok).
[Requesting] appears for [Certificate Status] in the [Certificate] area.

8 Log off from the machine.

g Apply to the certificate authority for the device certificate.

The application procedure depends on the certificate authority. For details,
contact the certificate authority.

For the application, click the Web Image Monitor Details icon and use the in-
formation that appears in [Certificate Details].

4 Note

O Using Web Image Monitor, you can create the contents of the device certif-
icate but you cannot send the application.

O Click [Cancel Request] to cancel the request for the server certificate.

Installing the Device Certificate (Certificate Issued by a Certificate Authority)

Install the device certificate using Web Image Monitor.

This section explains the use of a certificate issued by a certificate authority as
the device certificate.

Enter the device certificate contents issued by the certificate authority.
ﬂ Open a Web browser.

g Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

B Log onto the machine.
The network administrator can log on.
Enter the login user name and login password.

ﬂ Click [Configuration], and then click [Device Certificate] under "Security".
The [Device Certificate] page appears.

B cick [instaiy.

B Enter the contents of the device certificate.

In the [Certificate Request] box, enter the contents of the device certificate re-
ceived from the certificate authority.

p Reference

For details about the displayed items and selectable items, see Web Image
Monitor Help.
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U crick [ok].

[Installed] appears under [Certificate Status] to show that a device certificate for
the machine has been installed.

8 Log off from the machine.

Enabling SSL

After installing the device certificate in the machine, enable the SSL setting.

This procedure is used for a self-signed certificate or a certificate issued by a cer-
tificate authority.

ﬂ Open a Web browser.

g Enter “http://(machine's IP address or host name)/” in the address bar to ac-
cess the machine.

B Log onto the machine.
The network administrator can log on.
Enter the login user name and login password.

ﬂ Click [Configuration], and then click [SSL/TLS] under "Security".
The [SSL/TLS] page appears.

B click [Enable] for [SSLTLS].

A cici [oxi.
The SSL setting is enabled.

ﬂ Log off from the machine.

& Note
O If you set [Permit SSL / TLS Communication] to [Ciphertext Only], enter “ht-
tps:/ /(machine's IP address or host name)/” to access the machine.
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User Settings for SSL (Secure Sockets Layer)

If you have installed a device certificate and enabled SSL (Secure Sockets Layer),
you need to install the certificate on the user’s computer.

The network administrator must explain the procedure for installing the certifi-
cate to users.

If a warning dialog box appears while accessing the machine using the Web Im-
age Monitor or IPP, start the Certificate Import Wizard and install a certificate.

If a user inquires regarding a problem such as an expired certificate, handle the
problem appropriately.

& Note
O If a certificate issued by a certificate authority is installed in the machine, con-
firm the certificate store location with the certificate authority.

p Reference

For details about where to store the certificate when accessing the machine
using IPP, see the Web Image Monitor Help.

Setting the SSL/TLS Encryption Mode

By specitying the SSL/TLS encrypted communication mode, you can change the
security level.

< Encrypted Communication Mode
Using the encrypted communication mode, you can specify encrypted com-
munication.

Ciphertext Only Allows encrypted communication only.

If encryption is not possible, the machine
does not communicate.

Ciphertext Priority Performs encrypted communication if en-
cryption is possible.

If encryption is not possible, the machine
communicates without it.

Ciphertext / Clear Text Communicates with or without encryption,

according to the setting.
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Setting the SSL/TLS Encryption Mode

This can be specified by the network administrator.
After installing the device certificate, specify the SSL/TLS encrypted communi-
cation mode. By making this setting, you can change the security level.

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

[I Press the [User Tools/Counter] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enquiry

@B Facsimile Feat]
. h Printer Featu

‘ L canner Feat)

B Press [Interface Settings].

settings

Paper Tirner Interface File Adminis
ttings Settings Settings Transfer Too
ange / Delete User Text | ‘ Interleave Print

m ‘ Output: Copier
E_ ‘ Output: Document Server
m ‘ Output: Printer
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ﬂ Press [Permit SSL / TLS Communication].

R T
Print List

‘ Permit 5L / TLS Communication  EeSgEgeeram Zalo/iis

‘ Host Name

‘ Machine Narre

B

| A Provin

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

B Select the encrypted communication mode.

|/ TLS Communication ‘ Cancel |

, then press [CK].

Jtext Only Ciphertext Priority Ciphertext / Clear Text

Select [Ciphertext Only], [Ciphertext Priority], or [Ciphertext / Clear Text] as the en-
crypted communication mode.

B Press [OK].
ﬂ Press the [ User Tools/Counter] key.

@ Note

O The SSL/TLS encrypted communication mode can also be specified using
Web Image Monitor. For details, see the Web Image Monitor Help.
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SNMPv3 Encryption

This can be specified by the network administrator.

When using SmartDeviceMonitor for Admin or another application to make
various settings, you can encrypt the data transmitted.

By making this setting, you can protect data from being tampered with.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

ﬂ Press the [ User Tools/Counter] key.
EI Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

Systemn Settings

G5

Facsimile Feat]

Printer Featu

Lz

canner Feat)

B Press [Interface Settings]
settings

Interface
Settings

Timer
Settings

Paper
ttings

IERER

Adminis
Too

File
Transfer

\

Interleave Print

ound

Cutput: Copier

ange / Delete User Text | ‘
|
|

peper

Output: Document Server

isplay

i

rity

Cutput: Printer
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ﬂ Press [Permit SNMPv3 Communication].
| SMB Cormputer Mame _ Permi
0P

| SMB Work Group

| Fthemnet Speed

| Pina Command |

| Permit SMVPY3 Communication

System Statu

If the setting to be specified does not appear, press [V Next] to scroll down to
other settings.

ﬂ Press [Encryption Only].

Permit SNMPY3 Comrmunication Cal

Select item, then press [CK].

Encryption Only Encryption / Clear Text

B Press [OK].
ﬂ Press the [ User Tools/Counter] key.

& Note

O To use SmartDeviceMonitor for Admin for encrypting the data for speci-
fying settings, you need to specify the network administrator’s [Encryption
Password] setting and [Encryption Key] in [SNMP Authentication Information] in
SmartDeviceMonitor for Admin, in addition to specifying [Permit SNMPv3
Communication] on the machine.

O If network administrator’s [Encryption Password] setting is not specified, the
data for transmission may not be encrypted or sent.

/O Reference

For details about specifying the network administrator’s [Encryption Pass-
word] setting, see p.20 “Registering the Administrator”.

For details about specifying [Encryption Key] in SmartDeviceMonitor for
Admin, see the SmartDeviceMonitor for Admin Help.
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6. Specifying the Extended
Security Functions

Specifying the Extended Security
Functions

As well as providing basic security through user authentication and the machine
access limits specified by the administrators, you can increase security by, for in-
stance, encrypting transmitted data and data in the Address Book. If you need
extended security, specify the machine’s extended security functions before us-
ing the machine.

This section outlines the extended security functions and how to specify them.
For details about when to use each function, see the corresponding chapters.

Changing the Extended Security Functions

To change the extended security functions, display the extended security screen
as follows:

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

Procedure for Changing the Extended Security Functions

0 press the [User Tools/Counter ] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enauiry

Copier / Documen

— Features
le System Settinos

@B Facsimile Feat

. h Printer Featu
‘ L canner Featl
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B Press [Administrator Tools].

Interface File Administrator
Settings Transfer Taols

Irnterlezve Print 1 0 sheet(s)

‘ Cutput: Copier X Mot Programimed

Output: Document Server KMot Programimed

‘ Cutput: Printer KMot Proaramimed

ﬂ Press [Extended Security].
e |

Interface File
Settings Transfer

Extendad Security

‘Auto Delete File in Docurnent Server
‘ Delete ALl Files in Document Server

HET I

B Press the setting you want to change, and change the setting.

] Cancel ” Ok ]

PRestrict Use of Destinations

On Off

B-Restrict Adding of User Destinations

cr
PRestrict Display of User Information

SE—— [ ES—

B Press [OK].
ﬂ Press the [ User Tools/Counter] key.
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Settings

Default settings are shown in bold type.

R
°%

2
*»*

2
*»*

Driver Encryption Key

This can be specified by the network administrator. Encrypt the password
transmitted when specifying user authentication. If you register the encryp-
tion key specified with the machine in the driver, passwords are encrypted.

A Reference
See the printer driver Help.

See the LAN Fax driver Help.
See the TWAIN driver Help.

Encrypt Address Book

This can be specified by the user administrator. Encrypt the data in the ma-
chine’s Address Book.

The default setting is Off.

A Reference
See p.109 “Encrypting the Data in the Address Book”.

Restrict Use of Destinations

This can be specified by the user administrator.

The available fax and scanner destinations are limited to the destinations reg-
istered in the Address Book. A user cannot directly enter the destinations for
transmission.

The default setting is Off.

A Reference
See p.103 “Restrictions on Destinations”.

? Limitation

O If you specify the setting to receive e-mails via SMTP, you cannot use [Re-
strict Use of Destinations].

@ Note
O The destinations searched by “Search LDAP” can be used.

Restrict Adding of User Destinations

This can be specified by the user administrator.

When “Restrict Use of Destinations” is set to [Off]. After entering a fax or scan-
ner destination directly, you can register it in the Address Book by pressing
[Program Dest.]. If [On] is selected for this setting, [Program Dest.] does not ap-
pear. This prevents the registration of destinations not managed by the ad-
ministrator.

The default setting is Off.
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R
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Restrict Display of User Information

This can be specified if user authentication is specified. When the job history
is checked using a network connection for which authentication is not avail-
able, all personal information can be displayed as “********” For example,
when someone not authenticated as an administrator checks the job history
using SNMP in SmartDeviceMonitor for Admin, personal information can be
displayed as “********” 50 users cannot be identified. Because no information
identifying registered users can be viewed, unauthorized users can be pre-
vented from obtaining information about the registered files.

The default setting is Off.

Enhance File Protection

This can be specified by the file administrator. By specifying a password, you
can limit operations such as printing, deleting, and sending files, and can pre-
vent unauthorized people from accessing the files. However, it is still possible
for the password to be cracked.

By specifying “Enhance File Protection”, files are locked and so become inac-
cessible if an invalid password is entered ten times. This can protect the files
from unauthorized access attempts in which a password is repeatedly
guessed.

The locked files can only be unlocked by the file administrator. When “En-
hance File Protection” is specified, (&) appears at the screen.

The default setting is Off.

4 Note

O If files are locked, you cannot select them even if the correct password is
entered.

Settings by SNMPv1 and v2

This can be specified by the network administrator. When the machine is ac-
cessed using the SNMPv1, v2 protocol, authentication cannot be performed,
allowing machine administrator settings such as the paper setting to be
changed. If you select [Prohibit], the setting can be viewed but not specified
with SNMPv1, v2.

The default setting is Do not Prohibit.

Restrict Use of Simple Encryption

This can be specified by the network administrator.

Specify simple encryption when advanced encryption cannot be specified.
For example, this setting is set to [On] and you want to edit the Address Book
in User Management Tool or Address Management Tool in SmartDevice-
Monitor for Admin, or you want to access the machine using DeskTopBinder
or the ScanRouter delivery software, enable SSL/TLS for encrypted commu-
nication. For details about specifying SSL/TLS, see p.149 “Setting the
SSL/TLS Encryption Mode”.

If you select [On], specify the encryption setting using the printer driver.

The default setting is Off.
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Transfer to Fax Receiver

This can be specified by the machine administrator.

If you use [Forwarding] or [Transfer Requestt] under the fax function, files stored
in the machine can be transferred or delivered.

If you select [Prohibit] for this setting, stored files cannot be transferred by [For-
warding] and [Transfer Request].

Use this setting, to prevent the stored files being transferred by mistake.

The default setting is Do not Prohibit.

& Note
O If you select [Prohibit] for this setting, the following functions are disabled:

¢ Polling Transmission

* Transfer Request

* Forwarding

* Transfer Box

¢ Delivery from Personal Box

¢ Information Box

* Delivery of Mail Received via SMTP

/O Reference
For details, see "Reception Functions", Facsimile Reference.

Authenticate Current Job

This can be specified by the machine administrator.

This setting lets you specify whether or not authentication is required for op-
erations such as canceling jobs under the copier and printer functions.

If you select [Login Privilege], authorized users and the machine administrator
can operate the machine. When this is selected, authentication is not required
for users who logged on to the machine before [Login Privilege] was selected.
If you select [Access Privilege], users who canceled a copy or print job in
progress and the machine administrator can operate the machine.

The default setting is Off.

? Limitation

O Even if you select [Login Privilege] and log onto the machine, you cannot
cancel a copy or print job in progress if you are not authorized to use the
copy and printer functions.

O You can specify [Authenticate Current Job] only if [User Authentication Manage-
ment] was specified.
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Password Policy

This can be specified by the user administrator.

This setting lets you specify [Complexity Setting] and [Minimum Character No.] for
the password. By making this setting, you can limit the available passwords
to only those that meet the conditions specified in [Complexity Setting] and [Min-
imum Character No.].

If you select [Level 1], specify the password using a combination of two types
of characters selected from upper-case letters, lower-case letters, decimal
numbers, and symbols such as #.

If you select [Level 2], specify the password using a combination of three types
of characters selected from upper-case letters, lower-case letters, decimal
numbers, and symbols such as #.

The default setting is Off.

? Limitation

O The password policy setting is effective only if [Basic Auth.] is specified.

@Remote Service

Communication via HTTPS for @Remote Service is disabled if you select [Pro-
hibit].

The default setting is Do not Prohibit.
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Other Security Functions

This section explains settings for preventing information leaks, and functions
that you can restrict to further increase security.

Scanner Function

% Print & Delete Scanner Journal
To prevent personal information in the transmission/delivery history being
printed automatically, set user authentication and the journal will not print
automatically. Instead, items in the Print & Delete Scanner Journal are over-
written one by one when the number of transmissions/deliveries exceeds
250. To prevent the transmission/delivery history from overwritten, change
the setting so that the Scanner Journal is printed automatically.

Fax Function

+« Not Displaying Destinations and Senders in Reports and Lists
You can specify whether or not to display destinations and senders by click-
ing [Facsimile Features], [Initial Settings], [Parameter Setting] and specifying "Bit
No. 04" and "Bit No. 05" under "Switch 04". Not displaying destinations and
senders helps prevent information leaks.

A Reference
For details, see "Parameter Settings", General Settings Guide.

% Stored Reception File User Setting
You can specify which users can manage fax files stored on the hard disk by
setting [Facsimile Features], [Reception Settings], [Stored Reception File User Set-
ting] to [On].
To access the machine over the network, specified users must enter their user
codes or login user names and passwords.
By allowing only authorized users to manage files, you can prevent others
seeing the faxes you sent.

A Reference
For details, see "Reception Settings", General Settings Guide.
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+ Printing the Journal
When making authentication settings for users, to prevent personal informa-
tion in transmission history being printed, set the Journal to not be printed.
Also, if more than 200 transmissions are made, transmissions shown in the
Journal are overwritten each time a further transmission is made.
To prevent the Transmission History being overwritten, perform the follow-
ing procedures:

non

¢ In the default settings for Fax, under "Administrator Settings", "Parameter
Settings" (Switch 03, Bit 7), change the setting for automatically printing
the Journal.

"non

¢ In the default settings for Fax, under "Administrator Settings", "Parameter
Settings" (Switch 21, Bit 4), set "Transmit Journal by E-mail" to "ON".

ye Reference
For details, see "Print Journal", Facsimile Reference.

Weekly Timer Code

If the weekly timer is enabled and [Weekly Timer Code] is set to [On], you must en-

ter the weekly timer code to turn the power back on after the timer has turned it
off.

Specifying Weekly Timer Code

This can be specified by the machine administrator.
[I Press the [ User Tools/Counter] key.
EI Press [System Settings].

@ User Tools / Counter / Enauiry

Copier / Docurner

Features

@B Facsimile Feat]
.! Printer Featu

‘ L canner Feat)

le Systern Settings
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B Press [Timer Settings].

€| System Settings

Tray Paper Tirner Interface
Settings Settings Settings

Panel Key Sound

Copy Count Display

Function Priority

| Warm-up Beeper
:

ﬂ Press [Weekly Timer Code].

I = T = 7 7
Scanner Auto Reset Timer
Set Date 1

Auto Logout Timer

180 second(s)
Weekly Timer Code

|
|
‘ Set Time
|
|

1 ¥ et

B Press [On].

Weekly Timer Code

Select item, then press [CK].

ﬂ Using the number keys, enter the weekly timer code.

Select item, then press [CK].

On Off

The weekly timer code must be one to eight digits long.

163



164

Specifying the Extended Security Functions

ﬂ Press [OK].
8 Press the [ User Tools/Counter] key.

Canceling Weekly Timer Code

This can be specified by the machine administrator.
[I Press the [User Tools/Counter] key.
B Press [System Settings].

€ User Tools / Counter / Enauiry
% Copier / Documen
— Features
@ System Settings
@B Facsimile Feat]

. h Printer Featu
‘ L canner Feat)

B Press [Timer Settings].

Tray Paper Tirner Interface
Settings Settings Settings

Parel Key Sound

Copy Count Display

| Warm-Lp Beeper

Function Priority

ﬂ Press [Weekly Timer Code].

L = 1 Vs 1
Scanner Auto Reset Timer
Set Date 15 ]
Set Time

Auto Logout Timer

Weekly Timer Code

1 ¥ Dlewt
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B Press [Off] and then [OK].

er Code 1 Cancel ” K ]

, then press [OK].

Off

B Press the [User Tools/Counter] key.
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Limiting Machine Operation to Customers
Only

The machine can be set so that operation is impossible without administrator au-
thentication.

The machine can be set to prohibit operation without administrator authentica-
tion and also prohibit remote registration in the Address Book by a service rep-
resentative.

We maintain strict security when handling customers’ data. Administrator au-
thentication prevents us from operating the machine without administrator per-
mission.

Use the following settings.
* Service Mode Lock

Settings

% Service Mode Lock

This can be specified by the machine administrator. Service mode is used by
a customer engineer for inspection or repair. If you set the service mode lock
to [On], service mode cannot be used unless the machine administrator logs
onto the machine and cancels the service mode lock to allow the customer en-
gineer to operate the machine for inspection and repair. This ensures that the
inspection and repair are done under the supervision of the machine admin-
istrator.

Specifying Service Mode Lock

5] Preparation

For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

I] Press the [User Tools/Counter] key.
B Press [System Settings].

@» User Taols / Counter / Enauiry

Copier / Documen
Features
@B Facsimile Feat]

S
l! Printer Featu

‘ L canner Feat)

l@ Systern Settinas
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B Press [Administrator Tools].
Interface w File WAdministrator\
Settings Transfer Taols

Irnterlezve Print

X Mot Programimed

|
‘ Cutput: Copier
|

Output: Document Server KMot Programimed

‘ Cutput: Printer

KMot Proaramimed

ﬂ Press [Service Mode Lock].

Interface File
Settings Transfer

‘ Service Mode Lock

Firmware Yersion

|
= ‘ Network Security Level

B Press [On] and then [OK].

|

Service Mode Lock Ca

Select item, then press [CK].

A confirmation message appears.
[ press [ves].
ﬂ Press the [ User Tools/Counter] key.
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Canceling Service Mode Lock

For a customer engineer to carry out inspection or repair in service mode, the
machine administrator must log onto the machine and cancel the service mode
lock.

5] Preparation
For details about logging on and logging off with administrator authentica-
tion, see p.23 “Logging on Using Administrator Authentication”, p.26 “Log-
ging off Using Administrator Authentication”.

l] Press the [ User Tools/Counter] key.
ﬂ Press [System Settings].

> User Tools / Counter / Enquiry

Copier / Docurner
Features

le Systern Settings

Facsimile Feat]

Printer Featu

‘ L canner Feat)

B Press [Administrator Tools].
Interface w File VAdministrator\
Settings Transfer Tools

Interleave Print

|
‘ Cutput: Copier
|

Output: Document Server

‘ Cutput: Printer

Interface File
Settings Transfer

Service Mode Lock

‘ ‘ Firmmware Yersion ‘

= ‘ Network Security Level _




Limiting Machine Operation to Customers Only

B Press [Off] and then press [OK].

le Lock ‘ Cancel ” K ]

, then press [OK].

B Press the [User Tools/Counter] key.
The customer engineer can switch to service mode.
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/. Troubleshooting

Authentication Does Not Work Properly

This section explains what to do if a user cannot operate the machine because of
a problem related to user authentication. Refer to this section if a user comes to
you with such a problem.

A Message Appears

This section explains how to deal with problems if a message appears on the
screen during user authentication.

The most common messages are explained. If some other message appears, deal
with the problem according to the information contained in the message.

Messages Causes Solutions

You do not have the |The authority to use the func- | ® Ifthisappears when trying

privileges to use tion is not specified. to use a function:

this function. The function is not speci-
fied in the Address Book

management setting as be-
ing available. The user ad-
ministrator must decide
whether to authorize use
of the function and then
assign the authority.

¢ Ifthisappears when trying
to specify a default setting;:
The administrator differs
depending on the default
settings you wish to speci-
fy. Using the list of set-
tings, the administrator
responsible must decide
whether to authorize use
of the function.
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Messages

Causes

Solutions

Failed to obtain URL.

The machine cannot connect
to the server or cannot estab-
lish communication.

Make sure the server's set-
tings, such as the IP Address
and host name, are specified
correctly on the machine.

Make sure the host name of
the UA Server is specified cor-
rectly.

The machine is connected to
the server, but the UA service
is not responding properly.

Make sure the UA service is
specified correctly.

SSL is not specified correctly
on the server.

Specify SSL using Authentica-
tion Manager.

Server authentication failed.

Make sure server authentica-
tion is specified correctly on
the machine.

Authentication has
failed.

The entered login user name
or login password is not cor-
rect

Inquire the user administrator
for the correct login user name
and login password.

The number of users regis-
tered in the Address Book has
reached the maximum limit
allowed by Windows Authen-
tication or, LDAP Authentica-
tion, or Integration Server
Authentication, so you cannot
register additional users.

Delete unnecessary user ad-
dresses.

Cannot access the authentica-
tion server when using Win-
dows authentication, LDAP
Authentication, or Integration
Server Authentication.

A network or server error may
have occurred. Confirm with
the LAN administrator of the
network in use.

The selected file(s)
contained file(s)
without access priv-
ileges. Only file(s)
with access privi-
leges will be delet-
ed.

You have tried to delete files
without the authority to do so.

Files can be deleted by the file
creator (owner) or file admin-
istrator. To delete a file which
you are not authorized to de-
lete, contact the file creator
(owner).




Authentication Does Not Work Properly

Machine Cannot Be Operated

If the following conditions arise while users are operating the machine, provide

instructions on how to deal with them.

Condition

Cause

Solution

Cannot print using the printer
driver or connect using the
TWAIN driver.

Cannot send faxes or print us-
ing the LAN fax driver.

User authentication has been
rejected.

Enter the login user name and
login password in the printer
driver.

Confirm the user name and
login name with the adminis-
trator of the network in use if
using Windows authentica-
tion, LDAP Authentication, or
Integration Server Authenti-
cation.

Confirm with the user admin-
istrator if using basic authenti-
cation.

The encryption key specified
in the driver does not match
the machine’s driver encryp-
tion key.

Specify the driver encryption
key registered in the machine.

See p.140 “Driver Encryption

”

Key”.

Cannot authenticate using the
TWAIN driver.

Another user is logging on to
the machine.

Wait for the user to log off.

Authentication is taking time
because of operating condi-
tions.

Make sure the LDAP server
setting is correct.

Make sure the network set-
tings are correct.

Authentication is not possible
while the machine is editing
the Address Book data.

Wait until editing of the Ad-
dress Book data is complete.

After starting [User Management
Tool] or [Address Management
Tool] in SmartDeviceMonitor
for Admin and entering the
correct login user name and
password, a message appears
to notify that an incorrect pass-
word has been entered.

Cannot log on to the machine
using [Document Server: Authen-
tication/Encryption:] in Desk-
TopBinder.

Cannot access the machine us-
ing ScanRouter EX Profes-
sional V3 / ScanRouter EX
Enterprise V2.

"Restrict Use of Simple En-
cryption” is not set correctly.
Alternatively, [SSL/TLS] has
been enabled although the re-
quired certificate is not in-
stalled in the computer.

Set “Restrict Use of Simple En-
cryption” to [On]. Alternative-
ly, enable [SSL/TLS], install the
device certificate in the ma-
chine, and then install the cer-
tificate in the computer.

A Reference
See p.158 “Restrict Use of
Simple Encryption”.

See p.149 “Setting the
SSL/TLS Encryption
Mode”.
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Condition

Cause

Solution

Cannot connect to the Scan-
Router delivery software.

The ScanRouter delivery soft-
ware may not be supported by
the machine.

Update to the latest version of
the ScanRouter delivery soft-
ware.

Cannot access the machine us-
ing ScanRouter EX Profes-
sional V2.

ScanRouter EX Professional V2 does not support user authen-

tication.

Cannot log off when using the
copying or scanner functions.

The original has not been
scanned completely.

When the original has been
scanned completely, press
[#], remove the original, and
then log off.

[Program Dest.] does not ap-
pear on the fax or scanner
screen for specifying destina-
tions.

[Restrict Adding of User Destina-
tions] is set to [Off] in [Restrict
Use of Destinations] in [Extended
Security], so only the user ad-
ministrator can register desti-
nations in the Address Book.

Registration must be done by
the user administrator.

Stored files do not appear.

User authentication may have
been disabled while [All Users]
is not specified.

Re-enable user authentication,
and then enable [All Users] for
the files that did not appear.
For details about enabling [All
Users], seep.89 “Specifying
Access Permission for Stored
Files”.

Destinations specified using
the machine do not appear.

User authentication may have
been disabled while [All Users]
is not specified.

Re-enable user authentication,
and then enable [All Users] for
the destinations that did not
appear.

For details about enabling [All
Users], see p.106 “Protecting
the Address Book”.

Cannot print when user au-
thentication has been speci-
fied.

User authentication may not
be specified in the printer
driver.

Specify user authentication in
the printer driver.

For details, see the printer
driver Help.

If you try to interrupt a job
while copying or scanning, an
authentication screen ap-
pears.

With this machine, you can
log off while copying or scan-
ning. If you try to interrupt
copying or scanning after log-
ging off, an authentication
screen appears.

Only the user who executed a
copying or scanning job can
interrupt it. Wait until the job
has completed or consult an
administrator or the user who
executed the job.

After you execute [Encrypt Ad-
dress Book] the [Exit] message

does not appear.

The hard disk may be faulty.
The file may be corrupt.

Contact your service repre-
sentative.
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Supervisor Operations

The supervisor can delete an administrator’s password and specify a new one.
If any of the administrators forget their passwords or if any of the administrators
change, the supervisor can assign a new password. If logged on using the super-
visor’s user name and password, you cannot use normal functions or specify de-
faults. Log on as the supervisor only to change an administrator’s password.

ﬂlmportant
O The default login user name is “supervisor” and the login password is blank.
We recommend changing the login user name and login password.

O You can enter up to 128 alphanumeric characters and symbols for the login
user name.

O You can enter up to 32 alphanumeric characters and symbols for the login
password.

O Keep in mind that user names and passwords are case-sensitive.

O Be sure not to forget the supervisor login user name and login password. If
you do forget them, a service representative will to have to return the ma-
chine to its default state. This will result in all data in the machine being lost
and the service call may not be free of charge.

& Note

O You cannot specify the same login user name for the supervisor and the ad-
ministrators.

O Using Web Image Monitor, you can log on as the supervisor and delete an ad-
ministrator’s password.

Logging on as the Supervisor

If administrator authentication has been specified, log on using the supervisor
login user name and login password. This section describes how to log on.

ﬂ Press the [ Login/Logout] key.

el (2] (=]

TN N 22N
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ﬂ Press [Enter] for [Login User Name].
8 Enter a login user name, and then press [OK].

& Note
O When you assign the administrator for the first time, enter “supervisor”.

ﬂ Press [Enter] for [Login Password].
B Enter a login password, and then press [OK].

& Note

O When you assign the administrator for the first time, proceed to step @
without pressing [Enter].

B Press [Login].

Logging off as the Supervisor

If administrator authentication has been specified, be sure to log off after com-
pleting settings. This section explains how to log off after completing settings.

ﬂ Press the [ Login/Logout] key.

el (2] (=]
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g Press [Yes].



Supervisor Operations

Changing the Supervisor

0 press the [User Tools/Counter ] key.
ﬂ Press [System Settings].

€ User Tools / Counter / Enauiry

% Copier / Documen
Features

@B Facsimile Feat]

E:! Printer Featu

‘ L canner Featl

B Press [Administrator Tools].

e |
Interface w File VAdminis‘trater\
Settings Transfer Tools

le System Settinos

Interleave Print 1 0 sheet(s)

‘ Cutput: Copier KMot Programimed

Output: Docurment Server KMot Proorarmimed

‘ Output: Printer XMoot Programimed

ﬂ Press [Program / Change Administrator].
B Under “Supervisor”, click [Change].

Prograrn / Change Administrator

Supervisor Adrrinistrator 1 Administrator 2
Change ‘ | Change ‘ ‘ Change
Wlser Administrator Administrator

Adrministrator |

P [Vachine Administrator Adrinistrator 1

s s [ P N |
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E Press [Change] for the login user name.

‘ Cancel ” K

is password.

ﬂ Enter the login user name, and then press [OK].
B Press [Change] for the login password.
g Enter the login password, and then press [OK].

[ﬁ] If a password reentry screen appears, enter the login password, and then
press [OK].

ﬂ] Press [OK] twice.
[EJ Press the [ User Tools/Counter] key.

Resetting an Administrator’s Password

ﬂ Press the [ Login/Logout] key.

(I ED)

CTN N[22\

AMG006S

ﬂ Log on as the supervisor.
You can log on in the same way as an administrator.

B Press [System Settings].
ﬂ Press [Administrator Tools].

B Press [Program / Change Administrator].
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Supervisor Operations

E Press [Change] for the administrator you wish to reset.

inistrator Cal
Administrator 1 Administrator 2 Administrator 3
j | Change | | Change ‘ ‘ Change

Adrninistrator 1 | Administrator 2 H Administrator 3

tor Adrninistrator 1 Administrator 2 Administrator 3
== rid il | I

ﬂ Press [Change] for the login password.
B Enter the login password, and then press [OK].

g If a password reentry screen appears, enter the login password, and then
press [OK].

[ﬁ] Press [OK].
ﬂ] Press [OK].
[EJ Press the [ User Tools/Counter] key.

179



180

Appendix

Machine Administrator Settings

The machine administrator settings that can be specified are as follows:

System Settings

The following settings can be specified.

< General Features
All the settings can be specified.

« Tray Paper Settings
All the settings can be specified.

« Timer Settings
All the settings can be specified.

% Interface Settings

Parallel Interface

+ File Transfer
The following settings can be specified.

Delivery Option
SMTP Authentication
SMTP Authentication
User Name

E-mail Address
Password

Encryption

POP before SMTP
Wait Time after Authent.

User Name
E-mail Address
Password

Reception Protocol

POP3 / IMAP4 Settings
Server Name
Encryption

Administrator's E-mail Address

Default User Name / Password (Send)
SMB User Name / SMB Password
FTP User Name / FTP Password

NCP User Name / NCP Password

Program / Change / Delete E-mail Message



Machine Administrator Settings

Fax E-mail Account
Account

E-mail Address
User Name
Password

< Administrator Tools

Display / Print Counter
Print Counter List

Display / Clear / Print Counter per User
All the settings can be specified.

User Authentication Management
You can specify which authentication to use.
You can also edit the settings for each function.

Administrator Authentication Management
Machine Management

Program / Change Administrator
Machine Administrator
You can change the user name and the full-control user’s authority.

Key Counter Management

Extended Security

Restrict Display of user Information
Authenticate Current Job

Transfer to Fax Receiver

@Remote Service

Extended Features

Program / Change / Delete LDAP Server
Name

Server Name

Search Base

Port Number

Use Secure Connection (SSL)
Authentication

Search Conditions

Search Options

LDAP Search

AOF (Always On)

Service Mode Lock

Auto Erase Memory Setting
Erase All Memory 2

Transfer Log Setting

Data Security for Copying

File Format Converter option must be installed.
The DataOverwriteSecurity unit option must be installed.
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Copier / Document Server Features

The following settings can be specified.

% General Features
All the settings can be specified.

% Reproduction Ratio
All the settings can be specified.

< Edit
All the settings can be specified.

% Stamp
All the settings can be specified.

« Input / Output
All the settings can be specified.

% Administrator Tools
All the settings can be specified.

Facsimile Features

The following settings can be specified.

% General Settings
All the settings can be specified.

% Scan Settings
All the settings can be specified.

% Send Settings
The following settings can be specified.
* Program / Change / Delete Standard Message
* Backup File TX Setting
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Machine Administrator Settings

% Reception Settings

The following settings can be specified.

Switch Reception Mode
Program Special Sender
Program Special Sender: Print List
Forwarding

Reception File Setting

SMTP RX File Delivery Settings
2 Sided Print

Checkered Mark

Centre Mark

Print Reception Time
Reception File Print Quantity
Paper Tray

Specify Tray for Lines

Folder Transfer Result Report
Memory Lock Reception

« Initial Settings

The following settings can be specified.

Parameter Setting

Parameter Setting: Print List
Program Closed Network Code
Program Memory Lock ID
Internet Fax Settings

Program Fax Information
Menu Protect

Printer Features

The following settings can be specified.

+ List/ Test Print
All the settings can be specified.

< Maintenance

Menu Protect
List / Test Print Lock
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% System
* Print Error Report
¢ Auto Continue
* Memory Overflow
* Job Separation
e Initial Print Job List
¢ Memory Usage
* Duplex
¢ Copies
¢ Blank Page Print
* Toner Saving
* Spool Image
* Reserve Job Waiting Time
* Printer Language
* Sub Paper Size
¢ DPage Size
* Letterhead Setting
* Bypass Tray Setting Priority
* Edge to Edge Print
¢ Default Printer Language
¢ Tray Switching

% Host Interface
All the settings can be specified.

% PCL Menu
All the settings can be specified.

% PS Menu "
All the settings can be specified.

< PDF Menu ™
All the settings can be specified.
"I The PostScript 3 unit option must be installed.
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Scanner Features

The following settings can be specified.

% General Settings
All the settings can be specified.

% Scan Settings
All the settings can be specified.

% Send Settings
The following settings can be specified.
¢ Compression (Black & White)
¢ Compression (Gray Scale)

E-mail Information Language

No. of Digits for Single Page Files
Stored File E-mail Method

« Initial Settings
All the settings can be specified.

Settings via Web Image Monitor

The following settings can be specified.

< Home
¢ Reset Printer Job
¢ Reset Device

« Device Settings

e System
Spool Printing
Protect Printer Display Panel
Print Priority
Function Reset Timer
Permit ROM Update
Display IP Address on Device Display Panel
Output Tray
Paper Tray Priority
Front Cover Sheet Tray
Back Cover Sheet Tray
Slip Sheet Tray
Designation Sheet 1 Tray
Designation Sheet 2 Tray

* Paper
All the settings can be specified.
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¢ Date/Time
All the settings can be specified.

e Timer

All the settings can be specified.
* Logs

Collect Job Logs

Collect Access Logs

Encrypt Logs
¢ E-mail

All the settings can be specified.

¢ Auto E-mail Notification
All the settings can be specified.

¢ On demand E-mail Notification
All the settings can be specified.

e File Transfer
All the settings can be specified.

¢ User Authentication Management
All the settings can be specified.

* Administrator Authentication Management
Machine Administrator Authentication
Available Settings for Machine Administrator

¢ Program/Change Administrator
You can specify the following administrator settings as the machine ad-
ministrator.
Login User Name
Login Password
Encryption Password

e [LDAP Server
All the settings can be specified.

¢ ROM Update
All the settings can be specified.
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<+ Printer

* Basic Settings
Print Error Report
Auto Continue
Memory Overflow
Job Separation
Initial Print Job List
Memory Usage
Duplex
Copies
Blank Page Print
Toner Saving
Spool Image
Reserved Job Waiting Time
Sub Paper Size
Page Size
Letterhead Setting
Bypass Tray Setting Priority
Edge to Edge Print
Tray Switching
List/Test Print Lock
I/0 Buffer
I/0 Timeout
PCL Settings
PS Settings
PDF Settings !

Tray Parameters (PCL)
Tray Parameters (PS) ™
PDF Group Password ™

PDF Fixed Password "
The PostScript 3 unit option must be installed.

*1

% Fax
* Environment Settings
All the settings can be specified.

* Send/Reception Settings
All the settings can be specified.

* Parameter Settings
All the settings can be specified.

< Interface

* Interface Settings
USB
Parallel Interface
PictBridge
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< Network

SNMPv3

% RC Gate
All the settings can be specified.

% Webpage
Download Help File

% Extended Feature Settings
All the settings can be specified.

Settings via SmartDeviceMonitor for Admin

The following settings can be specified.

+ Device Settings

System

Protect Printer Display Panel
Print Priority

Function Reset Timer

Permit ROM Update

Display IP Address on Device Display Panel
Output Tray

Paper Tray Priority

Front Cover Sheet Tray

Back Cover Sheet Tray

Slip Sheet Tray

Designation Sheet 1 Tray
Designation Sheet 2 Tray

Paper
All the settings can be specified.

% User Management Tool

Export User Statistics List
Open CSV File with Program...
Restrict Access To Device

Find User

User Properties

«» Load Fax Journal

Download Transmission List

+ Spool Printing Job List(Printer)
All the settings can be specified.
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Network Administrator Settings

The network administrator settings that can be specified are as follows:

System Settings

The following settings can be specified.

% Interface Settings

* Network
All the settings can be specified.

e IEEE 802.11b !
All the settings can be specified.

& Note

O If [Auto-Obtain (DHCP)] is set to [On], the settings that are automatically ob-
tained via DHCP cannot be specified.
"I The IEEE 802.11b interface unit option must be installed.

< File Transfer

e SMTP Server
Server Name
Port No.

e E-mail Communication Port

* E-mail Reception Interval

* Max. Reception E-mail size

¢ Auto Specify Sender Name

¢ E-mail Storage in Server

* Scanner Resend Interval Time
e Number of Scanner Resends

< Administrator Tools

¢ Administrator Authentication Management
Network Management
* Program / Change Administrator
Network Administrator
You can specify the user name and change the full-control user’s authority.

* Extended Security
Driver Encryption Key
Settings by SNMP V1 and V2
Restrict Use of Simple Encryption
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Facsimile Features

The following settings can be specified.

% Send Settings

e Max. E-mail Size

« Initial Settings
¢ Enable H.323
¢ Enable SIP
e H.323 Settings
o SIP Settings
* Program/Change/Delete Gateway

Scanner Features

The following settings can be specified.

% Send Settings
e Max. E-mail Size
¢ Divide & Send E-mail

Settings via Web Image Monitor

The following settings can be specified.

% Device Settings

¢ System
Device Name
Comment
Location

e E-mail
Reception
SMTP
E-mail Communication Port

e Auto E-mail Notification

* Administrator Authentication Management
Network Administrator Authentication
Available Settings for Network Administrator



Network Administrator Settings

¢ Program/Change Administrator
You can specify the following administrator settings for the network ad-
ministrator.
Login User Name
Login Password
Encryption Password

% Fax

* Send/Reception Settings
Maximum E-mail Size

¢ ]P-Fax Settings
All the settings can be specified.

¢ P-Fax Gateway Settings
All the settings can be specified.

< Interface

* Interface Settings
Change Interface
USB

* Wireless LAN Settings !
Change Interface
Communication Mode
SSID
Channel
Security Type
WEP Settings
WPA Settings

* Bluetooth
Operation Mode

! The IEEE 802.11b interface unit option must be installed.
"2 The Bluetooth interface unit option must be installed.

% Network

o IPv4

All the settings can be specified.
e IPv6

All the settings can be specified.
¢ NetWare

All the settings can be specified.
* AppleTalk

All the settings can be specified.
* SMB

All the settings can be specified.

e SNMP
All the settings can be specified.
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¢ SNMPv3
All the settings can be specified.

e SSDP
All the settings can be specified.

¢ Bonjour
All the settings can be specified.

% Security
* Network Security
All the settings can be specified.

¢ Access Control
All the settings can be specified.

¢ PP Authentication
All the settings can be specified.

e SSL/TLS
All the settings can be specified.

* ssh
All the settings can be specified.

¢ Site Certificate
All the settings can be specified.

¢ Device Certificate
All the settings can be specified.

% Webpage
All the settings can be specified.

Settings via SmartDeviceMonitor for Admin

The following settings can be specified.

% NIB Setup Tool
All the settings can be specified.

% Device Settings

¢ System
Device Name
Comment
Location
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File Administrator Settings

The file administrator settings that can be specified are as follows:

System Settings

The following settings can be specified.

< Administrator Tools

¢ Administrator Authentication Management
File Management

* Program / Change Administrator
File Administrator

* Extended Security
Enhance File Protection

e Auto Delete File in Document Server
e Delete All Files in Document Server

Facsimile Features

The following settings can be specified.

% Reception Settings
* Stored Reception File User Setting

Printer Features

The following settings can be specified.

< Maintenance
* Delete All Temporary Print Jobs

e Delete All Stored Print Jobs

% System
¢ Auto Delete Temporary Print Jobs
e Auto Delete Stored Print Jobs
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Settings via Web Image Monitor

The following settings can be specified.

< Document Server
All the settings can be specified.

< Printer: Print Jobs

e Print Job List
1" The file administrator can select [Delete], [Delete Password], and [Unlock Job]. The
file administrator cannot print files.

« Device Settings

¢ Auto E-mail Notification
All the settings can be specified.

* Administrator Authentication Management
File Administrator Authentication
Available Settings for File Administrator

¢ Program/Change Administrator
You can specify the following administrator settings for the file adminis-
trator.
Login User Name
Login Password
Encryption Password

< Printer

m * Basic Settings

Auto Delete Temporary Print Jobs
Auto Delete Stored Print Jobs

« Webpage
Download Help File
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User Administrator Settings

The user administrator settings that can be specified are as follows:

System Settings

The following settings can be specified.

< Administrator Tools
¢ Address Book Management
* Address Book: Program / Change / Delete Group
¢ Address Book: Change Order
¢ Print Address Book: Destination List
¢ Address Book: Edit Title
¢ Address Book: Switch Title
¢ Back Up / Restore Address Book

¢ Administrator Authentication Management
User Management

* Program / Change Administrator
User Administrator

* Extended Security
Encrypt Address Book
Restrict Use of Destinations
Restrict Adding of User Destinations
Password Policy
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Settings via Web Image Monitor

The following settings can be specified.

< Address Book
All the settings can be specified.

% Device Settings

¢ Auto E-mail Notification
All the settings can be specified.

¢ Administrator Authentication Management
User Administrator Authentication
Available Settings for User Administrator

¢ Program/Change Administrator
The user administrator settings that can be specified are as follows:
Login User Name
Login Password
Encryption Password

« Webpage
Download Help File

Settings via SmartDeviceMonitor for Admin

The following settings can be specified.

% Address Management Tool
All the settings can be specified.

% User Management Tool
* Export User Statistics List
* Open CSV File with Program...
¢ Export User Information
¢ Import User Information
e Restrict Access To Device
e Reset User Counters
e Find User
e Add New User
e Delete User
¢ User Properties



Document Server File Permissions

Document Server File Permissions

The authorities for using the files stored in Document Server are as follows:

The authority designations in the list indicate users with the following authori-
ties.

* Read-only

This is a user assigned “Read-only” authority.
o Edit

This is a user assigned “Edit” authority.

e Edit / Delete
This is a user assigned “Edit / Delete” authority.

¢ Full Control
This is a user granted full control.

e Owner
This is a user who can store files in the machine and authorize other users to
view, edit, or delete those files.

¢ File Administrator
This is the file administrator.

O =Granted authority to operate.
- =Not granted authority to operate.

User Viewing | Viewing | Print/Tr | Chang- | Deleting | Specify- | Specify- | Unlock-
Details | Thumb- | ansmis- |ingIn- | Files ing File |ing Per- | ing Files
about nails sion formatio Password | mission
Stored n about s for Us-

Files Stored ers/Gro
Files ups

Read- o } ) ) ) )

only

Edit O @) O O - - - -

Edit /

Delete o O o o o ) B )

Full

Control o O o o O ) O )

Owner 01 01 O™ O 01 O O -

File Ad-

minis- O O - - O O O O

trator

"I This setting can be specified by the owner.
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The Privilege for User Account Settings in
the Address Book

The authorities for using the Address Book are as follows:

The authority designations in the list indicate users with the following authori-
ties.
* Read-only
This is a user assigned “Read-only” authority.
o Edit
This is a user assigned “Edit” authority.
e Edit / Delete
This is a user assigned “Edit / Delete” authority.
* Full Control
This is a user granted full control.

* Registered User
This is a user whose personal information is registered in the Address Book.
The registered user is the user who knows the login user name and password.

e User Administrator
This is the user administrator.

O=You can view and change the setting.
A =You can view the setting.
- =You cannot view or specify the setting.

Settings User User Ad- | Registered | Full Con-
Read-only | Edit Edit/ De- ministrator | User trol
lete
Registration No. A O O o O o
Key Display A O O O O O
Name A O O O O O
Select Title A O ©] o O O
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The Privilege for User Account Settings in the Address Book

Settings

User

Read-only

Edit

Edit/ De-
lete

User Ad-
ministrator

Registered
User

Full Con-
trol

Auth. Info

User Code

Login User
Name

Login
Password

SMTP
Authenti-
cation

Folder
Authenti-
cation

LDAP
Authenti-
cation

01

o1

Available
Functions

Protection

Use
Name as

Protection
Code

o

o1

Protection
Object

Protect
Dest.: Per-
missions
for Us-
ers/Groups

Protect
File(s): Per-
missions
for Us-
ers/Groups

Fax Dest.

Fax Desti-
nation

Interna-
tional TX
Mode

Fax Header

Label In-
sertion

E-mail

E-mail
Address
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Settings User User Ad- | Registered | Full Con-
Read-only | Edit Edit/ De- ministrator | User trol
lete

Folder SMB/FT N
P/NCP O O o) o) o
SMB: Path A 0 o o 5 5
FTP: Port a
Number
FTP: Serv- a
er Name
FTP: Path A O o) o 5 5
NCP: Path A O o) o5 5 5
NCP:
Connec- A o) o o o o
tion type

I You can only enter the password.




User Settings

User Settings

If you have specified administrator authentication, the available functions and
settings depend on the menu protect setting.

The following settings can be specified by someone who is not an administrator.
O=You can view and change the setting.
A =You can view the setting.

- =You cannot view or specify the setting.

& Note

O Settings that are not in the list can only be viewed, regardless of the menu pro-
tect level setting.

Copier / Document Server Features

The default for [Menu Protect] is [Level 2].

Tab Names Settings Menu Protect
Off | Levell | Level 2

A A

General Features | Auto Image Density Priority

Copy Quality

Image Density

Original Orientation in Duplex Mode

Copy Orientation Duplex Mode

Max. Copy Quantity

Auto Tray Switching

Paper Display

Original Type Display

Tone: Original Remains

Job End Call

Switch Original Counter Display

Customize Function: Copier

Customize Function: Document Server Storage

Customize Function: Document Server Print

Reproduction Shortcut R/E
Ratio R/E Ratio

R/E Ratio Priority

01Ol 0]0l0]0|0]0|0]0|0]0|0]0|0]0|0]0]|O0
I I S S N S S S N S I A A I

el > > Ol OOl > > > > > > »] » O

Ratio for Create Margin
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Tab Names

Settings

Menu Protect

Off Level 1

Level 2

Edit

Front Margin: Left/Right

Back Margin: Left/Right

Front Margin: Top/Bottom

Back Margin: Top/Bottom

1 Sided—2 Sided Auto Margin: T to T

1 Sided—2 Sided Auto Margin: T to B

Erase Border Width

Erase Original Shadow in Combine

Erase Centre Width

Front Cover Copy in Combine

Copy on Designating Page in Combine

Copy Order in Combine

Orientation: Booklet, Magazine

Image Repeat Separation Line

Double Copies Separation Line

Separation Line in Combine

Copy Back Cover

OO0 0|0 0|0 0|0 0O|0]0O|0]0O|0C|]0O|O0

OOl O|O|O|O| O[O > O] P> >>i > »

[ S N N S S S S I I S N N . 2




User Settings

Tab Names Settings Menu Protect
Off | Levell | Level 2

Stamp | Back- | Size O O A

%}EE{_\d Density 5 5 .
bering

Preset | Stamp Language O O A

SMP g mp Position: COPY 0 o A

Stamp Position: URGENT ™ O ©) A

Stamp Position: PRIORITY ™ ) 0] A

Stamp Position: For Your Info. ) O A

Stamp Position: PRELIMINARY ™ ) O A

Stamp Position: For Internal Use Only ™ ®) O A

Stamp Position: CONFIDENTIAL ™! O O A

Stamp Position: DRAFT ™ ®) O A

User Program / Delete Stamp O O A

Stamp Stamp Format: 1 O O A

Stamp Format: 2 O O A

Stamp Format: 3 O O A

Stamp Format: 4 O O A

Date Format O A A

SAmP eont o o A

Size O O A

Superimpose O O A

Stamp Setting O O A
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Tab Names

Settings

Menu Protect

Off Level 1

Level 2

Stamp

Page
Num-
bering

Stamp Format

A

Font

Size

Duplex Back Page Stamping Position

Page Numbering in Combine

Stamp on Designating Slip Sheet

Stamp Position: P1, P2... ™

| A S S 2

Stamp Position: 1/5,2/5...

>

Stamp Position: -1-, -2-... ™

>

Stamp Position: P.1,P.2... ™

>

Stamp Position: 1, 2... ™

4

Stamp Position: 1-1,1-2... ™

Superimpose

Page Numbering Initial Letter

Stamp
Text

Font

Size

Superimpose

Stamp Setting

Input / Output

Switch to Batch

SADF Auto Reset

Rotate Sort: Auto Paper Continue

Copy Eject Face Method in Glass Mode

Copy Eject Face Method in Bypass Mode

Memory Full Auto Scan Restart

Letterhead Setting

Staple Position

Punch Type

Simplified Screen: Finishing Types

0] O|0] 0000|0000 0l0|0I0|0|0|l0|0|0]0|0|0|0|0|0C|0O|C
QOO »| > > > > » Ol0]0|0]0|0]00|0|0|0|0|0|0l0|0|0|O0

A N R S S I S S N N S S

1 You can adjust the print position but not specify it.




User Settings

Printer Functions

The default for [Menu Protect] is [Level 2].

< Normal Printer Screen

Functions Menu Protect

Off Level 1 | Level 2

Print Jobs O O @)

« Printer Features

Tab Names Settings Menu Protect
Off | Levell | Level 2

List / Test Print | Multiple Lists O O O
Configuration Page O O O
Error Log O O o
Menu List O O o
PCL Configuration / Font Page O O O
PS Configuration / Font Page O O O
PDF Configuration / Font Page O O O
Hex Dump O O O

Maintenance List / Test Print Lock A A A
Delete All Temporary Print Jobs - - -
Delete All Stored Print Jobs - - -
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Tab Names

Settings

Menu Protect

Off Level 1

Level 2

System

Print Error Report

Auto Continue

Memory Overflow

Job Separation

Auto Delete Temporary Print Jobs

Auto Delete Stored Print Jobs

Initial Print Job List

Memory Usage

Duplex

Copies

Blank Page Print

Toner Saving

Spool Image

Reserved Job Waiting Time

Printer Language

Sub Paper Size

Page Size

Letterhead Setting

Bypass Tray Setting Priority

Edge to Edge Print

Default Printer Language

Tray Switching

Host Interface

1/0 Buffer

I/0 Timeout

OOl 0] 00| 0|00 0] 0000001000000 0]0]|0
(L I I S 2 ORI 2 I A O S O I S S

[ I I N N I S S S I I S S S S S S I S I N N e o




User Settings

Tab Names Settings Menu Protect

Off Level1 | Level 2

PCL Menu Orientation O
Form Lines O A A
Font Source O A A
Font Number O A A
Point Size O A A
Font Pitch @) A A
Symbol Set O A A
Courier Font O A A
Extend A4 Width O A A
Append CR to LF O A A
Resolution O A A

PS Menu ! Data Format O A A
Resolution O A A

PDF Menu ! Change PDF Password @) A A
PDF Group Password O A A
Resolution O A A

' The PostScript 3 unit option must be installed.
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Scanner Features

The default for [Menu Protect] is [Level 2].

Tab Names

Settings

Menu Protect

Off

Level 1

Level 2

General Settings

Switch Title

Search Destination

TWAIN Standby Time

Destination List Display Priority 1

Destination List Display Priority 2

Print & Delete Scanner Journal

Print Scanner Journal

Delete Scanner Journal

Send Settings

Compression (Black & White)

Compression (Gray Scale)

Max. E-mail Size

Divide & Send E-mail

E-mail Information Language

No. of Digits for Single Page Files

Stored File E-mail Method

Scan Settings

Wait Time for Next Orig.: Exposure Glass

Wait Time for Next Original(s): SADF

Ol O| O] OO »| » OO 0|0 0O|0]0|0|]0]|O0

>l Ol Ol Ol » > QIO > > > > > > »

N S N N S S S S I I I N N S

Facsimile Features

The default for [Menu Protect] is [Level 2].

Tab

Names Settings

Menu Protect

Off

Level 1

Level 2

General Settings

Quick Operation Key 1-3

O

A

Switch Title

Search Destination

Communication Page Count

Adjust Sound Volume

> | > >

Box Setting

Box Setting: Print List

On Hook Mode Release Time

Scan Settings

Program/Change/Delete Scan Size

] 0|0 0|0l » 0| 0O|O0

O|OC| O] »| O| » OO0




User Settings

Tab Names Settings Menu Protect

Off Level 1 | Level 2

Send Settings Max. E-mail Size

>
>

Program/Change/Delete Standard Message

>
>

Backup File TX Setting

>
>

Reception Settings | Switch Reception Mode

Program Special Sender

Program Special Sender: Print List

Forwarding

Reception File Setting

Stored Reception File User Setting
SMTP RX File Delivery Settings

2 Sided Print

Checkered Mark

Centre Mark

Print Reception Time

Reception File Print Quantity

Paper Tray

Specify Tray for Lines

Folder Transfer Result Report

Memory Lock Reception

[ I S S N N I S I S I S N N 2

Initial Settings Parameter Setting

Parameter Setting: Print List

Program Closed Network Code

Program Memory Lock ID

Internet Fax Settings

Program Fax Information
Enable H.323

Enable SIP

H.323 Settings

SIP Settings

GINCINCINCI NG NCINCINCI NOINCINOINCINCINOCI RO NCINCINCI NOINCI RO NOCI RO RO RO NOC) NOL NG NOLNG)

> el » | | >l O|l > > > OlOlOlClClOlOl» » » »

2 S S N

Program/Change/Delete Gateway
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System Settings

The settings available to the user depend on whether or not administrator au-
thentication has been specified.

If administrator authentication has been specified, the settings available to the
user depend on whether or not “Available Settings” has been specified.

Tab Names Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
E::t:;rtl “Availa- | “Availa-

ble Set- | ble Set-
been . ” : ”
speci- tings tings
fil:: d has has not
' been been
speci- | speci-
fied. fied.
General Features | Program / Change / Delete User Text O A ©]
Panel Key Sound O A O
Warm-up Beeper O A O
Copy Count Display O A O
Function Priority O A O
Print Priority O A O
Function Reset Timer O A o
Interleave Print O A O
Output: Copier O A o
Output: Document Server O A O
Output: Facsimile O A O
Output: Printer O A O
ADF Original Table Elevation O A O
System Status / Job List Display Time O A ©]
Key Report O A O
Z-fold Position O A O
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User Settings

Tab Names Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.

E::t::: “Availa- | “Availa-
ble Set- | ble Set-
been . .
speci- tings tings
fied. has has not
been been
speci- speci-
fied. fied.
Tray Paper Settings | Paper Tray Priority: Copier A O

Paper Tray Priority: Facsimile

Paper Tray Priority: Printer

Tray Paper Size: Tray 2-3

Printer Bypass Paper Size

Paper Type: Bypass Tray

Paper Type: Tray 1-3

Front Cover Sheet Tray

Back Cover Sheet Tray

Slip Sheet Tray

Designation Sheet 1 Tray

Designation Sheet 2 Tray

Timer Settings Auto Off Timer

Energy Saver Timer

Panel Off Timer

System Auto Reset Timer

Copier/ Document Server Auto Reset Timer

Facsimile Auto Reset Timer

Printer Auto Reset Timer

Scanner Auto Reset Timer

Set Date

Set Time

Auto Logout Timer

Weekly Timer Code

Q| » OO O|O|0OI0O|0O| 0|00 0|0|0C|0]0|0OI0|0C|0]0]0|0|0
RN A A S A A
Q00| O] OO0 0|0O|0O]0O|0Ol0I0|0|0]0]0C|0I0|0|0|0|O0

Weekly Timer: Monday - Sunday

211



212

Appendix

Tab Names Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
E::t::)rtl “Availa- | “Availa-
b ble Set- | ble Set-

een N .,
speci- tings tings
ﬁP; d has has not
' been been
speci- speci-
fied. fied.

Inter- | Network | Machine IPv4 Address ™ O A O

face

Settings IPv4 Gateway Address O A O

Machine IPv6 Address ! ®) A O
IPv6 Gateway Address O A O
IPv6 Stateless Address Autoconfiguration O A O
DNS Configuration ! O A O
DDNS Configuration O A O
Domain Name ™ O A @)
WINS Configuration ! O A )
Effective Protocol O A O
NCP Delivery Protocol O A O
NW Frame Type O A O
SMB Computer Name O A o
SMB Work Group O A O]
Ethernet Speed O A O
LAN Type O A A
Ping Command O A O
Permit SNMP v3 Communication O A ©]
Permit SSL / TLS Communication O A ©]
Host Name O A ©]
Machine Name O A ©]
Parallel | Parallel Timing O A O
Inter: Paralle] Communication Speed O A O
face ®
Selection Signal Status O A O
Input Prime O A o
Bidirectional Communication O A O
Signal Control O A O




User Settings

Tab Names Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.

E::t::)rtl “Availa- | “Availa-
ble Set- | ble Set-
been . ” . 4
speci- fings —
fiI::d has | hasnot
. been been
speci- | speci-
fied. | fied.

Inter- IEEE Communication Mode " 5

face | 802.11b :

Settings SSID Setting
Channel

Security Method

Transmission Speed

> > > > >

Restore Factory Defaults

Print Print List
List

>

File Transfer Delivery Option

Fax RX File Transmission

SMTP Server

SMTP Authentication "
POP before SMTP

Reception Protocol

POP3 / IMAP4 Settings

Administrator's E-mail Address

E-mail Communication Port

E-mail Reception Interval

Max. Reception E-mail Size

Auto Specify Sender Name

E-mail Storage in Server

Default User Name / Password (Send) ™

Program / Change / Delete E-mail Message

Fax E-mail Account

Scanner Resend Interval Time

[ I N O N S S S S S N S S S S S S 2

Ol 0| OOl OC|0O|O|0C|0O|0C|0O|0O|0O|0O] 0|00 O] O |0O|0O|0Ol0O|0O|O0
O] 0| 0|0l 0O|0O]0Ol0O|0O|0|0O|0|0O|0] 0|00 0C] ©C|]0|l0]0|0|O0

Number of Scanner Resends
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Tab Names Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
:::tli::: “Availa- | “Availa-
been bl.e Se:- bl.e Se,’f-
speci- tings tings
fied. has has not

been been
speci- speci-
fied. fied.

Administrator Address Book Management O O O

Tools Address Book: Program / Change / Delete Group O @]

Address Book: Change Order O A O
Print Address Book: Destination List O O o
Address Book: Edit Title O A O
Address Book: Switch Title O A O
Back Up / Restore Address Book O A O
Display / Print Counter O O O
Display / Clear / Print Counter per User O A O
User Authentication Management O A ©]
Administrator Authentication Management O A ©]
Program / Change Administrator - A A
Key Counter Management O A O
Extended Security A A A
Auto Delete File in Document Server O A O
Delete All Files in Document Server O A o
Capture Priority O A O
Capture: Delete All Unsent Files ™ O A )
Program / Change / Delete LDAP Server O A O
LDAP Search O A O
AOQOF (Always On) O A O
Service Mode Lock - A O
Firmware Version A A A
Network Security Level A A A
Data Security for Copying A A A
Transfer Log Setting O A O
Auto Erase Memory Setting O A o
Erase All Memory ™ O A O




User Settings

*1
*2

*3
*4
*5
*6

If you select [Auto-Obtain (DHCP)], you can only view the setting.

é{ou can only view Main Delivery Server IP Address and Sub Delivery Server IP Ad-
ress.

You can only specify the password.

File Format Converter option must be installed.

The IEEE 1284 interface board option must be installed.

The data overwrite security unit option must be installed.

Web Image Monitor Setting

2
*»*

Device Settings

The settings available to the user depend on whether or not administrator au-
thentication has been specified.

If administrator authentication has been specified, the settings available to
the user depend on whether or not “Available Settings” has been specified.

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
fieation 7y il | “Avail-
has not
been able able
speci- Set- Set-
fiP; d tings” | tings”

) has has not
been been
speci- | speci-
fied. fied.

System Device Name A O O

Comment A A O
Location A A O
Spool Printing A A O
Output Tray A A e
Paper Tray Priority A A O
Front Cover Sheet Tray A A O
Back Cover Sheet Tray A A @)
Slip Sheet Tray A A O
Designation Sheet 1 Tray A A O
Designation Sheet 2 Tray A A O
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
featlon 17,y vail- | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

' has | hasnot
been been
speci- | speci-
fied. fied.

Paper Paper Size (Tray2-3) A A O

Paper Type (Tray1-3) A A O
Apply Auto Paper Select (Tray1-3) A A O
Copying Method in Duplex (Tray1-3) A A O
Bypass Tray - Paper Size A A O
Bypass Tray - Custom Paper Size A A O
Bypass Tray - Paper Type A A O]
Date/Time Set Date A A O
Set Time A A O
SNTP Server Address A A O
SNTP Polling Interval A A O
Time Zone A A O
Timer Auto Off Timer A A O
Energy Saver Timer A A O
Panel Off Timer A A O
System Auto Reset Timer A A O
Copier/ Document Server Auto Reset Timer A A O
Facsimile Auto Reset Timer A A o
Scanner Auto Reset Timer A A O
Printer Auto Reset Timer A A O
Auto Logout Timer A A O
Weekly Timer Code A A O
Weekly Timer A A O
Logs Collect Job Logs - A O
Collect Access Logs - A O
Transfer Logs - A A
Encrypt Logs - A O
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tication 17, il | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

’ has has not
been been
speci- | speci-
fied. fied.

E-mail Administrator E-mail Address A A O

Reception Protocol A A O
E-mail Reception Interval A A O
Max. Reception E-mail Size A A O
E-mail Storage in Server A A O
SMTP Server Name A A O
SMTP Port No. A A O
SMTP Authentication A A O
SMTP Auth. E-mail Address A A O
SMTP Auth. User Name - - O
SMTP Auth. Password " - - O
SMTP Auth. Encryption A A O
POP before SMTP A A O
POP E-mail Address A A @)
POP User Name - - @)
POP Password ! - - O
Timeout setting after POP Auth. A A O
POP3/IMAP4 Server Name A A O
POP3/IMAP4 Encryption A A O
POP3 Reception Port No. A A O
IMAP4 Reception Port No. A A O
SMTP Reception Port No. A A O
Fax E-mail Address A A O
Receive Fax E-mail - - O
Fax E-mail User Name - - O
Fax E-mail Password ! - - O
E-mail Notification E-mail Address A A O
Receive E-mail Notification - - O
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tication 17, il | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”
) has has not
been been
speci- | speci-
fied. fied.
E-mail E-mail Notification User Name - - O
E-mail Notification Password - -

Auto E-mail No- | Notification Message - A A

tification Groups to Notify - O O
Call Service - A A
Out of Toner - A A
Toner Almost Empty - A A
Used Toner Bottle is Full - A A
Used Toner Bottle is Almost Full - A A
Add Staple - A A
Paper Misfeed - A A
Cover Open - A A
Out of Paper - A A
Almost Out of Paper - A A
Hole Punch Receptacle is Full - A A
Replacement Required Soon: Cleaning Web - A A
Paper Tray Error - A A
Output Tray Full - A A
Unit Connection Error - A A
Duplex Unit Error - A A
Document Server Memory Full - A A
Detailed Settings of Each Item - A A
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User Settings

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tication 17, il | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

’ has has not
been been
speci- | speci-
fied. fied.

On-demand E-mail | Notification Subject - A A

Notification Notification Message - A A

Restriction to System Config. Info. - A A
Restriction to Network Config. Info. - A A
Restriction to Printer Config. Info. - A A
Restriction to Supply Info. - A A
Restriction to Device Status Info. - A A
Receivable E-mail Address/Domain Name - A A
E-mail Language - A A
File Transfer SMB User Name - - O
SMB Password " - - O
FTP User Name - - @)
FTP Password - - @)
NCP User Name - - O
NCP Password - - O
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tication |7\ il | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

’ has has not
been been
speci- | speci-
fied. fied.

User Authentica- | User Authentication Management - A @)

tion M t . .. R

1on MANAgEMeNt | tjser Code Authentication - Printer Job Au- } } o

thentication

User Code Authentication - Available Function - - O
Basic Authentication - Printer Job Authentication - A O
Basic Authentication - Available Function - A O
Windows Authentication - Printer Job Au- ) . o
thentication

Windows Authentication - SSL - - O
Windows Authentication - Domain Name - - O
Windows Authentication - Group Settings ) ) o
for Windows Authentication

LDAP Authentication - Printer Job Authentication - - @)
LDAP Authentication - LDAP Authentication - - @)
LDAP Authentication - Login Name Attribute - - O
LDAP Authentication - Unique Attribute - - O
LDAP Authentication - Available Function - - O
Integration Server Authentication - Printer . . o
Job Authentication

Integration Server Authentication - SSL - - O
Integration Server Authentication - Integra- ) ) o
tion Server Name

Integration Server Authentication - Authen- ) ) o
tication Type

Integration Server Authentication - Obtain URL - - A
Integration Server Authentication - Domain Name - -
Integration Server Authentication - Group } }

Settings for Integration Server Authentication
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User Settings

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
feation |y vail. | “Avail-
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”
' has | hasnot
been been
speci- | speci-
fied. fied.
Administrator | User Administrator Authentication - A A
Authentication Available Settings for User Administrator - A A
Management
Machine Administrator Authentication - A A
Available Settings for Machine Administrator - A A
Network Administrator Authentication - A A
Available Settings for Network Administrator - A A
File Administrator Authentication - A A
Available Settings for File Administrator - A A

LDAP Server LDAP Search - - O
Program/Change/Delete - - O

1 You can only specify the password.
% Printer
The default for [Menu Protect] is [Level 2].
Category Settings Menu Protect
Off |Levell| Level 2

Basic Settings Print Error Report O A
Auto Continue O A A
Memory Overflow O A A
Job Separation O A A
Auto Delete Temporary Print Jobs O A A
Auto Delete Stored Print Jobs O A A
Initial Print Job List O A A
Memory Usage O A A
Duplex O A A
Copies O A A
Blank Page Print O A A
Toner Saving O A A
Spool Image O A A
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Category

Settings

Menu Protect

Off |Levell

Level 2

Basic Settings

Reserved Job Waiting Time

Printer Language

Sub Paper Size

Page Size

Letterhead Setting

Bypass Tray Setting Priority

Edge to Edge Print

Default Printer Language

Tray Switching

List/Test Print Lock

I/0O Buffer

I/0 Timeout

PCL Settings - Orientation

PCL Settings - Form Lines

PCL Settings - Font Source

PCL Settings - Font Number

PCL Settings - Point Size

PCL Settings - Font Pitch

PCL Settings - Symbol Set

PCL Settings - Courier Font

PCL Settings - Extend A4 Width

PCL Settings - Append CR to LF

PCL Settings - Resolution

[ I I N N S S S I I I S S S S S S I I N N e o

[ I N S I S I o N S S S S S S S S S S S 2

Gl NG NOGINCI O] NCINCINC) NCINOCI O NOLNCINC) NCI NOI N 4 NOINCINCINC) NOINCI NOI RO NG

PS Settings - Data Format ™ A A
PS Settings - Resolution ™ A A
A A

PDF Settings - Resolution ™




User Settings

Category Settings Menu Protect
Off |Levell |Level 2
PDF Temporary | PDF Temporary Password O o o
Password Confirm Password O O O
PDF Group Current PDF Group Password O O O
Password ™ New PDF Group Password O O O
Confirm PDF Group Password O O O
PDF Fixed Pass- | Current PDF Fixed Password O O O
word ™ New PDF Fixed Password O O O
Confirm Password O O O
' The PostScript 3 unit option must be installed.
% Fax
The default for [Menu Protect] is [Level 2].
Category Settings Menu Protect

Off |Levell | Level 2

Environment Closed Network Code
Settings

Internet Fax

Program Memory Lock ID
Fax Header

Own Name

Own Fax Number

Send / Reception | Maximum E-mail Size
Settings

Switch Reception Mode
SMTP RX File Delivery Settings

Duplex Print
Checkered Mark
Center Mark

Print Reception Time

Reception File Print Quantity

Paper Tray

OO0 0] 0| 0|00l 0]0]0|0|0|0|0C]0|O0

Memory Lock Reception
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Category

Settings

Menu Protect

Off

Level 1

Level 2

IP-Fax Settings

Enable H.323

Enable IP-Fax Gatekeeper

Gatekeeper Address(Main)

Gatekeeper Address(Sub)

Own Fax No.

Enable SIP

Enable Server

Server IP Address

Proxy Server Addr. (Main)

Proxy Server Address (Sub)

Redirect Svr. Addr. (Main)

Redirect Svr. Addr. (Sub)

Registrar Address (Main)

Registrar Address (Sub)

Digest Authentication

IP-Fax Gateway
Settings

Prefix 1-50

Protocol 1-50

Gateway Address 1-50

Parameter Settings

Just Size Printing

Convert to PDF When Transferring to Folder

Journal

Immediate Transmission Result Report

Communication Result Report

Memory Storage Report

SEP Code RX Result Report

SEP Code RX Reserve Report

Confidential File Report

LAN-Fax Result Report

Inclusion of Part of Image

Error E-mail Notification

Display Network Errors

Journal Notification by E-mail

Response to RX Notice Request

Select Destination Type Priority

Ol 0] 0| 0| 0|00 0]0]0|0|0|0|0|0]0]0|0|0|0|0]0]0|0|0|0|0|0C]0|0C|0O|0O|0|O0




User Settings

% Interface
The settings available to the user depend on whether or not administrator au-
thentication has been specified.
If administrator authentication has been specified, the settings available to
the user depend on whether or not “Available Settings” has been specified.

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
:;f;’has “Avail | “Avail
not able able

Set- Set-

been . 14 s 14
speci- tings tings
fiP; d has | hasnot
’ been | been
speci- | speci-

fied. fied.

Interface Settings | Change Interface A A O

Bluetooth A A O
Operation Mode ™ A A O
USB A A ®)
PictBridge ™ A A O
Parallel Interface * A A O
Parallel Timing A A O
Parallel Communication Speed ™ A A O
Selection Signal Status ™ A A O
Input Prime A A O
Bidirectional Communication A A O
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
o | “Avail [ “Avail
not able able

Set- Set-
been N
speci- tings tings
fied has | hasnot
) been | been
speci- | speci-
fied. fied.
Wireless LAN | Change Interface - A O
. vt
Settings Communication Mode A A O
SSID A A ®)
Channel A A O
Security Type - A o
WEP Authentication - A O
WEP Key Number - A O
WEP Key - A O
WPA Encryption Method - A O
WPA Authentication Method - A O
PSK - A O
WPA (802.1X):User Name - A O
WPA (802.1X):Domain Name - A @)
WPA (802.1X):EAP Type - A O
WPA Client Certificate - A O
Password - A O
Phase 2 User Name - A O
Phase 2 Method - A O
Authenticate Server Certificate - A O
Trust Intermediate Certificate Authority - A O
Server ID - A O

The Bluetooth interface unit option must be installed.
The PictBridge card option must be installed.

3" The IEEE 1284 interface board option must be installed.
" The IEEE 802.11b interface unit option must be installed.
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User Settings

< Network
The settings available to the user depend on whether or not administrator au-
thentication has been specified.
If administrator authentication has been specified, the settings available to
the user depend on whether or not “Available Settings” has been specified.

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tieation |7, vail | “Avail
has not
been able able
speci- Set- Set-
fiI:: d tings” | tings”

' has | hasnot
been | been
speci- | speci-
fied. fied.

IPv4 IPv4 A O

Host Name A A O
DHCP A A O
Domain Name A A O
IPv4 Address A A ©]
Subnet Mask A A ©]
DDNS A A ®)
WINS A A O
Primary WINS Server A A O
Secondary WINS Server A A @]
Scope ID A A O
Default Gateway Address A A O
DNS Server A A O
LPR A A O
RSH/RCP A A ©]
DIPRINT A A O
FTP A A O
IPP A A O
IPP Timeout A A ©]
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Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
tication 7, U231 | “Avail
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

’ has | hasnot
been been
speci- | speci-
fied. fied.

IPv6 IPv6 A A O

Host Name A A O
Domain Name A A O
Stateless Address Autoconfiguration A A O
Manual Configuration Address A A O
DDNS A A ®)
Default Gateway Address A A O
DNS Server A A O
LPR A A O
RSH/RCP A A O
DIPRINT A A O
FTP A A O
sftp A A O
PP A A @)
IPP Timeout A A @)
NetWare NetWare A A O
Print Server Name A A O
Logon Mode A A O
File Server Name A A O
NDS Tree - - O
NDS Context Name O
Operation Mode O
Remote Printer No. - - O
Job Timeout - - @)
Frame Type A A O
Print Server Protocol A A O
NCP Delivery Protocol A A O
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User Settings

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
fieation 7, » Jail | “Avail
has not
been able able
speci- Set- Set-
fi}:: d tings” | tings”

’ has | hasnot
been | been
speci- | speci-
fied. fied.

AppleTalk AppleTalk A A O

Printer Name A A @]
Zone Name A A O
SMB SMB A A O
Workgroup Name A A O
Computer Name A A O
Comment A A ©]
Notify Print Completion A A O
Bonjour Bonjour A A O
Computer Name A A ©]
Location A A ©]
DIPRINT A A ©]
LPR A A O
PP A A O
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% Webpage
The settings available to the user depend on whether or not administrator au-
thentication has been specified. If administrator authentication has been spec-
ified, the settings available to the user depend on whether or not “Available
Settings” has been specified.

Category Settings Admin- | Administrator au-
istrator | thentication has
authen- | been specified.
:if); “Avail | “Avail
has not able able

Set- Set-
been e o e,
speci- tings tings
fied has | hasnot
) been | been
speci- | speci-
fied. fied.
Webpage Webpage Language A O
Set URL Target of Link Page A A O
Set Help URL Target A A O
UPnP Setting A A O
Download Help File O O O




Functions That Require Options

Functions That Require Options

The following functions require certain options and additional functions.

e Hard Disk overwrite erases function
DataOverwriteSecurity unit

* Data security for copying function
Copy Data Security Unit

e PDF Direct Print function
PostScript 3 unit
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Access Control, 135

Access Permission, 89

Address Book, 38,106, 196, 198

Address Management Tool, 196
Administrator, 3,11, 27

Administrator Authentication, 4, 14,17,23,26
Administrator’s Password, 178
Administrator Tools, 181, 182,189,193,195
AppleTalk, 191

Authenticate Current Job, 159
Authentication and Access Limits, 3
Auto Erase Memory Setting, 112
Available Functions, 127

Bonjour, 192
C

Configuration flow (certificate
issued by a certificate authority), 145
Configuration flow (self-signed certificate), 145

D

Device Settings, 185,188,190, 194, 196, 215
Document Server, 194,197

Document Server Features, 182, 201
Driver Encryption Key, 139, 140, 157

E

Edit, 182,197,198

Edit / Delete, 197, 198

Encrypt Address Book, 109, 157
Encrypted Communication Mode, 149
Encryption Technology, 3

Enhance File Protection, 158

Erase All Memory, 112

F

Fax, 223

File Administrator, 12,121, 193,197
File Creator (Owner), 3

File Transfer, 180, 189

Full Control, 197, 198

General Features, 180, 182

General Settings, 185

Gen. Settings, 182

Group Passwords for PDF Files, 139

H

Host Interface, 184

Initial Settings, 183, 185

Input / Output, 182

Interface, 191, 225

Interface Settings, 180, 187, 189
IPv4, 191

IPv6, 191

L

List / Test Print, 183
Locked Print, 82
Login, 4,69,71
Logout, 4,70,71,72

Machine Administrator, 12,121, 180
Maintenance, 183, 193

Menu Protect, 121, 122

Methods of Erasing the Data, 112

N

NetWare, 191

Network, 188, 191, 227

Network Administrator, 12,121, 189
NIB Setup Tool, 192

0

Operational Requirements
for Windows Authentication, 43
Owner, 197
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Parallel Interface, 180

Password for IPP Authentication, 139
Password for Stored Files, 89
Password Policy, 160

PCL Menu, 184

PDF Menu, 184

Print & Delete Scanner Journal, 161
Printer, 187,194, 221

Printer: Print Jobs, 194

Printer Job Authentication, 65
PSMenu, 184

R

RC Gate, 188

Read-only, 197,198

Reception Settings, 183
Registered User, 4, 198
Registering the Administrator, 20
Reproduction Ratio, 182

Reset Device, 185

Reset Printer Job, 185

Restrict Adding of User Destinations, 157
Restrict Display of User Information, 158

Restrict Use of Destinations, 103, 157

Restrict Use of Simple Encryption, 158

S

Scan Settings, 182,185
Security, 192

Send Settings, 182, 185, 190
Service Mode Lock, 166
Settings by SNMP v1 and v2, 158
SMB, 191

SNMP, 191

SNMPv3, 192

SSDP, 192

SSL (Secure Sockets Layer), 144
Stamp, 182

Stored RX File User Setting, 161
Supervisor, 12,175

System, 184, 193

System Settings, 189

Timer Settings, 180

Top Page, 185

Transfer to Fax Receiver, 159
Tray Paper Settings, 180
Type of Administrator, 121

U

User, 3,11

User Administrator, 11,121, 195, 198
User Authentication, 4,29

User Management Tool, 188

w

Webpage, 188,192,194, 196
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In accordance with IEC 60417, this machine uses the following symbols for the main power switch:
| means POWER ON.
O means POWER OFF.

Trademarks

Adobe, Acrobat, Acrobat Reader, PostScript, and Reader are either registered trademarks or trade-
marks of Adobe Systems Incorporated in the United States and/or other countries.

Apple, AppleTalk, Bonjour, EtherTalk, Macintosh, Mac OS, and TrueType are registered trademarks of
Apple Inc., registered in the U.S. and other countries.

Bluetooth is a Trademark of the Bluetooth SIG, Inc. (Special Interest Group) and licensed to Ricoh
Company Limited.

Microsoft®, Windows®, Windows NT®, Windows Server®, and Windows Vista™ are either registered
trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

Monotype is a registered trademark of Monotype Imaging, Inc.
NetWare is a registered trademarks of Novell, Inc.

PCL® s a registered trademark of Hewlett-Packard Company.
PictBridge is a trademark.

Other product names used herein are for identification purposes only and might be trademarks of their
respective companies. We disclaim any and all rights to those marks.

The proper names of the Windows operating systems are as follows:
* The product names of Windows 2000 are as follows:
Microsoft® Windows® 2000 Advanced Server
Microsoft® Windows® 2000 Server
Microsoft® Windows® 2000 Professional
¢ The product names of Windows XP are as follows:
Microsoft® Windows® XP Professional
Microsoft® Windows® XP Home Edition
Microsoft® Windows® XP Media Center Edition
Microsoft® Windows® XP Tablet PC Edition
* The product names of Windows Vista are as follows:
Microsoft® Windows Vista™ Ultimate
Microsoft® Windows Vista™ Enterprise
Microsoft® Windows Vista™ Business
Microsoft® Windows Vista™ Home Premium
Microsoft® Windows Vista™ Home Basic
e The product names of Windows Server 2003 are as follows:
Microsoft® Windows Server® 2003 Standard Edition
Microsoft® Windows Server® 2003 Enterprise Edition
Microsoft® Windows Server® 2003 Web Edition
Microsoft® Windows Server® 2003 Datacenter Edition
¢ The product names of Windows NT 4.0 are as follows:
Microsoft® Windows NT® Workstation 4.0
Microsoft® Windows NT® Server 4.0

Copyright © 2007
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